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MepeyeHb ysa3BMMOCTE

e OnacHocTb VineHTndrkaTop YA3BMMbIA MPOAYKT BekTop ataku  ocneacTsns Aata Hannne
n/n BbIAB/EHVS  OOHOBNEHWS
1| Cpeghss CVE-2023-5253 Sieme:thUNifEEngyaf dﬁg;?gﬁgeVices CeTesol SB 2024-02-20 X
2 Bbicokas CVE-2024-24794 Imaging Data Commons libdicom CeTeBoW ACE 2024-02-20 v
3 Bblcokas CVE-2024-24793 Imaging Data Commons libdicom CeTeBoi ACE 2024-02-20 v
4 Bblcokas CVE-2024-1553 Mozilla Thunderbird CeTeBoi ACE 2024-02-21 v
5 Bblcokas CVE-2024-1546 Mozilla Thunderbird CeTeBoi ACE 2024-02-21 v
6 Bbicokas CVE-2024-1674 Google Chrome CeTeBoM oSl 2024-02-21 N4
7 Bbicokas CVE-2024-1672 Google Chrome CeTeBoM oSl 2024-02-21 v
8 Bbicokas CVE-2024-1671 Google Chrome CeTeBoM oSl 2024-02-21 v
9 Bbicokas CVE-2024-1670 Google Chrome CeTeBoM ACE 2024-02-21 v
10 Bblcokas CVE-2024-1669 Google Chrome CeTteBoW ACE 2024-02-21 v
11| Bucokas  CVE-2024-22250  YMware E”hamid(?:semica“m PN okanohbi osl 2024-02-20 X
12 | Kputuveckas  CVE-2024-22245 MM E”hamid(?:semica“m U Ceresor o 2024-02-20 X
13 | Kputnueckaa — CVE-2023-49109 Apache DolphinScheduler CeTeBon ACE 2024-02-20 v




14 Bbicokas CVE-2024-1557 Mozilla Firefox CeTeBOM ACE 2024-02-20 v
15 Bblcokas CVE-2024-1553 Mozilla Firefox CeTeBon ACE 2024-02-20 v
16 Bbicokas CVE-2024-1546 Mozilla Firefox CeTeBoM ACE 2024-02-20 v
17 Bbicokas CVE-2023-50291 Apache Solr CeTteBoW OSl 2024-02-20 v
18 Bbicokas CVE-2023-50292 Apache Solr CeTteBoW ACE 2024-02-20 v
19 | Kputnueckaa  CVE-2024-22369 Apache Camel CeTeBoW ACE 2024-02-20 v
20 | Kputnyeckaa  CVE-2024-23114 Apache Camel CeTeBoW ACE 2024-02-20 v
27 | Kputnyeckaa  CVE-2024-23807 Apache Xerces C++ CeTeBon ACE 2024-02-20 v
22 Bblcokas CVE-2023-6764 Zyxel firewalls and APs CeTeBoW ACE 2024-02-20 v
23 Bbicokas CVE-2023-6932 Google ChromeOS TLS JlokanbHbli ACE 2024-02-19 v
24 Bbicokas CVE-2023-6817 Google ChromeOS TLS JlokanbHbli PE 2024-02-19 v
25 Bblcokas CVE-2023-6931 Google ChromeQOS TLS JTokanbHbI PE 2024-02-19 v
26 Bblcokas CVE-2023-51042 Google ChromeQOS TLS JlokanbHbIN PE 2024-02-19 v
27 | Kputnyeckas CVE-2024-0808 Google ChromeOS TLS CeTeBon ACE 2024-02-19 v
28 Bblcokas CVE-2024-0807 Google ChromeQOS TLS CeTeBon ACE 2024-02-19 v
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29 | KpuTndeckas CVE-2023-6345 Google ChromeOS TLS CeTteBon ACE 2024-02-19 N4
30 Bblcokas CVE-2023-51440 Siemens CP343-1 Devices CeTteBown DoS 2024-02-15 X
31 | Kputnyeckaa  CVE-2024-23113 FortiOS CeTeBon ACE 2024-02-09 v
32 | Kputnueckaa  CVE-2024-21762 FortiOS SSL-VPN CeTteBoW ACE 2024-02-09 v
33 Bblcokast CVE-2023-45581 FortiClientEMS CeTteBoW PE 2024-02-09 v
34 | Kputnyeckaa  CVE-2024-23108 FortiSIEM CeTeBoW ACE 2023-10-12 v
35 | Kputnyeckaa  CVE-2024-23109 FortiSIEM CeTeBoW ACE 2023-10-12 v
36 | Kputnyeckaa  CVE-2023-34992 FortiSIEM CeTeBon ACE 2023-10-12 v
37 | Bocokas  CVE-2024-23812 SINEC NMS CMCee”;:a’“ ACE 2024-02-13 v
38 [ Boicokes  CVE-2024-23811 SINEC NMS CMCeeﬁ:ag ACE 2024-02-13 v
39 | Bocokes  CVE-2024-23810 SINEC NMS CmexHan ACE 2024-02-13 v

CeTb




KpaTkoe onmcaHve: Obxoa 6esonacHocT B Siemens RUGGEDCOM APE1808 devices with Nozomi Guardian/CMC
NaoeHTudwkaTop yassumoctn: CVE-2023-5253

oeHTndmkaTop NporpaMmmHor ownbkun: CWE-306 OTcyTCTBUE ayTEHTUGUKALN ANS KPUTUYECKI BAaXHbLIX GYHKL
Yassumbln npoaykT: RUGGEDCOM APE1808: Bce Bepcnm

KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHWKaLMOHHOe 000pyA0BaHe

Cnocob akcnnyatauun: He onpeseneHo

MocneacTBmA 3KCryaTaumm: 06xoz 6e30nacHOCTY

PekoMeHAaLMM MO yCTpaHeHW: OrpaHuunTb AOCTYN K YA3BMMOMY MPOAYKTY CPeACTBaMM MEXCETEBOro 3KPaHWPOBaHVS AW ApYrMY
AAMUHUCTPATUBHBIMI MepaMU.

OueHka CVSSv3: 5.3 AV:N/AC:L/PR:N/UIN/S:U/C:L/IN/AN
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoigBneHus / lata o6HoBneHus: 2024-02-20 / 2024-02-20
CCbINKM Ha NCTOYHKK:

e http://cert-portal.siemens.com/productcert/txt/ssa-665034.txt
e https://bdu.fstec.ru/vul/2024-00887




KpaTtkoe onucaHue: BeinonHeHne nponssoibHOro koda 8 Imaging Data Commons libdicom
NaoeHTudwkaTop yassumoctn: CVE-2024-24794

NoeHTndmkaTop NnporpaMmmHoi owmnbkun: CWE-416 Icnonb3oBaHWe nocie 0CBOHOXAEHNSA
Yassumblin npoaykT: libdicom: 1.0.5

KaTeropwus ys13BMMOro npoaykTa: YHBepcabHble KOMMOHEHTLI 1 B1banoTekm

Cnocob skcnayaTtaumm: OTnpaBka cneLnanbHO CO34aHHOro BpeLoHOCHOro darna.
MocneacTBmA SKCyaTaLpn: BeiMoHEeHe MPOn3BOIbLHOIO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBAEHVA NPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/AH
BekTop ataku: Cetesou

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbigBneHuna / [lata o6HoBnenus: 2024-02-20 / 2024-02-20
CCbIIKM Ha UCTOYHMK:

e http://www.talosintelligence.com/vulnerability_reports/TALOS-2024-1931




KpaTtkoe onucaHue: BeinonHeHne nponssoibHOro koda 8 Imaging Data Commons libdicom
NaoeHTudmkaTop yassumoctn: CVE-2024-24793

NoeHTndmkaTop NnporpaMmmHoi owmnbkun: CWE-416 Icnonb3oBaHWe nocie 0CBOHOXAEHNSA
Yassumblin npoaykT: libdicom: 1.0.5

KaTeropwus ys13BMMOro npoaykTa: YHBepcabHble KOMMOHEHTLI 1 B1banoTekm

Cnocob skcnayaTtaumm: OTnpaBka cneLnanbHO CO34aHHOro BpeLoHOCHOro darna.
MocneacTBmA SKCyaTaLpn: BeiMoHEeHe MPOn3BOIbLHOIO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBAEHVA NPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/AH
BekTop ataku: Cetesou

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbigBneHuna / [lata o6HoBnenus: 2024-02-20 / 2024-02-20
CCbIIKM Ha UCTOYHMK:

e http://www.talosintelligence.com/vulnerability_reports/TALOS-2024-1931




KpaTtkoe onucaHwue: BeinonHeHe nponssoibHoro koga B Mozilla Thunderbird

NaoeHTudwkaTop yassumoctn: CVE-2024-1553

NaeHTndmkaTop NporpaMmHoi ownekun: CWE-119 BeinonHeHve onepaunii 3a npegenamm bydepa namati
Yassumbln npoaykT: Mozilla Thunderbird: 102.0 - 115.7.0

KaTteropwus ysi3BuMoro npogykra: [priknagHoe nporpamMHoe obecrneyeHune

Cnocob skcnnyataumm: OTKPbITVE NONb30BaTeNeM CreLanbHO CO34aHHON BPeAOHOCHON BEO-CTPaHNLbI.
MocneacTBmA 3KCryaTaumn: BbINOSHEHNE MPON3BONBHOTO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBAEHVA NPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
BekTop ataku: Cetesou

B3anmogencTeme ¢ nonb3osartenieM: TpebyeTcd

[JlaTa BbiaBneHuna / [lata obHoBneHus: 2024-02-21 / 2024-02-21

CCbINKM Ha NCTOYHUK:

e http://www.mozilla.org/en-US/security/advisories/mfsa2024-07/




KpaTtkoe onucaHwue: BeinonHeHe nponssoibHoro koga B Mozilla Thunderbird

NaoeHTudwkaTop yassumoctn: CVE-2024-1546

NoeHTndmkaTop NnporpammHoi owmnbkn: CWE-125 YteHne 3a npeaenamn bydepa

Yassumbln npoaykT: Mozilla Thunderbird: 102.0 - 115.7.0

KaTteropwus ysi3BuMoro npogykra: [priknagHoe nporpamMHoe obecrneyeHume

Cnocob skcnnyataumm: OTKPbITVE NONb30BaTeNeM CreLanbHO CO34aHHON BPeAOHOCHON BEO-CTPaHNLbI.
MocneacTBmA 3KCryaTaumn: BbINOSHEHNE MPON3BONBHOTO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBAEHVA NPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:N/UL:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
BekTop ataku: Cetesou

B3anmogencTeme ¢ nonb3osartenieM: TpebyeTcd

[JlaTa BbiaBneHuna / [lata obHoBneHus: 2024-02-21 / 2024-02-21

CCbINKM Ha NCTOYHUK:

e http://www.mozilla.org/en-US/security/advisories/mfsa2024-07/
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KpaTtkoe onvcaHue: MonyyeHne koHdnaeHUansHom nHdopmaumm 8 Google Chrome

NoeHTndmkaTop ys3sumocTu: CVE-2024-1674

NaoeHTndmkaTop NporpammHoi owmnbkun: CWE-358 HekoppekTHasa peann3aums CTaHAapTN3MPOBaHHbIX MPOBEPOK 6He30MacHOCTH
Yassumbln npoaykT: Google Chrome: 100.0.4896.60 - 121.0.6167.185

KaTeropwus ysi3BMMoro npogaykra: [prknagHoe nporpamMHoe obecneyenHue

Cnocob akcrnyataumm: OTKpbITVEe NMOb30BaTeeM CreLmanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.

MocneacTsmsa akcnayaTaumm: nonyyeHve KoHGuaeHUMansHom nHGopmMaLmm

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC:L/PR:N/UIR/S:U/C:H/I:N/AH/E:U/RL:O/RC:C
Bektop ataku: CeTeBou

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

[JaTa BoisBneHus / lata obHoBnenus: 2024-02-21 / 2024-02-21

CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/02/stable-channel-update-for-desktop_20.html
e http://crbug.com/40095183
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KpaTtkoe onvcaHue: MonyyeHne koHdnaeHUansHom nHdopmaumm 8 Google Chrome

NaoeHtTndmkaTop ys3smumocTn: CVE-2024-1672

NaoeHTndmkaTop NporpammHoi owmnbkun: CWE-358 HekoppekTHasa peann3aums CTaHAapTN3MPOBaHHbIX MPOBEPOK 6He30MacHOCTH
Yassumbln npoaykT: Google Chrome: 100.0.4896.60 - 121.0.6167.185

KaTeropwus ysi3BMMoro npogaykra: [prknagHoe nporpamMHoe obecneyenHue

Cnocob akcrnyataumm: OTKpbITVEe NMOb30BaTeeM CreLmanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.

MocneacTsmsa akcnayaTaumm: nonyyeHve KoHGuaeHUMansHom nHGopmMaLmm

PekoMeHZaLmu No yCcTpaHeHWto: JaHHas ya3BUMOCTb YCTPaHAETCH 0duLMaibHbIM NMaTyemM BEHAOPA. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC:L/PR:N/UIR/S:U/C:H/I:N/AH/E:U/RL:O/RC:C
Bektop ataku: CeTeBou

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

[JaTa BoisBneHus / lata obHoBnenus: 2024-02-21 / 2024-02-21

CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/02/stable-channel-update-for-desktop_20.html
e http://crbug.com/41485789
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KpaTtkoe onvcaHue: MonyyeHne koHdnaeHUansHom nHdopmaumm 8 Google Chrome

NoeHTndmrkaTop ys3smumocTn: CVE-2024-1671

NaoeHTndmkaTop NporpammHoi owmnbkun: CWE-358 HekoppekTHasa peann3aums CTaHAapTN3MPOBaHHbIX MPOBEPOK 6He30MacHOCTH
Yassumbln npoaykT: Google Chrome: 100.0.4896.60 - 121.0.6167.185

KaTeropwus ysi3BMMoro npogaykra: [prknagHoe nporpamMHoe obecneyenHue

Cnocob akcrnyataumm: OTKpbITVEe NMOb30BaTeeM CreLmanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.

MocneacTsmsa akcnayaTaumm: nonyyeHve KoHGuaeHUMansHom nHGopmMaLmm

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC:L/PR:N/UIR/S:U/C:H/I:N/AH/E:U/RL:O/RC:C
Bektop ataku: CeTeBou

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

[JaTa BoisBneHus / lata obHoBnenus: 2024-02-21 / 2024-02-21

CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/02/stable-channel-update-for-desktop_20.html
e http://crbug.com/41487933
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KpaTtkoe onucaHue: BeinonHeHe Npon3soibHOro koda B Google Chrome

NoeHTudurkaTop ys3smumoctn: CVE-2024-1670

NoeHTndmkaTop NnporpammHoi owmnbkun: CWE-416 icnonb3oBaHWe nocie 0CBOHOXAEHNSA

Yassumbln npoaykT: Google Chrome: 100.0.4896.60 - 121.0.6167.185

KaTeropws ya3B1MMoro npojykra: MNpuknagHoe nporpamMHoe obecneveHe

Cnocob akcrnyataumm: OTKpbITE MOb30BaTeNeM CrneLyanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.
MocneacTBmsa akCnayaTaumm: BbINOSHEHWE MPON3BOIBHOIO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/AH/E:U/RL:O/RC:C
Bektop ataku: CeTeBou

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

[JaTa BoisBneHus / lata obHoBnenus: 2024-02-21 / 2024-02-21

CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/02/stable-channel-update-for-desktop_20.html
e http://crbug.com/41481374
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KpaTtkoe onucaHue: BeinonHeHe Npon3soibHOro koda B Google Chrome

NaoeHtTndmkaTop ys3smumocTm: CVE-2024-1669

NaeHTndmkaTop NnporpaMmHoi ownbkun: CWE-119 BeinonHeHve onepaunii 3a npegenamm bydepa namati
Yassumbln npoaykT: Google Chrome: 100.0.4896.60 - 121.0.6167.185

KaTeropws ya3B1MMoro npojykra: MNpuknagHoe nporpamMHoe obecneveHe

Cnocob akcrnyataumm: OTKpbITVEe NMOb30BaTeeM CreLmanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.
MocneacTBmsa akCnayaTaumm: BbINOSHEHWE MPON3BOIBHOIO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/AH/E:U/RL:O/RC:.C
Bektop ataku: CeTeBou

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

[JaTa BoisBneHus / lata obHoBnenus: 2024-02-21 / 2024-02-21

CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/02/stable-channel-update-for-desktop_20.html
e http://crbug.com/41495060
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KpaTtkoe onucaHue: MonyyeHne koHpnaeHuansHom nadopmaumm 8 VMware Enhanced Authentication Plug-in (EAP)
NaoeHTudmnkaTop yassumocTn: CVE-2024-22250

NaoeHTndrkaTop NnporpammHon owmnbkmn: CWE-264 YA3BUMOCTb B yNpaBAeHUM AOCTYNOM, MPUBUNETUAMU 1 Pa3peLleHnaMu
Yassumbln NpoaykT: Enhanced Authentication Plug-in (EAP): Bce Bepcin

KaTteropwus ysi3BuMoro npogykra: [priknagHoe nporpamMHoe obecrneyeHune

Cnocob akcnnyatauun: He onpeseneHo

MocneacTBma aKcryaTaumm: noayyeHne KoHpUAeHUMansHoM MHGopMaLIL

PekoMeHzauMM No ycTpaHeHnto: OrpaHnunTb AOCTYMN K YsS3BYMOMY MPOAYKTY CPeACTBaMU MEXCeTeBOro 3KPaHMPOBaHUA WU ApYrUMU
AAMUHUCTPATUBHBIMU MepaMu.

OueHka CVSSv3: 7.8 AV:L/AC:H/PR:L/UIIN/S:C/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoisBneHus / lata o6HoBneHus: 2024-02-20 / 2024-02-20
CCbINKM Ha UCTOYHUK:

e http://www.vmware.com/security/advisories/VMSA-2024-0003.html
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KpaTtkoe onucaHue: MonyyeHne koHpnaeHuansHom nadopmaumm 8 VMware Enhanced Authentication Plug-in (EAP)
NaoeHTudmnkaTop yassumocTn: CVE-2024-22245

NaoeHTndrkaTop nporpammHorn owmnbkun: CWE-294 O6xoa ayTeHTUdGMKaL M Npy MOMOLLIM NepexBaTa 1 BOCMPOu3BeAeHNs
Yassumbln NpoaykT: Enhanced Authentication Plug-in (EAP): Bce Bepcin

KaTteropwus ysi3BuMoro npogykra: [priknagHoe nporpamMHoe obecrneyeHune

Cnocob akcnnyatauun: He onpeseneHo

MocneacTBma aKcryaTaumm: noayyeHne KoHpUAeHUMansHoM MHGopMaLIL

PekoMeHzauMM No ycTpaHeHnto: OrpaHnunTb AOCTYMN K YsS3BYMOMY MPOAYKTY CPeACTBaMU MEXCeTeBOro 3KPaHMPOBaHUA WU ApYrUMU
AAMUHUCTPATUBHBIMU MepaMu.

OueHka CVSSv3: 9.6 AV:N/AC:L/PR:N/UIR/S:C/C:H/I:H/AH
Bektop ataku: CeTeBou

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

[aTa BoisBneHus / lata o6HoBneHus: 2024-02-20 / 2024-02-20
CCbINKM Ha NCTOYHKK:

e http://www.vmware.com/security/advisories/VMSA-2024-0003.html
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KpaTtkoe onvcaHue: BeinonHeHre npon3soibHOro koda 8 Apache DolphinScheduler
NoeHtudmkaTop ys3smumocTm: CVE-2023-49109

NaoeHTndmkaTop NporpaMmHoi owmnbkun: CWE-20 HekoppeKTHast NpoBepKa BXOAHbIX AaHHbIX
Yassumbln npoaykT: DolphinScheduler: 3.0.0 - 3.2.0

Kateropwus ys3BMMOro npogaykra: MpriknagHoe NporpamMHoe obecneyeHume

Cnocob akcrnnyataumm: OTnpaska cneuyanbHO COOPMUPOBAHHbBIX AaHHbBIX.

MocneacTBmsa akCnayaTaumm: BbINOSHEHWE MPON3BOIBHOIO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbIMI CaHKLMAMK MPOTNB Poccuinckon @eaepalii pekoMeHayeM yCTaHaBNBaTb OOHOBIEHVA MPOrpaMMHOro obecneyeHums
TO/IBKO MOC/IE OLIeHKI BCEX COMYTCTBYHOLLIIX PUCKOB.

OueHka CVSSvV3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:.C
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoigBneHus / lata o6HoBneHus: 2024-02-20 / 2024-02-20

CCbINKM Ha NCTOYHKK:

e http://github.com/apache/dolphinscheduler/pull/14991
e http://www.openwall.com/lists/oss-security/2024/02/20/4
e http://lists.apache.org/thread/linghrd72gbfhwh4tn68zvi1hzI9gxn6
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KpaTtkoe onvcaHue: BeinonHeHne nponsBoibHOro koza 8 Mozilla Firefox
NoeHTudurkaTop ys3smumoctu: CVE-2024-1557
NaeHTndmkaTop NporpaMmHoi ownbkun: CWE-119 BeinonHeHve onepaunii 3a npegenamm bydepa namati

Yassumbln npoaykT: Mozilla Firefox: 120.0 - 122.0.1
Firefox for Android: 120.0 - 122.1.0
Firefox for i0S: 120.0 - 122.2

KaTeropwsi ysi3BMMOro npoaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob skcnayataumm: OTKpbITVE MNOb30BaTeNeM CreLyanbHO CO3AaHHO0 BPeAOHOCHOro daiina.
MocneacTBMA 3KCNIyaTaLMK: BbINONHEHWE NPOM3BONBHOMO KoAa

PekomeHAaLMK MO yCTPaHeHWO: [laHHasA yA3B1MOCTb YCTPaHSAETCA oduLanbHbIM NaTyem BeHAopa. B CBA3M CO CNOXMBLUECH OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMAMY NPOTUB Poccuiickor ®eaepaumin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWS MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Bektop ataku: CeTeBou

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[JlaTa BbigBneHuna / lata o6HoBneHus: 2024-02-20 / 2024-02-20

CCbINKM Ha NCTOYHKK:

e http://www.mozilla.org/en-US/security/advisories/mfsa2024-05/
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KpaTkoe onncaHve: BeinonHeHve npon3soaeHoro koga B Mozilla Firefox
NaoeHTudwkaTop yassumoctn: CVE-2024-1553
NoeHTndmkaTop nporpammHon owmnbkun: CWE-119 BeinonHeHve onepaunii 3a npegenamm dydepa namati

Ya3suMbln NpoaykT: Mozilla Firefox: 100.0 - 122.0.1
Firefox ESR: 102.0 - 115.7.0
Firefox for Android: 100.1.0 - 122.1.0
Firefox for iOS: 100.1 - 122.2

KaTeropus ysa3BuMOro npogykra: [NprikiasHoe nporpaMMmHoe obecrneyeHne
Cnocob akcrnyataumm: OTKpbITe MOb30BaTeeM CreLmanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.
MocneacTBma 3KCNAyaTaLmK: BbiNoiHeH e Npomn3BoIbHOMO KOAa

PekomeHAaLMK MO yCTPaHeHWO: [laHHasA yA3B1MOCTb YCTPaHSAETCA oduLanbHbIM NaTyem BeHAopa. B CBA3M CO CNOXMBLUECH OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMAMY NPOTUB Poccuiickor ®eaepaumin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWS MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Bektop ataku: CeTeBou

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[JlaTa BbigBneHuna / lata o6HoBneHus: 2024-02-20 / 2024-02-20

CCbINKM Ha NCTOYHKK:

e http://www.mozilla.org/en-US/security/advisories/mfsa2024-05/
e http://www.mozilla.org/en-US/security/advisories/mfsa2024-06/
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KpaTkoe onucaHve: BeinonHeHve npon3soaeHoro koga s Mozilla Firefox
NaoeHTudwnkaTop yassumocTn: CVE-2024-1546
NoeHTndrkaTop nporpammHon owmnbkn: CWE-125 YteHne 3a npeaenamn bydepa

Ya3suMbln NpoaykT: Mozilla Firefox: 100.0 - 122.0.1
Firefox ESR: 102.0 - 115.7.0
Firefox for Android: 100.1.0 - 122.1.0
Firefox for iOS: 100.1 - 122.2

KaTeropus ysa3BuMOro npogykra: [NprikiasHoe nporpaMMmHoe obecrneyeHne
Cnocob akcrnyataumm: OTKpbITe MOb30BaTeeM CreLmanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.
MocneacTBma 3KCNAyaTaLmK: BbiNoiHeH e Npomn3BoIbHOMO KOAa

PekomeHAaLMK MO yCTPaHeHWO: [laHHasA yA3B1MOCTb YCTPaHSAETCA oduLanbHbIM NaTyem BeHAopa. B CBA3M CO CNOXMBLUECH OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMAMY NPOTUB Poccuiickor ®eaepaumin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWS MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:H/A:H/E:U/RL:O/RC:C
Bektop ataku: CeTeBou

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[JlaTa BbigBneHuna / lata o6HoBneHus: 2024-02-20 / 2024-02-20

CCbINKM Ha NCTOYHKK:

e http://www.mozilla.org/en-US/security/advisories/mfsa2024-05/
e http://www.mozilla.org/en-US/security/advisories/mfsa2024-06/
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KpaTtkoe onucaHue: lMonyyeHne koHpraeHLansHom nHpopmaumm 8 Apache Solr

NaoeHTudwnkaTop yassumocTn: CVE-2023-50291

NoeHTndrkaTop nporpammHon owmnbkun: CWE-522 HeoCTaTouHO HaexHasd 3aLMTa yYeTHbIX aHHbIX
YA3BuMbIN NpoaykT: Apache Solr: 6.0 - 9.2.1

KaTteropwus ysi3BMMoro npogykra: [priknagHoe nporpamMHoe obecrneyeHume

Cnocob skcnnyataumm: O6xo orpaHyeHnin 6e30MacHOCTM

MocneacTBma aKcryaTaumm: noayyeHne KoHpUAeHUMansHoM MHGopMaLIL

PekomeHAaLMKM MO yCTpaHeHWO: [laHHasA yA3B1MOCTb YCTPAHAETCA oduLIManbHbIM NaTyem BeHA0pa. B CBA3M CO CNOXMBLUECH 0OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMAMY NPOTUB Poccuiickor ®eaepaumimn pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWS MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UIL:N/S:U/C:H/IEIN/ANN
BekTop ataku: Cetesou

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbigBneHuna / [lata o6HoBnenus: 2024-02-20 / 2024-02-20
CChlIKM Ha NCTOYUHWIK:

e http://solr.apache.org/security.html#cve-2023-50291-apache-solr-can-leak-certain-passwords-due-to-system-property-redaction-
logic-inconsistencies

e http://www.openwall.com/lists/oss-security/2024/02/09/4

e http://lists.apache.org/thread/w76gwqghl523pv709bkcf9g7znffg8méq

e https://bdu.fstec.ru/vul/2024-01302
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KpaTtkoe onucaHue: BeinonHeHe Nporn3soibHOro koda B Apache Solr

NaoeHTudmrkaTop ys3smumocTu: CVE-2023-50292

aeHTndmkaTop NporpaMmmHoin owmnbkun: CWE-732 HekoppekTHble paspeLlleHns Ans KpUTUYeCKr BaxHbIX pecypCcoB
YA3BUMBIN NpoaykT: Apache Solr: 8.10.0 - 9.2.1

Kateropus ysa3BuMOro npogykra: [NprikiasHoe nporpaMMHoe obecrneyeHne

Cnocob akcrnnyataumm: OTnpaska cneuyianbHO COOPMUPOBAHHBIX AaHHbBIX.

MocneacTBma SKCryaTaLmn: BeliMoHeHe MPOM3BOIbHOMO KOZa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbIMI CaHKLMAMK MPOTNB Poccuinckon @eaepalii pekoMeHayeM yCTaHaBNBaTb OOHOBIEHVA MPOrpaMMHOro obecneyeHums
TO/IBKO MOC/IE OLIeHKI BCEX COMYTCTBYHOLLIIX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/ACL/PR:N/UIN/S:U/C:H/IN/AN
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoigBneHus / lata o6HoBneHus: 2024-02-20 / 2024-02-20
CCbINKM Ha NCTOYHKK:

e http://solr.apache.org/security.html#cve-2023-50298-apache-solr-can-expose-zookeeper-credentials-via-streaming-expressions
e http://www.openwall.com/lists/oss-security/2024/02/09/3
e http://lists.apache.org/thread/jkfgxrjimpo9tqv8ygbnnbfbsorpncch4
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KpaTtkoe onucaHue: BeinonHeHe npon3soibHOro koda B Apache Camel

NaoeHTudmkaTop yassumocTn: CVE-2024-22369

oeHTndmkaTop nporpammHoi owmnbkun: CWE-502 [lecepranu3aumns HegoBepeHHbIX AaHHbIX
Yassumbln npoaykT: Apache Camel: 3.0.0 - 4.3.0

Kateropus ysa3smrMoro npogykra: CepsepHoe nporpaMmmHoe obecrneyeHme 1 ero KOMMoHeHTbI
Cnocob skcnayataumm: OTnpaska crneunansHO COOPMMPOBAHHbBIX AaHHbIX.

MocneacTBMA 3KCMAyaTaLyK: BbINOHEHVIE MPON3BOIBHOMO KO

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBAEHVA NPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC.L/PR:N/UI:N/S:U/C:H/I:H/A:H/E:U/RL:O/RC.C
BekTop ataku: Cetesou

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbigBneHuna / [lata o6HoBnenus: 2024-02-20 / 2024-02-20

CCbIIKM Ha UCTOYHMK:

e http://lists.apache.org/thread/jljx6bjno5nc5m710tby3zf4s7g1j0hg
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KpaTtkoe onucaHue: BeinonHeHe npon3soibHOro koda B Apache Camel

NaoeHTudwkaTop yassumoctn: CVE-2024-23114

oeHTndmkaTop nporpammHoi owmnbkun: CWE-502 [lecepranu3aumns HegoBepeHHbIX AaHHbIX
Yassumbln npoaykT: Apache Camel: 3.0.0 - 4.3.0

Kateropus ysa3smrMoro npogykra: CepsepHoe nporpaMmmHoe obecrneyeHme 1 ero KOMMoHeHTbI
Cnocob skcnayataumm: OTnpaska crneunansHO COOPMMPOBAHHbBIX AaHHbIX.

MocneacTBMA 3KCMAyaTaLyK: BbINOHEHVIE MPON3BOIBHOMO KO

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBAEHVA NPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

Ouenka CVSSV3: 9.8 AV:N/ACL/PR:N/UEN/S:U/C:H/I:H/AH/E:U/RL:O/RC:.C
BekTop ataku: Cetesou
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbigBneHuna / [lata o6HoBnenus: 2024-02-20 / 2024-02-20
CCbIIKM Ha UCTOYHWK:
e http://lists.apache.org/thread/hj9y0l6g3vasphp1nfw7tpk0b20979bj
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KpaTtkoe onvcaHue: BeinonHeHe npon3BoibHOro koza B Apache Xerces C++
NoeHTudmkaTop ys3smumocTn: CVE-2024-23807

NoeHTndmkaTop NnporpammHoi owmnbkun: CWE-416 Icnonb3oBaHWe nocie 0CBOHBOXAEHNS
Ya3BuMbln NpoaykT: Apache Xerces C++:3.0.0 -3.2.4

KaTeropwus ys13BMMOro npoaykTa: YHBepcabHble KOMMOHEHTbI 1 B1banoTekm

Cnocob akcrnnyataumm: OTnpaska cneuyanbHO COOPMUPOBAHHbBIX AaHHbBIX.

MocneacTBma 3KCNAyaTaLmK: BbiNoiHeHVe Nporn3BoIbHOMO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/A:H/E:U/RL:O/RC:.C
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoisBneHus / lata o6HoBneHus: 2024-02-20 / 2024-02-20

CCbINKM Ha UCTOYHUK:

e http://lists.apache.org/thread/c497tgn864tsbm8w0bo3f0d81s07zk9r
e http://issues.apache.org/jira/browse/XERCESC-2188
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KpaTkoe onucaHve: BeinonHeHve Npom3soabHOro koga B Zyxel firewalls and APs
NaoeHTudwkaTop yassumoctn: CVE-2023-6764
NaoeHTndmkaTop nporpammHon owmnbkn: CWE-134 Icnonb3oBaHne GOPMaTHOWM CTPOKYM, KOHTPOVIPYEMOW N3BHE

YassuMmbln NpogykT: ATP series: 4.32 - 5.37 Patch 1
USG FLEX series: 4.50 - 5.37 Patch 1
USG FLEX 50W: 4.16 - 5.37 Patch 1
USG20W-VPN: 4.16 - 5.37 Patch 1

Kateropus ysa3snMoro npogykra: CpeacTBa 3aLUmTel MHGOpMaLmm
Cnocob akcrnnyataumm: OTnpaska cneuyanbHO COOPMUPOBAHHbBIX AaHHbBIX.
MocneacTBma SKCryaTaLmn: BeliMoHeHe MPOM3BOIbHOMO KOZa

PekomeHAaLMK MO yCTPaHeHWO: [laHHasA yA3B1MOCTb YCTPaHSAETCA oduLanbHbIM NaTyem BeHAopa. B CBA3M CO CNOXMBLUECH OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMAMY NPOTUB Poccuiickor ®eaepaumin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWS MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.1 AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3osatenem: OTcyTcTByeT

[JlaTa BbigBneHuna / lata o6HoBneHus: 2024-02-20 / 2024-02-20
CCbINKM Ha NCTOYHKK:

e http://www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory-for-multiple-vulnerabilities-in-firewalls-and-aps-02-
20-2024
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KpaTtkoe onvcaHue: BeinonHeHne npon3BoibHOro kosa B Google ChromeOS TLS
NoeHtTndmkaTop ys3smumocTm: CVE-2023-6932

NoeHTndmkaTop NnporpammHoi owmnbkun: CWE-416 icnonb3oBaHWe nocie 0CBOHOXAEHNSA
Yassumbln npoaykT: Chrome OS: 7o 114.0.5735.351

Kateropus ya3BMMOro npoaykra: Unix-noLobHble onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI
Cnoco6 akcrnyaTaumn: He onpeaeneHo

MocneacTBmsa akCnayaTaumm: BbINOSHEHWE MPON3BOIBHOIO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 7.8 AV.L/AC:L/PR:L/UIN/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoigBneHus / lata o6HoBneHus: 2024-02-19 / 2024-02-19
CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/02/long-term-support-channel-update-for_16.htm!
e https://bdu.fstec.ru/vul/2023-09022
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KpaTtkoe onucaHue: MosbileHve npvsuiernin B Google ChromeQOS TLS

NoeHTudmrkaTop ys3smumoctu: CVE-2023-6817

NoeHTndmkaTop NnporpammHoi owmnbkun: CWE-416 icnonb3oBaHWe nocie 0CBOHOXAEHNSA
Yassumbln npoaykT: Chrome OS: 7o 114.0.5735.351

Kateropus ya3BMMOro npoaykra: Unix-noLobHble onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI
Cnoco6 akcrnyaTaumn: He onpeaeneHo

MocneacTsmnsa akCnayaTaumm: NoBbILLEHWE NPUBUIET AN

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 7.8 AV.L/AC:L/PR:L/UIN/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoigBneHus / lata o6HoBneHus: 2024-02-19 / 2024-02-19
CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/02/long-term-support-channel-update-for_16.htm!
e https://bdu.fstec.ru/vul/2023-08958
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KpaTtkoe onucaHue: MosbileHve npvsuiernin B Google ChromeQOS TLS

NoeHTndmkaTop ys3smumocTm: CVE-2023-6931

NoeHTndmkaTop NnporpaMmHor owmnbkun: CWE-787 3anunce 3a rpaHmuamm bydepa

Yassumbln npoaykT: Chrome OS: 7o 114.0.5735.351

Kateropus ya3BMMOro npoaykra: Unix-noLobHble onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI
Cnoco6 akcrnyaTaumn: He onpeaeneHo

MocneacTsmnsa akCnayaTaumm: NoBbILLEHWE NPUBUIET AN

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 7.8 AV.L/AC:L/PR:L/UIN/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoigBneHus / lata o6HoBneHus: 2024-02-19 / 2024-02-19
CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/02/long-term-support-channel-update-for_16.htm!
e https://bdu.fstec.ru/vul/2023-09023
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KpaTtkoe onucaHue: MosbileHve npvsuiernin B Google ChromeQOS TLS

NoeHtudmkaTop ys3smumocTu: CVE-2023-51042

NoeHTndmkaTop NnporpammHoi owmnbkun: CWE-416 icnonb3oBaHWe nocie 0CBOHOXAEHNSA
Yassumbln npoaykT: Chrome OS: 7o 114.0.5735.351

Kateropus ya3BMMOro npoaykra: Unix-noLobHble onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI
Cnoco6 akcrnyaTaumn: He onpeaeneHo

MocneacTsmnsa akCnayaTaumm: NoBbILLEHWE NPUBUIET AN

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 7.8 AV.L/AC:L/PR:L/UIN/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoigBneHus / lata o6HoBneHus: 2024-02-19 / 2024-02-19
CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/02/long-term-support-channel-update-for_16.htm!
e https://bdu.fstec.ru/vul/2024-00866




31

27

KpaTtkoe onvcaHue: BeinonHeHne npon3BoibHOro kosa 8 Google ChromeOS TLS

NoeHTudmrkaTop ys3smumocTm: CVE-2024-0808

aeHTndmkaTop NporpaMmHoi ownekmn: CWE-191 MoTtepst 3HaUMMOCTU LebIX Yncen (MPOCTOM NN LMKNVYEeCK BO3BPAT)
Yassumbln npoaykT: Chrome OS: 7o 114.0.5735.351

Kateropus ya3BMMOro npoaykra: Unix-noLobHble onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI

Cnocob akcrnyataumm: OTKpbITVEe NMOb30BaTeeM CreLmanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.

MocneacTBma 3KCNAyaTaLmK: BbiNoiHeHVe Npon3BoIbHOMO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoigBneHus / lata o6HoBneHus: 2024-02-19 / 2024-02-19
CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/02/long-term-support-channel-update-for_16.htm!
e https://bdu.fstec.ru/vul/2024-00841
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KpaTtkoe onvcaHue: BeinonHeHne npon3BoibHOro kosa B Google ChromeOS TLS

NoeHTudmrkaTop ys3smumocTn: CVE-2024-0807

NoeHTndmkaTop NnporpammHoi owmnbkun: CWE-416 Icnonb3oBaHWe nocie 0CBOHBOXAEHNS

Yassumbln npoaykT: Chrome OS: 7o 114.0.5735.351

Kateropus ya3BMMOro npoaykra: Unix-noLobHble onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI

Cnocob akcrnyataumm: OTKpbITVEe NMOb30BaTeeM CreLmanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.
MocneacTBma 3KCNAyaTaLmK: BbiNoiHeHVe Npon3BoIbHOMO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:N/ULR/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

[aTa BoigBneHus / lata o6HoBneHus: 2024-02-19 / 2024-02-19
CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/02/long-term-support-channel-update-for_16.htm!
e https://bdu.fstec.ru/vul/2024-00845
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KpaTtkoe onvcaHue: BeinonHeHne npon3BoibHOro kosa 8 Google ChromeOS TLS

NoeHTudmrkaTop ys3sumocTu: CVE-2023-6345

NaeHTndmkaTop NporpammHoi ownbkun: CWE-190 LienouncneHHoe nepenonHeHne am LWAKINYeCcknin Bo3Bpat
Yassumbln npoaykT: Chrome OS: 7o 114.0.5735.351

Kateropus ya3BMMOro npoaykra: Unix-noLobHble onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI

Cnocob akcrnyataumm: OTKpbITVEe NMOb30BaTeeM CreLmanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.
MocneacTBma 3KCNAyaTaLmK: BbiNoiHeHVe Npon3BoIbHOMO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 9.6 AV:N/AC:L/PR:N/UIR/S:C/C:H/I:H/AH
Bektop ataku: CeTeBou

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

[aTa BoigBneHus / lata o6HoBneHus: 2024-02-19 / 2024-02-19
CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/02/long-term-support-channel-update-for_16.htm!
e https://bdu.fstec.ru/vul/2023-08264
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KpaTtkoe onucaHue: OTkas B 0bcyxmsaHum B Siemens CP343-1 Devices
NoeHtnudmkaTop ys3smumocTm: CVE-2023-51440
oeHTndmkaTop NporpammHoi owmnbkn: CWE-940 HekoppekTHasd NpoBepka MCTOYHMKA ANS KaHana CBA3M

Ya3suMbIn NpoaykT: SIMATIC CP 343-1: Bce Bepcuun
SIMATIC CP 343-1 LEAN: Bce Bepcun
SIPLUS NET CP 343-1: Bce Bepcum
SIPLUS NET CP 343-1 Lean: Bce Bepcun

KaTeropus ys3B1Moro npogaykra: TenekoMMmyHvKaLMoHHoe 06opyaoBaHme
Cnocob akcnnyaTaumm: OTnpaska crneumansHo CGOPMUPOBAHHBIX JAHHbBIX.
MocneacTBuUA KCMyaTaLmm: 0TKa3 B 06C/YXMBaHNUM

PekoMeHAaLMM MO yCTpaHeHW: OrpaHuunTb AOCTYN K YA3BMMOMY MPOAYKTY CPeACTBaMM MEXCETEBOro 3KPaHWPOBaHVS AW ApYrMY
AAMUHUCTPATVBHBIMI MepaMu.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/AH
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3osatenem: OTcyTcTByeT

[JlaTa BbigBneHuna / [lata ooHoBneHus: 2024-02-15/ 2024-02-15
CCbINKM Ha NCTOYHUK:

e http://cert-portal.siemens.com/productcert/html/ssa-516818.html
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KpaTkoe ornucaHue: BbinosHeHve Npor3BoibHOro koda B FortioS

NoeHTudmkaTop ys3smumocTu: CVE-2024-23113

NaoeHTndmkaTop NporpaMmHoi owmnbkun: CWE-134 icnonb3oBaHne ¢OPMaTHOWN CTPOKM, KOHTPOAUPYEMOW N3BHE
Yassumbln npoaykT: FortiOS: ¢ sepcun 7.0.0 no 7.4.2

Kateropus ya3BMMOro npoaykra: Unix-noLobHble onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI

Cnocob akcrnnyataumm: OTnpaska cneLuyanbHO CGOpMUPOBAHHOIO 3anpoca.

MocneacTBma SKCryaTaLmn: BeliMoHeHe MPOM3BOIbHOMO KOZa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKLUMAMK NPpoTnB Poccuiickon Pesepalli pekoMeHayeM YCTaHaBNVBaTb OOHOBIEHVA MPOrPaMMHOI0 0becrneyeHns
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoisBneHus / lata o6HoBneHus: 2024-02-09 / 2024-02-09
CCbINKM Ha NCTOYHKK:

e http://www.fortiguard.com/psirt/FG-IR-24-029
e https://bdu.fstec.ru/vul/2024-01122
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KpaTkoe ornucaHue: BbinosHeHye npor3BoibHOro koda B FortioS SSL-VPN

NoeHTudmrkaTop ys3sumocTu: CVE-2024-21762

NoeHTndmkaTop NnporpaMmHor owmnbkun: CWE-787 3anunce 3a rpaHmuamm bydepa

Yassumbln npoaykT: FortiOS: ¢ sepcnn 6.0.0 no 7.4.2

Kateropus ya3BMMOro npoaykra: Unix-noLobHble onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI
Cnocob skcrnyataumm: OTnpaska cneLyanbHO Co34aHHbIX HTTP-3anpocos.

MocneacTBmsa akCnayaTaumm: BbINOSHEHWE MPON3BOIBHOIO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHAoPa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NMPOrpaMMHOro obecrneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoisBneHus / lata o6HoBneHus: 2024-02-09 / 2024-02-09
CCbINKM Ha NCTOYHKK:

e http://www.fortiguard.com/psirt/FG-IR-24-015
e https://bdu.fstec.ru/vul/2024-01125
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KpaTtkoe onvcaHue: MoseilweHne npusunernia B FortiClientEMS

NaoeHTudmkaTop yassumocTn: CVE-2023-45581

aeHTndmkaTop NporpaMmHor ownbkun: CWE-269 HekoppekTHoe ynpaBaeHme npuBuneruaMu
Yassumbln npoaykT: FortiClientEMS: ¢ Bepcnn 6.2.0 no 7.2.2

KaTteropwus ysi3BuMoro npogykra: [priknagHoe nporpamMHoe obecrneyeHume

Cnocob skcnnyataumm: OTnpaska cnewyansHo co3gaHHoro HTTP-3anpoca.

MocneacTBmA SKCNAyaTaLyK: NOBLILLEHWE NMPUBUIET N

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBAEHVA NPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC.L/PR:L/UIIN/S:U/C:H/I:H/A:H
BekTop ataku: Cetesou

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbigBneHuna / [lata o6HoBnenus: 2024-02-09 / 2024-02-09
CCbIIKM Ha UCTOYHMK:

e http://www.fortiguard.com/psirt/FG-IR-23-357
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KpaTkoe onucaHue: BbinosHeHye npor3BoaibHOro koga B FortiSIEM
NoeHTudmkaTop ys3smumocTm: CVE-2024-23108

NoeHTudurkaTop nporpaMmHon owwmnbkm: CWE-78 HekoppekTHas HelTpannsaums cnelyanbHbiX 31eMEHTOB, NCMOIb3yeMblX B CUCTEMHBIX
KOMaHzax (BHeapeHve komaHz OC)

Yassumbln NpoaykT: FortiSIEM: ¢ Bepcnn 6.4.0 no 7.1.1

Kateropwus ysi3BMMoro npogykra: CepsepHoe NporpamMHoe obecrneyeHine 1 ero KOMMOHeHTh|
Cnocob skcnayataumm: OTnpaska cneuyansHo Co3aaHHbix HTTP-3anpocos.

MocneacTBmA SKCyaTaLpn: BeiMoHEeHe MPOn3BOIbLHOIO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBAEHVA NPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 10.0 AV:N/AC.L/PR:N/UL:N/S:C/C:H/I:H/AH
BekTop ataku: Cetesou

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbigBneHuna / [lata o6HoBnenus: 2023-10-12 / 2023-10-12
CCbIIKM Ha UCTOYHMK:

e http://fortiguard.com/psirt/FG-IR-23-130
e https://bdu.fstec.ru/vul/2024-01082
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KpaTkoe onucaHue: BbinosHeHye npor3BoaibHOro koga B FortiSIEM
NoeHtudmrkaTop ys3smumocTn: CVE-2024-23109

NoeHTudurkaTop nporpaMmHon owwmnbkm: CWE-78 HekoppekTHas HelnTpannsaums cnelyanbHblX 31eMEeHTOB, UCMOMb3YeMbIX B CUCTEMHbIX
KOMaHzax (BHeapeHve komaHz OC)

Yassumbln NpoaykT: FortiSIEM: ¢ Bepcnn 6.4.0 no 7.1.1

Kateropwus ysi3BMMoro npogykra: CepsepHoe NporpamMHoe obecrneyeHine 1 ero KOMMOHeHTh|
Cnocob skcnayataumm: OTnpaska cneLyansHo Co3aaHHbix HTTP-3anpocos.

MocneacTBmA SKCyaTaLpn: BeiMoHEeHe MPOn3BOIbLHOIO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBAEHVA NPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 10.0 AV:N/AC.L/PR:N/UL:N/S:C/C:H/I:H/AH
BekTop ataku: Cetesou

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbigBneHuna / [lata o6HoBnenus: 2023-10-12 / 2023-10-12
CCbIIKM Ha UCTOYHMK:

e http://fortiguard.com/psirt/FG-IR-23-130
e https://bdu.fstec.ru/vul/2024-01127
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KpaTkoe onucaHue: BbinosHeHye npor3BoaibHOro koga B FortiSIEM
NoeHtudmkaTop ys3smumocTn: CVE-2023-34992

NoeHTudurkaTop nporpaMmHon owwmnbkm: CWE-78 HekoppekTHas HelTpannsaums cnelyanbHbiX 31eMEHTOB, NCMOIb3yeMblX B CUCTEMHBIX
KOMaHzax (BHeapeHve komaHz OC)

Yassumbln NpoaykT: FortiSIEM: ¢ Bepcnn 6.4.0 no 7.1.1

Kateropwus ysi3BMMoro npogykra: CepsepHoe NporpamMHoe obecrneyeHine 1 ero KOMMOHeHTh|
Cnocob skcnayataumm: OTnpaska cneuyansHo Co3aaHHbix HTTP-3anpocos.

MocneacTBmA SKCyaTaLpn: BeiMoHEeHe MPOn3BOIbLHOIO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBAEHVA NPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC.L/PR:N/UI:N/S:U/C:H/I:H/AH
BekTop ataku: Cetesou

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbigBneHuna / [lata o6HoBnenus: 2023-10-12 / 2023-10-12
CCbIIKM Ha UCTOYHMK:

e http://fortiguard.com/psirt/FG-IR-23-130
e https://bdu.fstec.ru/vul/2023-06702
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KpaTkoe onucaHue: BoinosHeHvie npor3soaibHOro koga B SINEC NMS
NaoeHTudwkaTop yassumoctn: CVE-2024-23812

NoeHTudurkaTop nporpaMmMHoin owwmnbkmn: CWE-78 HekoppekTHas HelnTpanmsaums cneuyanbHblX 31eMEeHTOB, UCMOMb3YeMbIX B CUCTEMHbIX
KOMaHzax (BHeapeHve komaHz OC)

Yassumbln npoaykT: SINEC NMS: 1o sepcuin V2.0 SP1

KaTeropusi ya3BMMOro npoaykTa: TenekoMMyHIKaLMOHHOe 000pya0BaHe

Cnocob skcnayataumm: OTnpaska crneunansHO COOPMMPOBAHHbBIX AaHHbIX.

MocneacTBmsa akCnayaTaumm: BbINOHEHNE MPON3BOIBHOIO KOAa

PekoMeHAaLMM NO YCTPaHEeHWIO: MNpUHATL Mepbl MO YMEHbLIEHWIO YPOBHS ONAaCHOCTH, YKa3aHHble Ha 0dULIMaNbHOM CaiTe BEHAOPA.
Ouenka CVSSv3: 8.0 AVA/ACL/PR:L/ULEN/S:U/C:H/IH/AH

BekTop ataku: CmexHad ceTb

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbidBneHuna / [lata o6HoBnenus: 2024-02-13 / 2024-02-13

CCbINKM Ha NCTOYHNKK:
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KpaTkoe onucaHue: BoinosHeHvie npor3soaibHOro koga B SINEC NMS

NaoeHTndmkaTop ys3sumocTm: CVE-2024-23811

NoeHTudrKaTOp NporpammHoi olwmnbkmn: CWE-434 OTcyTCTBME OrpaHnYeHi Ha 3arpy3ky ¢annos Hebe3onacHoro Tmna
Yassumbln npoaykT: SINEC NMS: o Bepcumn V2.0 SPT

Kateropus ysa3BMMOro npoaykTa: TeNekoMMyHMKaLVOHHOe 060pyaA0BaHe

Cnocob akcrnnyataumm: OTnpaska cneuyanbHO COOPMUPOBAHHbBIX AaHHbBIX.

MocneacTBmsa akCnayaTaumm: BbINOSHEHWE MPON3BOIBHOIO KOAa

PekoMeHAaLMM NO YCTPaHEeHWIO: MNpUHATL Mepbl MO YMEHbLIEHWIO YPOBHS ONAaCHOCTH, YKa3aHHble Ha 0dULIMaNbHOM CaiTe BEHAOPA.
Ouerka CVSSV3: 8.8 AV A/ACL/PR:IN/ULN/S:U/C:H/IH/AH

BekTop ataku: CMexHas ceTb

B3avMozelcTBme ¢ nosib3oBatenem: OTcyTcTByeT

[laTa BoisBneHus / lata obHoBnenus: 2024-02-13 / 2024-02-13

CCbINKM Ha UCTOYHNKK:
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KpaTkoe onucaHue: BoinosHeHvie npor3soaibHOro koga B SINEC NMS
NaoeHTudmkaTop yassumocTn: CVE-2024-23810

NoeHTudwrkaTop nporpaMmMHoOin owwmnbkm: CWE-78 HekoppekTHas HelTpannsauns cneuyanbHbiX 31eMeHTOB, NCMOAb3yeMblX B CUCTEMHbIX
KOMaHzax (BHeapeHve komaHz OC)

Yassumbln npoaykT: SINEC NMS: 1o sepcuin V2.0 SP1

KaTeropusi ya3BMMOro npoaykTa: TenekoMMyHIKaLMOHHOe 000pya0BaHe

Cnocob skcnnyataumm: OTnpaska cneuyansHo ChopMMpoBaHHOTo 3anpoca.

MocneacTBmsa akCnayaTaumm: BbINOHEHNE MPON3BOIBHOIO KOAa

PekoMeHAaLMVM NO YCTPaHEeHWIO: MNpUHATL Mepbl MO YMEHbLIEHWIO YPOBHS OMAaCHOCTH, YKa3aHHble Ha 0dULIManbHOM CainTe BeHAOPA.
Ouenka CVSSv3: 8.8 AV A/ACL/PR:N/UEN/S:U/C:H/IEH/AH

BekTop ataku: CmexHad ceTb

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbidBneHuna / [lata o6HoBnenus: 2024-02-13 / 2024-02-13

CCbINKM Ha NCTOYHNKK:




