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Important Update: Dell Endpoint Security North America Phone
Number Has Changed

Dell Endpoint Security has a new number for support tickets. Customers in North America should now
call +1 877.459.7304, ext. 6236710.

Netskope Version 91

Netskope Release 91 is available, including new Advanced Analytics for Cloud Firewall and several
product fixes.

Version 91 Release Notes can be found here.

Apache Log4J Vulnerability CVE-2021-44228

In December of 2021 vulnerability CVE-2021-44228 was disclosed, which affects the common logging
library Log4j2. Dell Security Management Server and Dell Security Management Server Virtual version
11.2 and earlier are unaffected by CVE-2021-44228.

More information can be found in the Additional Information for Dell Endpoint Security with regard to
Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228) article.

VMWare Carbon Black Cloud Windows Sensor 3.8 now available

Version 3.8 of the VMWare Carbon Black Cloud Windows Sensor is now available for download from
the VMWare Carbon Black Cloud Console.

More information about the release can be found on the Release Notes page.

Dell Trusted Device 4.0

Dell Trusted Device 4.0 is now available, with new features and functionality.

The following platforms are now supported by BIOS Verification:
e Latitude 5421
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These platforms are now supported by Intel ME Verification:
e  Latitude 5320



https://www.dell.com/support/kbdoc/en-us/000124177/netskope-release-notes
https://www.dell.com/support/kbdoc/000194496
https://www.dell.com/support/kbdoc/000194496
https://community.carbonblack.com/t5/Carbon-Black-Cloud-Windows/Carbon-Black-Cloud-Windows-Sensor-Release-Notes/ta-p/85605
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Resolved Issues in DTD 4.0
e Arare issue resulting in a computer crash after applying Windows updates to a computer
protected by Trusted Device. [DPS-4142]
e Anissue resulting in mishandled validation of SAN leaf certificates when Trusted Device is
installed on a non-English operating system. [DPS-4197]
e Anissue resulting in BIOS Events & Indicator of Attack incorrectly writing duplicate Information
events to Event Viewer. [DPS-4232]

What is Dell Trusted Device? | Dell US

KB Article Updates for Dell Encryption Activation Issues

Dell Support has updated various KB articles to assist with troubleshooting activation issues with Dell
Encryption. KB article has been updated with several tips and information to help with troubleshooting.

Dell Data Security Chat

For U.S. customers only, Chat support is now available Monday through Friday, 7 a.m. to 7 p.m. CST.

Dell Data Security ProSupport for Software

e  24x7 support and issue resolution from a team of technicians.
e  Within the U.S., the dedicated number is 877.459.7304, ext. 6236710.
e For a list of in-country phone numbers, click here.

NEW: Dell Data Security Advanced Support for Software

e Direct and easy access to your own dedicated security expert.
o Support for all of your Dell endpoint security software.
e Personalized support including customized communication plans, health checks and more!

For more information, click here or contact your account executive.



https://www.dell.com/support/kbdoc/en-us/000126098/what-is-dell-trusted-device#:~:text=The%20Dell%20Trusted%20Device%20(formerly,BIOS%20Events%20%26%20Indicators%20of%20Attack.&text=It%20enables%20customers%20to%20verify,without%20interrupting%20the%20boot%20process.
https://www.dell.com/support/kbdoc/en-us/000125071/how-to-troubleshoot-dell-data-protection-encryption-activations
https://www.dell.com/community/Dell-Data-Security/Dell-Data-Security-Chat-Portal/td-p/6061466
https://www.dell.com/support/kbdoc/en-us/000125374/dell-data-security-international-support-phone-numbers
https://www.delltechnologies.com/en-us/services/advanced-support-software/index.htm#accordion0

