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Purpose:

This application note describes the procedures that how to use the python tool to
enable "NCSI: host to BMC path".

Model:

AS5916-54XKS(ADI-G, MSN)

Preparation:

A. Laptop with Windows OS and 1GB network card.
B. Console cable

C. Console terminal (E.g., Tera Term, PuTTy..etc)

D. RJ45 cable (Above Catbe)

E. Tool (main.exe, console_port.txt) Download here

Limitation factor:

1. Firewall disable temporarily

2. The unit should be operated only in "ONIE: Rescue" mode.
3. The tool should be run as Administrator.

4. Laptop's IP address should be fixed as 192.168.1.20/24

5. This tool could only be used on AS5916-54XKS.

6. Related TFTP applications on the laptop must be closed.
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Procedure:

STEP1. Plugin RJ45 and console cable to the unit.

STEP2. Login into ONIE: Rescue mode.

A. Enter "ONIE:Rescue"

GNU GRUB version 2.02

| ONIE: Install 0S

J*ONIE: Rescue |

| ONIE: Uninstall 0S

| ONIE: Update ONIE

| ONIE: Embed ONIE

| DIAG: Accton Diagnostic (accton_as5916_54xks)

Use the A and v keys to select which entry is highlighted.
Press enter to boot the selected 0S, "e' to edit the commands

before booting or “c¢' for a command-line.

B. Wait for startup until "ONIE:/ #" appears.

ONIE: Rescue Mode ...

Platform : x86_64-accton_as5916_54xks-ro
Version 1 2018.11.00.01

Build Date: 2019-01-03T15:31+0800

Info: Mounting kernel filesystems... done.
Info: Mounting ONIE-BOOT on /mnt/onie-boot ...
ERROR: fsck corrected errors.

Info: Mounting EFI System on /boot/efi

Info: BIOS mode: UEFI

Info: Using eth® MAC address: b8:6a:97:c5:88:00
Info: eth@: Checking link... up.

Info: Trying DHCPv4 on interface: eth@

Warning: Unable to configure interface using DHCPv4: eth0

ONIE: Using link-local IPv4 addr: eth@: 169.254.15.220/16
Starting: klogd... done.

Starting: dropbear ssh daemon... done.

Starting: telnetd... done.

discover: Rescue mode detected. Installer disabled.

Please press Enter to activate this console.
To check the install status inspect /var/log/onie.log.
Try this: tail -f /var/log/onie.log

** Rescue Mode Enabled **
ONIE:/ # |}

STEP3. Close the console terminal is necessary.
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1 188.188.184.254 - Tera Term VT = [m}

File Edit Setup Control Window Help

[ONIE: Rescue Mode ...
: x86_64—accto?_a35916_54xks—rﬂ

Mounting kernel filesystems... done.
Mounting ONIE-BOOT on /mnt/onie-boot
: Mounting EFI System on /boot/efi

BIOS mode: UEFI

Using eth® MAC address: b8:6a:97:c5:88:00

eth®: Checking link up.

Trying DHCPv4 on interface: eth®
Warning: Unable to configure interface using DHCPv4: eth®
ONIE: Using link-local IPvé& addr: eth®: 169.254.128.110/16
IStarting: klogd... done.
IStarting: dropbear ssh daemon... done.
tarting: telnetd... done.
discover: Rescue mode detected. Installer disabled.

Please press Enter to activate this console.
To check the install status inspect /var/log/onie.log.
Try this: tail -f /var/log/onie.lo

» Rescue Mode Enabled =
ONTIE: /7 # Il

STEPA4. Back to laptop setting.

A.Set the IP address as 192.168.1.20/24.

4 & 5 Control Panel > Network and Internet > Network Connections v o
Qenaniza . Dicahla thic natwnrk devica Diannncathic connection  Rename this connection _ Change settings of this connection - m @
v Internet Protocol Version 4 (TCP/IPv4) Properties X

Networki
etwoddng. (S General
Connect using B
You can get IP settings assigned automatically if your network supports
@ Realtek PCle GbE Family Controller this capability. Otherwise, you need to ask your network administrator
. for the appropriate IP settings.

Configure... | -
C i P = lly
This connection uses the following tems: D Obtain an IP address automaticaly
. @ Use the following [P address:
¥ B3 Client for Microsoft Networks 4
¥ % Fie and Printer Sharing for Microsoft Networks 1P address: 192.168. 1 .20
= ”
B4 3 Nocep Packet Diver (NFCAF) Subnet mask: 255 . 255 .25 . 0
¥ %8 QoS Packet Scheduler
¥ s Intemet Protocol Version 4 (TCP/IPv4) Defauit gateway:
. Microsoft Network Adapter Mutiplexor Protocol
¥ s Microsoft LLDP Protocol Driver \ btain DNS server addre:
< 2 (@ Use the following DNS server addresses:
Instal Propetties | Preferred DNS server: 8.8 .8.38

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Alternate DNS server: 9.9.9 .9

[Jvaiidate settings upon exit

Advanced...
oK Cance Cancel
3items 1 item selected C
B. Turn off the firewall temporality.
P Customize Settings - u] X
« 1 @ > ControlPanel > System and Security > Windows Defender Firewall > Customize Settings v )

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings

o O Tum on Windows Defender Firewall

w @ Turn off Windows Defender Firewall (not recommended)

PUBTic network settings
v O Turn on Windows Defender Firewall

| g @ Turn off Windows Defender Firewall (not recommended)

Cancel
C. Check the console port number and modify the "console_port.txt" file.
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a. Execute "devmgmt.msc".

= Run X

= Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | devmgmt.msd v |

oK l Cancel H Browse... ‘

b. Find Ports(COM & LPT). Then, check your port number. (E.g., COM1)

File Action View Help
L ol dRecl N 7 Hoel S

1@ testpC]

b % Batteries

> 8 Computer

b - Disk drives

» B Display adapters

> i) DVD/CD-ROM drives

b QS Human Interface Devices

> € IDE ATA/ATAPI controllers
b-&D Keyboards

- Memory devices

B Mice and other pointing devices
b & Monitors

&¥ Network adapters

» [} Other devices

47 Ports (COM & LPT)

’? Communications Port (COM1)
b Processors

b % Sound, video and game controllers
» &3 Storage controllers

» g8 System devices

a Universal Serial Bus controllers

c. Modify the "console_port.txt" content as COM1 for example.

) console_port.txt - Notepad

File Edit Format View Help
com

Ln1,Col5 100%  Windows (CRLF)  UTF-8
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D. Check if there is any TFTP server on the laptop.

netstat —aon | findstr :69

B C:\Windows\system32\cmd.exe - o X

If yes, please end the task. (E.g., PID: 9684)

1% Task Manager - O X
File Options View
Processes Performance App history Startup Users Details Services

~

Name PID Status User name CPU Memory (a.. UAC virtualizat... *
ﬁmmcexe 9396 Running ts 00 3,088 K Not allowed
mMobaXterm.exe 9684 Running ts 02 18,592 K  Disabled [
[#5]MsMpEng.exe 2672 Running SYSTEM 00 64,632K Not allowed

[ NisSrv.exe 4496  Running LOCAL SE... 00 2,096 K Not allowed

@ OneDrive.exe 3124 Running ts 00 5400K Disabled

[ rdpclip.exe 7540 Running ts 00 876K Disabled
[]Registry 88 Running SYSTEM 00 3,808 K Not allowed
|_Jrundli32.exe 4864 Running ts 00 76K Disabled
[#5]RuntimeBroker.exe 5972 Running ts 00 1,648 K Disabled

[#5] RuntimeBroker.exe 5604  Running ts 00 6,388 K Disabled

[#5] RuntimeBroker.exe 6876  Running ts 00 1,332K Disabled

[#5] RuntimeBroker.exe 7000 Running ts 00 932K Disabled
[#5]RuntimeBroker.exe 4028  Running ts 00 376K Disabled

[#5] RuntimeBroker.exe 4552 Running ts 00 1,072K Disabled

[#5] RuntimeBroker.exe 4844 Running ts 00 676 K Disabled

[#5] RuntimeBroker.exe 6552 Running ts 00 2,364K Disabled

[#5] RuntimeBroker.exe 4384 Running ts 00 3,896K Disabled

¢ SearchIndexer.exe 6176 Running SYSTEM 00 15,020K  Not allowed

[#5] SearchUl.exe 4984  Suspended ts 00 0K Disabled

[#5] SecurityHealthHost.... 5080 Running ts 00 1,044K Disabled

[#5] SecurityHealthServic... 2188 Running SYSTEM 00 2,220K Not allowed

@ SecurityHealthSystra... 2612 Running ts 00 96K Disabled
[#lceniices eve R76 Runninn SYSTEM 0on 2582 K Nnt allowed >

Fewer details End task

STEP5. Now start the tool.

a. Run the "CMD" as Administrator.
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All Apps Documents Settings ~ Web More ¥ Feedback

Best match

- Command Prompt
App

Searctheen I L3 Run as administrator
D ommand Prompt
tion
L cmd - see web results > pen file foca ADD
-9 Pin to Start
Folders (1+)
. -9 Pin to taskbar
Videos (1+)
Settings (1) £SO Run as administrator
] Open file location
-3 pin to Start
3 Pin to taskbar
£ cmd

b. Go to the file path and execute "main.exe".

C:\Users\ts\Desktop\Tool>main.exe

B Administrator: Command Prompt - [m] X

PO ®®

Upload
Stop

© ©

Update

e
]
e

If it succeeds, the unit will auto physical restart. Then, you may upgrade the BMC via
TFTP method.

If not, please check the terminal display of the error message.
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B Administrator: Command Prompt - m] X

Checksum error:

The tool cannot be found in the ONIE. (Maybe TFTP server exists cause upload fail
or IP address not set). Please double-check the link status between laptop and unit.

In other situations, please submit a ticket to the technical support team.

& Tool.zip
9 MB - Download

O®®w®

Was this article helpful?
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0 out of 0 found this helpful
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