Object name comcon_win_genpc_c_hpsbhf03739_intel_graphics_drivers_aug_2021_sec
urity_update
GUID GUID-112AF42E-CC19-4793-8D1C-ECC582EFDD59
Version 3
vulnerabilities.
Severity
Medium
HP Reference
HPSBHF03739 Revision history on page 30
Release date
August 10, 2021
Last updated
October 7, 2021
Category
PC
Potential Security Impact
Escalation of Privilege, Denial of Service
- Resolution on page 2
" Additional information on page 30

Intel® Graphics Drivers August 2021 Security Update 1


https://nvd.nist.gov/vuln/detail/CVE-2021-0061
https://nvd.nist.gov/vuln/detail/CVE-2021-0012
https://nvd.nist.gov/vuln/detail/CVE-2021-0062
https://www.first.org/cvss/

— INTEL-SA-00508 Intel® Graphics Drivers Advisory

Resolution
Object name comcon_win_genpc_e_HPSBHF03739
_intel_graphics_drivers_aug_2021_security_update_putting_resolution
GUID GUID-9FB71088-81F6-4111-A3AC-505CEABD6D6B
Version 1

Intel has released updates to mitigate the potential vulnerabilities. HP has identified affected platforms and
corresponding SoftPags with minimum versions that mitigate the potential vulnerabilities. See the affected
platforms listed below.

Newer versions may become available and the minimum versions listed below may become aobsolete. If a
SoftPaq Link becomes invalid, check the HP Customer Support - Software and Driver Downloads site to obtain
the latest update for your product model.

HP recommends keeping your system up to date with the latest firmware and software.

[ NOTE: This bulletin may be updated when new information and/or SoftPags are available. Sign up for HP
Subscriptions to be notified and receive:

e Product support eAlerts
e Driver updates

e  Security Bulletin updates

Softpags and affected products

Object name comcon_win_genpc_c_HPSBHF03739_intel_graphics_drivers_aug_2021_se
curity_update_softpags_affected_products

GUID GUID-594A017A-02A6-4B97-9562-6C3F492FA3D1

Version 1

Find the SoftPags that resolve the vulnerabilities of your system.
SoftPag Status
e Pending: SoftPag is in progress.

e Under investigation: System under investigation for impact, or the SoftPaq is under investigation for
feasibility/availability.

e Not available: SoftPag not available due to technical or logistical constraints.

e (heck Support Page: The listed SoftPag has been removed from the download site. SoftPags with newer
versions may be available on the HP Customer Support - Software and Driver Downloads site.

Affected products
Object name comcon_win_genpc_r_HPSBHF03739_intel_graphics_drivers_aug_2021_se
cuirty_update_affected_products
GUID GUID-C78697DD-0ED4-4574-B8E0-3D25E1C78A01

2 Intel® Graphics Drivers August 2021 Security Update


https://www.intel.com/content/www/us/en/security-center/advisory/intel-sa-00508.html
http://www.hp.com/cposupport/software.html
http://www.hp.com/cposupport/software.html

Version 2

Affected products

3


https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp120001-120500/sp120379.exe
https://ftp.hp.com/pub/softpaq/sp120001-120500/sp120379.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122446.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122445.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122446.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122445.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe

4

Business notebook PCs (continued)

Softpags and affected products


https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp120001-120500/sp120379.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122446.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122445.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122446.exe

Business notebook PCs (continued)

Affected products

5


https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122445.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122446.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122445.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp120001-120500/sp120379.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp120001-120500/sp120379.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122446.exe

6

Business notebook PCs (continued)

Softpags and affected products


https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122445.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp120001-120500/sp120379.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe

Business notebook PCs (continued)

Affected products

7


https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122446.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122445.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp120001-120500/sp120379.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122446.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122445.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe

Table' Business notebook PCs (continued)

Softpags and affected products

8


https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122446.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122445.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122446.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122445.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe

(continued)

Affected products

9


https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp120001-120500/sp120379.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp120001-120500/sp120379.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
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Business notebook PCs (continued)

Softpags and affected products


https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp128501-129000/sp128704.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp128501-129000/sp128704.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe

Business notebook PCs (continued)

Affected products

11


https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp128501-129000/sp128704.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp128501-129000/sp128704.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp128501-129000/sp128704.exe

12

Business notebook PCs (continued)

Softpags and affected products


https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp128501-129000/sp128704.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe

(continued)

Affected products

13


https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122446.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122445.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122446.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122445.exe

14

(continued)

Softpags and affected products


https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118367.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp120001-120500/sp120379.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe

(continued)

Affected products

15


https://ftp.hp.com/pub/softpaq/sp120001-120500/sp120379.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122449.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122449.exe
https://ftp.hp.com/pub/softpaq/sp120001-120500/sp120379.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122455.exe
https://ftp.hp.com/pub/softpaq/sp122001-122500/sp122449.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe

16

(continued)

Softpags and affected products


https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp128501-129000/sp128704.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp115001-115500/sp115295.exe
https://ftp.hp.com/pub/softpaq/sp123001-123500/sp123471.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114254.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe

Table' Business desktop PCs (continued)
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Affected products


https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118331.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118331.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118331.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118331.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118331.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114254.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114255.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114255.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114254.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114254.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118331.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe

Table' Business desktop PCs (continued)

Softpags and affected products
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https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp111001-111500/sp111449.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp111001-111500/sp111449.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe

Table' Business desktop PCs (continued)
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Affected products


https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe

20

Business desktop PCs (continued)

Softpags and affected products


https://ftp.hp.com/pub/softpaq/sp123501-124000/sp123561.exe
https://ftp.hp.com/pub/softpaq/sp123501-124000/sp123561.exe
https://ftp.hp.com/pub/softpaq/sp123501-124000/sp123561.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp123501-124000/sp123561.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe

Table' Business desktop PCs (continued)

21

Affected products


https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe

Table' Business desktop PCs (continued)

Softpags and affected products
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https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe

Business desktop PCs (continued)

Affected products
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https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
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Business desktop PCs (continued)

Softpags and affected products


https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe

Business desktop PCs (continued)

Affected products
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https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
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Softpags and affected products


https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp123501-124000/sp123561.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114255.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114254.exe

Affected products
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https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp118001-118500/sp118331.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe

Table' Retail Point-of-Sale Systems (continued)

Softpags and affected products
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https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114236.exe
https://ftp.hp.com/pub/softpaq/sp113501-114000/sp113531.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe

Table' Workstations (continued)
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https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp114001-114500/sp114198.exe
https://ftp.hp.com/pub/softpaq/sp132501-133000/sp132845.exe

Object name com_win_genpc_r_HPSBHF03739_intel_graphics_drivers_aug_2021_securi
ty_update_rev_history

GUID GUID-36907744-A394-4168-9892-E75D848FE49D

Version 2

Table List of versions
Version | Description Date
2 Updated version and Softpag information for Business Notebooks, Business Desktops, October 7, 2021
Retail Point-of-Sale, and Immersive PCs.
| Initial Release August 10, 2021
Object name e_SB_additional_information
GUID GUID-58F56397-8674-4AD7-98D2-03ECDD83180F

Version 2
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http://www.hp.com/go/contacthp
https://h41369.www4.hp.com/alerts-signup.php?lang=en&cc=US&jumpid=hpsc_profile
https://support.hp.com/security-bulletins
http://www.hp.com/cposupport/en/docs/c06152930.html

Object name r_SB_legal_information_2021_UPDATE_ME
GUID GUID-F8F1A48C-30D8-48F7-855F-DC8047F5E010
Version 1
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