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MHoXecTBeHHbIe ya3BMmocTy B Tenda AC18

YBEAOM/IEHUE Ob YA3BUMOCTAX
VULN-20220601.10 | 1 ntoHa 2022 T.
YpoBeHb onacHocTh: KPUTUYECKIAW

Hannume obHoBneHna: ECTb

KaTeropusa yassmmoro npoaykra TenekoMMyHVKaunoHHoe 0bopyaoBaHme
YA3BUMBIA NPOAYKT AC18: 15.03.05.19(6318)
[laTa BbigBNeHud 27 maga 2022 .
[laTa obHoBNEeHNS 27 maga 2022 .
ba30BbIV

NaeHTndrkaTop

G EBUMOCTH OnuvcaHme ya43B1MMOCTU YPOBEHb

Y CVSS
SKkcnnyaTaums ya3BrUMOCTY MO3BOASET YAANEHHOMY 3/10YMbILLNEHHKY BbIMOAHWTE NPOV3BONbHbIN KOA B
MITRE: LleNeBol cncTemMe. YA3B1MOCTb 06YCI0BAEHa OLLIMOKOW MPaHnL, MaMaTy.
CVE-2022-30472 CVSSV3.0: AV:N/AC:L/PRIN/ULN/S:U/C:H/I:H/AH/E:P/RL:U/RC:C
CVE-2022-30473
CVE-2022-30475 CWE-121: 3anuncb 3a rpaHnlamm oydepa 9.8
CVE-2022-30476 PekomMeHAaLMK MO yCTpaHeHWHo: laHHas ya3BUMOCTb YCTPaHseTcs oduLManbHbIM NaTyeM BeHAopa. B cBs3u
CVE-2022-30477 | 5 cnoxmeLuelics 06cTaHOBKOM U BBEAEeHHbIMW CaHKLMAMN NpoTuB Poccuiickon degepaLnyin pekomeHayem
yCTaHaBNVBaTb OOHOBAEHVA MPOrPaMMHOro obecneyeH s TONbKO NOCe OLeHKN BCeX COMYyTCTBYHOLLMX PUCKOB.




MITRE:
CVE-2022-30474

3|<cnnyaTa|_u/|ﬂ YA3BMMOCTW MO3BONIAET YAa/IEHHOMY 3/10YMbILLUIEHHIKKY BbINOJ/IHNTL I_IpOI/I3BO}'IbeIM KO/4 B

LleneBon cucTeMe NocpeAcTBOM OTMPaBKM CheumansHO COOPMUPOBAHHBIX AaHHbBIX. YA3BMMOCTL 06YC10BNEHa
OLUMBKOW rpaHuL, MamaTin.

CVSSV3.0: AVIN/AC:L/PR:N/ULN/S:U/C:H/I:H/AH/E:P/RL:U/RC.C
CWE-122: MepenonHeHe bydepa B AVHAMUYECKOWN MAMATY

PekomeHZaLMV Mo yCTpaHeHnto: [aHHasa ysa3B1UMOCTb YCTPAHSETCA oduLManbHbIM NaTyeM BeHaopa. B cea3n
CO CNIOXVBLUECSH 0BCTaHOBKOW 1 BBEAEHHBLIMI CaHKLUAMY NPOTUB Poccuiickor defepaliivi pekomeHayem
yCTaHaBAVBaTb OOHOBAEHMS MPOrPaMMHOro obecneyYeHms TONbKO MOC/e OLIEHKM BCeX COMYTCTBYHOLLIMX PUCKOB.

9.8

CcbInkM Ha
NCTOYUYHUKM
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