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Legal information 
Use of application examples 

Application examples illustrate the solution of automation tasks through an interaction of several components in 
the form of text, graphics and/or software modules. The application examples are a free service by Siemens AG 
and/or a subsidiary of Siemens AG ("Siemens"). They are non-binding and make no claim to completeness or 
functionality regarding configuration and equipment. The application examples merely offer help with typical 
tasks; they do not constitute customer-specific solutions. You yourself are responsible for the proper and safe 
operation of the products in accordance with applicable regulations and must also check the function of the 
respective application example and customize it for your system. 
Siemens grants you the non-exclusive, non-sublicensable and non-transferable right to have the application 
examples used by technically trained personnel. Any change to the application examples is your responsibility. 
Sharing the application examples with third parties or copying the application examples or excerpts thereof is 
permitted only in combination with your own products. The application examples are not required to undergo the 
customary tests and quality inspections of a chargeable product; they may have functional and performance 
defects as well as errors. It is your responsibility to use them in such a manner that any malfunctions that may 
occur do not result in property damage or injury to persons. 
 

Disclaimer of liability 
Siemens shall not assume any liability, for any legal reason whatsoever, including, without limitation, liability for 
the usability, availability, completeness, and freedom from defects of the application examples as well as for 
related information, configuration and performance data and any damage caused thereby. This shall not apply in 
cases of mandatory liability, for example under the German Product Liability Act, or in cases of intent, gross 
negligence, or culpable loss of life, bodily injury or damage to health, non-compliance with a guarantee, 
fraudulent non-disclosure of a defect, or culpable breach of material contractual obligations. Claims for damages 
arising from a breach of material contractual obligations shall however be limited to the foreseeable damage 
typical of the type of agreement, unless liability arises from intent or gross negligence or is based on loss of life, 
bodily injury, or damage to health. The foregoing provisions do not imply any change in the burden of proof to 
your detriment. You shall indemnify Siemens against existing or future claims of third parties in this connection 
except where Siemens is mandatorily liable. 
By using the application examples, you acknowledge that Siemens cannot be held liable for any damage beyond 
the liability provisions described. 
 

Other information 
Siemens reserves the right to make changes to the application examples at any time without notice. In case of 
discrepancies between the suggestions in the application examples and other Siemens publications such as 
catalogs, the content of the other documentation shall have precedence.  
The Siemens terms of use (https://support.industry.siemens.com) shall also apply.  
 

Security information 

Siemens provides products and solutions with industrial security functions that support the secure operation of 
plants, systems, machines and networks. 
In order to protect plants, systems, machines and networks against cyber threats, it is necessary to implement – 
and continuously maintain – a holistic, state-of-the-art industrial security concept. Siemens’ products and 
solutions constitute one element of such a concept. 
Customers are responsible for preventing unauthorized access to their plants, systems, machines and networks. 
Such systems, machines and components should only be connected to an enterprise network or the internet if 
and to the extent such a connection is necessary and only when appropriate security measures (e.g. firewalls 
and/or network segmentation) are in place. 
For additional information on industrial security measures that may be implemented, please visit 
https://www.siemens.com/industrialsecurity. 

Siemens’ products and solutions undergo continuous development to make them more secure. Siemens strongly 
recommends that product updates are applied as soon as they are available and that the latest product versions 
are used. Use of product versions that are no longer supported, and failure to apply the latest updates may 
increase customer’s exposure to cyber threats. 

To stay informed about product updates, subscribe to the Siemens Industrial Security RSS Feed under 
https://www.siemens.com/cert. 

 

https://support.industry.siemens.com/
https://www.siemens.com/industrialsecurity
https://www.siemens.com/cert
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Abbreviations 
 

ADSL    Asymmetric Digital Subscriber Line  

DMZ    Demilitarized Zone 

DNP3   Distributed Network Protocol 

EPS    Endpoint Security  

GSM    Global System for Mobile network 

HTTP    Hypertext Transfer Protocol 

HTTPS    Hypertext Transfer Protocol Secure 

IAD    Industrial Anomaly Detection 

IPSec    Internet Protocol Security  

IWLAN    Industrial Wireless Local Area Network 

PPTP    Point-To-Point Tunneling Protocol 

KVM   Keyboard Video Mouse 

NMS    Network Management System 

OS   Operating System 

RADIUS    Remote Access Dial-in User Service 

RDP    Remote Desktop Protocol 

PLC   Programmable Logic Controller 

RTC   Real Time Clock 

RTU   Remote Terminal Unit 

SCADA   Supervisory Control and Data Acquisition 

SI    System Integrator 

SIEM   Security Information Event Management 

SPAN    Switched Port Analyzer – Mirror port 

SS    System Supplier 

SSL    Secure Sockets Layer 

TLS    Transport Layer Security 

TPS    Threat Prevention Subscription  

TRA    Threat and Risk Analysis 

UMC    User Management Component 

UMTS   Universal Mobile Telecommunications System 

VPN    Virtual Private Network 

WLAN    Wireless Local Area Network 

WinCC V7   SIMATIC WinCC Version 7 

WSUS    Windows Server Update Service  
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1 Preface 
Cybersecurity is considered as a holistic approach that covers not only the technology, but also 
the implemented processes based on valid standards such as ISO 27001 (ISMS/IT) respectively 
IEC 62443 (IACS/OT). 

Therefore, Industrial Automation and Control Systems (IACS) require a comprehensive and 
established cybersecurity framework which addresses and - where applicable - implements 
security policies, procedures, and guidelines to ensure a secure operation of the plant. This 
significant approach does not release the operator or the owner of the plant from its obligation 
to consider these aspects and integrate them into the respective business processes. 

This documentation is intended to provide a basic guidance for end customers, original 
equipment manufacturer, and system integrators to setup a secure food and beverage (F&B) 
plant. 

The security architecture reference (F&B blueprint) presented in this document shall be adapted 
to the customer/plant needs/requirements. 

Experience has shown that subsequent modernization or plant expansion work is made much 
easier if the automation project is configured "in conformance with security standards" as far as 
possible right from the start. This means, users must adhere to certain rules to ensure that the 
security functional requirements will offer the required security level in the future. 

This guideline serves as a minimum design reference in addition to the product documentation 
of the automation devices. 

The recommended methodology (Defense-in-Depth concept) is based on the IEC 62443 
standard and the results of many practical experiences.  
 
 

 

NOTICE 

A risk assessment (e.g., Threat & Risk Analysis - TRA) must be carried out for each customer 
project, even if the blueprint is implemented exactly as described. In the TRA, on which the 
blueprint is based, assumptions were made regarding the protection level (CIA) and the 
impact on the plant in the event of a successful cyber-attack. These assumptions may vary 
per customer, which could also result in a different risk level. The blueprint is a model solution 
/ proposal on how security requirements from IEC 62443, among others, can be implemented 
in the best possible way with Siemens products. 

If the customer system is built in deviation from this blueprint (e.g., integration of new 
technologies such as IoT/Edge/Cloud), it is imperative to carry out a risk assessment of the 
extent to which the cybersecurity of the system is negatively affected by this. 
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2 Security Strategies 
Considering the growing number of attacks (e.g., malware, unauthorized access, denial of 
service, manipulation of data etc.), securing automation and IT systems against attacks and 
manipulation is a top priority in almost every plant and project. Additionally, with digitalization as 
a major industry trend, the number of networked systems and, hence, the number of potential 
weaknesses will continue to grow. 

Plant engineers and operators need to set a high priority to protect the automation and control 
systems against manipulation and malware to fulfill availability, quality, and national and 
international standard requirements. 

Due to the enormous variety of attacks and the complexity in the process industry, it is often not 
easy to identify risks and threats and to adopt the right IT and OT security strategy. 

Holding consistent, regular, and well secured backups, a comprehensive cybersecurity strategy 
including isolating critical systems, using appropriate software, having the latest security 
patches installed and having staff and suppliers well trained in security should be a given. 

2.1 IEC 62443 Overview 

Industrial security as specified in recent guidelines should be treated as a lifecycle concern. To 
fully address the need for more secure systems, plant owners must consider all phases of the 
solution lifecycle, from the development of systems to their eventual replacement. The IEC 
62443 series of standards considers the lifecycle as consisting of five phases: product or 
system development, specification, integration and commissioning, operations and maintenance 
and decommissioning. An overview of the standard is shown in the following figure: 

 

Figure 2-1: Overview of IEC 62443 
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There is clear accountability and a primary objective associated with each of these phases, and 
security topics must be coordinated and communicated between different roles and 
stakeholders (Figure 2-2): 

• Product suppliers implement security measures, such as authentication, secure 
communication capabilities, or robust communication stacks in the components, as part of 
the product development process (i.e. IEC 62443 part 4-2 and IEC 62443 part 4-1). Refer to 
https://new.siemens.com/global/en/products/automation/topic-areas/industrial-
security/certification-standards.html. 

• System integrators provide a secure design that matches the requirements resulting from 
exposure, threats, impacts, and the physical and technical operational environment as 
provided by the plant owner. The system integrator also defines and applies the secure 
configuration as well as performing verification and validation. System integrators need 
security information for the components from the product, e.g. how to configure the 
components securely (i.e. IEC 62443 part 2-4). 

• Plant owners address secure operation and maintenance, for example dealing with user 
management and handling of credentials, and with regular security patching (i.e. IEC 62443 
part 3-3 and IEC 62443 part 2-1). 

These roles need to work together to obtain adequate security along the whole lifecycle of a 
system. Lack of adequate information, or different interpretation of security topics impedes the 
joint efforts of the various stakeholders. 

 

 

Figure 2-2: Roles according to IEC 62443 

 

 

 

  

https://new.siemens.com/global/en/products/automation/topic-areas/industrial-security/certification-standards.html
https://new.siemens.com/global/en/products/automation/topic-areas/industrial-security/certification-standards.html
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2.2 Defense-In-Depth Concept 

All-embracing protection of industrial facilities against cyberattacks must act on all levels at the 
same time, from the operational to the bay level, from access control to copy protection. The 
IEC 62443 therefore recommends the Defense-In-Depth concept as a comprehensive 
protection scheme. 

The automation control system with Defense-In-Depth must be protected through multiple levels 
of security and action, meaning that the plant owners and solution providers must address 
varied and very different security issues. From plant security to network security, up to system 
integration and organizational measures. 

 

Figure 2-3: Defense-In-Depth 

 

2.2.1 Plant Security 

• Physical security measures  
Control of physical access to spaces, buildings, individual rooms, cabinets, devices, 
equipment, cables, and wires. The physical security measures must be based around the 
security cells and the responsible persons. It is also important to implement physical 
protection at remote single station systems.  

• Organizational security measures 
Security guidelines, security concepts, set of security rules, security checks, risk analyses, 
assessments and audits, awareness measures and training. 
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2.2.2 Network Security 

• Division into security cells 
A comprehensively secured network architecture subdivides the control network into 
different task levels.  
Perimeter zone techniques should be employed for this. This means that systems set up in 
the perimeter network (DMZ – demilitarized zone) are shielded by one or more firewalls 
(front firewall and back firewall or multi-homed firewall) from other networks (e.g., Internet, 
office network). This separation enables access to data in the perimeter network without 
having to simultaneously allow access to the internal network to be protected (e.g., 
automation network). As a result, risks of access violations can be significantly reduced.  

• Securing access points to the security cells 
A single access point to each security cell (should be implemented by a firewall) for 
authentication of users, employed devices and applications, for direction-based access 
control, for assignment of access authorizations, and for detection of intrusion attempts.  
The single access point functions as the main access point to the network of a security cell 
and serves as the first point of control of access rights to a network level.  

• Securing the communication between two security cells over an "unsecure" network 
Certificate-based, authenticated, and secure communication should always be used when 
the perimeter zone technique is used and there is communication across the access points. 
IPSec (IPSecurity) and OpenSSL (Open Transport Layer Security (TLS) and Secure 
Sockets Layer (SSL) Protocol) can be used for this. Furthermore, communication is possible 
using protocols that are secured by server-based certificates, such as RDP (Remote 
Desktop Protocol) or a website published via HTTPS. In this case, communication takes 
place across the firewall using TLS (Transport Layer Security) or SSL (Secure Sockets 
Layer) technology.  

2.2.3 System Integrity 

• System hardening  
Adjustments to a system to make it more resistant to attacks.  

• User management and role-based operator authorizations  
Task-based operation and access authorizations (role-based access control)  

• Patch management  
Patch management is the systematic procedure for installing updates on plant systems.  

• Malware detection & prevention  
Use of suitable and correctly configured virus scanners and whitelisting software 

 

2.3 Blueprint for Reference Architecture in Food and Beverage 

With these requirements mentioned above in mind, it is quite understandable that project teams 
can feel overwhelmed by the task to ensure adequate Defense-in-Depth security concepts for 
systems as designed and deployed in an engineering project.  

For each of these topics mentioned in section 2.2 Defense-In-Depth Concept, there are plenty 
of technical solutions, tools, and best practices available – but project teams lack the time and 
expertise to choose a suitable solution for each security topic. Hence, it is a common pitfall to 
focus on some topics in depth, while overlooking others. 

To facilitate security engineering and helping to avoid this pitfall, Siemens provides a secure 
blueprint for automation and control systems in a Food and Beverage plant. This F&B blueprint 
provides guidance in form of references to specific resources and make sure that the 
engineering project produces all security documents prescribed by IEC 62443-2-4. Based on a 
standard solution, the F&B blueprint is designed to meet the security requirements taking a 
Bakery and Confectionary plant as application example. 
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3 Blueprint - Food and Beverage Plant 
This document illustrates a representative system architecture based on Siemens electrical, 
network, and automation components for a Food and Beverage (F&B) plant. 

The F&B blueprint architecture also reflects a typical configuration of a F&B Bakery and 
Confectionary plant. However, for simplicity purposes, only the most important production areas 
are being addressed in this document. Nevertheless, the F&B blueprint is suitable for other 
areas as well. 

3.1 Production Areas 

The configuration of a F&B plant varies depending on the primary product, which in turn, define 
a sub-branch. However, as illustrated in Figure 3-1. , most of the plants have a similar overall 
production process with the following main areas: 

• Raw Material Intake 

• Primary Process 

• Filling and Packaging 

• Warehouse Intralogistics 

• Auxiliary Services (Utilities) 

 

Figure 3-1. General Production Process Overview of a F&B Plant 

3.1.1 Primary Process 

In the primary process, the essential good is produced by processing at different stages the raw 
materials. For example, as illustrated in Figure , the Bakery and Confectionary subsegment, the 
primary process consists of a sequence of steps or areas physically connected to produce 
bread, which is the essential good. 

 

Figure 3-2. Primary Process Description of a Bakery and Confectionary Plant 

3.1.2 Packaging 

The Packaging is a secondary manufacturing area, in which the essential good is completely 
packed from an individual final product up to a pallet of multiple product groups (e.g., trays). 
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Figure 3-3. Filling and Packaging Process Description of a Bakery and Confectionary Plant 

3.2 System Architecture 

The system architecture presenting the Industrial Automation and Control System for the F&B 
blueprint is shown in Figure 3-4. 

 

Figure 3-4 – System architecture reference for the system under consideration 

 

3.2.1 System Components of the Food and Beverage Blueprint 

The IEC 62443 classifies the system components into three device types: 

• Host/Application 

Workstation build from commercial off-the-shelf (COTS) PC hardware running a COTS 
operating system and one or several applications. 

• Network component 
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Device that facilitates data flow between devices in a network, or restricts the flow of data in 
a network, but does not directly interact with a control process. 

• Embedded Device 

Special purpose device running embedded software designed to directly monitor, control, or 
actuate an industrial process (for example PLCs, field sensor devices). 

The system components considered for the F&B Blueprint are listed in the following tables. 

 

Nr. Component Function 

1 WinCC Server 
(Redundant) 

The redundant server contains all the data of the connected automation 
devices and systems within the process area. The server contains, for 
example, real-time process values, measurement archives and an alarm 
archive. The server establishes communication with the automation devices 
to gather data and then provides the process data to the WinCC operation 
stations (clients).  

2 LIS WinCC/PM 
Server 

The Line Integration System (LIS) interconnects and collects data from the 
machines in the packaging area to calculate and monitor KPIs from both 
machine and line.  

The system is integrated by a WinCC Server collecting all relevant machine 
data and a PM-Analyze Server, which is an Add-On to prepare and create 
special reports, like production key performance indicators.  

Additionally, a PM-Client component is installed at the same PC with the LIS 
WinCC Client. 

3 Engineering 
Station  

PC for centralized plant-wide automation engineering. Main engineering 
software are: 

WinCC: 

• Online changes and extensions of the data model 

• Integration of new devices 

• Online application changes (operation screens, driver settings, 
business logic)   

• Distributing changes to the SCADA server 

 

TIA-Portal: 

• Configuration of the hardware 

• Configuration of the communications networks 

• Configuration of continuous and sequential process sequences 

• Operator control and monitoring strategies 

• Compilation and downloading of all configuration data to all target 
automation devices   

4 Project Server Server used for storage and management of all source automation projects. 
Only authorized personnel from customer and service technicians have 
access to retrieve projects from this server. 

5 Process Historian Central archiving system connected to the WinCC Servers and used for long 
term storage of process data and messages. 

6 Energy Manager 
Pro 

Energy data management system to create the basis for economical energy 
operation management to increase energy efficiency and, consequently, 
reduce energy costs. 

7 WinCC Operation 
Station (Client) 

Used by operators for controlling and monitoring. WinCC clients access the 
data of the WinCC redundant server, visualize this data, and allow operators 
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Nr. Component Function 

to control the process. The number of clients should be decided based on 
the process operation demands. 

8 LIS WinCC 
(Client) 

Used for machine and line KPIs monitoring. WinCC LIS clients access the 
data of the LIS WinCC/PM Server to visualize this data and allow operators 
to make production decisions. 

 

 
 
9 

Industrial Anomaly 
Detection (IAD) 

With the use of artificial intelligence, monitors and analyzes data from 
network traffic and assets to detect network communication anomalies and 
abnormal device behavior (e.g., intrusion of hackers or data theft). It consists 
of IAD sensors (25) collecting the data in the different subnetworks and one 
central unit (IAD Center). 

Sends alarms in case of network security problems. 

10 Endpoint 
Protection Server 

Server to deploy Antivirus or Whitelisting software, and updates to PC based 
systems (e.g., HMI) that require malware protection. 

11 Windows Software 
Update Services 
(WSUS) Server 

Windows Server used to retrieve and rollout Microsoft updates and patches 
for the Microsoft components on the Windows based systems. 

Specific third-party software updates can also be distributed via the WSUS 
server. 

A compatibility check with the OT software installed on the end device 
should be done before the installation. 

12 Proxy Server This component is presented as an optional component in the current 
architecture. It is intended to be used in case the customer wants to 
establish a connectivity between a component at the Production Cells (Zone 
7) and any other component out of the OT networks. This use case will be 
covered at future versions of the security guide. If the customer wants to 
implement this connectivity, the configuration details of the Proxy Server in 
Zone 4 shall be clarified on demand and per specific use cases. 

13 Network 
Management 
System SINEC 
NMS 

A network management system for monitoring and managing industrial 
networks. SINEC NMS displays detailed information about its monitored 
devices and the network topology. 

14 SINEMA RC 
Server 

Provides secure remote access from untrusted networks, like the Internet to 
underlying networks for maintenance, control, and diagnostics purposes. 

15 Jump Host A Jump Host is typically used to operate or configure devices that are in a 
different security perimeter without giving direct access. With SINEMA 
Remote Connect and a Jump-Host application in a data center / DMZ, 
remote access to the plant can be enabled. 

16 WinCC Web 
Server + 
Information Server 

Provides the possibility to operate and monitor a plant via Internet / Intranet 
using a WINCC ULC UX Client. When a browser tries to connect to the ULC 
UX - URL of the WinCC Web Server, the Web server returns the ULC UX 
web page and automatically starts a local WinCC UI manager. This server-
side UI manager transfers displayed information of the UI into HTML 5 
interpretable data chunks. 

17 Quarantine Server 
+ File Exchange 
Server 

Used to execute Antivirus application whenever an external drive (e.g., USB) 
has to be used for file exchange. The function as Quarantine Server is used 
to isolate suspicious files; and as File Exchange Server whenever receiving 
and/or sending files with external services is necessary (here, Antivirus 
should also be used). 

18 License Server Contains all the plant engineering SW licenses required to modify or 
implement new engineering projects. SIMATIC Automation License Manager 
is the main system used for the administration of all SIEMENS engineering 
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Nr. Component Function 

SW. The licenses are retrieved by authorized users within the plant at the 
Engineering Station or externally by means of the Jump Host and the 
SINEMA RC. 

19 UMC / 

SIMATIC Logon 

User Management Component (UMC) enables plant-wide central 
maintenance of users with optional integration with Microsoft Active 
Directories. Person-specific assignment of roles and permissions minimizes 
maintenance effort and high level of transparency is achieved. 

  

20 Domain Controller The Domain Controller is an essential part of an Active Directory Domain. 
Domain Controllers provide the physical storage for the Active Directory 
Domain Services database. Domain Controllers are used to centrally 
authenticate users and devices as well as managing the structure and the 
different members of the Active Directory Domain. 

21 File Server Server used to exchange files locally within the OT environment. They can 
be, for example, engineering or project related files, manuals, data sheets or 
any file generated by the production systems that might (but not necessarily) 
be exchanged to the IT area. 

44 Backup Server Server containing backups from untrusted networks, like the internet of all 
critical data, files, information, etc. that must be used to bring one or all 
operational technologies back to work in case of any event provoking the 
loss of those critical digital assets. 

Table 3-1 - Hosts 

 

Network Components 

Nr. Component Function 

22 Multi-homed IDS 
Firewall 

(active / passive 
HA) 

The plant network boundary is protected using a redundant pair (active / 
passive High Availability) of multi-homed Firewalls, where the demilitarized 
zones (DMZs), the industrial Data Center and the backbone / aggregation 
network of the F&B blueprint are connected to each other. The firewalls have 
on the other hand a connection to the untrusted networks, like the corporate 
network or the Internet, to control, inspect and monitor outbound and inbound 
traffic from and to the automation network.  

23 SCALANCE XR-
500 Series 

Managed, modular, high-performance, industry-standard switches used to 
construct electrical and optical line, ring, and star topologies in 
layer 3 networks at this system architecture communicated to the Multihomed 
IDS Firewall with data transmission rates of up to 10 Gbps.  

24 SCALANCE XM-
400 Series 

Layer 3 Switches used to build the Aggregation Network to connect the 
Production Cell to the firewall. Cross communication will be routed by the 
SCALANCE S firewalls. 

25 

 
Industrial 
Anomaly 
Detection (IAD) 
Sensor 

IPC-based device used to mirror and collect the data from the different 
subnetworks at the OT area to be sent to the central management unit called 
IAD Center (9). 

26 SCALANCE 
WAM766-1 

IWLAN - Access Point for PROFINET Wireless communication based on 
IEEE 802.11a/b/g/n/ax 

27 SIMATIC ITP 
1000 

Industrial Tablet PC for mobile applications, e.g., acquiring, processing, and 
transferring data. Wireless connectivity to automation systems by means of 
the SCALANCE W Access Points. 
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Nr. Component Function 

28 SCALANCE 
SC642-2C or 
SCALANCE 
SC622-2C 

Network router with firewall used to establish secure communication between 
the Aggregation Network and S7-1500 located within the production cells. 
The SCALANCE SC600 connects the cell to the aggregation-layer via 
Gigabit-uplinks (fiber and copper). 

29 SCALANCE XC-
200 Series 

Layer 2-Network-Switches to connect embedded devices within the production cells. 
They build the connection from the external interface of the PLC to the SIMATIC 
Panel and the IAD-Sensor 

39 SCALANCE 
WUM763-1 

IWLAN - Client for PROFINET wireless communication based on IEEE 
802.11a/b/g/n/ax 

Table 3-2 – Network Components 

Embedded Devices 

Nr. Component Function 

30 SIMATIC 

S7-1500F/TF 

Failsafe PLC with up to 3 integrated Interfaces for PROFINET and / or TCP/IP 
Communication. 
Encrypted communication can be established with HMI and SCADA systems though 
OPC or S7+ protocols. Firmware v2.9 or later. 
(Production cell element (main controller of production cells)) 

31 SIMATIC 
ET200SP/eco PN 

Distributed Input / Output systems used for both standard and failsafe PLC 
applications. They are connected to the PLCs through PROFINET protocol with 
PROFISAFE profile. 

32 HMI – IPC Based 

  

Windows-based PC with 2 integrated NIC for TCP/IP based communication. One 
communication is established with a machine PLC. A second communication 
interface is done with upper systems (on demand, defined by the end user or OEM). 

(Production cell element) 

32 HMI Panel Windows-based or industrial Linux-based PC with 2 integrated NIC for TCP/IP based 
communication. One communication is established with a machine PLC. 

(Production cell element) 

33 SINAMICS Drive Depending on the application, this can be a frequency converter device or a 
servomotor control system. 

37 SIMATIC RFID 
Access Control 
Reader (SIMATIC 
RF1000) 

Used for secure access control for machinery and equipment base on RFID (Radio-
Frequency Identification) technology. Used for operator identification and prevent 
unauthorized access. 
Config Security Code is a mechanism to avoid undesired reconfiguration. 
(Production cell element) 

38 SIMATIC MV500 
Stationary Code 
Reader 

Optical Identification with vision systems to enable traceability of products and 
components along the entire manufacturing and shipping process. Used to read and 
verify 1D/2D codes, optical character recognition (OCR) and object recognition. 
Ethernet based communication (PROFINET) to the automation systems (production 
cell controller). 
Assignment of rights, Advanced access, SSL certificate possible. 
(Production cell element) 

40 SIMATIC RF650R 
& RF650A 

Radio-Frequency identification (UHF) to enable contactless and reliable identification 
of different objects along the production and logistics value chain. Facilitates reliable 
sorting, tracking, and routing of end products to their correct destination. 
(Production cell element) 

Table 3-3 - Embedded Devices 
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3.3 Zones and Intended Operational Environment 

The F&B blueprint is structured into zones with similar security trust characteristics. The 
overview of the defined zones is shown in Figure 3-5. 

The figure also illustrates the physical areas like the Central Control Room or Industrial Data 
Center (IDC) and the networks (Aggregation, Backbone, and Perimeter network (DMZ)) of the 
different Security zones.  

Figure 3-5 – Zones overview  

 

3.3.1 Demilitarized Zone (DMZ) / Perimeter Network 

A DMZ is a computer network with security monitored access to the connected servers. The 
DMZ concept ensures that the plant can exchange data with untrusted networks like corporate 
network, Internet, etc. without putting the plant at risk. 

For this blueprint, as shown in Figure 3-6 – DMZ Zones, the concept with four partial DMZs was 
chosen to separate devices and services according to their criticality and exposure. 
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Figure 3-6 – DMZ Zones 

 

Zone 1 – Industrial Data Center: All devices/services that can be assigned directly to the 
automation system can be found here: 

1 WinCC Server (redundant) 

2 LIS WinCC / PM Server 

3 Engineering Station 

4 Project Server 

5 Process Historian 

6 Energy Manager Pro  

 

Zone 2 – External Services: This zone accommodates all devices/services that are connected 
to the OT network as well as to external services in untrusted networks (e.g., Corporate 
network, Internet, etc.) and that need to exchange data.  

9 IAD Center 

10 Endpoint Protection Server 

11 WSUS Server 

12 Proxy Server 

13 Network Management System SINEC NMS 

 

Zone 3 – Remote Connection Services: This zone houses all devices/services necessary for 
the secure provision of remote access and secure exchange of files.  

14 SINEMA RC Server 

15 Jump Host 

16 WinCC Web Server + Information Server 

17 Quarantine Station + File Exchange Server 

 

Zone 4 – Internal Services: All supporting systems/services that communicate only inside of 
the OT network and do not require data exchange with systems in untrusted networks are in this 
zone. 

18 License Server 

19 UMC (User Management Component) 

20 Domain Controller 

21 File Server 

44 Backup Sever 
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3.3.2 Industrial Data Center / Central Control Room 

The industrial data center (IDC) or central control room contains: 

The production related servers as well as stations and systems connected to the production 
areas.  

Additionally, this room contains the Engineering Station comprised by the TIA-Portal 
Engineering SW for the automation devices and the WinCC Runtime and Configuration SW for 
the visualization systems (SCADA and LIS).  

Access to the central control room is restricted to authorized personnel only. 

3.3.3 Engineering Room 

Whenever possible, the engineering station shall be placed in a separate room within the IDC 
and should be restricted to authorized engineering personnel only. 

3.3.4 Server Room 

The server room contains the server cabinets that enclose the entire client/server chassis and 
firewalls/switches. In addition, the server room contains a rack mounted KVM switch that serves 
as local console for all servers (DMZ and Terminal Bus) that do not have KVM screens located 
in the Central Control Room.  

Access to the server room is restricted to authorized personnel only.  

3.3.5 Backbone Network  

The backbone network integrates all aggregation networks to connect the production cells to the 
systems of the different IDMZ zones, i.e., the IDC / Control Room, External Services, Remote 
Connection Services, and Internal Services. 

In the F&B Blueprint, the backbone network is created by the Multi-homed IDS (redundant) 
Firewall in a ring design. This setup avoids communication failures if, for example, the 
communication is interrupted at a particular point. 

3.3.6 Aggregation Networks 

The aggregation networks are built with layer 3 network switches to interconnect the different 
Production Cells by area (e.g., Process Area,  Packaging Area, etc.).  

For higher availability, the aggregation networks have a ring design. This setup avoids 
communication failures if, for example, the line is damaged or interrupted at a particular point. 

The aggregation networks connect all automation devices to the WinCC servers, to the TIA 
Engineering Station and the SINEC NMS server. 

3.3.7 Controller Cabinets 

Controller cabinets contain the automation devices which are located at various physical 
locations inside the plant production area and are connected to the corresponding aggregation 
networks. 

Cabinets must be locked with no standards keys. Only dedicated and authorized personnel can 
have the cabinet keys according to the area of responsibility. 

3.3.8 Operator Stations 

Operator stations like WinCC SCADA and LIS Clients must be placed in dedicated spaces in 
their corresponding areas. For example, the SCADA Operator Stations are intended for the 
process area and the location of the station is recommended to be within the process room. 
Likewise, the LIS Clients are intended to monitor the performance of machines and lines. 
Therefore, they should be located in the packaging area.  
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3.3.9 IWLAN Access  

The industrial wireless LAN (IWLAN) access zone is connected to the multi-homed firewall and 
provides restricted access to devices in the DMZ (normally limited to HTTPS access to Web 
server or via RDP to a terminal server).  

The wireless access points are located where required throughout the site and provide wireless 
access for tablet PCs or cell phones. 

Connection to the wireless access points will be encrypted and require wireless clients to have 
knowledge of the specific wireless "key" or they are authenticated via 802.1x protocol (RADIUS 
network access restriction). 

In the Blueprint there are two different WLAN-applications used. Every application has its own 
radio network, and the network-traffic separation is implemented on switch level by using 
different VLANs for the applications.  

The first application is the monitoring and maintenance via “WinCC Webserver” and 
“Information Server” by using SIMATIC ITP1000. Process- and diagnosis-data are shown on the 
tablets.  
The second application is used as a radio network for the AGVs in the intralogistics area. This 
use case is not addressed in this security blueprint. In separate documentation, Siemens 
provides dedicated information to the solution called SIMOVE, which is a system integrating 
PLC-controlled AGVs, PC-controlled AGVs, intelligent routing algorithm, system diagnostics and 
navigation and localization.  
Refer to https://support.industry.siemens.com/cs/ww/en/view/109813191. 

3.3.10 Production Cell 30 – 35 

Production cells are separate segmented network sections for different process areas, 
production lines or machines. Within this area, workplaces are grouped by security standards, 
communication relationships, production specific layouts or delivery scopes of different OEMs 
within the plant. Production cells can be small tree, star or line networks or can also contain 
redundant ring structures if the production process demands such solutions.  
The production cells are separated in the process steps of primary and secondary steps.  

The cell protection concept segments an industrial network into individual protected automation 
cells. Within the cell, all devices can communicate securely with each other. The connection of 
the individual cells to the industrial network is via the cells' own firewalls or communication 
processors. Cell protection reduces the vulnerability of the entire production plant against an 
incident and therefore increases availability. At the same time, networks with different protection 
needs are physically separated.  

As shown in Figure 3-2 and Figure 3-3, for this application example of a F&B Bakery plant, the 
following main process parts are represented as production cells, and each is controlled by own 
automation devices as represented in Figure 3-7: 

• Preparation, Mixing 

• Dividing, Interproving, Rounding 

• Proving, Molding, Panning, Decorating, Baking 

• Depanning, Cooling 

• Slicing, Packaging 

• Intralogistics 

The production cells can be selected / decided based on the level of segmentation to be 
implemented at the shop floor level. For example, based on the strict accessibility that machine 
suppliers, service providers, operators, and/or areas responsible must have to the different 
automation systems either on site or from remote. 

https://support.industry.siemens.com/cs/ww/en/view/109813191
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Figure 3-7- Production cells 

 

3.4 Data Exchange Between Zones 

In the following table, a list of the main protocols incl. ports between the servers and 
applications in the respective zones (conduits) are listed. This can be the basis for the creation 
of a communication list (see Fehler! Verweisquelle konnte nicht gefunden werden.), such as 
is required for the configuration of firewalls. 

 

 

Protocol TCP/UDP Port (default) Description 

OPC UA TCP 4840 WinCC Server, Energy Manager, for 
collecting Data from the field-devices. 
Machine to machine communication 
prefers OPC UA 

S7 TCP 102 Used for any S7-communication 

HTTPS TCP 443 Web interfaces, Energy Manager, 
WinCC and SINEC NMS 

SSH TCP/UDP 22 Management & Monitoring protocol for 
SINEC NMS 

SNMP TCP 161 Management & Monitoring protocol for 
SINEC NMS 

SNMP traps UDP 162 Monitoring protocol for SINEC NMS 

LDAP TCP 389 Authentication protocol on Microsoft 
Active Directory; UMC and Energy 
Manager uses this protocol for 
validating the user-authentication 

Kerberos TCP/UDP 88 Authentication protocol on Microsoft 
Active Directory 

UMC TCP 8444 Central User Management System 
UMC used by SINEC INS, NMS and 
Sinema RC, TIA Portal, WinCC Unified 

License Port TCP 4410 Default Port: Used to verify the 
Licenses on License Server (ALM) 

OpenVPN UDP 1194 Remote Services 

Project Port TCP 8735 Communication from project server 
to engineering server 

SQL TCP 1433 Data Exchange between Information 
Server and Process historian and 
Measurement and config data of Energy 
Manager get accessed via SQL 

SMB TCP 445 Server message block protocol used for 
access to files etc. 
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Protocol TCP/UDP Port (default) Description 

SFTP TCP 22 Secure File Transfer Protocol (File 
server) 

        Table 3-4 – Relevant Protocols 

 

Name of 
Device 1 

IP-address Name of 
Device 2 

IP-address Protocol Port 

WinCC Server xxx.xxx.xxx.xxx PLC No. 1 xxx.xxx.xxx.xxx S7 TCP 102 

Remote User xxx.xxx.xxx.xxx Quarantine 
Station 

xxx.xxx.xxx.xxx SMB TCP 445 

ITP1000 
Tablet 

xxx.xxx.xxx.xxx WinCC 
WebServer + 
Information 
Server 

xxx.xxx.xxx.xxx https TCP 443 

… … … … … … 

        Table 3-5 - Example of a communication list 
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4 Protection Goals 
Protection goals for a solution in terms of confidentiality, integrity and availability depend on the 
actual operational environment and may vary per project. This section documents the protection 
goals identified at F&B blueprint level. It is recommended to conduct an individual Threat and 
Risk Analysis (TRA) where the protection goals identified in this section are adapted to the 
intended operational environment of the specific F&B project and solution.  

For the generic F&B blueprint system, the following protection goals have been identified with 
respect to confidentiality, integrity, and availability: 

  

Protection 
Goals 

Description of the Protection 
Goals 

Associated Main Components / 
Assets 

Confidentiality • Passwords 

• Recipes, Batch reports 

• Project Configuration & 
Engineering data 

• Network configuration data 

• Process Audit Data 

• UMC 

• SCADA/LMS (WinCC) 

• PLCs, Project & Engineering 
Server 

• SINEC NMS, Firewalls, 
Switches 

• Process Historian 

Integrity • Historian data (measurement 
data older than 4 weeks) 

• Measurement data (e.g., 
temperature) 

• Integrity of the Ingredients / 
Dosing / Production Process 

• Project Configuration & 
Engineering data 

• Network configuration data 

• Safety program 

• Process Historian 

• SCADA/LMS (WinCC) 

• PLC, Project & Engineering 
Server 

• Project & Engineering Server 

• SINEC NMS, Firewalls, 
Switches 

• PLCs 

Availability • Ingredients and equipment 
availability 

• Production Cell 

• Batch system 

• Licenses 

• Engineering Audit Data 

• Process Audit Data 

• PLCs 

• SCADA/LMS (WinCC) 

• License Server 

• Project Server 

• Process Historian 

Table 4-1 – Protection goals 

 

The above protection goals are those used as input to the threat and risk assessment that was 
performed to verify the F&B blueprint secure design. The table should be used as basis for plant 
specific threat and risk analysis. It needs to be reviewed and adapted or extended as needed to 
cover all protection goals that must be considered as input to plant/project specific threat and 
risk assessment.  
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5 Security Measures 
For the F&B blueprint, security measures are selected to fulfill security requirements and to 
mitigate any high risk identified in the F&B blueprint-specific Threat & Risk Analysis (TRA). The 
selected security measures are structured according to technical areas that contribute to the 
overall security of the F&B blueprint security design and to cover important aspects of the 
applicable IEC 62443 specifications.  

The security measures described in the following sections are valid only for the F&B blueprint 
and the defined protection goals (see section 4). For all variations and adaptions to this F&B 
blueprint, the selection of security measures can be different. Therefore, it is strongly 
recommended to perform an analysis of such variations and adaptions through a cybersecurity 
threat and risk analysis to verify the correct selection of security measures and decide on 
potential additional measures to address applicable risks in the respective operational 
environment.   

5.1 Secure Network Design 

One element for protecting the automation control systems and the networks is network 
security. The F&B blueprint networks that are part of the automation control systems must be 
protected from all unauthorized access.  

Interfaces to other networks (e.g., to the office network or remote maintenance access through 
external and potentially public networks) must be controlled, monitored and limited to the 
needed communication by using suitable technologies, e.g., firewalls. 

 

5.1.1 Network Segmentation 

As part of implementing the Defense-in-Depth concept, the automation system is segmented 
into several security zones according to the F&B blueprint shown in section 3.3. The zones are 
split so that system components with similar communication and protection needs are located 
within one zone. The border between zones is called a trust boundary and the communication 
between these zones must be monitored and controlled, see section 5.1.2. 

For the F&B blueprint, segmentation within the plant is enforced between the Industrial Data 
Center (zone 1), the Internal Services (zone 4), the OT Network Backbone and Aggregation 
(zone 6), and the Production Shopfloor (zone 7) that is further subdivided between the 
production cells comprising the individual production areas and steps as described in section 
3.1. In addition, the SCADA (zone 5) and the Industrial WLAN Access (zone 8) are separated 
from the OT Network Backbone. All potential remote connections are separated from the plant 
by the Remote Connection Services (zone 3), and all external services are grouped in the 
External Services (zone 2).  

Segmentation between these security zones is implemented through the consistent use of: 

• Multi-homed IDS firewalls that connect the different zones and especially cover protection of 
all external traffic. 

• WLAN separation. Since Wi-Fi by its nature does not end at building or property boundaries, 
it is classified as more at risk, as it is also easy to disturb it from outside, or to try to gain 
access. For this reason, the subnetwork with the WLAN components is physically dedicated 
and separated from the plant OT network backbone. 

• SCALANCE SC firewalls that protect the individual production cells and implement additional 
separation of these cells from the plant OT backbone and of the cells between each other.  

The zone 6 spans the overall plant area with a standard level of physical protection. Additional 
physical protection is assumed for the zones 1 to 4 as these must be in rooms with additional 
physical access control and protection compared to the overall plant area. 

Through firewalling with SCALANCE SC devices and secure communication between the 
production cells and the control room (zone 1), the individual production cells also establish own 
logical security zones.  
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Zones 2 and 3 serve as de-militarized zones (DMZ) for the whole plant and controls and protect 
all communication and data exchange. This includes communication with external networks of 
the plant operator (e.g., with ERP systems), or external remote access. 

5.1.2 Zone Boundary Protection 

All communication between the security zones must be monitored and controlled. To enforce 
the required communication rules and ensure secure communication between the different 
zones, firewalls with VPN (IPsec) functionality are deployed as security measure. Only allowed 
traffic can traverse the zone boundaries inside the plant networks as the firewall policies enforce 
the 'deny-by-default, allow-by-exception' principle. 

For protecting the plant network boundary to external zones, zones 2 and 3 (the DMZs) includes 
all hosts required to apply additional application-level control of incoming and outgoing 
communication, in addition to the network-level firewall protection. This especially ensures that 
no direct access from external sources to internal plant components will be possible. All external 
access will terminate in the DMZ hosts, and based on the type of communication, will be treated 
accordingly. This covers for example all engineering access, Web access to the HMI, or OPC 
UA communication. 

The Industrial WLAN Access zone (8) allows for secure wireless access through SCALANCE W 
wireless access points. Such access is only possible to zone 8 and not directly to any of the 
production cells or to the OT backbone network. Wireless access is protected by the access 
point’s wireless security capabilities and secure configuration, and by the additional limitation to 
grant access only to dedicated ITP1000 wireless clients. All wireless access will also be subject 
to the restrictions enforced by the boundary protection devices between the plant zones. 

Communication across zone 6, e.g., between the WinCC server or engineering server and the 
production cells is restricted by firewall rules in the central and SCALANCE SC firewalls. It is 
additionally recommended to increase the protection by either VPN tunnels or application-layer 
security mechanisms like secure S7 communication, see 
https://support.industry.siemens.com/cs/do/en/view/109798498. 

Recommended configurations (rule sets) for the multi-homed firewall as well as for the 
SCALANCE SC and wireless network devices are described in the sections 6.2, and 6.3. 

The above measures to protect zone boundaries of the F&B blueprint are further complemented 
by adaptable security logging and monitoring measures that are described in detail in section 
5.6.  

5.1.3 Network Access Protection 

While firewalls protect network zones at their boundaries, local access to the network also 
needs to be restricted with suitable measures, to reduce the risk of local attacks e.g., on the 
networks inside the individual secure plant zones based on their respective criticality, and 
exposure. In the context of the F&B blueprint, the following additional measures are 
recommended to be configured, or considered as part of secure operation: 

• Mobile devices: every access with mobile devices like service laptops must be reviewed 
regarding its need, and possible resulting risks. If needed, only securely managed and 
configured devices with clear access paths and restrictions configured in the plant’s access 
protection mechanisms, must be used. 

Wireless access: all users, software processes or devices accessing via wireless 
communication must be identified and authenticated. A commonly accepted security 
practice is to use state-of-the-art security profiles with strong authentication and encryption 
based on current 802.11 wireless communication standard. This is to authenticate and 
authorize access and monitor and enforce usage restrictions for wireless connections. 

• Hardening: for further reducing the risk of unauthorized access to any parts of the plant 
networks, common measures that include hardening of the deployed network devices, and 
closing / disabling of all unused Ethernet ports and other physical (e.g., USB) interfaces 
must be applied. For recommended hardening and secure configuration settings, see 
section 6 and verify that the security and secure configuration recommendations of the 
respective product manuals are applied.  

https://support.industry.siemens.com/cs/do/en/view/109798498
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5.1.4 Administration of Network Devices 

Secure administration of network devices, including the devices with firewall functionality, 
wireless access points, and the managed switches like the SCALANCE XR-500 devices is of 
key importance. This is due to their central role for availability of the plant internal and external 
communication, as well as their potential function to implement and enforce network separation.  

All administrative access to these network devices used within the F&B blueprint is performed 
through secure communication protocols that use state-of-the-art cryptographic protection 
(either Web-based through HTTPs or via SSH), mutual authentication, and strong encryption of 
all exchanged data. Unsecured legacy methods like HTTP or telnet – if supported at all - are 
disabled by default.  

The device’s capabilities to enforce role-based access control for the management of human 
user access must be used to implement least privilege and limit any administrative access to 
authorized personnel only.  

For central management of user accounts and access control across the different security 
zone’s network devices in the different plant locations, integration with Active Directory based 
centralized account management through the SINEC NMS network management system is 
included. This ensures consistency and helps to prevent security-relevant configuration errors. 
Furthermore, central administration and updating of the firmware of all managed SCALANCE 
network devices is possible. 

5.1.5 Protection Measures Against Denial-of-Service 

For the protection of F&B solutions according to the F&B blueprint against denial-of-service 
(DoS) attacks, two main aspects need to be covered.  

On the one hand, DoS may target degradation of the overall availability of the plant network or 
individual devices e.g., through overloading with superfluous network communication. Here, the 
automation solution requires the capability to continue operation in a degraded mode during a 
DoS event.  

On the other hand, the components protecting secure zones or being located within secure 
zones with critical roles in process control need to come with proven robustness against 
malformed network packages and network-level attacks, and either ignore such packages or 
switch to a defined state. 

In the F&B blueprint, the main measures protecting the different networks and therefore the 
overall protection from DoS attacks include: 

• The Palo Alto multi-homed firewalls which provide general protection against common 
network level DoS attacks. The hardening measures and the configuration of the Palo Alto 
firewalls are described in section 6.2.1. 

• As part of the overall approach to industrial security in Siemens automation systems, the 
development process (compliant to IEC 62443 -4-1 secure development process) of all 
automation devices and software includes security considerations and regular penetration 
tests. 

5.2 Identity and Access Management 

Human user identification and authentication is supported and must be enforced on all 
interfaces which provide human user access. These interfaces include  

• Operator accounts for the HMI applications (e.g., WinCC terminal, Web server) 

• Engineering accounts (e.g., engineering station, SCADA (LIS WinCC client) 

• Operating system accounts 

• Accounts for administrative access to network devices (e.g., SCALANCE devices, SINEC 
NMS) 

• Access to Web interfaces of embedded devices 



5 Security Measures 

 

Security Blueprint for F&B Plant 
Entry-ID: 109816864,    V1.0,    02/2023   28 
 

©
 S

ie
m

e
n

s
 A

G
 2

0
2

3
 A

ll 
ri

g
h

ts
 r

e
s
e

rv
e

d
 

 

Centralization of account management across the F&B blueprint is supported using Microsoft 
Active Directory (Windows Domain). AD provides personalized accounts for the Windows-based 
machines and all integrated applications, with unified management of account security policies. 
Network devices and embedded devices with RADIUS support are also recommended to be 
integrated into the AD based centralized account management. 

The wireless connection should be additionally secured by enabling MAC Filtering or RADIUS 
authentication. 

The user management and the authentication of the F&B blueprint is described in section 7. 

5.2.1 Authentication Mechanisms for Users and Components 

For application-level access (e.g., to WinCC V7 clients or TIA Portal), user authentication and 
account management is handled by an Active Directory server using SIMATIC Logon or UMC. 
All personal user accounts at components are assigned to domain groups.  

For operating system access, personalized Windows user accounts and groups are used. 
These can be centrally managed by an Active Directory (Windows domain) which covers all 
Windows-based machines connected to the IDC, internal services, SCADA, and the DMZ 
networks, see section 7.1. 

Exceptions to personalized (unique) accounts depend on configuration and operational 
procedures. These typically include accounts for machines that must be permanently 
operational and are used by several persons in secured locations with physical access control. 
In this case, the recommendation is to use a machine-based Windows user system account. An 
example could be a WinCC client, for operator control and monitoring. 

 

Secure access to network devices is described in section 5.1.4 and can be integrated with the 
Active Directory managed groups and users through RADIUS. This covers administrative 
access to the SCALANCE devices. 

For centralizing authenticated user access to SCALANCE network devices, SINEC NMS is 
used. SINEC NMS supports the UMC (User Management Component) feature for user 
management with capability to integrate with the overall Active Directory service.  

All authentication methods use the capabilities of standard software like Windows or are part of 
state-of-the-art security protocols like current IPSec and TLS (Transport Layer Security) 
versions.  

Critical communication between devices and processes can also be protected by using secure 
channels. Examples include IPsec-based authentication between network devices or PC-based 
systems, e.g., with remote stations. Furthermore, it is possible to use the encrypted 
communication which is directly integrated in applications.  

5.2.2 Management of Identifiers and Credentials 

The F&B blueprint supports the unified and centralized management of identifiers (e.g., 
username, host name) and passwords (“authenticators”) for the Windows domain accounts 
through the Windows AD domain controller. This includes mechanisms for password recovery 
and reset mechanisms. 

Management of further security credentials, e.g., for setting up secure communication, is 
described in the respective product security manuals of WinCC V7, SIMATIC Logon, and is 
supported by several tools and management consoles, or SINEC NMS for the SCALANCE 
network devices.  

5.2.3 Account Management and Configuration of Access Rights and Privileges 

The account management handling (users & groups) will be done inside the Active Directory. 
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5.2.4 Control of Access via Untrusted Networks (Remote Access) 

As the F&B blueprint solution is protected by firewalls and demilitarized zones, no direct access 
is possible for users connecting to the plant from external networks that are considered 
untrusted by default. All possible access is to machines in the DMZ that are specifically 
configured and secured to terminate and authorize any further access at application level. 
Remote users therefore require user accounts with special privileges and all such accounts are 
also controlled by Active Directory. 

 

In the F&B blueprint context, SINEMA Remote Connect with the SINEMA RC Server installed in 
the Remote Connection Services (zone 3) realizes secure remote access. In combination with a 
jump host solution, we get a highly secure remote access setup, which allows further restricted 
access for authorized users into the plant.  

In the remote access use case, the user will log in to SINEMA RC server and establish a secure 
VPN connection to pass the unsecure networks, like the Internet. This connection can then be 
used to establish an RDP connection to the jump host in the DMZ. From there, authorized users 
establish a connection through the back firewall to the engineering station, which must be 
scanned for malware and unauthorized file transmissions. Finally, the combination of SINEMA 
RC in the jump host solution with the back firewall results in a highly secure and state-of-the-art 
remote access solution. 

5.3 Attack Surface Reduction – Least Functionality  

Due to the fact that an important part of an automation system’s attack surface is formed by its 
interfaces, two important security measures contribute to its reduction ("hardening"):  

• Disabling all unnecessary interfaces 

• Protecting those interfaces with secure configuration that are either necessary or cannot be 
disabled. 

Typical measures to protect such interfaces that are also applied in the F&B blueprint relate to:  

• Physical communication interfaces (USB ports, Ethernet ports, diagnostics interfaces, 
wireless communication). 

• System-level functionality especially with component external interfaces (unnecessary 
functions, software applications, ports, protocols and/or services).  

All the above is applied to different levels of components, e.g.: 

• Applications 

• Operating system (OS) 

• Low-level interfaces in BIOS  

Recommended hardening measures for the F&B blueprint to reduce the attack surface of the 
above-described areas are listed in section 6. 

This also includes physical protection measures like locks or access-protected rooms, described 
as part of the intended operational environment of the zones in section 3.3. 

Furthermore, removal of all temporarily enabled functions after commissioning must be ensured, 
e.g., related to debug and test interfaces, and including accounts only needed for 
commissioning, to minimize the attack surface during plant operation. 

5.4 Secure Channels and Encryption 

Secure communication authenticates the communication endpoints, protects the integrity of 
transmitted commands and data, and provides encryption to achieve data confidentiality. This 
especially applies for the realization of secure channels between zones and across untrusted 
networks. For traffic within a trusted zone, the need to use secure communication is derived 
based on the F&B blueprint specific threat and risk assessment and identified risks. For each 
realization of the blueprint in a given project, this should be reviewed in the context of the target 
operational environment and adapted as needed. 



5 Security Measures 

 

Security Blueprint for F&B Plant 
Entry-ID: 109816864,    V1.0,    02/2023   30 
 

©
 S

ie
m

e
n

s
 A

G
 2

0
2

3
 A

ll 
ri

g
h

ts
 r

e
s
e

rv
e

d
 

The data considered sensitive in the scope of the F&B blueprint is identified by the protection 
goals in section 4. For such data, both access restrictions and protected and encrypted storage 
are described in the respective product or component manuals. 

The following related default security measures are recommended in the F&B blueprint context:  

• Secure communication for all traffic to and from the plant, i.e., between the servers in the 
External Services zone (2) and the Remote Connection Services zone (3), and their 
external communication end points (e.g., for SINEMA Remote Connect).  

• Dedicated IPsec VPN protected channels between the IDC servers and the individual 
production shopfloor zones. 

• Secure industrial wireless (IWLAN) communication between wireless ITP1000 clients and 
the zone 8 access points. 

• Https (TLS) protected communication with all Webservers. 

• Secure S7 communication 

 

5.5 System Integrity Protection 

The integrity of the system must be protected against unauthorized changes of software and 
data. These changes must be detected, recorded and reported.  

System integrity protection especially includes protection against malware, with a focus on the 
different interfaces. If used without care or with intention, malware could be introduced through 
data transfer via USB sticks or other mobile devices, or through users browsing infected Web 
pages or opening infected email attachments. 

Depending on the type of malware, a broad range of impacts are possible, ranging from using 
up computational resources or locking down components to establishing remote control of a 
client or server by an attacker. Targeted malware could also manipulate the system behavior. 

The recommended malware protection measures for the F&B blueprint are described in section 
8. 

5.5.1 Software and Information Integrity 

The basis for protection against malware is technical support to secure workflows for updating 
software and configuration and additional measures like digitally signed software and firmware 
updates. Further protection of the system against malware and unauthorized changes can be 
implemented by using Malware scanner software and/or Whitelisting technologies. 

Section 8 describes these protection measures in detail. 

It is important to note that typical malware exploits vulnerabilities in the installed software 
components and services and both malware scanner and whitelisting solutions must be 
complemented by an up-to-date security patch level. The patch management procedures for the 
F&B blueprint are described in section 9. 

5.5.2 Security Functionality Verification 

It is important to ensure the correct functioning of the implemented security measures. The 
verification of the intended operation of security measures is recommended during the Factory 
Acceptance Test (FAT), Site Acceptance Test (SAT) with appropriate security tests and is also 
recommended to be performed afterwards on a regular basis (e.g., during scheduled 
maintenance). 

5.5.3 Input Validation and Output and Error Message Sanitization  

WinCC ensures aspects like input validation and controlled output through an overall secure 
development process. The secure development process is certified according to the IEC 62443 
framework for security in industrial control systems (part 4-1, secure development).   
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5.5.4 Support for Control System Backup and Recovery  

The goal of backup and recovery is that the operator or asset owner can recover and 
reconstitute to a known state after a disruption or failure. Further details are in section 10.  

5.5.5 Time Distribution and Synchronization 

In the F&B blueprint, the domain controller is used as the central time source. The domain 
controller needs to synchronize to an external time source (e.g., a time source in the corporate 
network). The individual production cell PLCs are provided with the time signal directly from the 
Domain Controller. 

Recommended measures and further details about the time distribution and synchronization are 
provided in section 6.6. 

5.6 Security Logging and Monitoring 

Security features and capabilities described in the above subsections are complemented by 
security logging and monitoring of security related actions and events across all required system 
components. In addition to the logging and monitoring focused on the controlled process that is 
thoroughly covered by the capabilities of the regular automation control system, information 
from security logs and monitored events is important, for instance to discover or perform 
forensics in case of cyber security incidents. 

In addition to security logging and monitoring, additional industrial anomaly detection 
capabilities are available, see section 11.3. 

5.6.1 Monitoring Access from Untrusted Zones 

As described in section 3.3, the F&B blueprint solution is protected by DMZ zones (2) (3) that 
allows full control of all external network communication and remote access from potentially 
untrusted networks. Security logging and monitoring covers both firewalls realizing the DMZ 
zones as well as the PC-based systems within the DMZ zones. Hence, all user or system-level 
access and all communication sessions at network (TCP/IP) level are covered. 

The F&B blueprint covers various secure zones and production cells. Communication between 
these zones is monitored via the SCALANCE network devices which implement the secure 
connections.  

5.6.2 Logging of Security-Related Events 

For the protected zones of the F&B blueprint, for all PC-based systems (e.g., LIS WinCC, 
SINEC NMS) and SCALANCE network devices, security logging is performed. The PC-based 
systems maintain security logs for both application level and operating system level events. 
Security logs can be exported through standardized communication protocols (Syslog, SNMP) 
to central servers. These servers centrally collect security log information from the system 
components and provide interfaces that can be integrated with asset owner’s superior SIEM 
solutions (Security Information Event Management). Further information about optional SIEM 
functionalities is provided in section 11.4. 

The Monitoring of the Firewall is done on the implemented Firewalls directly. The firewall must 
be configured to forward the logs to a syslog server for central archiving and monitoring. In 
Addition, the monitoring of Palo Alto Multi-homed IDS Firewall can be done with the Panorama 
Management Software (reasonable for customers with many Palo Alto Firewalls and not part of 
the blueprint). In general, all access to security logs is secured and restricted to authorized 
users of the automation solution through the system capabilities described in section 5.2. 
Hence, all access to security log data is also covered by the security and logging capabilities. 
 
For additional security monitoring capabilities, an industrial anomaly detection (IAD) solution is 
part of the F&B blueprint. It deploys IAD sensors for network security monitoring in all networks 
of critical zones. Monitoring data is centrally collected and provided through the IAD Center host 
in the External Services zone (2). See section 11.3. 
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5.6.3 Audit Trail 

To fulfill the requirements for change management, all changes shall be centrally executed 
either via the Engineering Station (concerning automation equipment) or via SINEC NMS 
(concerning network components). In this way, audit reports can be generated at any time to 
prove which human user has made which changes. 
 
Direct local access to PLCs or SCALANCE devices should be used only during first time 
commissioning, not later in the operation and maintenance phase. 

 



6 Hardening and Configuration of the System Components 

 

Security Blueprint for F&B Plant 
Entry-ID: 109816864,    V1.0,    02/2023   33 
 

©
 S

ie
m

e
n

s
 A

G
 2

0
2

3
 A

ll 
ri

g
h

ts
 r

e
s
e

rv
e

d
 

6 Hardening and Configuration of the System 
Components 

For the components used in the F&B blueprint (listed in Table 3-1 - Hosts, Table 3-2 – Network 

Components, and Table 3-3 - Embedded Devices), various hardening measures must be considered 
according to the Threat and Risk Analysis and the defined protection goals (see section 4). 

The recommended hardening measures and configurations described in the following sections 
are only valid for the F&B blueprint. For orientation purposes, the component names are 
identified with a number matching with both the System Architecture Reference shown in Figure 

3-4 and the list of components from Table 3-1 - Hosts, Table 3-2 – Network Components, and Table 

3-3 - Embedded Devices in Section 3.2 System Architecture. 

For any deviation to the F&B blueprint, a Threat and Risk Analysis must be conducted, and the 
hardening measures and configuration must be adapted accordingly. 

6.1 Assumptions 

Besides the hardening measures for the automation control system, the Defense-In-Depth 
concept recommends physical and organizational security measures which are the 
responsibility of the plant owner. 

In evaluation of the possible security risks for the F&B blueprint, the following physical security 
measures are assumed: 

• Unauthorized access to the central plant and buildings is prevented by physical measures. 
Only authorized personnel have access. 

• All cabinets having a locking system with semi-cylinders. 

• All cabinets are installed in lockable control or server rooms. Access to control or server 
rooms are limited to authorized personnel (maintenance) only. 

• The automation network is in one building with high physical protection as shown in Figure 
3-5. If the automation network is not limited to one building, it needs to be physically 
protected to prevent eavesdropping.  

For all components used in the F&B blueprint, the following general hardening measures shall 
be considered to ensure secure configuration during plant operation 

• The latest released firmware versions shall be installed. Firmware versions for all Siemens 
components are available on the Siemens Industry Online Support. 

• For all components, the latest released patches shall be installed. The patches for Siemens 
components are available on the Siemens Industry Online Support. Further information 
regarding patch management given in Patch Management. 

• For the Endpoint protection software, that is installed on the workstations and servers, the 
latest updates regarding software updates, pattern, etc. must always be installed. Changing 
configuration, uninstalling, or deactivating the Endpoint protection software must be 
password protected. Further information about the Endpoint protection software is available 
in Endpoint Protection Server (10) and under the following link:  
https://support.industry.siemens.com/cs/de/en/sc/4985. 

• The standard user and password on all devices must be changed before the first 
installation. The same password shall not be used for different users and systems and shall 
be protected and inaccessible to unauthorized persons. 

Further information about user- and right management given in section 7. 

• For SCALANCE components, the hardening measures described in the entry 
https://support.industry.siemens.com/cs/ww/en/view/109745536 – Checklist for Setting Up 
SCALANCE Devices shall be considered and centrally executed by SINEC NMS.  

• All Operating Systems should have the latest released security patches installed. For 
WinCC the Microsoft patches are tested for compatibility. For more information see section 
9 and in the following documents. 

https://support.industry.siemens.com/cs/de/en/view/109766369
https://support.industry.siemens.com/cs/de/en/view/109766369
https://support.industry.siemens.com/cs/de/en/sc/4985
https://support.industry.siemens.com/cs/ww/en/view/109745536
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6.2 Firewalls for Secure Communication between the Zones 

The communication between the security zones must be monitored and controlled as described 
in section 5.1.2.  

The plant network boundary is protected using a redundant pair of multi-homed Firewalls, where 
all the different security zones (see Figure 3-5 – Zones overview) of the F&B blueprint are 
connected to each other. The firewalls have on the other hand a connection to untrusted 
networks, like the corporate network, to control, inspect and monitor outbound and inbound 
traffic from and to the automation network. On the other hand, they also control the traffic 
between the zones 1 to 7. The hardening of these devices can be found in section 6.2.1. 

The communication in and out of the different production cells will be individually secured by 
dedicated SCALANCE network security devices. The hardening measures and the configuration 
of these devices are described in section 6.2.2. 

6.2.1 Multi-homed IDS Firewall (22) 

Multi-homed IDS Firewall: 

• The different zones within the blueprint are connected through a redundant pair of multi-
homed Firewalls 

• Apply Zone Protection profiles and DoS Protection to the interfaces that are connected to 
untrusted networks (e.g., corporate network or Internet) 

•  Data that needs to go to and from the Process Control Network is screened and controlled 
using a multi-factor approach restricting traffic up to Layer 7 to the applications and services 
that are required for operation. 

The recommended hardening measures and the configuration of the multi-homed IDS firewall 
are listed in  Table 6-1 – Multi-homed IDS Firewall 

 

 

 

Figure 6-1 – Multi-homed IDS firewall 
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For the firewalls listed in Table 6-1 at least the following general hardening measures must be 
considered: 

 

Function SCI Supplier Type 

Multi-homed IDS Firewall 13 Palo Alto 820 / 850 NGFW 

 Table 6-1 – Multi-homed IDS Firewall 

 

No. Security Topic Hardening Measure Documents 

1 Restrict IP addresses Restrict the access only to those IP 
addresses that are needed 

Link 1 

2 Restrict services Do not allow access over the unsecure 
protocol HTTP or Telnet, require SSH and/or 
HTTPS 

Link 1 

Set the encryption min. version to TLSv1.2 Link 1 

3 Change admin 
credentials / user 
management 

Change the default username Link 1 

Change the default password Link 1 

Configure an account for each person who 
needs access and give them only the rights 
that they need 

Link 1 

Use multi-factor authentication (RADIUS or 
SAML) 

Link 1 

Configure a strict password policy  Link 1 

4 Dedicated 
management interface 

Use the dedicated management interface in a 
separate management LAN or VLAN 

Link 1 

5 Security policy rules 
and profiles 

Scan all traffic destinated to the management 
interface for threats 

Link 1 

Create a security profile, enable extended 
packet capture 

Link 1 

Configure inbound inspection and SSL 
Forward Proxy 

Link 1 

6 Logging Set up logging for configuration changes Link 1 

Set up logging for unauthorized login 
attempts 

Link 1 

7 SNMP Use SNMP v3 Link 1 

Set an SNMP string that is not easy to guess Link 1 

Only enable SNMP on internal interfaces Link 1 

8 Certificates Replace the default certificate with a 
certificate signed by the organization’s 
enterprise CA 

Link 1 

9 Updates Keep the PAN-OS and all software packages 
up to date 

Link 1 

Table 6-2 – Hardening measure for the Palo Alto firewall 

 
1 https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-
access-best-practices 

https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
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Further information about the configuration of the Palo Alto Next Generation firewall is provided 
by 

• PAN-OS Administrator’s Guide 
https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin  

• Palo Alto Website about PAN-OS 
https://docs.paloaltonetworks.com/pan-os.html 

• Palo Alto - Best Practices for Securing Administrative Access section 
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-
practices/administrative-access-best-practices 
 

6.2.2 SCALANCE Network Security Devices (28) 

The SCALANCE network security devices allow the implementation of cell protection concepts. 
Cell protection reduces the vulnerability of the entire production plant against an incident and 
therefore increases availability. At the same time, networks with different protection needs are 
physically separated. In this document, the secure communication between the OT Network 
Backbone + Aggregation and the Production Shopfloor at zone 7 is implemented using 
SCALANCE network security devices as shown in Figure 6-2.  

 

Figure 6-2 – SCALANCE network security devices 

 

The following type of the SCALANCE network security devices are used in the F&B blueprint: 

Function SCI Supplier Type 

Cell protection firewalls between the OT 
Network Backbone + Aggregation and the 
Production Shopfloor  

28 Siemens SCALANCE 
SC646-2C 

Table 6-3 – SCALANCE network security devices 

 

For the SCALANCE devices listed in Table 6-3 – SCALANCE network security devices the following 
general hardening measures at least have been considered:  

No. Security Topic Hardening Measure Documents 

1 Secure Network Quality of service (QOS) 
priority is set to "DSCP" 

Link2 - Section 3.7 

Deactivate Spanning Tree if not 
required 

Link2 – Section 3.8.2 

Deactivate Passive listening Link2 – Section 3.8.3 

2 Identity and Access 
Management 

Use central authentication 
via RADIUS /UMC /AD. 
Establish password policy 
(complexity and change 

Link3 

 
2 https://support.industry.siemens.com/cs/ww/en/view/109745536 
3 https://support.industry.siemens.com/cs/ww/en/view/98210507 

https://docs.paloaltonetworks.com/pan-os/10-2/pan-os-admin
https://docs.paloaltonetworks.com/pan-os.html
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/98210507
https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/98210507
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No. Security Topic Hardening Measure Documents 

frequency) and deploy 
changes centrally and 
regularly via SINEC NMS.  

3 Reduction of Surface 
Attack 

Disable unencrypted and non-
required protocols. Details 
provided in   

 

Link4 – Section 3.3 

Disable PROFINET interface 
completely 

Link4 – Section 3.5 

Restrict the DCP access to 
"Read-Only" 

Link4 – Section 3.6 

Disabling of unused ports Link4 – Section 3.14 

Disable all non-required 
services, like DHCP or DNS 

 

4 Secure Channels and 
Encryption 

No action required.  

5 System Integrity Use of NTP for time 
synchronization. If available, 
the secure NTP variant is to be 
used 

Link4 – Section 3.2 

6 Logging and 
Monitoring 

Activate Syslog client. Please 
refer also to Section 11.4 

 

Table 6-4 – Hardening measures for SCALANCE network security devices 

 

The following table shows the settings for the protocols:   

No. Protocol Settings 

1 Telnet Server Disabled 

2 SSH Server Disable and use SINEC NMS for configuration 
of all network devices 

3 HTTP Services HTTPS only 

4 DCP Server Read-Only 

5 SNMP 

• SNMP v1/v2 Read-only 

• SNMP v1 Traps 

• SINEMA Configuration 
Interface 

• Use only SNMP v3 

• Disable all minor versions 

Table 6-5 – Protocols 

  

No. Topic Settings 

1 Predefined IPv4 Disable all services for all VLANs which are not 
required 

Table 6-6 – Firewall settings 

The following table lists additional settings for the used types of the SCALANCE network 
security devices.  

No. Type Settings 

1 SCALANCE SC600 Deactivate MRP 

Table 6-7 – Additional settings 

 

 
4 https://support.industry.siemens.com/cs/ww/en/view/109745536 

https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109745536
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Further information about the configuration of the SCALANCE Security network devices is 
provided in the following entries: 

• Checklist for Setting Up SCALANCE Devices 
https://support.industry.siemens.com/cs/ww/en/view/109745536 

• SCALANCE SC-600 – Web Based Management (WBM)  
https://support.industry.siemens.com/cs/ww/en/view/109754815 

• SCALANCE SC-600 – Operating Instructions 
https://support.industry.siemens.com/cs/ww/en/view/109754812  

• User administration for SCALANCE devices with RADIUS protocol 
https://support.industry.siemens.com/cs/ww/en/view/98210507 
 

6.3 Industrial Wireless LAN  

Tablets used for mobile operation and configuration are connected via Industrial Wireless LAN 
(IWLAN) to the automation control system, see Figure 6-3. 

Furthermore, IWLAN is used in this document also to show exemplary wireless applications like 
the AGVs in the warehouse (Intralogistics cell).  

 

Figure 6-3 – Industrial wireless LAN communication 

 

6.3.1 Network Components for IWLAN Communication 

The following types of the SCALANCE wireless devices are used in the F&B blueprint:  

Function SCI Supplier Type 

IWLAN – Access point (please 
also consider CLP and observe 
national approvals) 

26 Siemens SCALANCE WAM766-1 

IWLAN Client in the AGV 39 Siemens SCALANCE WUM763-1 

Table 6-8 – SCALANCE wireless devices 

The hardening measures for the SCALANCE wireless devices are listed in 

•  Table 6-4 – Hardening measures for SCALANCE network security devices 

•  Table 6-5 – Protocols 

https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109754815
https://support.industry.siemens.com/cs/ww/en/view/109754812
https://support.industry.siemens.com/cs/ww/en/view/98210507
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In addition to these general hardening measures and configuration, the following hardening 
measures must be considered:  

No. Security Topic Hardening Measure Documents 

1 WLAN encryption Enable AES encryption Link5 – Section 3.9.1 

2 WLAN layer 2 tunnel Set MAC mode to 'Layer 2 
tunnel'. 

This is only possible if only 
SCALANCE devices are used. 

Link5 – Section 3.9.2 

Table 6-9 – Additional hardening measures SCALANCE W 

 

Further information about the configuration of the SCALANCE wireless devices is provided by 

• Checklist for Setting Up SCALANCE Devices 
https://support.industry.siemens.com/cs/ww/en/view/109745536 

• SCALANCE W700 - Web Based Management (WBM) 
https://support.industry.siemens.com/cs/ww/en/view/109797832  

• SCALANCE W700 - Operating Instructions  
https://support.industry.siemens.com/cs/ww/en/view/109799201  

6.4 RFID   

 

Figure 6-4-1 RFID Access Control Reader (37) 

 

 SIMATIC RFID Access Control Reader (SIMATIC RF1000) 

For the configuration of SIMATIC RF1000 Access Control Reader the user needs to set up 
a configuration file in the “config_editor.exe” which is part of the scope of delivery. For 
advanced security settings the user needs to assign a password to encrypt the configuration 
file.   

  

 

 
5 https://support.industry.siemens.com/cs/ww/en/view/109745536 

https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109797832
https://support.industry.siemens.com/cs/ww/en/view/109799201
https://support.industry.siemens.com/cs/ww/en/view/109745536
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Figure 6-4-2 – RFID RF650A / RF650R 

 

 SIMATIC RF650R incl antenna SIMATIC RF650A 

With the latest firmware version (V4.0) “Security by default” was implemented. Unsecure 
protocols like telnet or http are inactive by factory settings. In example the web interface 
access is used via https. For a secure connection between the Reader RF650R and the 
PLC an OPC UA connection should be used.  

Other security features are the central firmware management with SINEC NMS, the 
firmware file transfer over OPC UA and the Syslog client features. 

The integrated user management reduces the possibility of an unauthorized access. 

 

6.5 Network Components SCALANCE XC, XM and XR 

The interconnection of hosts and servers to the respective networks (e.g., Industrial Data 
Center, DMZ subnet or aggregation network) and the connection of PROFINET devices to 
PROFINET networks are implemented in the F&B blueprint using the following SCALANCE 
series. 

Function SCI Supplier Type 

Switches in the automation cells 29 Siemens SCALANCE XC-200 

Aggregation layer switches 24 Siemens SCALANCE XM-400 

Switches in the DMZs 23 Siemens SCALANCE XR-500 

Table 6-4 – SCALANCE XC-200, XM-400, and XR-500 

 

    

The hardening measures for the SCALANCE XC-200, XM-400 and XR-500 devices are listed in 

•  Table 6-4 – Hardening measures for SCALANCE network security devices 

•  Table 6-5 – Protocols 
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In addition to these general hardening measures and configuration, the following hardening 
measures must be considered: 

 

No. Security Topic Hardening Measure Documents 

1 Ring Redundancy Disable ring redundancy if the 
device is not operated in a ring 

Link6 – Section 3.8.1 

2 PROFINET If the SCALANCE device is 
used in a PROFINET network 
and is to be controlled by the 
PLC, the PROFINET interface 
functionality must be enabled. 

Link6 – Section 3.5 

Table 6-10 – Additional hardening measures SCALANCE devices 

 

Further information about the configuration of the SCALANCE XC-200, XM-400 and XR-500 is 
provided by 

• Checklist for Setting Up SCALANCE Devices 
https://support.industry.siemens.com/cs/ww/en/view/109745536 

• SCALANCE XC-200 / XF-200BA Web Based Management (WBM) 
https://support.industry.siemens.com/cs/ww/en/view/109750283 

• SCALANCE XC-200 – Operating Instructions  
https://support.industry.siemens.com/cs/ww/en/view/109743149 

• SCALANCE XM-400 / XR-500 Web Based Management (WBM) 
https://support.industry.siemens.com/cs/ww/en/view/109810487 

• SCALANCE XM-400 – Operating Instructions 
https://support.industry.siemens.com/cs/ww/en/view/79722042 

• SCALANCE XR-500 – Operating Instructions 
https://support.industry.siemens.com/cs/ww/en/view/59605073 

6.6 Time synchronization 

The domain controller with the role PDC emulator fetches the time signal from an external time 
source and provide it via NTP to the different systems connected to it. In case there is no 
external real-time clock source, an own real-time clock should be implemented.  

The Windows systems are domain members, fetching their time automatically from the 
connected domain controller. The WinCC server transfers the time signal to connected WinCC 
clients using WinCC mechanisms. 

How to configure an external time source for PDC emulator can be found in the following article: 
https://social.technet.microsoft.com/wiki/contents/articles/50924.active-directory-time-
synchronization.aspx#External_Time_Source 

The automation devices S7-1500 receive the time signal directly from the domain controller. To 
synchronize systems behind the S7-1500, the controller can act as a SNTP Server.  
https://support.industry.siemens.com/cs/ww/en/view/109780503 
 

How to configure a system as a NTP client can be found in the respective manual of the device. 

6.7 Workstations and Servers 

In the F&B Blueprint, for all workstations and servers located in Zones from 1 to 5, the Siemens 
Industrial Workstations (IPC) are considered. On these IPCs, the necessary operating system 

 
6 https://support.industry.siemens.com/cs/ww/en/view/109745536 

https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/109750283
https://support.industry.siemens.com/cs/ww/en/view/109743149
https://support.industry.siemens.com/cs/ww/en/view/109810487
https://support.industry.siemens.com/cs/ww/en/view/79722042
https://support.industry.siemens.com/cs/ww/en/view/59605073
https://social.technet.microsoft.com/wiki/contents/articles/50924.active-directory-time-synchronization.aspx#External_Time_Source
https://social.technet.microsoft.com/wiki/contents/articles/50924.active-directory-time-synchronization.aspx#External_Time_Source
https://support.industry.siemens.com/cs/ww/en/view/109780503
https://support.industry.siemens.com/cs/ww/en/view/109745536
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(predominantly Windows-based) and the different automation (SIMATIC), and security software 
are running. 

The hardening measures described in the following sections are valid for Siemens Industrial 
Workstations (IPCs). More Info in: 

Recommended Security Settings for IPCs in the Industrial Environment 
https://support.industry.siemens.com/cs/de/en/view/109475014 

In case the customer decides to use other PC hardware, most of hardening measures apply. 

 

6.7.1 General Hardening Measures for Workstations and Servers 

The following general hardening measures for the workstations and server must be considered. 
The settings are more described in detail in the document 
https://support.industry.siemens.com/cs/de/en/view/109475014 
 

General Security settings for IPCs  

• User accounts and their rights  

• Detect application installation and request elevated rights 

• User Account Control (UAC) 

• Do not allow the system to shut down without logging in  

• Software Restriction Guidelines – AppLocker 

• Configure Desktop Policies and Restrictions 

• Start Menu and Taskbar – Configuring Policies  

• Configure that Ctrl+Alt+Del is needed to enter logon credentials 

• Prevent access to Control Panel  

• Configure removable disk access  

• Disable Autoplay function  

• Prevent removable disk access for all installations  

• Deny access to Microsoft Management Console  

• Deny access to recovery options  

• Deny access to paths when searching  

• Deny access to certain or all drives  

• Enable and configure Windows firewall  

• Configure password policies correctly 

• Deny access to network connections  

• Restrict Internet access 

• Prevent access to Windows Update  

• Useful configuration for remote desktop 

• Use of a perimeter network for data exchange 

• Disable unused services 

• In the case of a physical server: installation of critical components in securely lockable 
control cabinets / control rooms / server rooms incl. monitoring and alarming facilities 

Some of the hardening measures mentioned above, can be set in the Group Policy Objects 
(GPOs) of Windows. In the F&B blueprint. The GPOs are made centrally on the domain 
controller, see section 7. 

In addition to all these general hardening measures, individual hardenings measures are 
described based on the individual SW component installed in the workstations and servers. 

https://support.industry.siemens.com/cs/de/en/view/109475014
https://support.industry.siemens.com/cs/de/en/view/109475014
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6.7.2 Zones 1 and 5 – Industrial Data Center & SCADA 

 

Figure 6-5 – Workstations and Servers in Zone 1 and Zone 5. 

 

6.7.3 WinCC Server (Redundant) (1) 

A WinCC server is based on a Windows server. Therefore, the hardening measures for a 
Windows server apply, described in 6.7.1.  

further hardening measures, which can mainly be found in the following documents shall be 
adopted: 

• Process Control System PCS 7 security concept PCS 7 & WinCC (Basic) 
https://support.industry.siemens.com/cs/ww/en/view/109780811 

• Security Settings in WinCC 
https://support.industry.siemens.com/cs/de/en/view/109771268 

 

No. Security Topic Hardening Measure Documents 

1 Secure Network Use of the firewall Link7 – section 7.1 

  

2 Identity and Access 
Management 

Local group 
memberships 

Link7 – section 7.3 

3 System Integrity Use of whitelisting Detailed description provided in section 8 

Link7– section 7.3 

Installation of virus 
scanner 

Detailed description provided in section 8 

Link7 – section 7.6 

Link8 – section 3.6.2 

 
7 https://support.industry.siemens.com/cs/ww/en/view/109780811 

https://support.industry.siemens.com/cs/ww/en/view/109780811
https://support.industry.siemens.com/cs/de/en/view/109771268
https://support.industry.siemens.com/cs/ww/en/view/109780811
https://support.industry.siemens.com/cs/ww/en/view/109780811
https://support.industry.siemens.com/cs/ww/en/view/109780811
https://support.industry.siemens.com/cs/ww/en/view/109780811
https://support.industry.siemens.com/cs/de/en/view/109775436
https://support.industry.siemens.com/cs/ww/en/view/109780811
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No. Security Topic Hardening Measure Documents 

Patching of operating 
system 

Detailed description provided in section 9 

Link7 – section 7.5 

Link8– section 10 

Backup of 
engineering and 
system data 

Detailed description provided in section 
10 

Link9 – section 8 

4 Logging and 
Monitoring 

Logging, audit, 

maintenance and 

asset management 

Link7 – section 7.7 

Link8 – section 2, 3, 6, 7 

Table 6-11 – Hardening measures for WinCC V7 installation 

6.7.4 LIS WinCC / PM Server (2) 

PM ANALYZE is used in the F&B blueprint to prepare and create both production performance 
reports and special reports to be compliant with official food regulations. PM ANALYZE consists 
of the following modules: 

• PM Server: Installed on the LIS WINCC / PM Server 

• PM Agent: A HTTPS server installed on the LIS WINCC / PM Server 

• PM ANALYZE Client: Installed on the LIS Client PC 

 

In addition to the hardening measures listed in Table 6-11 – Hardening measures for WinCC V7 

installation, the following measures must be considered: 

• Whitelisting OS server 

• The use of whitelisting on the PM ANALYZE station is not recommend 

PM-Analyze System Description 
https://support.industry.siemens.com/cs/de/en/view/109782856 

6.7.5 Engineering Station (3) 

The Engineering Station contains the software to edit and configure the automation systems. 
TIA Portal is used for Siemens hardware. 

The hardening measures mentioned in section 6.7.1 shall be applied. 

 

6.7.6 Project Server (4) 

The hardening measures described in section 7.6.1 apply for the Project Server, which should 
be based on latest Windows Server OS version and compatible. With this, physical and logical 
access should be restricted to only authorized engineering personnel. 

The common Project Server stores centrally all engineering projects and should be 
complemented by a version control component software for auditing changes (e.g., VersionDog 
by AUVESY-MDT). Change history provides information about edited projects (exportable for 
further detailed evaluations). 

The project server shall be used for project revisions for temporary backups and for archiving 
project milestones, comment functionalities, and rollback to older project revisions. 

Backward compatibility of the project server (one server for all projects) enables mixed 
operation between TIA Portal and server versions. 

For installation and configuration details refer to: 

 
8 https://support.industry.siemens.com/cs/de/en/view/109775436 
9 https://support.industry.siemens.com/cs/de/en/view/109766369 

https://support.industry.siemens.com/cs/ww/en/view/109780811
https://support.industry.siemens.com/cs/de/en/view/109775436
https://support.industry.siemens.com/cs/de/en/view/109766369
https://support.industry.siemens.com/cs/ww/en/view/109780811
https://support.industry.siemens.com/cs/de/en/view/109775436
https://support.industry.siemens.com/cs/de/en/view/109782856
https://support.industry.siemens.com/cs/de/en/view/109775436
https://support.industry.siemens.com/cs/de/en/view/109766369
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• Chapter 2.2: Multiuser Engineering with TIA Portal Project Server – Configuration 
https://support.industry.siemens.com/cs/ae/en/view/109740141 

6.7.7 Process Historian (5) 

In addition to the hardening measures mentioned in chapter 6.7.1 the following measures must 
be considered. 

Further information about the server security settings is provided by: 

Plant Configurations, Installation and Commissioning for SIMATIC Process Historian and 
SIMATIC Information Server for WinCC and WinCC Runtime Professional 
https://support.industry.siemens.com/cs/us/en/view/106264271 

Process Historian 2014 SP3 – Manual (Chapters 1.5, 1.6 and 3.9) 
https://support.industry.siemens.com/cs/us/en/view/109802474: 

 

6.7.8 SIMATIC Energy Manager Pro (6) 

The acquisition component of Energy Manager Pro is communicating via the WinCC interface 
with the WinCC client station. 

Energy Manager follows a Security by default approach. Further specific hardening 
recommendations to Energy Manger, in addition to the hardening measures mentioned in 
chapter 6.6.1, include: 

• Deactivation of http in favor of https communication  

 

SIMATIC Energy Manager Pro uses the Microsoft Information Service (IIS).  

Recommend setting is provided in: 

SIMATIC Energy Manager PRO V7.3 - Installation, Appendix A.2 

https://support.industry.siemens.com/cs/ww/en/view/109804282 

 
Further information about the SIMATIC Energy Manager Pro is provided by  

SIMATIC Energy Manager PRO V7.3 – Operation 
https://support.industry.siemens.com/cs/ww/en/view/109804283 

SIMATIC Energy Manager PRO V7.3 – Acquisition 
https://support.industry.siemens.com/cs/ww/en/view/109804281 

SIMATIC Energy Manager PRO V7.3 - System Manual 
https://support.industry.siemens.com/cs/ww/en/view/109811736 

6.7.9 WinCC Operation Station (7) 

Additional to the general hardening measures for Windows based Endpoints in chapter 6.7.1 
and the hardening measures for WinCC Servers in chapter 6.7.3 the following settings shall be 
adopted: 

• https://support.industry.siemens.com/cs/de/en/view/109792613 – Check that only the 
software components and services required for actual operation are installed 

• https://support.industry.siemens.com/cs/ww/en/view/109792641 – Chapter 1.10.1 – 
Computer properties – Parameters: Check the box “Disable keys” to prevent access to 
operating system level via shortcut in Runtime. 

6.7.10 LIS WinCC Client (8) 

Apply hardening measures for WinCC SCADA Clients as described in sections 6.7.1 and 6.7.9. 

https://support.industry.siemens.com/cs/ae/en/view/109740141
https://support.industry.siemens.com/cs/us/en/view/106264271
https://support.industry.siemens.com/cs/us/en/view/109802474
https://support.industry.siemens.com/cs/ww/en/view/109804282
https://support.industry.siemens.com/cs/ww/en/view/109804283
https://support.industry.siemens.com/cs/ww/en/view/109804281
https://support.industry.siemens.com/cs/ww/en/view/109811736
https://support.industry.siemens.com/cs/de/en/view/109792613
https://support.industry.siemens.com/cs/ww/en/view/109792641
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6.7.11 Zone 2 – External Services 

 

Figure 6-6 – Workstations and Servers in Zone 2 

 

6.7.12 IAD (Industry Anomaly Detection) Center (9) 

The IAD Ecosystem consists of two components. Once the sensors that are connected to the 
switches and once the center unit (CTD), which receives and evaluates the data from the 
sensors. 

Both components are based on a specially hardened Linux system and are supplied by the 
manufacturer as a finished image. No further hardening measures are to be carried out here. 
Only the connection to a domain for user administration can be additionally considered. 

6.7.13 Endpoint Protection Server (10) 

In addition to general hardening measures for server and workstations, the following settings, 
security recommendations and hardening measures should be implemented if the SQL server 
instance is part of the endpoint protection server  

Microsoft SQL authentication: Enable Windows authentication OR SQL authentication 

Delete dbcreator rights after installation 

System Requirements/Required SQL permissions 
https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-installation-guide/page/GUID-
7C3AB15A-980C-469D-8D81-628DB749107C.html  

6.7.14 Windows Update Services (WSUS) (11) 

In addition to general hardening measures for server and workstations, the following settings, 
security recommendations and hardening measures should be implemented. 

To secure the configuration of the WSUS server the following hardening measures should be 
adapted: 

Securing Windows Server Update Services 

https://4sysops.com/archives/wsus-security-changes/#security-changes-to-wsus 

• Use of system proxy provided by IT in the enterprise network 

• Use of HTTPS protocol 

 

Security best practices for Windows Server Update Services 
https://techcommunity.microsoft.com/t5/windows-it-pro-blog/security-best-practices-for-
windows-server-update-services-wsus/ba-p/1587536 

• Use certificate pinning to increase WSUS security 

https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-installation-guide/page/GUID-7C3AB15A-980C-469D-8D81-628DB749107C.html
https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-installation-guide/page/GUID-7C3AB15A-980C-469D-8D81-628DB749107C.html
https://4sysops.com/archives/wsus-security-changes/#security-changes-to-wsus
https://techcommunity.microsoft.com/t5/windows-it-pro-blog/security-best-practices-for-windows-server-update-services-wsus/ba-p/1587536
https://techcommunity.microsoft.com/t5/windows-it-pro-blog/security-best-practices-for-windows-server-update-services-wsus/ba-p/1587536
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6.7.15 Proxy Server (12) 

As mentioned in chapter 3, the proxy server shown in the security reference image is not 
currently in use for purposes of this version of the F&B blueprint. If this is used due to specific 
customer requirements, the hardening recommendations of Microsoft should be implemented. 

6.7.16 SINEC NMS (Network Management System) (13) 

In addition to the hardening measures mentioned in section 6.7.1, it is recommended to install 
the SNMPv3 protocol component delivered together with SINEC NMS. 

The use of whitelisting is not recommended, because it can influence the functionality of SINEC 
NMS. 

For OPC UA Interface, the hardening measures mentioned in Chapter 3.3.7 of the following 
documentation. 

• Network management SINEC NMS 
https://support.industry.siemens.com/cs/de/en/view/109762749 

6.7.17 Zone 3 – Remote Connection Services 

 

Figure 6-7 – Workstations and Servers in Zone 3 

 

6.7.18 SINEMA RC Server (14) 

The following security considerations should be observed: 

Chapter 3.2 Security recommendations 
https://support.industry.siemens.com/cs/ww/en/view/109482121  

6.7.19 Jump Host (15) 

In addition to the general hardening measures for server and workstations, the following security 
aspects are recommended: 

• https://support.industry.siemens.com/cs/ww/en/view/109745584 – set up a port release on 
the VPN client side (connection to the internet) and port forwarding on the VPN server side 
(ports used in the server) 

• https://support.industry.siemens.com/cs/ww/en/view/109746841 – Configure a Jump Host 
Application with SINEMA RC 

6.7.20 WinCC Web Server + Information Server (16) 

In addition to the hardening measures mentioned in chapter 6.7.1 the following measure have to 
be considered: 

Information Server 2014 SP3 – Manual  
https://support.industry.siemens.com/cs/us/en/view/109802466 

• Chapter 1.2.3: Security settings 

https://support.industry.siemens.com/cs/de/en/view/109762749
https://support.industry.siemens.com/cs/ww/en/view/109482121
https://support.industry.siemens.com/cs/ww/en/view/109745584
https://support.industry.siemens.com/cs/ww/en/view/109746841
https://support.industry.siemens.com/cs/us/en/view/109802466
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To increase the Security of the communication, the webserver should be configured in a way, 
that only https communications are supported. 
 

WinCC V7.5 SP2 WinCC Basic Options  
https://support.industry.siemens.com/cs/ww/en/view/109792604 

• Chapter 1.5.6 – Setting up secure connection over https 

How to Set Up SSL on IIS 7 
http://support.microsoft.com/kb/324069 

6.7.21 Quarantine Station + File Exchange Server (17) 

In addition to general hardening measures for server and workstations, and the specific 
measures for file servers (described in 6.7.26 – File server), the hardening of the actual 
quarantine software must be done according to the solution used. 

6.7.22 Zone 4 – Internal Services 

 

Figure 6-8 – Workstations and Servers in Zone 4. 

 

6.7.23 License Server (18) 

The automation license manager (ALM) is installed on a Windows Server. Therefore, the 
general hardening measures in chapter 6.7.1 should be considered. There are no specific 
hardening measurers necessary for ALM in addition. 

6.7.24 User Management Component (UMC) (19) 

The User Management Component (UMC) is a central server providing user management for 
users and user groups for different automation products. Systems which require a user login 
can connect to UMC and thus use the centrally managed user accounts for the login. 

The hardening measures mentioned in section 6.7.1 shall be applied. 

6.7.25 Domain Controller (20) 

If privileged access to a domain controller is obtained by a malicious user, they can corrupt the 
AD DS database. The compromise of a domain controller results in the Active Directory no 
longer being trusted. To secure domain controllers the following aspects are recommended: 

 
Securing Domain Controllers Against Attack 
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-
practices/securing-domain-controllers-against-attack 

• Domain controllers should be secured separately and more stringently than the general 
infrastructure 

• A physical domain controller should be installed in dedicated secure racks that are separate 
from the general server population 

https://support.industry.siemens.com/cs/ww/en/view/109792604
http://support.microsoft.com/kb/324069
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/securing-domain-controllers-against-attack
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/securing-domain-controllers-against-attack
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• Protection via BitLocker Drive Encryption 

• A virtual domain controller should run on separate physical hosts than other virtual 
machines in the environment 

• Group Policy Objects that link to all domain controllers OUs in a forest should be configured 
to allow RDP connections only from authorized users and systems like jump servers 

• Perimeter firewalls should be configured to block outbound connections from domain 
controllers to the Internet. 

6.7.26 File Server (21) 

In addition to general hardening measures for server and workstations, the following settings, 
security recommendations and hardening measures should be implemented. 

• It is highly recommended to disable the legacy Server Message Block (SMB) v1 protocol, 
which is vulnerable for attacks. 

• Encrypt all server disk volumes. Even if the server is physically secure, BitLocker encryption 
adds protection if physical security fails or if the hard drives are inappropriately disposed of. 

• Plan how to grant permissions to file shares. Keep it as simple as possible, and plan access 
based on users’ roles in the organization. Add ACLs to folders and keep file share 
permissions set to Authenticated Users, which is like Everyone, but excludes built-in 
security accounts like SERVICE, LOCAL_SERVICE, and NETWORK_SERVICE. 

• Create a group that has deny permissions on each shared folder. Deny always overrides 
allow permissions, so users to this group can be added if quick block access to file server 
resources is needed. 

• Enable auditing of folders and shares so that access to files is monitored and changes to 
permissions are recorded. 

6.7.27 Backup Server (44) 

The information related to the Backup Server is addressed in Chapter 10. Backup and 
Recovery. 

6.8 Automation Devices  

 

Figure 6-9 – SIMATIC S7-1500F/TF controller in production cell preparation and mixing  
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6.8.1 SIMATIC S7-1500F / TF (30) 

The SIMATIC S7-1500F / TF PLCs are used to automate the production machines as shown in 
Table 6-6 – Firewall settings. 

Each automation network is secured by a SCALANCE S firewall against unauthorized access 
from overlaying networks. The firewalls in use are: 

• SCALANCE SC 642-2C or 

• SCALANCE SC 622-2C 

For hardening measures and configuration of SCALANCE S, see section 6.2.2. 

For the automation devices SIMATIC S7-1500F / TF, the following security measures must be 
applied: 

• Use TLS-protected PG/PC and HMI protection 

• Set the protection level of the PLC to highest level and apply strong passwords 

• Restrict webserver access to HTTPS only and apply strong passwords 

• Restrict OPC UA server access to highest encryption standard 

 

Further Information about the configuration of SIMATIC S7-1500F / TF PLCs are provided by 
S7-1500 Manual Collection  
https://support.industry.siemens.com/cs/de/en/view/86140384 

Security with SIMATIC-S7 controllers 
https://support.industry.siemens.com/cs/de/en/view/77431846 

SIMATIC STEP 7 Basic/Professional V16 and SIMATIC WinCC V16 
https://support.industry.siemens.com/cs/us/en/view/109773506 

 

6.8.2 SIMATIC ET200SP / AL / eco PN (31) 

The decentral PROFINET IO peripherals are controlled by the SIMATIC S7-1500F / TF PLCs. 
Access to diagnostics is always done via the PLC, so implementing strong protection on the 
PLC as described above is mandatory. 

6.8.3 SIMATIC Tablet (ITP1000) (27) 

SIMATIC ITP1000 is a portable tablet PC and specially tailored to the needs of industrial 
applications. Customers are responsible for preventing unauthorized access to the Tablet 
ITP1000. The tablet should only be connected to the company wireless network. 

The SIMATIC ITP1000 is Windows based and as such the hardening measures mentioned in 
6.6.1 shall be applied. 

Further information about SIMATIC ITP1000 can be found in SIMATIC ITP1000 Operation 
Instructions. 
https://support.industry.siemens.com/cs/ww/en/view/109745234 

6.8.4 SIMATIC HMI (32) 

Four essential measures to protect SIMATIC HMI panels are listed below: 

• Protect access to the panel's device settings by assigning a password. Without a valid 
password, the device settings cannot be opened via the "Start Center". 

• Provide authorization for each operation on the panel by creating a user administration. 

• Use a "network drive" as the file path for recipes and archives. A network drive offers more 
extensive access protection options than a storage medium (memory card / USB stick). 

• Protect the USB-Port physically to prevent unauthorized access 

https://support.industry.siemens.com/cs/de/en/view/86140384
https://support.industry.siemens.com/cs/de/en/view/77431846
https://support.industry.siemens.com/cs/us/en/view/109773506
https://support.industry.siemens.com/cs/ww/en/view/109745234
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More detailed information can be found in Security guidelines for SIMATIC HMI operator 
devices and SIMATIC WinCC Unified 
https://support.industry.siemens.com/cs/ww/en/view/109481300. 

 

6.8.5 SINAMICS Drive (33) 

Configuration of the frequency converters is made by using the STARTDRIVE application 
software or via its integrated webserver. This software is an option package in the TIA Portal 
application and should use its integrated user management. 

Centralized drives are located within the cabinet and therefore a physical access protection is 
given (see physical hardening measures for cabinets in chapter 6.1). Decentralized drives can 
be configured by their physically accessible ethernet ports and should get special attention. 

Usually, the PLC controls the drives and take care for interaction, especially in safety control 
loops. So, implementing strong protection on the PLC as described above is mandatory. 

Overall, it is recommended to use SINAMICS products only in secure and trusted networks. 
That means that strict network segmentation must be considered. 

Further the following should be considered especially: 

• Write and Know-How protection 

• Parameters: Access Levels and password 

• The memory card needs particular care 

• Special attention needed for Safety Integrated functions 

• Web Server and its access 

 

Further Information about the configuration of SINAMICS are provided by  

SINUMERIK / SIMOTION / SINAMICS Motion Control Industrial Security Configuration Manual 
https://support.industry.siemens.com/cs/ww/en/view/108862708. 

6.8.6 SIMATIC MV500  

The configuration is to be done over the web interface by using https as secured protocol. By 
using the integrated user management, the possibility of unauthorized access is reduced. 

https://support.industry.siemens.com/cs/ww/en/view/109481300
https://support.industry.siemens.com/cs/ww/en/view/108862708
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7 User Management 
The recommended user management for the F&B blueprint is connected to a centralized Active 
Directory (AD) Domain Service installed on the domain controller. Due to the centralized user 
management, the AGDLP principle (Account, Global, Domain Local, Permission) must be 
observed. According to this principle, the domain user accounts are initially assigned to the 
domain-global groups in the Active Directory. These groups are then assigned to local computer 
groups which, in turn, receive the permissions to the objects. This includes mechanisms for 
password recovery and reset mechanisms.  

The logon user authentication for TIA engineering, management server configuration and 
WinCC V7 operation is based on the Windows domain groups. 

7.1 Domain Controller 

The domain controller in the F&B blueprint is in the DMZ – Zone 4 – Internal Services (see 
Figure 3-6 – DMZ Zones). Depending on the actual operational environment, the administration 
of the Active Directory Domain Service and management of accounts by a central IT department 
is possible. 

It is noted that WinCC V7 only supports the use of one domain. Further information can be 
found here: 

• Installation and operation of WinCC in a Microsoft domain environment 
https://support.industry.siemens.com/cs/ww/en/view/78346833 

7.2 User Authentication and Authorization for WinCC and other 
Workstations and Servers 

The user authentication and authorization in the F&B blueprint is handled by Windows domain 
groups, managed with the Active Directory. All personal user accounts at components are 
assigned to domain groups.  

For operating system access, personalized Windows accounts and groups are used, which are 
centrally managed by the domain controller. All PC-based machines in the entire network are 
covered.  

As personal user accounts are managed by the domain, all user passwords are enforced to 
meet the configured complexity requirements (policy enabled and enforced by default on 
Windows Server domain controllers). This can be configured via group policy adaptions.  

Besides enforcement of strong password policies and account security settings, an Active 
Directory-based user authentication mechanism allows the synchronization of users and groups 
inside a domain. This helps to centrally keep track of all allowed users and user rights. 

WinCC Workstation and Servers allow handling of user administration by Windows domain 
groups, managed with the Active Directory. This means that the user groups for a user are 
adopted from the Windows administration. 

The group rights for the adopted groups must be defined in WinCC V7. The user administration 
can be used like the WinCC V7 administration with the exception that users or groups cannot be 
added or deleted. 

When a user logs in, the system checks if the user is known in the system. 

Further information on user authentication and authorization is provided in 

• Installation and operation of WinCC in a Microsoft domain environment 
https://support.industry.siemens.com/cs/ww/en/view/78346833 

• Process Historian 2014 SP3 – Manual (section 1.6: Integrating Process Historian in a 
domain) 
https://support.industry.siemens.com/cs/us/en/view/109802474  

 

https://support.industry.siemens.com/cs/ww/en/view/78346833
https://support.industry.siemens.com/cs/ww/en/view/78346833
https://support.industry.siemens.com/cs/us/en/view/109802474
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7.3 TIA User Management Component 

The TIA User Management Component (UMC) provides the possibility of global user 
administration. This means that users and user groups can be defined and managed across 
projects. Users and user groups can also be applied from a Microsoft Active Directory. 

UMC therefore integrates the assignment and management of roles, groups, and users to 
servers like TIA Engineering, SINEC NMS and SINEMA Remote Connect. 

For configuration, see: 

System Integrity Compendium 
https://support.industry.siemens.com/cs/ww/en/view/109481300 
 

Central User Management with "User Management Component (UMC)" 
https://support.industry.siemens.com/cs/de/en/view/109780337  

 

7.4 SIMATIC Energy Manager Pro 

Energy Manger supports two types of users. On the one hand, there are Energy Manager user 
accounts, which can be created and maintained by an Energy Manager administrator. On the 
other hand, windows users may be supported via LDAP to provide Single Sign on functionality 
and taking advantage of windows security features. 

 

https://support.industry.siemens.com/cs/ww/en/view/109481300
https://support.industry.siemens.com/cs/de/en/view/109780337
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8 Malware Protection and Whitelisting 
 

The integrity of the system must be protected against unauthorized changes of software and 
data and the unauthorized changes must be detected, recorded, and reported.  

In the F&B blueprint, the protection against malware and unauthorized changes is implemented 
by using:  

• Anti-virus / Malware detection software: Detects, blocks, and removes malware (if 
necessary and configured). 

When used, the latest version of the recommended anti-virus/malware software McAfee10 
Endpoint Security should be installed on workstations and server of the F&B blueprint. 
McAfee Endpoint Security (ENS) activates additional functions going beyond the traditional 
virus scanner. 

• Whitelisting techniques: Whitelisting either complements or is used as an alternative to virus 
/ malware scanning solutions. 

With Whitelisting, software processes and services that are part of a managed whitelist and 
are classified as trustworthy are allowed to run, all others (like malware introduced into a 
whitelisted component, or unapproved tools) will be blocked from execution. 

When used, the latest version of McAfee Application Control should be installed on the 
workstations and server of the F&B blueprint. 

McAfee Application Control can be used to block the start of unauthorized or unknown 
applications on workstations and server. After the installation and activation of McAfee 
Application Control, all executable applications and files are protected against modification. 

McAfee Endpoint Security and McAfee Application Control should not necessarily be installed 
together on all workstations and server in F&B blueprint. 

Both McAfee Endpoint Security and McAfee Application Control can be configured and 
managed centralized by using the McAfee ePolicy Orchestrator (ePO). This software is installed 
on the Endpoint Security Server in DMZ – Zone 2 – External Services. 

This server ensures that the virus signatures files on respective workstations and servers are up 
to date. The Endpoint Security Server receives virus signatures from the update server of the 
virus scan manufacturer from the Internet or from an upstream virus scan server and manages 
its virus scan clients. 

For the actual operational F&B blueprint based on WinCC V7, specific configuration 
recommendations apply. These are important to ensure that the use of virus scanning software 
on the computers of an automation plant does not interfere with the process mode of a plant. 
Examples include: 

• Configuration is aligned with availability requirements and generates alarms, for example, 
but does not proactively disable or shut down parts of the system functionality that may 
result in loss of control of the production system (e.g., for an WinCC SCADA server). 

• Configuration is adjusted to minimize potential impact on performance on the critical 
software applications during runtime. 

The Siemens engineering software compatibility with the respective anti-virus software should 
be checked via the compatibility tool. 

Further information on the use and configuration of the recommended Endpoint Security SW is 
provided in 

• McAfee Application Control Compatibility 
https://support.industry.siemens.com/cs/ww/en/view/109750783 

• Endpoint Protection 
https://support.industry.siemens.com/cs/sc/4985/endpoint-protection?lc=en-DE 

• Compatibility Tool for Automation and Drive Technology 
https://support.industry.siemens.com/cs/ww/en/view/64847781 

 
10 McAfee® products are currently part of the company Trellix.  

https://support.industry.siemens.com/cs/ww/en/view/109750783
https://support.industry.siemens.com/cs/sc/4985/endpoint-protection?lc=en-DE
https://support.industry.siemens.com/cs/ww/en/view/64847781
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9 Patch Management 
The IEC 62443 recommends the Defense-In-Depth concept as comprehensive protection of 
industrial facilities against cyberattacks. The protection of system integrity is one important part 
of the Defense-In-Depth concept, see section 2.2. 

One measure to protect the system integrity of an automation control system is patch 
management as part of the comprehensive security concept.  

Patch management is the systematic procedure for installing patches on the automation control 
system. There are different types of patches: 

• Patches for the Microsoft Windows operating system 

These are all types of updates, service packs, feature packs and similar installations, 
regardless of whether these relate to security. 

• Security updates for Microsoft Windows operating system for security-related updates. 

• Firmware and software patches because of vulnerabilities, both for Siemens software and 
products, and 3rd party components 

9.1 Patch Management for WinCC Servers and Workstations 

For Siemens software and products, security vulnerabilities are handled by the responsible 
Siemens product unit. This applies also to vulnerabilities in third-party components of a Siemens 
product, which will also be handled by the respective Siemens product unit. 

With respect to security vulnerabilities in 3rd-party components which are not owned by 
Siemens, the plant owner has the responsibility to ensure that these components are at the 
latest patch level during operation. 

The Windows Server Update Service (WSUS), located in the DMZ – Zone 2 – External Services 
of the F&B blueprint, is managed in the Windows patches for the automation control system. 
The WSUS can receive the Windows patches either from the Microsoft Update server or from 
the server in the customer enterprise network. The WSUS distributes patches to all Windows-
based PCs of the automation control system. 

For all products from Siemens including third party components, Siemens publishes advisories 
monthly. The advisories are published here:  

https://new.siemens.com/global/en/products/services/cert.html#SecurityPublications 

 
Further information about patch management and WSUS is provided in  
https://support.industry.siemens.com/cs/ww/en/view/48844294. 

9.2 Patch Management of Automation and Network Components  

New firmware of automation devices shall be managed via the WSUS Server. In the case of 
SCALANCE network components, firmware updates shall be centrally deployed via SINEC 
NMS.  

 

https://new.siemens.com/global/en/products/services/cert.html#SecurityPublications
https://new.siemens.com/global/en/products/services/cert.html#SecurityPublications
https://support.industry.siemens.com/cs/ww/en/view/48844294
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10 Backup and Recovery 
Recovering and reconstituting an automation control system to a known state after a disruption 
of failure is an important topic in the Defense-In-Depth concept and recommended in the IEC 
62443. 

In a Backup and Restore strategy, all the data that is necessary for recovery and its location in 
the system is identified. The frequency of creating backups, the kind of backup (complete, 
differential, or incremental) and the storage location of the backups are described in this 
strategy. 

In the F&B Blueprint, the usage of a Backup Server is indicated and located in the DMZ – Zone 
4 – Internal Services. 

 

Data backup will be categorized as follows:  

• System backup: 

System backup refers to a complete system image, e.g., a snapshot of the current system. 
The following data is included: 

– Hardware-specific files (drivers) 

– Windows operating system files and settings 

– Installed programs and their configurations 

– Host devices (hardware-specific files (drivers), Windows operating system files and 
settings, installed programs and their configurations) 

For system backup, Symantec System Recovery is recommended.  

• Project backup: 

Project backup mainly refers to the backup of the WinCC V7 and TIA Portal project.  

• Component-specific data: 

Component-specific data like databases or individual configuration of embedded or network 
devices needs to be backed up. SINEC NMS is used for component backup 

 

Restoring systems is more critical than the creation of backups. This process should be tested 
and reproduced to guarantee fast availability of the plant systems in case of emergency and 
minimize downtimes. 

Further information about Backup and Restore is provided in 

• SIMATIC IPC – Protection against data loss 
https://support.industry.siemens.com/cs/ww/en/view/109738084 

• Network management SINEC NMS (section 4.3.5.4 System jobs) 
https://support.industry.siemens.com/cs/de/en/view/109762749 

https://support.industry.siemens.com/cs/ww/en/view/109738084
https://support.industry.siemens.com/cs/de/en/view/109762749
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11 Optional Security Measures 
The security measures described in section 5 and the configuration and hardening measures 
described in section 6 together ensure a high level of security and comprehensive protection 
based on the Defense-in-Depth concept. 

With the use of further security measures, the level of security for an automation control system 
can be further increased. The following sections describe some of these measures that 
Siemens provides. 

Further information about the optional security measures is provided by  

• Siemens Industrial Security Service 
http://siemens.com/iss 

11.1 Threat Prevention Subscription for multi-homed firewall 

The Palo Alto Next Generation firewalls described in section 6.2.1 can be enhanced with the 
Threat Prevention Subscription (TPS) option. We recommend the use of the TPS option if 
remote access is installed.  

The Threat Prevention Subscription (TPS) includes an Intrusion Prevention and Detection 
System (IPS / IDS). TPS adds integrated protection against network-borne threats, including 
exploits, malware, command and control traffic, and a variety of hacking tools, through IPS 
functionality and stream-based blocking of millions of known malware samples. This TPS option 
must be ordered for every Automation Firewall Next Generation in addition. 

11.2 Industrial Vulnerability Manager 

Software and hardware components embedded in Automation Control Systems and products 
are regularly affected by security flaws that shall be mitigated to reduce the risk of cyber-attacks 
on plants and factories. As part of a global patch management concept, it is necessary to 
monitor the individual hardware and software components over time to identify the flaws 
affecting them. 

The Industrial Vulnerability Manager has the following features: 

• Hosting of the list of components embedded in the plant’s ICS that shall be monitored over 
time with regards to security flaws 

• Free assignment of the components to the created monitoring list  

• Integration with SIMATIC Management Console 

• Integration with e.g.: 

▪ SIMATIC Management Console  

▪ SINEC NMS  

▪ TIA Portal 

▪ PRONETA 

▪ SiESTA 

• Dashboards with charts and diagrams to highlight relevant information concerning the 
published security bulletins.  

• Automatic release of security bulletins as soon as a new security flaw affecting a registered 
component is published by its component vendor. 

• The security bulletins that are automatically generated contain the following information: 

– Description of the vulnerability 

- CVSS (Common Vulnerability Scoring System) score and Priority status 

– List of affected components 

– Recommendations, workarounds, and patch status 

– Vendor advisory link  

http://siemens.com/iss
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• Assignment of a tag to the published security bulletins with regards to the handling status 
("Open", "Ongoing", "Closed") 

• The application is accessible via a secured Web interface 

11.3 Industrial Anomaly Detection 

The Siemens Industrial Anomaly Detection (IAD) is an important addition to the comprehensive 
Defense-in-Depth concept. It provides full transparency over the communication within an 
automation control system and the information on how the components communicate with each 
other. Due to this, deviations can be easily detected and investigated by the plant owner. 

The Siemens Industrial Anomaly Detection (IAD) can be seamlessly integrated in an automation 
control system and the following functionalities: 

• Connection to the IAD sensor is implemented via a SPAN port (Switched port analyzer – 
mirror port)  

• One sensor can work with the data of several SPAN ports 

• Central console is used to monitor the sensors  

• Visualization and analysis are provided by the central console 

• Sensor and center are installed on a Siemens IPC 

• Events from the central console could easily be forwarded, e.g., to a SIEM system 

11.4 Security Information Event Management (SIEM) 

Rapidly growing cyber threats and evolving security risks require a preventive and industry-
specific defense strategy. 

Effective security starts with an overview of all the activities on systems, networks, databases, 
and applications. To protect industrial automation systems against cyber threats, a new or an 
existing security information and event management system (SIEM) can be used. This means 
safety-relevant incidents can be detected more quickly, plant operators informed earlier, and 
countermeasures initiated faster. 

A SIEM system continuously collects network information and information from security devices, 
link it all up, analyze and display it, and derive the appropriate security measures. 

Siemens offers a SIEM integration solution into an existing IT SIEM. That means, in DMZ – 
Zone 2 – External Services, a so called SIEM proxy would be placed to which all Security 
events of the automation systems would be forwarded. The SIEM proxy system then would 
froward all OT Security events to the existing IT SIEM. 

11.5 SIMATIC Security Service Packages 

Many of the SIMATIC products offer configurations to enhance the security level. However, 
these configurations are rarely found in the field – often due to a lack of security know-how. 

Siemens industrial security experts support customers in unleashing the full potential of plant 
asset’s security level with tailored packages for SIMATIC automation systems. 

 

Benefits: 

• Transparency over compliance with security standards 

• State-of-the-art implementation and configuration of security features 

• Maintaining the security level over the whole lifecycle 

Security Services can be ordered via local Siemens contact person, see  

Industrial Security Services – Security Optimization – SIMATIC Security Service Packages 
https://support.industry.siemens.com/cs/ww/en/sc/4973 

https://support.industry.siemens.com/cs/ww/en/sc/4973
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12 Appendix 

12.1 Service and support 

Industry Online Support 

Do you have any questions or need assistance?  

Siemens Industry Online Support offers round the clock access to our entire service and support 
know-how and portfolio. 

The Industry Online Support is the central address for information about our products, solutions, 
and services.  

Product information, manuals, downloads, FAQs, application examples and videos – all 
information is accessible with just a few mouse clicks:  

support.industry.siemens.com 
 

Technical Support 

The Technical Support of Siemens Industry provides you fast and competent support regarding 
all technical queries with numerous tailor-made offers  
– ranging from basic support to individual support contracts. Please send queries to Technical 
Support via Web form: 

siemens.com/SupportRequest 

SITRAIN – Digital Industry Academy 

We support you with our globally available training courses for industry with practical 
experience, innovative learning methods and a concept that’s tailored to the customer’s specific 
needs. 

For more information on our offered trainings and courses, as well as their locations and dates, 
refer to our web page: 

siemens.com/sitrain  

Service offer 

Our range of services includes the following:  

• Plant data services 

• Spare parts services 

• Repair services 

• On-site and maintenance services 

• Retrofitting and modernization services 

• Service programs and contracts 

You can find detailed information on our range of services in the service catalog web page: 

support.industry.siemens.com/cs/sc 

Industry Online Support app 

You will receive optimum support wherever you are with the "Siemens Industry Online Support" 
app. The app is available for iOS and Android:  

support.industry.siemens.com/cs/ww/en/sc/2067 

https://support.industry.siemens.com/
http://www.siemens.com/SupportRequest
https://www.siemens.com/sitrain
https://support.industry.siemens.com/cs/sc
https://support.industry.siemens.com/cs/ww/en/sc/2067
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12.2 Industry Mall 

 

The Siemens Industry Mall is the platform on which the entire siemens Industry product portfolio 
is accessible. From the selection of products to the order and the delivery tracking, the Industry 
Mall enables the complete purchasing processing – directly and independently of time and 
location: 
mall.industry.siemens.com  
 

 

12.3 Links and literature 

Table  12-1 

Nr. Thema 

\1\ Siemens Industry Online Support 

https://support.industry.siemens.com 

\2\ Link to the entry page of this application example 

https://support.industry.siemens.com/cs/ww/en/view/109816864  

\3\ IEC 62443 

https://new.siemens.com/global/en/products/automation/topic-areas/industrial-
security/certification-standards.html 

\4\ SIMOVE Fleetmanager 

https://support.industry.siemens.com/cs/ww/en/view/109813191 

\5\ Notes for secure PLC communication with TLS protocol on the SIMATIC S7-1200/S7-1500 
channel in WinCC V7.5 SP2 Update 4 
https://support.industry.siemens.com/cs/do/en/view/109798498  

\6\ Endpoint Protection 
https://support.industry.siemens.com/cs/de/en/sc/4985 

\7\ Palo Alto - Best Practices for Securing Administrative Access section 
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-
practices/administrative-access-best-practices 

\8\ Checklist for setting up SCALANCE Devices 
https://support.industry.siemens.com/cs/ww/en/view/109745536 

\9\ User administration for SCALANCE devices with RADIUS protocol 
https://support.industry.siemens.com/cs/ww/en/view/98210507 

\10\ SCALANCE SC-600 – Web Based Management (WBM)  

https://support.industry.siemens.com/cs/ww/en/view/109754815 

\11\ SCALANCE SC-600 – Operating Instructions 

https://support.industry.siemens.com/cs/ww/en/view/109754812 

\12\ SCALANCE W700 Web Based Management (WBM) 

https://support.industry.siemens.com/cs/ww/en/view/109797832  

\13\ SCALANCE W700 – Operating Instructions  
https://support.industry.siemens.com/cs/de/de/view/109799201 

\14\ SCALANCE XC-200 Web Based Management (WBM) 

https://support.industry.siemens.com/cs/ww/en/view/109750283 

\15\ SCALANCE XC-200 – Operating Instructions  

https://support.industry.siemens.com/cs/ww/en/view/109743149 

https://mall.industry.siemens.com/
https://support.industry.siemens.com/
https://support.industry.siemens.com/cs/ww/en/view/109816864
https://new.siemens.com/global/en/products/automation/topic-areas/industrial-security/certification-standards.html
https://new.siemens.com/global/en/products/automation/topic-areas/industrial-security/certification-standards.html
https://support.industry.siemens.com/cs/ww/en/view/109813191
https://support.industry.siemens.com/cs/do/en/view/109798498
https://support.industry.siemens.com/cs/de/en/sc/4985
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://docs.paloaltonetworks.com/best-practices/10-1/administrative-access-best-practices/administrative-access-best-practices
https://support.industry.siemens.com/cs/ww/en/view/109745536
https://support.industry.siemens.com/cs/ww/en/view/98210507
https://support.industry.siemens.com/cs/ww/en/view/109754815
https://support.industry.siemens.com/cs/ww/en/view/109754812
https://support.industry.siemens.com/cs/ww/en/view/109797832
https://support.industry.siemens.com/cs/de/de/view/109799201
https://support.industry.siemens.com/cs/ww/en/view/109750283
https://support.industry.siemens.com/cs/ww/en/view/109743149
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Nr. Thema 

\16\ SCALANCE XM-400 / XR-500 Web Based Management (WBM)  

https://support.industry.siemens.com/cs/ww/en/view/109810487 

\17\ SCALANCE XM-400 – Operating Instructions 

https://support.industry.siemens.com/cs/ww/en/view/79722042 

\18\ SCALANCE XR-500 – Operating Instructions 

https://support.industry.siemens.com/cs/ww/en/view/59605073 

\19\ Active Directory: Time synchronization  

https://social.technet.microsoft.com/wiki/contents/articles/50924.active-directory-time-
synchronization.aspx#External_Time_Source 

\20\ Libraries for Communication for SIMATIC Controllers 
https://support.industry.siemens.com/cs/ww/en/view/109780503 

\21\ Recommended Security Settings for IPCs in the Industrial Environment 
https://support.industry.siemens.com/cs/de/en/view/109475014 

\22\ Process Control System PCS 7 Security concept PCS 7 & WinCC (Basic) 
https://support.industry.siemens.com/cs/ww/en/view/109780811 

\23\ Security Settings in WinCC 

https://support.industry.siemens.com/cs/de/en/view/109771268 

\24\ GMP Engineering Manual SIMATIC WinCC (TIA Portal) V15 
https://support.industry.siemens.com/cs/de/en/view/109766369 

\25\ Multiuser Engineering with TIA Portal Project Server 

https://support.industry.siemens.com/cs/ae/en/view/109740141  

\26\ Plant Configurations, Installation and Commissioning for SIMATIC Process Historian and 
SIMATIC Information Server for WinCC and WinCC Runtime Professional 

https://support.industry.siemens.com/cs/us/en/view/106264271  

\27\ Process Historian 2014 SP3 – Manual 

https://support.industry.siemens.com/cs/us/en/view/109802474  

\28\ SIMATIC Energy Manager PRO V7.3 – Operation 

https://support.industry.siemens.com/cs/ww/en/view/109804283 

\29\ SIMATIC Energy Manager PRO V7.3 – Acquisition 

https://support.industry.siemens.com/cs/ww/en/view/109804281 

\30\ SIMATIC Energy Manager V7.3 – Installation 
https://support.industry.siemens.com/cs/ww/en/view/109804282 

\31\ SIMATIC Energy Manager PRO V7.3 – System Manual 

https://support.industry.siemens.com/cs/ww/en/view/109811736 

\32\ WinCC V7.5 SP2: General information and installation 

https://support.industry.siemens.com/cs/de/en/view/109792613 

\33\ WinCC V7.5 SP2: Working with WinCC 

https://support.industry.siemens.com/cs/ww/en/view/109792641 

\34\ Required SQL permissions 

https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-installation-guide/page/GUID-
7C3AB15A-980C-469D-8D81-628DB749107C.html 

\35\ Securing Windows Server Update Services 

https://4sysops.com/archives/wsus-security-changes/#security-changes-to-wsus  

\36\ Security best practices for Windows Server Update Services 

https://techcommunity.microsoft.com/t5/windows-it-pro-blog/security-best-practices-for-windows-
server-update-services-wsus/ba-p/1587536  

\37\ Network management SINEC NMS 

https://support.industry.siemens.com/cs/de/en/view/109762749  

\38\ SIMATIC NET: Industrial Remote Communication 

https://support.industry.siemens.com/cs/ww/en/view/109482121  

\39\ Settings of the ports for secure VPN connections with SINEMA Remote Connect 

https://support.industry.siemens.com/cs/ww/en/view/109745584  

\40\ Jump Host Application with SINEMA Remote Connect 

https://support.industry.siemens.com/cs/ww/en/view/109746841  

https://support.industry.siemens.com/cs/ww/en/view/109810487
https://support.industry.siemens.com/cs/ww/en/view/79722042
https://support.industry.siemens.com/cs/ww/en/view/59605073
https://social.technet.microsoft.com/wiki/contents/articles/50924.active-directory-time-synchronization.aspx#External_Time_Source
https://social.technet.microsoft.com/wiki/contents/articles/50924.active-directory-time-synchronization.aspx#External_Time_Source
https://support.industry.siemens.com/cs/ww/en/view/109780503
https://support.industry.siemens.com/cs/de/en/view/109475014
https://support.industry.siemens.com/cs/ww/en/view/109780811
https://support.industry.siemens.com/cs/de/en/view/109771268
https://support.industry.siemens.com/cs/de/en/view/109766369
https://support.industry.siemens.com/cs/ae/en/view/109740141
https://support.industry.siemens.com/cs/us/en/view/106264271
https://support.industry.siemens.com/cs/us/en/view/109802474
https://support.industry.siemens.com/cs/ww/en/view/109804283
https://support.industry.siemens.com/cs/ww/en/view/109804281
https://support.industry.siemens.com/cs/ww/en/view/109804282
https://support.industry.siemens.com/cs/ww/en/view/109811736
https://support.industry.siemens.com/cs/de/en/view/109792613
https://support.industry.siemens.com/cs/ww/en/view/109792641
https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-installation-guide/page/GUID-7C3AB15A-980C-469D-8D81-628DB749107C.html
https://docs.trellix.com/bundle/epolicy-orchestrator-5.10.0-installation-guide/page/GUID-7C3AB15A-980C-469D-8D81-628DB749107C.html
https://4sysops.com/archives/wsus-security-changes/#security-changes-to-wsus
https://techcommunity.microsoft.com/t5/windows-it-pro-blog/security-best-practices-for-windows-server-update-services-wsus/ba-p/1587536
https://techcommunity.microsoft.com/t5/windows-it-pro-blog/security-best-practices-for-windows-server-update-services-wsus/ba-p/1587536
https://support.industry.siemens.com/cs/de/en/view/109762749
https://support.industry.siemens.com/cs/ww/en/view/109482121
https://support.industry.siemens.com/cs/ww/en/view/109745584
https://support.industry.siemens.com/cs/ww/en/view/109746841
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Nr. Thema 

\41\ Information Server 2014 SP3 – Manual 

https://support.industry.siemens.com/cs/us/en/view/109802466  

\42\ WinCC V7.5 SP2 WinCC Basic Options  

https://support.industry.siemens.com/cs/ww/en/view/109792604  

\43\ How to Set Up SSL on IIS 7 

http://support.microsoft.com/kb/324069  

\44\ Securing Domain Controllers Against Attack 

https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-
practices/securing-domain-controllers-against-attack  

\45\ SIMATIC ITP1000: Operation Instructions 

https://support.industry.siemens.com/cs/ww/en/view/109745234  

\46\ Security guidelines for SIMATIC HMI operator devices and SIMATIC WinCC Unified 

https://support.industry.siemens.com/cs/ww/en/view/109481300  

\47\ SINUMERIK / SIMOTION / SINAMICS Motion Control Industrial Security Configuration Manual 
https://support.industry.siemens.com/cs/ww/en/view/108862708 

\48\ Installation and operation of WinCC in a Microsoft domain environment 

https://support.industry.siemens.com/cs/ww/en/view/78346833  

\49\ Central User Management with "User Management Component (UMC)" 

https://support.industry.siemens.com/cs/de/en/view/109780337  

\50\ McAfee Application Control Compatibility 

https://support.industry.siemens.com/cs/ww/en/view/109750783  

\51\ Compatibility Tool for Automation and Drive Technology 

https://support.industry.siemens.com/cs/ww/en/view/64847781  

\52\ How can you find out which Microsoft Patches are installed on the PC? 

https://support.industry.siemens.com/cs/ww/en/view/48844294  

\53\ SIMATIC IPC – Protection against data loss 

https://support.industry.siemens.com/cs/ww/en/view/109738084  

\54\ Siemens Industrial Security Service 

http://siemens.com/iss  

 

 

12.4 Change documentation 

Table  12-2 

Version Date Modifications 

V1.0 02/2023 First version 

   

 

The newest version of this document can be found under: 
https://support.industry.siemens.com/cs/ww/en/view/109816864 

https://support.industry.siemens.com/cs/us/en/view/109802466
https://support.industry.siemens.com/cs/ww/en/view/109792604
http://support.microsoft.com/kb/324069
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/securing-domain-controllers-against-attack
https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/plan/security-best-practices/securing-domain-controllers-against-attack
https://support.industry.siemens.com/cs/ww/en/view/109745234
https://support.industry.siemens.com/cs/ww/en/view/109481300
https://support.industry.siemens.com/cs/ww/en/view/108862708
https://support.industry.siemens.com/cs/ww/en/view/78346833
https://support.industry.siemens.com/cs/de/en/view/109780337
https://support.industry.siemens.com/cs/ww/en/view/109750783
https://support.industry.siemens.com/cs/ww/en/view/64847781
https://support.industry.siemens.com/cs/ww/en/view/48844294
https://support.industry.siemens.com/cs/ww/en/view/109738084
http://siemens.com/iss
https://support.industry.siemens.com/cs/ww/en/view/109816864
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