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1. [FUSHIC
1.1 FRE

KERNTERUCWREBORERF FROXSICEEZELTLET.
®  Aruba OS X/wF : Aruba OS % OS & UTHEEH T X1 Y FOMI( RFI A MIKDTIFAOS X1 v F EELEEHSIND
BEEHDEY)
®  Aruba OS : Aruba OS X v FHHE#H T D 0S DEFH RFI A MIKDTIFAOS EEFHLTVWDEDEHDFT . HEiR
LAN EED Aruba 0S, AOS E&RTIFEIU TINREEFELRDET)

1.2 FEPICOWT
AERHIF Aruba 0S 21 v FOBEFIME. RECOVWTBRNLTLET.
1.3 R - RESBH

AEREHROANE(E. HEVOER, -3 2 CROTEERBBENTZNEY. FLIT> RORPREMIBEL TEERLTED
FIDT, BHDFERPDFBCOETHEFUCEEHOY 272 SRIIZE0N.

BB RAAYVFIYU-XCXDPIR— ST DHEENRRDFET, —BBOMEEFHR— b2 U —XZEZH L TVWFEIA, BiR— b2 U-X
DEHBORMEREGHDEITDT, YZAFIPAYOTETOTHEREHMEALET.

1.4 WREQBBIAMYFRmM

2021 £ 9 BIRTE. KB WHRELTULD Aruba CX X1V FRR(ETERDED T,
®  Aruba 5400R Switch =1 J—X

®  Aruba 3810M Switch ~U—X

®  Aruba 2930M Switch =U—X

L Aruba 2930F Switch >~ —X

®  Aruba 2920 Switch =1J—X

®  Aruba 2540 Switch =U—X

®  Aruba 2530 Switch ~U—X

1.5 CRARRERE

Version Change history Author
1.2 1 release Shingo Namitoko
1.3 SRELDERTE BN Shingo Namitoko
1.4 ACL Ds&EZEBN. HHHLMELE Shingo Namitoko
1.5 IA—<v B, —EMEIE Shingo Namitoko

2. BED#(R - 28/ F1L/BikE
2.1 PC &8> Y —)VigiR

>V —JLr—TJ)L% PC M RS-232C U 77)LR— MMCHERH L. RI-45 AROISYDAEEMIBOI Y —)LiR— MNIERELET, <1720
O USB d> Y —JLiR— hEFIARIEETI N, Bk PC (C RS/ EEIRDEIDT. HPE My Networking Portal Y1 k5457
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>O—-RZITO>TFE0,

2.2 H—==FIY I bDEE

BREFF—ZFILY D NEfED> TITWET., §—ZFILYT hTOSUTILR— hORERTROED TY.
. 1,200~115,200bps DEEEDERDIR—L— b (R v FIIREZEENEDH)
. 87—%Ewhk 1 RbyTEY K~ NUFRL, TJO—FHHDEE (Xon/Xoff)

R—hL— k& SZUTILR— MIERUZRRTIHFAICEDESNET. OJT7D M ICHEERLULBEE. OJ770 MiICERE
ENfR— L — FTUNEULKRRERFFADOTERL T ZE,

2.3 k&

BIRS —JIVEHER(CIER T D EEBRAAD, MR EELET, BRAASIZEOES ORI TROBED T,

1. Boot ROM HDi2EILFE T,
Boot ROM #Z2&h#. Boot Profiles DFREIFICESZIEE T D ET. Monitor ROM Console Y2#2&) Software 1 X —Z#18ET
BENTEFY.

Boot Profiles:

0. Monitor ROM Console
1. Primary Software Image
2. Secondary Software Image

Select profile (primary):
2. VYIRDITPAA=ZZO—-RULET, SATLZTRALLET.
3. BEI7AINEFRFHAH. BEZXAYFICRRESEET,

2.4 HWHROEL
BRI —TIVEIR & R Y FOBBMMEL LET,
2.5 HIROEIEE

CLI (CTTFREIONY REFEITUET, (CLIDEVWAIFIREZCSEBIZE, )BIELEI(C(E boot, reboot, reload IN> KRG NDET
M FROKSICEENELRDET,

B boot reboot reload
L TOREANSDHRF Yes(AT>3>) No Yes(E&h)
S AT LTIV I TR RDET Yes Yes No
TSARUBLTEHLFUDIBE Yes Yes No

boot AW R

boot [ < set-default | system > flash < primary | secondary > config Config-file ]

Aruba# boot system flash primary
System will be rebooted from primary image. Do you want to continue [y/n]? y
Do you want to save current configuration [y/n/~C] vy
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BEREEN R

reboot AW > R
reboot

Aruba# reboot
System will be rebooted from primary image. Do you want to continue [y/n]? y

reload Y > R

reload

Aruba# reload
System will be rebooted from primary image. Do you want to continue [y/n]? y

3. BXEE-OYUR

3.1 CLI D&

Aruba0S R v FTlE, HERLNILEERLT CLINDTVIER 14 TZ2ERBLTVWET ., TSHAERHRETE, BE8E/(XD— D
FESNTULVRLDT, SUFILIR— b, Telnet, Web ISOYZFEALTCRAYFICTFIEIAITNE, EBEE-RICABTENT
E. HTCERMNYFOREZEECECLEVFT.

&R CLI DL~V o’o0>7 hoFER 1HaE
ARL—H L)L (1ER) TlE. BRIEDRER
ARL—% ARL—% Aruba> BO. Ao —A2I—-TT—XDYDOE

AMTRFIN, REDEEEFTEFEA
INRTDARL = LAJLOIERICINZ., HE

BiRE Aruba# ABERFITDREDR. AT ALLNILD
IR RgEEETTEFET,
2 L BEEFLANILDIXNTOERICINZ. R1YF
D_
EIEE . Aruba(Config)# DY I NI T VHREDREZINCEECEE
a>JaJL—>3>
ER
BIEEINTOERICIMZ. 1 DELFEHD
J>FFX .
. Aruba(vlan-10)# R— N> VLAN R EDRFED T FF X MMIH
a>T49L—23> )
WCHREZZETCEFT,

. JOXT halE TIAINTHIERERDET, AETE"Aruba”"&ELTVET,
f5) Aruba-2540-24G-4SFPP Di5E “Aruba-2540-24G-4SFPP>"

. LANLVEOBEE. ROBEODERDFY . (REOAEHEE T IHFEOINV RERDET)
O 77 b («<exit) AR L —45 L)L (<—exit/enable— ) EIEE L)L («<exit/configure [teaminal]—=)PO—/UL>
JaJL—> 3> (<exit/vlan 10 E—=>)I>FFA NI T 0L —23>

* d>FFANID T4 0L —23>naX2 RiE JO0-/ULaFFIA SO FTFANEBEUTEITIBZES
BJRETI.
f5) interface 10 untagged vlan 10 (7R— I 10 #4520 T VLAN 10 (CEIDHTS)

3.2 CLI DEFIEEF
3.2.1 #B#EAOIC>EO097I0

HEsAoOJ A >
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HBENEETDE. TREOAYE—SHRRESNEIODCT, [Enter F—]Z#0 T L#EBRCOTr> L. ANV RITOYT MIRRENE
Yo (FIANBTI—T -2 JIRT—-REFFEENTOERA. )

Press any key to continue (Enter ¥—%#f9)
Aruba#

. EIRE/)(XT— RERESNTORWMES (T4 3. BEEE-RCEEADEY.

L] JIRAT— RARESNTVDIHEETIE. ARL—FELFERE LAY -R2ZHBELCOJA2TEFT.

Username: operator

Password: *¥x k% x*

~EEVYER~

Your previous successful login (as manager) was on 1990-01-01 00:29:42
from 192.168.1.152

~F7OV T FIEERTRORRICHEYEST ~

Aruba>

FEELEA—T—DLANILCEDE- R, RESNBZTO2T MHIERDFET.

HEEhsoOI 7D ~
027772 b, logout Y>> REETLUTITLET,

Aruba# logout
Do you want to log out (y/n)? y
Do you want to save the current configuration (y/n)? y

running-configuration (CEEMNEWNEE(E. REZERF I INIERNHDFELA. BET7AILICDVWTIE. [ES5EERE - T7A
IVEHR] #8RUTIIZE0,
ANRL—FE— RT exit £/z(& quit ZET I dANMNTEOT 7D RTEET,

Aruba# exit
Aruba> exit
Do you want to log out (y/n)? vy

BEENSARL —F(CFHEDTHS logout Ffz(F exit IV FERITULIGS(IREZRE I DNDHERA Y T—2EFRRSNEFEA
DT, TEEF &L,

3.2.2 HBEOBH

BEERELANILICAD
enable
ARL—HFLARILNS enable ANV RTEEELANLICAZENTEET. /(RADT— RARESNTVWIIGESFIERETCOI>%2T
DHENHDFT., BEELANILICADETO>T MY Aruba>h5 Aruba#(ICEDDET,

Aruba> enable

Username: manager

Password: *¥¥*¥x**

Your previous successful login (as manager) was on 1990-01-01 ©0:53:29 from the console
Aruba#

2J0—=)0La>TJ40L—23 > LRILAAD
configure [ terminal ]
BIBELANJLMS configure I RT. JO0—-/ULO> T4 L —23a>IANILICAZENTEFT, JO0—-/ULI>T10L—>3
LARIVICAB ETOT M. Aruba#h'5 Aruba(config)#(CENDDE T, terminal (FEABERIEETT .

Aruba# configure terminal
Aruba(config)#

O>FF A>T JL—232ICAD
J2FFABIA2TA4TL—23>DE—- ROV REETLUEY.
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Aruba(config)# interface 1
Aruba(eth-1)#

1DEDLANILICEDS
exit E/z(d quit 5L (& [Ctrl F—]1+[Z F—]
ARL—H LRI T exit ANV RERITIDEO09T7 I MNIRDET,

3.2.3 EBEFRNRIT>C R
BIBBHROER

show ~

HIEDEDHELU. HIBR

no ~

EITLEON Y ROREFUH L
[TH—]1 FrzE@E [LF-]

3.2.4 IYYRAHBZE

AR RAZSAAILT

“?" Flzld help ZANT B EMEDL AL TERITORIRIV RO—EBRRRENET .

Aruba> ?
chassislocate Control the chassis locate LED.
display Display current system information.
enable Enter the Manager Exec context.

~ RS~

J>Y—I)LETE>?"ZADLTE. ?"ERRSNEE A,
IR RZADUTRAR—RDEIC?"ZANT DN, TabF—Z2ZEAHNTDE
=INFEY,

« BRI TARNTEDF—T— RONSA-F-—HER

Aruba# show ?

access-list Show Access Control List information.

accounting Show Accounting configuration parameters.
alias Show configured alias commands
~ BB~

J2Y—I)LETE>?"ZABDLUTE. ?ERRSNEE A,

R PRE
XFZEANL. BOFEF?"F—ZANTDE COXFTHFEDIN RARR

=NFY,

Aruba# s?
save

s TIHFEDIXY RFRRENET,

schedule
screen-length

~ AP At~

J2Y—I)LETE>?"ZADULTE, ?ERRSINEEA.

N> bD#TT

X ROBYIDEXLFZ AN U[Tab F—12#Hd & X ROXFIH TSN, TR2RIVY REARRENFET.

10
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Aruba>sh (tab ¥—%#8Y)
Aruba>show IRV EPAHESINET., ERELEZFET.

OX> POERERR
show history
OV RORITEREZHRLUET. (BFEZ 25 4R RUET)

Aruba> show history

25 show interface

24 show interface brief
~ R~

1 show histry

Aruba>

R=—ZHRRE—-RDYIDEX
[no] page
IR ROEITHERZRRT DEZTDOR—ZORTE— RE, ERFRENR—ZEUDKRROBTIIDERXFT, T IAI MIR—H
fIDFTRERD TVWEITDT, ERFRICUDEZDIBS(E. no page IV REEITUET .

O > ROEHEET
repeat
ANF—TRENDET. BRIOIV> RZEHRETLUET,

4.1 0O94>1—Y—0iER

Aruba0OS X wFTlE. manager (BIE) & operator (ARL—4) OI—HF—HBESNTVEIH, T ITAILMTEH/IIXDT—R
MEERESNTUVERA. TIAIBDFF/(RDT—RERELRVNE, NRDT—RRLTEBELLCOJA2AIEEERDET,

4.2 {IHIEEE

setup AN REFEAI D EICLD, PMHRECHERERZEHESGREIDIENTEET,

setup V> RENSA—HF—RUTRITIDE. /AR DT — REFEE IP Address sRENITX. mgmt-interfaces A>3 > %EET D
& BAY—T T —ADEN/ENDRES LT LT MEZRENHRFET .

HEAEE. CLI TEBICHRE (MUBEOETHA) 925260 TY.

setup I > RE/THI
setup IV RZESBIEITDE. menu X TRAYFDFT I A hERDEBZITDOENTEET,

11
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2530 1-Jan-1990 0:11:05

Switch Setup
System Name : Provision
System Contact :
Manager\ PaSSWOr‘d : 3k 3k %k >k 3k 5k 3k 3k >k %k %k 3k ok %k k k
Confirm Password : *¥¥¥dokkdokiskokskxx

Logon Default : CLI Time Zone [@] : ©
Community Name : public
Spanning Tree Enabled [No] : No Default Gateway :

Time Sync Method [TIMEP/SNTP] : TIMEP/SNTP
TIMEP Mode [Disabled] : Disabled

IP Config [Manual] : Manual

IP Address : 192.168.1.10
Subnet Mask : 255.255.255.0
Actions-> Cancel Edit Save Help

Enter System Name - up to 32 characters.
Use arrow keys to change field selection, <Space> to toggle field choices,
and <Enter> to go to Actions.

L F—8E. H—VILDOFEE : tab F—. 7> 3a>DEITenter F—, FERIEBDZEE :space +—

L] FOL 3D THREZEELUTCsave Z1TD &, REI 7 MILICRRENE T,

> —T 1T —ADKTE (setup mgmt-interfaces)

Aruba# setup mgmt-interfaces
Welcome to the Management Interface Setup Wizard

This wizard will help you with the initial setup of the various management interfaces. The current
values are shown in brackets[]. Type in a new value, or press <Enter> to keep the current value. Press
CTRL-C at any time to quit the wizard without saving any changes. Press <tab> for help.

Minimum password length [e]:

Operator password [not configured]: *¥*¥**xx*
Confirm password: *¥¥k**xx

Manager password [not configured]: **¥¥***x*
Confirm password: *¥*xi**x

Restrict SNMP access to SNMPv3 only [no]:

SNMPv2 community name [public]:

SNMPv2 Community access level [unrestricted]:

Telnet enabled [yes]: no

SSH enabled [yes]:

Web management enabled [yes]: no

Web management SSL enabled [no]:

Timeout for ssh/telnet sessions [0]:

Timeout for web management sessions [600]:

~Z ORI, HEABOEENRTENFTIAEBLTVEY ~

Do you want to save these changes? [yes]:
REOHENSEE URVWEB(E. ZDFEFE Enter F—ERTLEFT,

4.3 EBEBLUARL—F)IRADT—ROFEE
BEESLIUARL—HD/NRADT— REREIDENTEET, BEE/(RDT—-—REREITDZEICKD. enable Y > REFTHFIC,
A—H-ZENRECRD. SUFIUERTIE. ARL—FE— RTHERINDIELDICRDFET,
4.3.1 )X\RD—REEE
L7374 [no] password < all | manager | operator | minimum-length | clear-history-record |

complexity | composition | configuration | configuration-control| non-plaintext-

sha256 > [ user-name User-Name ] [ plaintext Password ]

INSA—5— no RERNBEIVTUETD.
manager BEELANILDO/INRAT—REFZELET,
operator ARL—=FLARILD) R T— RZEHRELUET,
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all BEEELARL—HD)IRT— RERELFT.

minimum-length BN RDTD—-REZHRELET,

clear-history-record IARTCOI—F—DFEFNE/I\RT—ROBEZI V7 UET,

complexity JARAT— ROEBMES(IEDIRUXF. XFIIDERDIRL. /XX T—
RO—BRCI—Y -2 EEIEFESHETHRES D &A%
HMEULET,

composition ISR T — R (IFE. AXF. BF. &£8)0ORUS—&KREL
ES

configuration AT — ROBENCI -2 IDF TV IREERELET .

configuration-control configuration & complexity (CDULVT UCR-2008 E#(C#HLT D
KOICHELET,

non-plaintext-sha256 JAXT— R7%& SHA-256 TIRIFI D EZB/MICLET,

plaintext JIARD— REBEHEELET.

user-name OJ«>1—Y—-2%ZEBELFET,

JNRAD— RDEGTE(E. CDMBIC, setup mgmt-interfaces AN > RTI 4 HF— RERICKDITDIHENSGDET, I ROETHIE.
[ =T 1 —ADKE] THBNMUTWNET,

4.3.2 F&EMH

INRAT— RDFTE

Aruba(config)# password all

New password for operator: *¥¥kkkkk FRL—FDINRT— FEEE
Re-enter the new password for operator: k¥xxkkkx NRT—KRBARN

New password for manager: ******* EEED/INRT—FEE
Re-enter the new password for manager:***#*** NRAT—FBEAD
Aruba(config)#

A-—Y—-%LIRT—ROEE

Aruba(config)# password manager user-name admin
New password for manager: *¥ikikx

Please retype new password for manager:***¥*x*
Aruba(config)#

COFRTELE. admin TBEESELTOJ>IB3BNTEET . manager TEOTA > TERLRDEITDT, TEET L.

INRT— RODEERR
JARXD— ROBIBREIOY> RTITDAZEE. XA Y FRIHEICHD[Clearl/RIZZEESFED 2 DNHDFT.

I RTESHE

Aruba(config)# no password operator
Password protection for manager will be deleted, continue [y/n]? y

] 2TCOI-—H—-/\RDT—R=EOIUF7TFBHEE “no password all"ZE{TUET,
] password %E T Null (enter DHHTF) TERIUERRXDET,

Clear RY > TIToHE
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BEREEN R

XA v FRIED[Clear/RF > Z R Uil F. AT —F X LED iR UzSBELUET . LED WRY > DAIEFHECKID ZERDFEIDT
CHERT &L

4.4 BETFIYT 1 DHEE

Aruba0S X1 wFI(C(&. R FHIEIC Reset & Clear RF>hdpD. XA T—RiEZE ( [Clear] RF ) FIldRAwFZTiHHE

BDREICRIIHBE ( [Reset] RF> & [Clear] MY ZRERFCHY) (L. X1 vFICYEBNICTIOCILTITOENTEET,. (T

SCDXE(E 2930F DFITI)
|

Reset, Clear 7R

AT/ \RILOEF 1 UFT A HEETIE. NS 2 DOMRY 2 U TEMEZFBMICHETEFY.

L7374 [no] front-panel-security [ factory-reset | password-clear | password-recovery ]
INSA—H— No EBHCHELET,

factory-reset JARD—RULY hZBED)ICUET,

password-clear JARD— RUANY —ZB(EH)CLET,

password-recovery JXRXD— RUBN) —EBM(ERN)ICUET,
IRTEDREANE(L. show front-panel-security Y > RTHERIDIENTEET,

4.5 IP 7 RLADEE
4.5.1 FREFIE

ArubaOS ZXAwFDIP 77 RL ADKIE(E. setup N> RTHEICREITDENTEET,

ZofhnFIEE LT, JO—-/ULa> T4 —23>LARILT. VLAN [CADTip address IV RTIP 7P RLAZEERTEI DE
ncEET,

1. VLAN />45—J1—RICAD

vlan < vian-id >

2. IP7RLAZHEETD

ip address [ dhcp-bootp | IP-Address/mask-Length | IP-Address Network-mask ]

netmask MIBTE(F. “192.168.1.1/24"DK(C IP Address [CHElTTYRIDE Y MIEANTDIN. AR—R%ZEZE(FT"192.168.1.1
255.255.255.0"DFRICIEFE I DFETEFT.

4.5.2 FEMH

VLAN 1 (CZIPJ7RL-X 192.168.1.1/24 ZHELE T,

Aruba# configure
Aruba(config)# vlan 1
Aruba(vlan 1)# ip address 192.168.1.1/24

. "vlan 1 ip address 192.168.1.1 255.255.255.0"&##REE U &RV ET,

. VLAN [C(3RI2DRY hI—TDIP 7 RL AZEHEIDHTEIENTEFT.
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. RTERHD IP address #ZEE I DFEE(E. HH(CT“no ip address” IV > RERITU ToOBRELHIBRL THSEITL
9,

4.6 J>2Y—)LODEE
4.6.1 >VU7JL/USB I>Y—)LDEEE
DY —ILEEDIN R

J>V—)Lik—L — hDFRE

B console baud-rate rate
INSA—5— speed-sense Ehs (CEEMRE
1200, 2400, 4800,9600,19200, S E(E(CEE

38400,57600,115200

JO—3> bO—)LODEE

L7374 console flow-control < xon/xoff | none >
INSA—5— xon/xoff xon/xoff Z{F
none RMEMA

O— LY —ZFI)LDEE

B console local-terminal < ansi | none | vt100 >
INSA—H— ansi ANSI E— Rz {ER
none Raw E— RZz{EH
vt100 VT-100 iR E— RZER

2O —=>UTJL Y 1DEE
L7374 console screen-refresh Time
JASA—5— Time 1,3,5,10,20,30,45,60 DIEDFHETETTEE

USB >V —JLDERTE
USB OV —)LZENFRELE T,

Aruba# configure
Aruba(config)# console usb disable

USB >V —)L=EMIC T DHEE(E. disable % enable (CEX TEITLET,

BA LTI MEDZEE
= V77)L/USB OV —=ILDIA LTI NEEHICLET,

Aruba# configure
Aruba(config)# console idle-timeout serial-usb @

time out fE(E. 0~7200 FOEF CHRETFETI ., 0 ZIBEIDE Time out BZEHCLET,

4.6.2 Telnet b—/\DEE

Aruba0S X1 wF Tl Telnet —/)\HF T A4 )L MNERNCTIZAD TLET,
IP 7 RLRADEEE(T T AJL b DHCP EiE) &7 X (L. Telnet B CRAYFDIAY —)LICEHR CEET.

AR RS1>
L7374 [no] telnet-server
IS A5 — No
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= EH

Telnet B —/\&#EMELLET,

Aruba# configure
Aruba(config)# no telnet-server

telnet-server enable (FBEMELRFDHHERTIEET T

A LTI MEDEE
Telnet/SSH DA LT D R EBHICLET,

Aruba# configure
Aruba(config)# console idle-timeut ©

] time out fE(&. 0~7200 FLDEF CTREDFE T, 0 &EIBEIT D E Time out BZHTNCLET,

] Telnet @ Time out B U 7JLAR— . SSH EHGE(CIRADET,

4.6.3 AZ31—A>5—J1—R

ArubaOS AW FI(CIF, AZ21—A>H—TI1—RZBACNEFF. AN RSAZA2H—TI—ANBAZ1—(2HF—-T1—X

DYDEZ(E. menu X REITLERT . menu IV RIE RITEDOLANL (ARL—F—FRFEEE) (SCT. ARL—FE

— REFLZEFEEEE—ROAZI—ERD ARL—FE—-ROAZI—NSEREE- ROAZ1 - A\OEHEFITEHEA.
AXZa1—"\DYIDEX

menu OX> RZETLET,

Aruba# menu BEIEEL NNV Tmenu 37 KEET
CLI THREZE U TCKRFDOHE(E. BREZRTFIDINDERAYVE—HARREINET,
5-Jan-1996 11:18:46

- TELNET - MAMAGER MODE -
Main Menu

lstatus and Counters...
Switch Configuration...
. Console Passwords...

. Event Log

Command Line (CLI)
Reboot Switch

Download 05

Run Setup

. Stacking...

. Logout

1
2.
3
4
5.
6.
7.
8.
9
4]

Provides the menu to display configuration, status, and counters.

To select menu item, press item number, or highlight item and press <Enter>.

AZ21—M5 CLINDYIDE X (E. X=1—»5 Command Line(CLI)ZE{TUET .

BEROT IA)L M E—REE
OV —)LICER UROE— R%Z CLI £ 3N menu (CTDNEREITDENTEFEI, OJAVRICAZI—ERRIDLDICEE
ITBICFTFEDKDICHELET .

Aruba# configure
Aruba(config)# setup default-login menu

L OJAFC CLIZRRIDEDICITBICIE menuZ cli (CEBELTCON REETUET.

. setup O¥> RZEZEFTUT. Logon Default IHE T menu/cli ZEIRU CEEITDIEETETET,
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BEARTESA R
4.6.4 SSHY—)\DHE

ArubaOS X1 wFTl&, SSH Server i"F I #4)L N THERIC/RD TLET ., IP Address DFRTE(T I )L b DHCP)Z4TZ (E. SSH it
TRAYFOALY—ILICHERTEEY.

AN RSA>
X [no] ip ssh SSH server OBERN/EZME
INSGA—H— No EICRELET.

S TEAI

SSH B> 45— 1 —RZ#EMELET.

Aruba# configure
Aruba(config)# no ip ssh

Time outfE(CDWLTIE. [Telnet Server MF&E] ZSBT U\,
4.6.5 WebEBA>HA—T1—X

ArubaOS X1 v FTld, Web BEAZH—-TIT—INTITAILNTEMERDTVET, BIRE/(RD— RFRESN TN EE(C
(F. Web BEA>H—-T1—ANSDVITCATERAYFOREEEECETEFIDTITEET S,

O RS>
9% [no] web-management Web B> 45— 1 —XOBEM/EMNL
IS A—F— No BNERELUET .

SRTEH

Web B+ 25 —-J 1 —XZEWMELET. (TIAILNIBHTY)

Aruba# configure
Aruba(config)# no web-management

Web B >H—TJ 1T —ADV IR
1. RAVFOBERIP 7RLRICTSIUNSTFOEZALEY ., Manager E£/z(d Operator D 1—H—%&. J{IXDT—RTOJ1>0L
F9. BU Operator M)\ T — RHANKESNRVRWEEE. OJ4 VE@EEFRRING 2)D GUI BEHAFRRSINET .

User Login

Username:
Password:

Login

2. TFTEROELSIRGUIDRRSNAAYTFOIREEER T D ENTEET., Manager TOT 1> UIEBSIIEREDEEEITRAET.
10.215.3.102 (2920) Do @Le

All 1000

lemperature

Auth

Storage
Auth

Power Supplies udp
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BEARTESA R

3.  Manager TOJ/>LTH5Y GUI‘C%QEUD’EE’&FI'B(Z(Z@EEJ:UDg Z2OYvIU, LoginZzoUvIULET,

oL@

operator role

Launch Traditional GUI

4., I1—Y—-0O042EEHIRRSNFEIDT. Manager DI1—H—%&, /\IXT—RTOJI>ULET.

User Login

Username:

Password:

Manager M/ VX J— RAKRLERF (L. Operator &ELTOJ 1> UTCEEBREE— RTERRSINET,

5. &E - I7MIEHR

XA WFI(C(E. running-config & startup-config M 2 DDI> T« I NET . running-config (&. EMERDATEY THRIFEIN.
CLI ZFERUTHEZEE 9 B & running-config AEZIAENE I, write-memory IV > R&EZRITF B &, running-config (& startup-
config EUT Flash XEUD T 7 A ILNRFSN. EEFICFIATNETD.

5.1 BREEH
5.1.1 BERR

WIEDAEY L TEEL TVDRERNBTDRR

show running-config F/z(&. write terminal

Aruba(config)# show running-config
Running configuration:

5 J9727A Configuration Editor; Created on release #WB.16.04.0008
; Ver #11:01.9b.3f.b3.b8.ee.34.79.3c.29.eb.9f.fc.f3.ff.37.ef:55

hostname "Aruba"

module 1 type j9727a

no cdp run

filter source-port "13" drop 1-12,15-22
logging 10.215.3.112

sflow 1 destination 10.215.3.114

~ AT~

BRESNTVIRET 71 ILOETR
show config REFEALUTVWIERE I 7TILUND T 71L& ZIBE T DimBEIE. show config < FileName >
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Aruba(config)# show running-config
Running configuration:

5 J9727A Configuration Editor; Created on release #WB.16.04.0008
; Ver #11:01.9b.3f.b3.b8.ee.34.79.3c.29.eb.9f.fc.f3.ff.37.ef:55

hostname "Aruba"

module 1 type j9727a

no cdp run

filter source-port "13" drop 1-12,15-22
logging 10.215.3.112

sflow 1 destination 10.215.3.114

~ AT~

5.1.2 HEDRE

write memory /(4 save

BEER (CERTEZITD LAE(CRIMENFEIN, TOFRFLLHMBEHERE T D EH/EANTNEITCLENEFEIDOT, [/EZITOEO/RET
7AIVCREFSTDRENDGDFT.

UTFEESEENMRFEN TV DO ZHER L. HEZREFLUTRRULEZEREL TOET.

Aruba# show running-config status BENMRFEHNFER
Running configuration has been changed and needs to be saved. RFEMIEEINTLVALY

Aruba# write memory HEERET
Aruba# show running-config status

e}

Running configuration is same as the startup configuration. REMNRTFIN TS
BMEIT7AIVRFRE. J7MIILAEETEELA. BRB3IT7Z7IMIVEDREFE>FEI 7ILEIE—IIRENBDET,

5.1.3 HEI7MIIDOER

HEIT7 AU RAYFLEIC16.04 FTIE 3 DET. 16.05 UFEF 5 DETREIT DI ENTEFY ., WEDRFE(CET7ILE
ZRECTERVDT, FRELVEREI 7 Z2dE-UTRRZ I 7 IILEEVLTRESEDIH(CRDET . HEZIEUIZED
Default-Config 77 1 ILIE. ARIRXAXUIZEDZFFLTHLEEEETEFT.

5.1.4 EREDMHAIL

HREEEAL T DHEELUTIE. FiED 2 DOAENHDFET,
startup-config O#HA{E

erase startup-config &£/z(d. erase config File-Name

Aruba# erase startup-config
Configuration will be deleted and device rebooted, continue [y/n]? vy

AW FOHIE(CHDRY (T LDPHEE
1. DRSO ZEFALT. XY FORITEICH D [Reset] RS> &[Clear] R ERFICIRUED.
2. [Clear] RF> = UT=FEZE. [Reset] RY>EMUET,
3.  BILIFXKLED HeilxRia LS [Clear] RY>ERUET,
5.2 J74A4I)IEH
5.2.1 REI71ILDIEE

RESNTVD I 7AILDORR

show config file
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id

act pri sec |

Aruba# show config file
Configuration files:

configl
backupo1l
backup02

BMEIFAILOIE—

copy config Config-File-name config NewConfig-File-name

Aruba# copy config configl config backupol

FIAILRDRET 71 )LAlE. “configl”&IxDET, IMIEFERPDRE T 71L&, show config files IY> RTHEREL T EE
Wo (T7AILONEEF(FES TENFEWVEEA)

BEITF7AILDINY IS

backup startup-configuration to TFTP-Server-Address File-Name

Aruba# backup startup-configuration to 192.168.1.21 startup.cfg
TFTP download in progress.

Ean—l

RE T

AILD IR KNT

restore startup-configuration from TFTP-Server-Address File-Name

Continue (y/n)? y

Aruba# restore startup-configuration from 192.168.1.21 startup.cfg
This will change the default configuration file used when the switch boots.

Copy N> RZERUT.

=IE T 7 AILDHEIBR

erase config Config-Filename ZJ/z(& delete Config-Filename

HMEIT 7 A EVR NI BEEHEFT,

Aruba# erase config backup@l

BB (CERIDHRET 7 1ILDEE

boot system flash < primary | secondary > FileName

Aruba# boot system flash primary config startup.cfg
System will be rebooted from primary image. Do you want to continue [y/n]? vy

startup-config 7 7 1 JLOARBERTR

show config

Aruba# show config
; J9776A Configuration Editor; Created on release #YA.15.15.0006
; Ver #05:18.63.ff.37.27:91

hostname "Aruba2530"
console idle-timeout serial-usb ©
timesync sntp
sntp unicast
sntp server priority 1 192.168.1.10

~LUpEmg~

show running-config E/z (& write terminal TEEITDIEE T 7 1 )LDHFE. show config FileName TIRE I 7 IL&DI> T4
I7AIINDHhE%ERTDENTEET,

startup-config 7 7 -1 JLDIETE
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Aruba OS Switch

Aruba# startup-default config config2
This will change the default configuration file used when the switch boots.

Continue (y/n)? y

5.2.2 J7AIDEE#*

FRTE T 7 1 JLA° Firmware (&)1 X —)P V> ROBHIERSE R, copy IV REMEAUT tftp, sftp, xmodem T. PCAFw IO
— R, BEUKEPCHESFT>O-RIBIENTE, Ny OFV I /U ROV RETRREPOIDIEERS KU, N\—=3>7vS

ZITDRICHERALET. (RAYFICIP 7 RLANKEESN. PC LiBETHETHINENHDET)
SRET 7L backup BKU restore IV REFALT, YE— KD TFTP Server NJIE—93FETEET,

OXR>YRSA>
B copy Source Destination [option]
INSA—F— tftp
(UE—K) sftp
xmodem
usb
(O—7JL) running-config
startup-config
config
crash-log
crash-data
event-log
command-output
flash
AT>3> IPv4 Address
IPv6 Address
filename

unix/pc

tftp (CKDERTE T 7 - JL¥nix
tftp TERE I 71)L%Z PC (CFVvTO— R3BDBE

Aruba# configure

Aruba(config)# vlan 1 ip address 192.168.1.1/24
Aruba(config)# copy config backup@l tftp 192.168.1.10 2530.cfg
TFTP download in progress.

RE T 7 )L%& TFTP Server [CEnX 9 DiFE (. backup IN > REFERUTCERUERTY.

tftp TERE I 7 1/L& PC H5HF D> O0— R 3HBE

Aruba# configure
Aruba(config)# vlan 1 ip address 192.168.1.1/24
Aruba(config)# copy tftp startup-config 192.168.1.10 2530.cfg

RTE I 7 )%= TFTP Server 5187t 9 35 & (d. restore AN RZEFRA LU TCBRUERTT,

sftp (CKD T 7 1 )LERx
BEARNARARL—2 3> @ thtp EACTIN, BECKC T —2ZIBEITDIUENDDET,
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Aruba# configure
Aruba(config)# vlan 1 ip address 192.168.1.1/24
Aruba(config)# copy config backupO01 sftp user@192.168.1.10 2530-01_backup cfg

Enter user@192.168.1.10's password; *******x*

STFP download in progress.
SFTP TI 7 A ILERX I BN I1—HF—%&(d. IP Address DRIIC@ZEFIFTTIBELE I . KRIEEDBEE. A vFOOTA>T7HI>
~ manager/operator 77O 0> hEFEAUET,

6.1 >AFLRHOEHE
6.1.1 >SRAFLRBORT

HAB(CLDBR— hENTULRNEBEZ2VEITDT, FHSTETF S,
SRFLIN=2 3> DR

show version

Aruba# show version
Image stamp:
/ws/swbuildm/rel_richmond_gaoff/code/build/bom(swbuildm_rel richmond_gaoff_rel_richmond)
Jan 17 2016 15:59:54
KB.16.01.0004
215
Boot Image: Primary

Boot ROM Version: KB.16.01.0008
Active Boot ROM: Primary

S A7 LERDERR

show system [ information ]

Aruba# show system
Status and Counters - General System Information
System Name ¢ Aruba_Switch
System Contact
System Location

MAC Age Time (sec) : 300

Time Zone : 540
Daylight Time Rule : None

Software revision : YA.15.15.0006 Base MAC Addr : 843497-1198a0
ROM Version : YA.15.17 Serial Number : CN2AFP707X
Up Time : 298 days Memory - Total : 67,108,864
CPU Util (%) : 2 Free : 40,610,340
IP Mgmt - Pkts Rx : 17,201,962 Packet - Total 1 3022
Pkts Tx : 3,946,483 Buffers Free : 2900
Lowest : 2618
Missed : @
CPU ERZR DK
show cpu

task-monitor cpu ZEX). BN TERRAZENDDET,
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Aruba# show cpu

1 percent busy, from 300 sec ago
1 sec ave: 3 percent busy
5 sec ave: 2 percent busy
1 min ave: 1 percent busy

Aruba# task-monitor cpu

Aruba# show cpu

1 percent busy, from 300 sec ago
1 sec ave: 3 percent busy

5 sec ave: 2 percent busy

1 min ave: 1 percent busy

Task usage for last © seconds
% CPU | Description

2.3 | Idle

0.4 | Sessions & I/0
5.1 | Hardware Mgmt
2.1 | System Services

REIREDRR

show system temperture

Aruba# show system temperature

System Air Temperatures

# |Current Temp | Max Temp | Min Temp | Threshold | OverTemp
——————— T S i ST T T ST A T
Sys-1 | 19C | 20 | 18 | 55 | NO

J 7 ARRBEDFRR

show system fans

Aruba# show system fans

Fan Information
Num | State | Failures

Fans in Failure State
Fans have been in Failure State

oo
~~
(SN

BIRREDORTR

show system power-supply

Aruba# show system power-supply
Power Supply Status:
PS#  Model Serial State AC/DC + V Wattage  Max

1 J9738A Unknown Powered AC 120V/24eV 90 575

1 / 1 supply bays delivering power.
Currently supplying 90 W / 575 W total power.

6.1.2 OJ0DFR=

OJ%Z&R~RT 3
show logging
show logging IVX> RIEATS I HRIBEIDZET. BRIDABERDIADZENTEET, 5L <(E show logging ?EL L (FT
ZaVIILEBERT S,
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Aruba# show logging
Keys: W=Warning I=Information

M=Major D=Debug E=Error
---- Event Log listing: Events Since Boot ----
I 04/03/15 01:40:45 00077 ports: port 17 is now off-line
I 04/03/15 01:40:48 00076 ports: port 17 is now on-line
I 04/03/15 ©2:45:17 00077 ports: port 17 is now off-line

~ g ~
-- MORE --, next page: Space, next line: Enter, quit: Control-C

OJ%HEETD
clear logging
clear logging <> R(&. filter A>3 >%#EELT. IBEEHEEDOTDHEHEET DEEEEETT .

Aruba# clear logging

T—JILDZ M
=)L R ERA L T, R— MMIBR LT —JILICABEROIEZII T 2ENTEET, OOV REFTRICIE. —’HHIC
U OOXPEELEIDOT, ERPICERATIHSEFTENVETT,

test cable-diagnostics port-list

Aruba# test cable-diagnostics 1
This command will cause a loss of link and will take several secondsper interface to complete.

Continue (y/n)? y

6.1.3 REHRIAHDINE

ZHTIEIROUNEE

show tech

show tech IY> RT(E. show tech IVY> RiE, UTFICRTAA Y FOEMELEITHOREDFMZzHELHTHALET.
L AR—D AIT(VI DT T7 N—=23> 7—5)
L] EITHDEE
o AR hOJD—E
* J— NERE
. R— BNERE
* RTF—HABLUHI>H(R— b AF—HX)
. IPIL—b
L] AF—=FXAB XU BT >H(VLAN 1EIR)
. GVRP OH7R—
. O—RIIS>X( b5 OB LU LACP)
L RV AT —HA(ZDAAYF)
* AW AF—HX( INRT)
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Aruba# show tech

show system

Status and Counters - General System Information
System Name : 2530-24G

System Contact
System Location : Aruba Osaka

~ LIf#&Rg ~

vy M OUERDRR

show boot-history

Aruba# show boot-history

Mgmt Module 1 -- Saved Crash Information (most recent first):

ID: 91al9fb4

Active system went down: ©8/12/14 07:04:17 K.15.14.0007 557
Operator warm reload.

ID: 8b47d879

Active system went down: ©03/21/14 13:19:12 K.15.14.0007 557
Operator reboot from TELNET session.

No Core-dump Files Present.

6.2 >SRAFLEHDE
6.2.1 KRR MNADRE

hostname hostname
R M&IFRAK 30 XFFHETHREDRETT .

Aruba# configure
Aruba(config)# hostname 2930-01
2930-01(config)#

6.2.2 WZIBEROE

HEFDFRR

show time

Aruba# show time
Tue Dec 12 09:10:50 2017

HEEDRE
time MM/DD/[YY]YY HH:MM

Aruba# configure
Aruba(config)# time 12/12/2017 10:00

ALY -2 DFE

time timezone Time-zone-number

Aruba# configure
Aruba(config)# time timezone +540

BA®D Timezone (& GMT +9 7&MDT. “+540"ZIBELET .
NTP (C K2R DREHA
1. NTP DF%TE
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timesync ntp
ntp unicast
ntp server ip-addr

ntp enable

Aruba OS Switch

Aruba# configure

Aruba(config)# timesync ntp
Aruba(config)# ntp unicatst
Aruba(config)# ntp server 192.168.1.1
Aruba(config)# ntp enable

2.  NTP Y —/NEDEEAHEER

show ntp status

Aruba(config)# show ntp status

NTP Status Information

NTP Status : Enabled NTP Mode
Synchronization Status : Synchronized Peer Dispersion
Stratum Number : 3 Leap Direction
Reference Assoc ID : 0 Clock Offset
Reference ID : 192.168.1.1 Root Delay
Precision T 2%%-18 Root Dispersion
NTP Up Time : 115d 19h 14m Time Resolution :
Drift : 0.00050 sec/se

System Time : Mon Dec 11 15:25:58 2017
Reference Time : Mon Dec 11 12:13:25 2017

: Unicast

: 0.00000 sec

: 0

: 0.11578 sec
: 0.02505 sec

: 0.81580 sec

1394 nsec

SNTP (C KD HZIEIHA
1. SNTP DFERE
sntp server priority [1-3] SNTP-IP-Address

Aruba# configure
Aruba(config)# sntp server priority 1 192.168.1.1

2. SNTP H—/(— & DEHAHEER

show sntp

Aruba# show sntp
SNTP Configuration
SNTP Authentication : Disabled
Time Sync Mode: Sntp
SNTP Mode : Unicast
Poll Interval (sec) [720] : 720
Source IP Selection: Outgoing Interface

Priority SNTP Server Address Version Key-id

1 192.168.1.10 3 [

6.2.3 SNMP DERE

AHA RTE SNMP v1/v2c 7OEX(CEAUTDHERALTLET . SNMP v3 ([CEL TIFREDEMED T I XtED

HEFMO S

ENMNE(CIRDZET ., SNMP v3 ZCHIADHBEF. CHIAESRD [Management and Configuration Guide| ZZEB T &0\,

SNMP OZ1 =51 DFE

snmp-server community Community-name [ < manager | operator > ] [ < restricted | unrestricted > ]

e community : Community-name CI1Z1 =5+ &%EE
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manager, operator : 7T A&HE&IEE. manager (FE2TH MIB AT > 1 MNMCT71XEIEE. operator (&
CONFIG MIB B+ DETD MIB (C 7701 X B]RE,

restricted, unrestricted : restricted (& read {7+, unrestricted (& read/write BI&E,

SNMP Trap X{EEDETE
snmp-server host IP—address community community-name trap-level [ < none | debug | all | not-info | critical >] [

informs [ retries RETRY—COUNT ] [ timeout Time ] ]

host : IP-address T SNMP Trap X{E5%ED IP 77 RL A &IETE

community : community-name TIZ1 =7+ &{%IEE

trap-level : O X v tZ—=% SNMP Trap & U TEETDHAEDXETDOTLNLDEBEZEITVET . none i
EITDEOTAWE—T(ESNMP Trap &L TEESNEEA. (OTUSMD SNMP Trap XE0EETE(E snmp-
server enable <> RTTLET)

retries : RETRY-COUNT TY b3/ E#ZIEE(T I 4/ b~ 3 [E)

timeout : Time TYA A7 D MEZIEE(T IAIL S 157)

SNMP Trap OB - N DHTE

snmp-server enable traps < arp-protect | auth-server-fail | dhcp-snooping | dhcpv6-snooping | dyn-ip-lockdown |

dyn-ipv6-lockdown| link-change |login-failure-mgr | mac-count-notify| mac-notify | password-change-mgr | port-

security | running-config-change | snmp-authentication | startup-config-change >

arp-protect : 413 =Xwv4 ARP JOF >3 >0 Trap

auth-server-fail : 25t —/ \DIEHEE

dhcp-snooping : DHCP v4 XX—E > (CE9 3 Trap

dhcpv6-snooping : DHCP v6 R X—E>2J(CB9 S Trap

dyn-ip-lockdown : 1w IP Ov o5 I (CBE%T S Trap. out-of-resource ¥ violations DAT> 3218
ENOIEE

link-change : 1 >4A—J I —XDU>OF7YF/FI>2D Trap. &ET DIHE(F/R— NEFEE/Z(E all DIEEN W
=2,

all: SNMPv1, SNMPv2c, SNMPv3 £ C%&:Fa]

v1: SNMPv1 DFsFa]

v2c: SNMPv2c (Dd+5Fa]

v3: SNMPv3 D&HEFH]

SNMP D& TETRN

show snmp-server

A

SAHERDAIZ=1 "7« public. EFAHEI=1"5 private Z/ERR L. SNMP 7O (E2TDON-3>ZFaUET. £/,
HETRA K 192.168.1.10 (COYUF A TILANRD NEERET7AIVEE(ICEULTD Trap BXEL. 1 >F—T T —AD D IREZE
B(CRET D Trap (FXELBVWELDICHRELET,

Aruba(config)#
Aruba(config)#
Aruba(config)#
Aruba(config)#
Aruba(config)#

Aruba# configure

snmp-server community public operator restricted
snmp-server community private manager unrestricted
snmp-server host 192.168.1.10 public critical
snmp-server enable trap startup-config-change

no snmp-server enable trap link-change all
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A>2BA—=TT—AD I OT VT /T INNERICDNTIE. TIAINTEMERDTVWSIAIC, EHICULET. show snmp-server
trap ThSY TOBREDRERNBTEHR TCEET.

6.2.4 syslog DEEE
Z2AYFDANR SNOTZEITE UTE syslog B —/\CERIXR T BENTEE T, syslog b—/\(FEEIBTET DT ENHEREITH. KEGFH
BERDOTEENMMETT,
syslog B — /D&l
logging ip-address
IBEULRZIP 7 RLAD syslog B —/\ANOJZXELUET,

Aruba# configure
Aruba(config)# logging 192.168.1.10

RIEFT DAY NEXREDRTE

logging severity < major | error | warning | info | debug >

Aruba# configure
Aruba(config)# logging serverity info

7.1 N—=>23a>PYICLERIF7AI

XX XX XX XXXX.SWi (XX BEEREE S XX XX XXXX: I\ =3 2N EVWDT7AILN, VIRNIITAA=T7AILERDET, ArubaOS X
- wF(CIE. Boot ROM & Software Image & DFEIH. Boot ROM (FV T RITTARA—T7AIVICEFENTWVBDT, N—2
TV IRICEHIDHNEEFDDERA.

HPE My Networking B7/R— b+ "S5V T KNI 7ESF T O—-RFTBDE. XXXKXXXXXX.ZID EWDEM I 7 ()L TAFTEE
o COEMBIT7AIVCIE YVIRDITAR=ZT7AIL (XXXXXXXXXX.SWi) DS, UJ—ZJ— D>, readme T7-1)LEN
BFENTOEIN, VIRIITFON-23> TV I CERCBEERDIDIE. YIRIITAA=TT7AIL (XKXXXKXXXX.SWi)
DHERDFET,

XX DEmELS(EFEOBD ERDFET,

#qEsU-X HmiLs
Aruba 5400R zI2 = —X KB
Aruba 3810M =~1U—X KB
Aruba 2930M = 1J—X wWC
Aruba 2930F > —X wWC
Aruba 2920 >~U—X WB
Aruba 2540 = —X YC
Aruba 2530 ='J—X(Giga €5 /L, 48 /R— I 10/100M EF /L) YA
Aruba 2530 =U—X(48 ;R— hEFILZRR< 10/100M EF)L) YB

7.2 Eni#(E

1. RAEBMELTWLWBY I hIT7/{—3 > &show version 1Y RTHERLET, &/, show flashd¥> REFEALUT,
Primary Flash&Secondary FlashdY I RO T 7 A A -2 EES5ZFERALUTREIL TOWIHhEHEZRLET.

2. N==23>F7vIIBYT hITFDRelease NoteZMER L T, IRELTLR/N—=23>M5D/N\—23> 7Y THEHENE
HERLTLIZEW, =232 (CLo> TFEBNIC/IN—>a > T v T I IMNENGDEDNHDET,

3. pingEZEO>TCPCEN—a3 > TPy IZITOIRAYFHITEIETET IS EZHERLET.

4. PCICTsftp—/\FEe(dtftp—/\ERRE#H L. FHLW—>3 >0V I NI T 7 I7AILISYSa(CAE-UET, EEcfE
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BLTWaY I b7 FEETRHEE. FHLW—3220E-930i1C. NvoT7v T2 TE<EE2HBHHLE

ER

7.3 RAYFHEDIN—3>TFVvD

AETEFISARIYIRITIAA=—ZHZ LI A UYIT NI I TAA=ZILNVITYTUTHE, TSAIRVARA—ZEZANEZRD
FIRTHETLUTNET,

1.

BHIEBERA U TWBPrimary-f X —>%Secondaryf A—(COE—-U TN OFPY T L THEET,
SecondarydD-1 A —Z ANBX T, LB A—>DIgTEZ Secondary(CEE I DFEEREET I,
copy flash flash secondary (Primary-f X—<h\5Secondary-f X—JADIE—)

Aruba# copy flash flash secondary
Aruba# show flash

Image Size (bytes) Date Version
Primary Image : 16464572 07/21/17 WB.16.03.0003
Secondary Image : 16128924 12/15/16 WB.16.03.0003

Boot ROM Version

Primary Boot ROM Version : WB.16.03
Secondary Boot ROM Version : WB.16.03

Default Boot Image : Primary
Default Boot ROM : Primary

2.

FLUW==3 >0V I Moz 7 Z&sftpiotitpt—/) (S FlashiCcA D> O0— RUE T,
copy tftp flash TFTP-IP-Address Software-Image-File-Name (TFTPFIFRDH)

Aruba# copy tftp flash 192.168.1.10 WB_16_04_0008.swi
The Primary 0S Image will be deleted, continue [y/n]? vy
12456K

Validating and Writing System Software to the Filesystem ...

Aruba# show flash

Image Size (bytes) Date Version
Primary Image : 16464572 07/21/17 WB.16.04.0008
Secondary Image : 16128924 12/15/16 WB.16.03.0003

Boot ROM Version

Primary Boot ROM Version : WB.16.03
Secondary Boot ROM Version : WB.16.03

Default Boot Image : Primary
Default Boot ROM . Primary
3. RAMvFzBEsLET,

Aruba# boot system flash primary
System will be rebooted from primary image. Do you want to continue [y/n]? vy
Do you want to save current configuration [y/n/"C] y

Do you want to save current configuration Ty £33 &, REDFRENMEFEINTHESHULET,

Biggk. OJ>LYIT DT T7N\-2a > =R LET,
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BEREEH R

Aruba# show version

Image stamp:
/ws/swbuildm/rel_ukiah_gaoff/code/build/anm(swbuildm_rel_ukiah_gaoff_rel_ukiah)
Jul 21 2017 14:07:16
WB.16.04.0008
919
Boot Image: Primary

Boot ROM Version: WB.16.03
Active Boot ROM: Primary

XPrimary f XA—%ZDFEET. Secondary T A—(CHLWA—23>DI 7 —ADT 72 1E—URBER. BEBCEHS
U I AIL MMIIRBELS(C. “boot set-default flash secondary”&®R1TU T, REIFOYHAA A —H A A VICEELTHEFE
ER

%Web GUI mSE/N\—-3> 7y IHVERET T, titp RERBHDIT TSN SER I 7—LADI P27y TO—RTEFET.

8. R— MDENFE
8.1 R—KMES

ArubaOS X1 FT(&, REEHDOEER— MMCBL TEA > —T T —ADEE(CBFR<R— MESDHTIR— hMEELET.
R— hESELENFH, TERMBREROTHED. EENSEIDHETOENET.

8.1.1 R—IFESREDHI(RY VXX v FHik)

T52(d Aruba 2930F 24G 4SFP+ Switch TOHITT .,

4 Wa s s Woes veus ™ G4 wews Teos e vna vEmL ew

FrrTr R IEe T

8.1.2 R—MPESREOHI(Sv—>R1 v FHK)

S-S RAYFOIHE, R— ESORICAOY MESHMIEET . Aruba 5400R X vFTEFROY MESH 1 EEHAB. 2 BB
C.D EVWSEFILIFZARY RTEIDEHTSNTWET, FROY MIB&HRLUZA2H—TI—XREZ1—I)ILATERY IRy FER
RICEENS, BULFENSIEECR— MESHEIDHTESNET,

e ZOY B B

2
CRC

AT - ;([]\} ) r., =

AOY ME ][] AOY kF @

LRoiEETI L AIRE
L 2Oy hA®D1EER—b: AL
L 20w kB ® 7 &R—h: B7
L 20w kD d 16 B/R— b : D16
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EVWSRREICRDET,
8.1.3 RHYUIBMIEDR— MESKST

RV OEERUEBE(E. AV IRICAA Yy FICEIDIRSNEES + / + R— MESTRESZNET.
RV OIRRAYFDIHE 1 1/1, 1/2, 1/3, 2/1, 2/2, 2/3 12&
v —2AAVFOIBE  1/A1, 1/A2, 1/C1, 1/E1, 2/A1, 2/C3 73 &

8.2 R—bDEEE
8.2.1 R—hDEFRHRE

R— RDEE & Duplex E— RERTEIT D
speed-duplex < 10-half | 100-half | 10-full | 100-full | 1000-full | auto | auto-10 | auto-100 | auto-1000 | auto-
10-100 | auto 10g >
FIAI MMFauto TY . R— MIEKD TIHEETERNE—RABDFET,

Aruba# configure
Aruba(config)# interface 1
Aruba(eth-1)# speed-duplex 100-full

R— hORER>TFERDLSIC LITTITDOZLEARETY.

Aruba# configure
Aruba(config)# interface 1 speed-duplex 100-full

R— b MDI/MDIX Z&E T D

mdix-mode [ auto | mdix | mdi ]

Aruba# configure
Aruba(config)# interface 1
Aruba(eth-1)# mdix-mode mdix

IR—hz2 vy MDD

disable

Aruba# configure
Aruba(config)# interface 1
Aruba(eth-1)# disable

IR—=bDZ vy MO ZFEIRT D

enable

Aruba# configure
Aruba(config)# interface 1
Aruba(eth-1)# enable

JO-3> bO—JLODETE

flow-control

Aruba# configure
Aruba(config)# interface 1
Aruba(eth-1)# flow-control

Jumbo Frame DE&TE

jumbo
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Jumbo Frame M3%FE ([ VLAN (C U TITWVEY . RERITD ERELIE VLAN (CAIE I 22 TDR— M T Jumbo Frame B FIATES
KDCRDFET, R— MHEED VLAN (CFIE L TULBH/E. VLANL DTH Jumbo Frame BERCIE > TULWNEZDR— M TIE
Jumbo Frame M FIRABIEEERDET,

Aruba# configure
Aruba(config)# vlan 1
Aruba(vlan-1)# jumbo

A2 =TT —RADEE LAY ROBERFET
A2H—TI—ROHEEIEBELH/REIV RZ L ITCRKEITI DI EEARETY . TRIFR— b 1-8ZBH TS vy MU UIEHEE
DFITY,

Aruba# configure
Aruba(config)# interface 1-8 disable

8.2.2 KR—MNEHORT

IR— MBEIRDER R

show interfaces

Aruba# show interfaces
Status and Counters - Port Counters
Flow Bcast
Port Total Bytes Total Frames Errors Rx Drops Tx Ctrl Limit
1 3,658,360,246 6,656,213 0 0 off ©
2 0 (2] 0 0 off ©
3 65,087,227 279,972 ) ) off o
4 7,726,749 20,620 (2] (2] off ©
5 2,062,283,283 30,510,070 0 0 off @
6 0 0 0 0 off ©
7 150,392,970 212,204 ) ) off o
(UFBS)
R— MAREDZRR
show interfaces brief
Aruba# show interfaces brief
Status and Counters - Port Status
| Intrusion MDI Flow Bcast
Port Type | Alert Enabled Status Mode Mode Ctrl Limit
______________________ U U
1 100/1000T | No Yes Down  1@@@FDx NA off @
2 100/1000T | No Yes Up 1000FDx MDI off o
3 100/1000T | No Yes Down  1@@@FDx NA off @
4 100/1000T | No Yes Down  10@@FDx NA off @
5 100/1000T | No Yes Down  1000FDx NA off o
6 100/1000T | No Yes Down  10@@FDx Auto off @
7 100/1000T | No Yes Down  1000FDx NA off ©
(BUFHg)

R— bDEREBIRDERR

show interfaces config
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Aruba# show interfaces config

Port Settings

Port Type

1 100/1000T
2 100/1000T
3 100/1000T
4 100/1000T
5 100/1000T
6 100/1000T
7 100/1000T

(UUTES)

| Enabled Mode

¥

| Yes Auto
Yes Auto

|

| Yes Auto

| Yes Auto
Yes Auto

|

| Yes Auto

| Yes Auto

Flow Ctrl MDI

Disable Auto
Disable Auto
Disable Auto
Disable Auto
Disable Auto
Disable Auto
Disable Auto

R— hRAF—HRADERT

show interfaces status

Port Name

(LUFBR)

Aruba# show interface status

Status Config-mode

Down Auto
Down Auto
Down Auto
Down Auto
Down Auto
Down Auto
Down Auto

1000FDx
1000FDx
1000FDx
1000FDx
1000FDx
1000FDx
1000FDx

Type Tagged Untagged

100/1000T No 1
100/1000T No 1
100/1000T No 1
100/1000T No 1
100/1000T No 1
100/1000T No 1
100/1000T 10 1

BE/R— hOFHIBERFR

show interfaces Port-Number

Name

MAC Address

Link Status

Port Enabled

Bytes Rx
Unicast Rx
Bcast/Mcast Rx

FCS Rx
Alignment Rx
Runts Rx

Giants Rx
Total Rx Errors

Discard Rx
Unknown Protos

Utilization Rx

Aruba# show interfaces 1

: 3ca82a-58fc33
: Up
: Yes

Totals (Since boot or last clear)

: 2,595,149,519
: 7,509,167
: 10,202,606

Errors (Since boot or last clear)

0
: 0
: 0
: 0
0

Others (Since boot or last clear)

: 0
0

Rates (5 minute weighted average)
Total Rx (bps) :
Unicast Rx (Pkts/sec) : @
B/Mcast Rx (Pkts/sec) : @

%

1,832

0

Status and Counters - Port Counters for port 1

Bytes Tx
Unicast Tx

: 3,031,982,758
: 9,734,887

Bcast/Mcast Tx : 654,138,198

Drops Tx
Collisions
Late Colln

Excessive Colln :
Deferred Tx

Out Queue Len

)

TX 0
Tx 0
0

]

0

Total Tx (bps) : 6,216
Unicast Tx (Pkts/sec) : @

B/Mcast Tx

(Pkts/sec) : 7

Utilization Tx : 0 %

IR— hOfETIEREOVUT S

clear statistics Port-Number
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Aruba# show interfaces 1
Status and Counters - Port Counters for port 1

Name
MAC Address : 3caB2a-58fc33
Link Status . Up
Port Enabled : Yes
Totals (Since boot or last clear) :
Bytes Rx : 2,595,149,519 Bytes Tx : 3,031,982,758
Unicast Rx . 7,509,167 Unicast Tx : 9,734,887
Bcast/Mcast Rx : 10,202,606 Bcast/Mcast Tx : 654,138,198
Errors (Since boot or last clear) :
FCS Rx : 0 Drops Tx )
Alignment Rx : 0 Collisions Tx 2]
Runts Rx : 0 Late Colln Tx %]
Giants Rx : 0 Excessive Colln : ©
Total Rx Errors : @ Deferred Tx : 0
Others (Since boot or last clear)
Discard Rx : 0 Out Queue Len %]
Unknown Protos : ©
Rates (5 minute weighted average) :
Total Rx (bps) : 1,832 Total Tx (bps) : 6,216
Unicast Rx (Pkts/sec) : @ Unicast Tx (Pkts/sec) : @
B/Mcast Rx (Pkts/sec) : @ B/Mcast Tx (Pkts/sec) : 7
Utilization Rx : 0 % Utilization Tx : 0%
Aruba# clear statistics 1
Aruba# show interfaces 1
Status and Counters - Port Counters for port 1
Name :
MAC Address : 3ca82a-58fc33
Link Status : Up
Port Enabled : Yes
Totals (Since boot or last clear) :
Bytes Rx : 1,293 Bytes Tx : 3,448
Unicast Rx : 11 Unicast Tx : 11
Bcast/Mcast Rx : © Bcast/Mcast Tx : 15
Errors (Since boot or last clear) :
FCS Rx 0 Drops Tx 0
Alignment Rx : 0 Collisions Tx 0
Runts Rx : 0 Late Colln Tx : 0
Giants Rx (%] Excessive Colln : @
Total Rx Errors : @ Deferred Tx : 0
Others (Since boot or last clear)
Discard Rx . 0 Out Queue Len %]
Unknown Protos : @
Rates (5 minute weighted average) :
Total Rx (bps) : 1,808 Total Tx (bps) : 6,336
Unicast Rx (Pkts/sec) : 1 Unicast Tx (Pkts/sec) : 1
B/Mcast Rx (Pkts/sec) : © B/Mcast Tx (Pkts/sec) : 8
Utilization Rx : 0 % Utilization Tx : 0 %

8.2.3 #{BA2H—-TI—ADL>OIHEE

—EDIN> RTE. D125 —T 1 —RZIBEL TRIROFRDREMTEZET .
Bl) R— b 1,3,5 ZIEEL TR— MRAEEZRTR

Aruba# show interfaces brief 1,3,5

Bl) R— b 1-5 ZHBE L TR— MREEZRR

Aruba# show interfaces brief 1-5

8.3 PoE
8.3.1 PoOESEREIY>R

R— KT & T PoE 2B/ EHCT D
interface Port-List power-over-ethernet
I A)L NT(E PoE (FBIC/RDTUVET ., PoE ZEM(C T DHEEETRDOLDICHELET,

Aruba# configure
Aruba(config)# no interface 1 power-over-ethernet
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R— KT &ED POE BHEID HTDOFENERTE
interface Port-List poe-allocate-by < usage | class | value >

] usage : PD [CKDBEHTENEEIDETEY,
] class : Power Ramp-up > RZF v I(CLD. Power Class [CIGUTEHZEIDHTET,

Aruba OS Switch

] value : #8EUZES (poe-vaule TIBEUME) ZFEBTEDHUTET ., T IAIL NI L7W Dfzsd. HEICIECTE

NOFEZITNET .

Aruba# configure

Aruba(config)# interface 1 poe-allocate-by value

Warning: Use this command at your own risk. Proceeding may result in undesired
PoE behavior. Recommend setting 'poe-allocate-by' to 'class' or 'usage'.

Default poe-value : 17W
Current poe-value : 17W

In order to change this value, please use 'poe-value' command.
Do you agree, and do you wish to proceed? [y/n] y

MR— K &ED PoE HEEBBHDRAMERTE
interface Port-List poe-vaule [ 1- 33 ]
poe-allocate-by T value ZF&E UTEIHBA(CIEERIEET T,

Aruba# configure
Aruba(config)# interface 1 poe-value 20

POE 7514 AUF 1 DKTE
interface Port-List power-over-ethernet < critical | high | low >
T IAIL T low BEEESNTLET,

Aruba# configure
Aruba(config)# interface 1 power-over-ethernet high

LLDP [C& D PoE DEINDHT
interface Port-List poe-lldp-detect < disable | enable >
F A )L RNTIE LLDP (CKD POE DEID M TIFERTIRD>TWLET,

Aruba# configure
Aruba(config)# interface 1 poe-1lldp-detect enabled

Pre-Standard 7/ \-f AN\DIEEDHEIE

power-over-ethernet pre-std-detect < ports Port-List >

802.11af ZEHUNRTDT )\ A&, HBBEZBEMELET. BB, £TO 802.11af FEHFIT/ A INDIEEZRIL T D EDTETZ L)

FtEA.

Aruba# configure
Aruba(config)# power-over-ethernet pre-std-detect ports 1-3

POE BHERARICK D Trap FEDZH DEMEETE
power-over-ethernet threshold < 1-99 >
ERSHIZDDENERARCKD Trap FEOBEZRELFET. T IAILNE80%TT.

Aruba# configure
Aruba(config)# power-over-ethernet threshold 60
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XAy FEKD PoE I[BIRDERR

show power-over-ethernet

Aruba OS Switch

Aruba# show power-over-ethernet
Status and Counters - System Power Status

System Power Status
PoE Power Status

: No redundancy
: No redundancy

Chassis power-over-ethernet:

Total Available Power : 370 W
Total Failover Pwr Avl : oW
Total Redundancy Power : oW
Total Power Drawn : 50 W +/- 6W
Total Power Reserved : 50 W
Total Remaining Power : 320 W
Internal Power
Main Power
PS (Watts) Status
1 370 POE+ Connected

External Power
EPS1 /Not Connected.

&IR— hD PoE BROD—ERR

show power-over-ethernet brief

Aruba# show power-over-ethernet brief
Status and Configuration Information

System Power Status
PoE Power Status

: No redundancy
: No redundancy

Available: 370 W Used: 49 W Remaining: 321 W

PoE Pwr  Pwr

1 Yes low off usage 11ldp 6.9 W
2 Yes low off usage 11dp 3.3 W
3 Yes low off usage usage 8.8 W
4 Yes low off usage 11dp 6.7 W
(AAFES)

Pre-std Alloc Alloc PSE Puwr
Port Enab Priority Detect Cfg Actual Rsrvd

PD Pwr

Draw

PoE Port
Status

Delivering
Delivering
Delivering
Delivering

PLC PLC
Cls Type

FIR— b D PoE REEFFHIFRT
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show power-over-ethernet Port-Number

Aruba OS Switch

Aruba# show power-over-ethernet 1

Power Enable : Yes
PLC Class/Type : 3/1
DLC Class/Type : 4/2
Alloc By Config : usage
Alloc By Actual : 1ldp

PoE Counter Information

Over Current Cnt : ©
Power Denied Cnt : ©

LLDP Information

PSE Allocated Power Value : 6.8 W

PD Requested Power Value : 12.5 W
MED LLDP Detect : Disabled

Power Information

PSE Voltage : 56.5V
PD Amperage Draw : 122 mA

Status and Configuration Information for port 1

PoE Port Status
Priority Config
Pre-std Detect
Configured Type
PoE Value Config

MPS Absent Cnt
Short Cnt

PSE TLV Configured :
: dot3
: dot3

PSE TLV Sent Type
PD TLV Sent Type

PSE Reserved Power :

PD Power Draw

: Delivering
: low
. off

: n/a

dot3, MED

v o
= =

8.4 YUSIOFPOIGF—3>(R—bkKR32D)

8.4.1 U2UFPIIUHF—23>(R—MRS520)DE—R

ArubaOS X/ FTlE U2OT7ITUGF-23>(R— b RS2 0)&EATDR— T LACP ZFHIT DN ESIHEIBELET.

e  LACP (IEEE 802.3ad)

iEERR & LACP JO ML ZERALTRIS T3> U TUY OB UEY . MEEBRORESEDET7O7+

THErE@I\YSTDIEENHRES . EFER— BT LACP ZEATDIHEE. bS5 OMR—hEUTLACP ZHREL

FlexFabric/FlexNetwork(Comware OS #&&) X1 v F® IRF T LACP-MAD & U T LACP =8k 9 di55(&. MAD /(

AZN—FE—RZEFEIZIENTEFT,

] Trunk (ZZ4JL K, IEZORIIL)

Trunk TEFETREZITOIRIT A VIE— ROFEEN TR T, LACP (802.3ad) WD NS> o JORIILE

ER LB EER T 2HBEY. ~S52oT70 ML RARMEEEICERLET.

8.4.2 UHUFPIOUHF—>3>(R—KNb520)DRE

U2 OT7IUG 23> (IR— RS2 0)A > =TT —ANDR— MBI EE— RIEE

trunk Port-List < Trunk-Name > < trunk | lacp >

] Trunk-Name : U>O70UG5 -2 3> (R—KNNS2 D)2 —T 1T —RDERIZEIBE. trkl, trk2, trk3 RED-T >

H—T T —AENTFHERSNTND., (25— T1T—ADRIFHECKIDRELD.

] trunk : LACP O N LZFERAURWEE(T IAIL )

] lacp : LACP ZOJILZIEET DIBE

LACP ZEH 3 3155

Aruba# configure
Aruba(config)# trunk 1-2 trkl lacp

LACP ZER LIAVEE

Aruba# configure
Aruba(config)# trunk 1-2 trki1
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U>O70UG =23 > (IR= RS2 0)A > =TT —IANSDR— Ml

no trunk <Port-List>

Aruba OS Switch

Aruba# configure
Aruba(config)# no trunk 1

R— KT LACP 7 U5« T DB

lacp active

Aruba# configure
Aruba(config)# interface 3-4
Aruba(eth-3-4)# lacp active

L 5EERE (L interface 3-4 lacp active & 1 1T CREIT D EEHEETT .

R— NT LACP J{w =T DB

lacp passive

Aruba# configure
Aruba(config)# interface 3-4
Aruba(eth-3-4)# lacp passive

L 5EERE (S interface 3-4 lacp passive & 1 {TCREI D EEAEETT .

LACP 5% 7E DfRBR
no interface Port-List lacp £z >AF—J 1 —XA2FFAMIBEL T no lacp

Aruba# configure
Aruba(config)# interface 3-4 disable
Aruba(config)# no interface 3-4 lacp

IW—TZE# T DI, ERDFEHDI DS ITR— Me—EEMEL THS LACP ZfEF 32 2L E2HIIHLET.
8.4.3 U UFIVHF—>3>(R—bhS520)BEHRORT

U>O70UG -2 3> (IR— S 20)D—ERR

show trunks

Aruba# show trunks

Load Balancing Method: L3-based (default)

Port | Name Type | Group Type
______ e e oo e eel eef g eemmm e
1 | 100/1000T | Trkl LACP
2 | 100/1000T | Trkl LACP
3 | 100/1000T | Trk2 Trunk
4 | 100/1000T | Trk2 Trunk

LACP IBHRDEHI RN

show lacp

Aruba# show lacp

LACP
LACP Trunk Port LACP Admin  Oper
Port Enabled Group Status Partner  Status Key Key
3 Active Trkl Up Yes Success © 210
4 Active Trkl Up Yes Success © 210

HF1FZw I LACP DFHET. |AID Trunk Group [F/R— MESHFREN. RIZIT—-23> USO8 aEN3 & (DynX) &
WOSUIIL—THBEEMERENET. X957+ v LACP D&, MU URERICIEELEZ. S U&(TrkX)ZRRUET.

LACP #fisTBERDER R
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show lacp counters

Aruba# show lacp counters
LACP Port Counters.

LACP LACP Marker Marker  Marker Marker
Port Trunk PDUs Tx PDUs Rx Req. Tx Req. Rx Resp. Tx Resp. Rx Error

LACP O—HJUIERDFR TR

show lacp local

Aruba# show lacp local
LACP Local Information.

System ID: 3ca82a-58fc00

LACP TX Rx Timer
Port Trunk Mode Aggregated Timer Expired
1 Trkl Active Yes Slow No
2 Trkl Active VYes Slow No

LACP ETIEIRDIRR

show lacp peer

Aruba# show lacp peer
LACP Peer Information.

System ID: 3ca82a-58fco0

Local Local Port Oper LACP TX

Port  Trunk System ID Port Priority Key Mode Timer

1 Trkl  80cl6e-cf0360 1 0 54 Active Slow

2 Trkl 80cl6e-cf@360 2 ] 54 Active  Slow
8.5 JL—T AN

Aruba0S X 1w FRFTI(I)L—THRENEEE & U T Loop Protect #EENEEZINTH D, BELR— MOSIL—T&E) Uy RER(E
FTRZETERINERA YT\ TDIL—TEEBHU, ZHR—NIRLITOV IR vy MO REDHIHZEITS LN TEE
ER

8.5.1 JL—IRHMMDE

Loop Protect MF%TE(F/R— MEEfIFEZ(E VLAN BRI THRENTEE T, /R— & VLAN OlS (CERET D EETEERA.
IL—TRHE— ROETE
loop-protect mode < port | vian >
* port : IR— REAID)L—THRAZEITDIE—R(ZITAIR)
. vlan : VLAN BfID)L—F1EH%ZTSE— R

Aruba# configure
Aruba(config)# loop-protect mode vlan

R— MERID)L— FIRAIETE
loop-protect Port-List [ receiver-action < send-disable | no-disable | send-recv-dis > ]
] send-disable : JL— FHRHNESF(C)L—T1REN/) Ty RMERELUER— MY MO UET, (TIAILER)
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] no-disable : L= R UTER—hES vy MO UER A
] send-recv-dis : JL—TRRENRCIL—THREN Y REREUER— M SEUER—- hOmAZES Y MO UE
9,

Aruba# configure
Aruba(config)# loop-protect 1-2

VLAN BEfIDIL— T 1N E
loop-protect vlan Vian-list [ receiver-action < send-disable | no-disable | send-recv-dis > ]
T2 a>OREIR— MEAERCTY,

Aruba# configure
Aruba(config)# loop-protect vlan 1

V=T 10y MXERIPRDETE
loop-protect transmit-interval < 1-10 >
FIAINESHTY,

Aruba# configure
Aruba(config)# loop-protect transmit-interval 1

R=bSvy RO EROFE
loop-protect disable-timer < 0-604800 >
=R ICIEE UEBBIR— M2 vy MDD UEY, BERRBRBER— b vy MO IEMBRENET, T IA)LNEO
BCRL>TED, IL—TRATI vy MU ENR— NMIBEEIHLFE R A. EIHT R(C(E. interface < Port-List> enable %z
EITIDINENDDFET,

Aruba# configure
Aruba(config)# loop-protect disable-timer 60

JL—THRENBE D Trap FEDHRTE

loop-protect trap loop-detected

Aruba# configure
Aruba(config)# loop-protect trap loop-detected

8.5.2 JL—TiRMNIEEDRTEH

UTFOEREHTE. /R— b 1~10 T Loop-Protect #BXIC LT, JL—THREBER— hES vy MO L. 60 FEICEEIEIR. 37
BIIL—T)TY hERETBILDICI/BELTVE T, Fo/L—THRENBF(C(E SNMP Trap BXETBIEDICLTLET,

Aruba# configure

Aruba(config)# loop-protect 1-10

Aruba(config)# loop-protect disable-timer 60 transmit-interval 3
Aruba(config)# loop-protect trap loop-detected

8.5.3 IL—TRMEEDIERTT

R— b E— RTOHRE LRBBEROER
show loop-protect < Port-List | vian list >
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Aruba# show loop-protect 1-2

Status and Counters - Loop Protection Information

Transmit Interval (sec) : 3

Port Disable Timer (sec) . 60

Loop Detected Trap : Enabled
Loop Protect Mode : Port

Loop Protect Enabled VLANs

Loop Loop Detected Loop Time Since
Port Protect Detected on VLAN Count Last Loop

1 Yes Yes NA 17 8m, 30s
2 Yes Yes NA 17 1s

Rx
Action

send-disable
send-disable

Port
Status

IL— TR ICFRR SN B OT DRI

Aruba# show logging

Keys: W=Warning I=Information
M=Major D=Debug E=Error
---- Event Log listing: Events Since Boot ----
I 05/31/17 10:51:24 00076 ports: port 1 is now on-line
I 05/31/17 10:51:24 00076 ports: port 2 is now on-line

W ©5/31/17 10:51:25 00884 loop-protect: port 1 disabled - loop detected.

I ©5/31/17 10:51:25 00898 ports: Loop Protect(62) has disabled port 1 for 60 seconds

8.6 L—hU=wh

IR—BFTREITB ST wIICHUTL— hO#IBREITDZENTEEFT. L— Uy MMIR— BEFEZIE VLAN |

8.6.1 L—KhYUZv hDRE

late-limit < all | bcast | icmp | mcast | unknown-unicast > in < kpps Kpps | percent Percent >

] all : 2 CO S T1v o

. bcast : JO—RFLr ARSI v D
* icmp : ICMP kS5 J1 w4

. mcast : YILFFrASNSTrwv D

TREZITVET,

] unkown-uniast : Unknown 1=F v+ XSS5 Ta v (I8, \—Z3 D ICKDEBETERVNEENHDET)

8.6.2 ESEM

R—hk1~10T. TO-RFTRAMERILFFYARD ST 1 v I% 80%UAICHIETD

Aruba# configure

Aruba(config)# interface 1-10

Aruba(config)# rate-limit bcast in percent 80
Aruba(config)# rate-limit mcast in percent 80

8.7 JO—RFvRABMRM—LARH

Fault Finder EWSH#EETTO— RFP A A M —ARIEZEZITDITET. JO— RFP X M =LA (CTR— DS v Y MDD

SEITSZENTEFT.
8.7.1 JO—RFv AR M—LIRMEHE

JO- RFv AR = LBMOBIEET DS 3 2E/E

fault-finder broadcast-storm Port-List action [ warn | warn-and-disable ] < Seconds > [ pps Number | percent

Number ]

. action /S A—%4
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> warm : AR NMEHDH

»  warm-and-disable : A1 R> NBAIER— ROy MFTT>

> Seconds : R— h &S vy MDD T3 ZISE(0-604800 7). 0 (C9 3 EBHMEFERIITONT . FETDS>
v M OERIRNGE,

8.7.2 EHFEM)

R—h 1~10 TIO— RF v AR h—LH 80%ZBX 251> MBAIE 600 BEINR— hES vy NI T3,

Aruba# configure
Aruba(config)# fault-finder broadcast-storm 1-10 action warm-and-disable 600 percent 80

8.7.3 JO—RFv XX F—LRHDBERRT

FHIE SRR DRI

Aruba# show fault-finder broadcast-storm

Bcast | Port Rising Disable Disable Time
Port Storm | Status Threshold Action Timer Left
__________ 4 e e e mme e s fmmmmmee e e mms mmemmmmmmms mmmmmm——————
1 Yes | Down 80% warn-and-disable 60 58 sec
2 Yes | Down  80% warn-and-disable 60 58 sec

J0— RFr R MR M= ARAIEOOS DER

Aruba# show logging
Keys: W=Warning I=Information
M=Major D=Debug E=Error

---- Event Log listing: Events Since Boot ----

W 12/25/17 16:09:28 02676 FFI: port 1l-Excessive Broadcasts. Broadcast-storm
control threshold 5 percent exceeded.

M 12/25/17 16:09:28 02673 FFI: port 1-Port disabled by Fault-finder.

W 12/25/17 16:09:28 02676 FFI: port 2-Excessive Broadcasts. Broadcast-storm
control threshold 5 percent exceeded.

M 12/25/17 16:09:28 02673 FFI: port 2-Port disabled by Fault-finder.

I 12/25/17 16:09:28 00898 ports: Fault Finder(71) has disabled port 1 for 60
seconds

I 12/25/17 16:09:28 00898 ports: Fault Finder(71) has disabled port 2 for 60
seconds

I 12/25/17 16:09:28 00077 ports: port 1 is now off-line

I 12/25/17 16:09:28 00077 ports: port 2 is now off-line

8.8 R— MEZERE

Fault Finder CWWSHEETR A v FTOMIBL AV EEERY D —UBEDRHOEBTE CBEOREZITOENTEEI, ZOHEER
FIAIBTENERDTVEIDT, ENMEORENT IS 3> OREZTOIBNTEFT.

8.8.1 Fault Finder O%E

fault-finder < all | ---. > [ action <warm | warm-and-disable >] [ sensitivity < low | medium | high >]
° all: 2 ToOBRES1S

. bad-driver : #HTE D@y b 17> N Ty
. bad-transceiver : BARO>T IL—ALHDFCSITS5—

L] bad-cable : X/® CRC/77SAA> hILS—

L] too-long-cable : BK/RAL - hOIUZ3>

. over-bandwidth : BW\W— kDU 3> /ROVS

. loss-of-link : U>2OX&H (REDRTE (FITXIRLY)

L] link-flap : U073y F (U OBELERERLEDIRTY)
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. duplex-mismatch-HDx : #-&EHEDZAIYF
. duplex-mismatch-FDx : £-E&/EDZAIYVF
] broadcast-storm : JO— RF+ X bR b—A(BIEE THHEA)
. multicast-storm : YILFF AKX h—=A
* action /S A—%
> warm : AR NMEHDH
»  warm-and-disable : /R> NBRIER— hDI vy BT
] sensitivity /{5 XA —%4
> low : {KREE
> medium : HRE

> high : SRE

8.8.2 Fault Finder O%EH

U005y TOREESRETHREL. 723> TAR hOB E % SE

Aruba# configure
Aruba(config)# fault-finder link-flap action warn-and-disable sensitivity high

8.8.3 R— MNEZRHDBERIRT

show fault-finder

Aruba# show fault-finder
Fault Finder
Fault ID Sensitivity Action
bad-driver medium warn
bad-transceiver medium warn
bad-cable medium warn
too-long-cable medium warn
over-bandwidth medium warn
broadcast-storm medium warn
loss-of-1ink medium warn
duplex-mismatch-hdx medium warn
duplex-mismatch-fdx medium warn
link-flap low warn-and-disable

8.9 KR—pMEFa1VU5F1

ArubaOS X1 v FTlE, MR—bEF1UFAZHREL T, RERTILINSTRY MD—OZHHT DHENEHREINTHET, BA

BEDBSLE, BEERSIE. BREABDIEE. 7 RLAFBOHRE (BE MAC 77 RLADHERAIEE) STIREDHRERITOENTE
ESE

KREAI ST+ voODTOvITE, TF1UFTEBRZRE UR— hEENCT RS ERLKERAD NS Trvo2ITOVITED
FSEUET, R—bEFa1UTADEREF. ATV IBIFAMFTZVI NS OTIL—TTIEIHELELADT, FENMUET
9. MAC 7 RLZADZB(F"'mac-age-time DL E (FHAE 300 ) (CKDHERYINERDET,

8.9.1 R—bEFI1VUF 1 DEE

K- MeF1UT 4 ZRETSICE. BNCEFBE— REEELT, FBIB7 RLRK®, RAT5 MAC 7 RLREEEL TWEE
. IV ROERTE, FBE— REHRE—IETRET SBETEET.
HBE— ROBE

port-security Port-List lean-mode [ continuous | static | configured | port-access | limited-continuous ]
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R—RBICMAC 7 RLADFBE— REIBELEY.
. coninuous : 7R— b LD LLYMAC 7 RL R Z R (CF B
. static : FR] 9D & MAC 77 RL AZERTE L IR FETHH
] configured : address-limit THEE SN2 D MAC 77 KL X &3F0]
. port-access : 802.1X F/z(& MAC/Web FR5ECEFR] LIz EDDHFH
. limited-continuous : &#10 address-limit TIEESNIZEEDT KL X% 5Fa]

FBI D7 RLREFIBRDIETE (BIETTRE/SR MAC 77 R L X#)
lean-mode H* configured 7z (& limited-continuous D &EZED T RLABDHIRZIEELFET .

port-security Port-List address-limit < 1-64 >

Aruba OS Switch

Aruba# configure
Aruba(config)# port-security 1 address-limit 5

FFE] 9D MAC 77 RLAZIBET D

port-security Port-List mac-address Mac-Address

Aruba# configure
Aruba(config)# port-security 1 mac-address 80cl6e-cdd180

O3> DERE
port-security Port-List action [ none | send-alarm | send-disable ]

. send-alarm : Alarm &iX{S

] send-disable : ;R— h&EZ v w TS

Aruba# configure
Aruba(config)# port-security 1-10 action send-disable

REBRS LEDERTE
port-security Port-List eavesdrop-prevention
ARBAIRFESE MAC 77 RL ZNAD) Ty NRE R SHEEETT . T I AL N TBEIICIR> TWLET,
8.9.2 AR—bMeEF1VUF1HRERHRORT

RA Y FEAEDERERR

show port-security

Aruba# show port-security
Port Security

Port Learn Mode | Action Eavesdrop Prevention
_______________________ T
1 Continuous | Send Disable Enabled
2 Continuous | Send Alarm Enabled
3 Continuous | None Enabled
4 Continuous | None Enabled
5 Continuous | None Enabled

IR— EIDIBRERR

show port-security Port-Number
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Aruba# show port-security 1
Port Security

Port : 1

Learn Mode [Continuous] : Configured Address Limit [1] : 1
Action [None] : Send Alarm

Eavesdrop Prevention [Enabled] : Enabled

Authorized Addresses

80cl6e-cdd181

8.10 Y—RKR—kIJ1)LH

YV —ZR— b T 1 )LD (FFA— VLAN AD/R— SEBEZER T2 NN TEDHAEETY . AIXIERTILOERBOBEFE L. 77y
U R~ b EDBERFHFAI TR LN EENERTEET, MDX—A—TEHIILFTILVLAN EVDSERIOHETERENTVDE
DICHEHUFET .

8.10.1 Y—RR— I 1 LY DHE

V=M= KT 1LY DER
filter source-port source-port-list [ drop | forward ] dest-port-list
&  drop : FEETTR— MSREFTR— MAD NS T+ v ISR ZIHE T D

e forward : E{ETR— MHSEEFR— bAD ST« v JERZEITS

Aruba# configure
Aruba (config)# filter source-port 1 drop 2

YV —R— b T+ )L DIRREHERR

show filter source-port

Aruba# show filter source-port

Traffic/Security Filters

Filter Name | Port List | Action
____________________ e e e
1 | 1 | drop 2-23

2 | 2 | drop 2-23

3 | 3 | drop 2-23

4 | 4 | drop 2-23

8.10.2 Y—RR— NI 1 LI DHEH!

TRk
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Router

2t

® [F—VLAN [CR Y 2 REERDBEZERT D,

* FBEENSTYITUSIR— 24 BR— MNADBIEFHFITD
HEFIE

1. 1&R— N101EZ)WNS T v T U Ik — NUAADBIEEERT T BREZTS.

Aruba OS Switch
BEREEH R

Aruba# configure
Aruba (config)# filter source-port 1 drop 2-4

2. 2BR— M1028E)~4BNR— M1045E ) EERICHEZITD.

Aruba (config)# filter source-port 2 drop 1,3-4
Aruba (config)# filter source-port 3 drop 1-2,4
Aruba (config)# filter source-port 4 drop 1-3

9. VLAN DES7E
9.1 VLAN OEFRMIZEE
9.1.1 VLAN OfFF; - HIFg

VLAN Z1ER% 9 3
vlan vian-id [ name vian-name ]
. vlan-id: VLAN ID %& 2~4094 QO#ETEELFJ. (VLAN 1 (FF TAIL S THEREHTI)

] vlan-name : VLAN &

Aruba# configure
Aruba (config)# vlan 20 name VLAN20

VLAN ZHlIBr9 D
no vlan vian-id
HIBR 9B VLAN [CR— MY T7HA > 2NTNWB EFT T ALK VIAN (CRB ZENRRESNET,

Aruba# configure

Aruba (config)# no vlan 20

The following ports will be moved to the default VLAN:
1/1

Do you want to continue? [y/n] y
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VLAN (C Untag /R— h&EIBINT D

Aruba OS Switch

VLAN (C Untag 7/R— hZIBIIY 3/55%(E. VLAN > FF X MTR— REEINT 3455%. VLAN ER— NERIFICIBES 25k, 124
—J1—RA(R—BM)IO>FFX BT VLAN ZIBET D%, R— b E VLAN ZEFICIEET D HENBDEIH. EDHETERELR

UERDZET,
1. VLANO>FFXRX NTR—KNBIIT B 5%
vlan vian-id

untagged Port-List

Aruba# configure
Aruba (config)# vlan 20
Aruba (vlan-20)# untagged 1-2

2. VLAN&ER— bZEEEICIEES A%

vlan vian-id untagged Port-List

Aruba# configure
Aruba (config)# vlan 20 untagged 1-2

3. A2A—J1—XA>TFRANTVLANEIEEITDHE
interface Port-List

untagged vlan vian-id

Aruba# configure
Aruba (config)# interface 1-2
Aruba (eth-1-2)# untagged vlan 20

4. R—bMEVLANZEREFCIEES 35E

interface Port-List untagged vlan vian-id

Aruba# configure
Aruba (config)# interface 1-2 untagged vlan 20

VLAN (C Tag /R— hZiBINT S

VLAN (C Tag /R— R&EENINY 34554, Untag DIBEERU LSS, VLAN O>FF X RTHR— MEEINYT 255%. VLAN ER— hEE
BCIBET DHE. 12— —AR—BMN)I>FFX T VLAN ZI8E T B5%. 7h— & VLAN ZEBFICIEET 55N B DET

M EOFETERER>BL ERDFT,

1. VLANIO>FTFXR MTR— NBINT B5E
vlan vian-id

tagged Port-List

Aruba# configure
Aruba (config)# vlan 20
Aruba (vlan-20)# tagged 1-2

2. VLANER—BEEBICIEES 5%
vlan vian-id tagged Port-List

Aruba# configure
Aruba (config)# vlan 20 tagged 1-2

3. A2A—J1—RAFTFARNTVLANZIEE I DHE
interface Port-List

tagged vilan vian-id
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Aruba# configure
Aruba (config)# interface 1-2
Aruba (eth-1-2)# tagged vlan 20

4. R—bEVLANZEEFCIEES 5%

interface Port-List tagged vlan vian-id

Aruba# configure
Aruba (config)# interface 1-2 tagged vlan 20

9.1.2 VLAN SHERBORS

VLAN —E&R

show vian

Aruba# show vlan
Status and Counters - VLAN Information
Maximum VLANs to support : 256

Primary VLAN : DEFAULT_VLAN
Management VLAN :

VLAN ID Name | status Voice Jumbo
_______________________________________ $ e e e e e mmemm oo
1 DEFAULT_VLAN | Port-based No No
10 VLAN10 | Port-based No No
20 VLAN20 | Port-based No No

VLAN FEfliZRR

show vlan vian-id

Aruba# show vlan 10
Status and Counters - VLAN Information - VLAN 10

VLAN ID : 10

Name : VLAN1©

Status : Port-based

Voice : No

Jumbo : No

Private VLAN : none

Associated Primary VID : none
Associated Secondary VIDs : none

Port Information Mode Unknown VLAN Status
1/1 Untagged Learn Down
1/2 Untagged Learn Down

R— @D VLAN 7751 2 HERR

show interface status

Aruba# show interfaces status
Port Name Status Config-mode  Speed Type Tagged Untagged
1/1 Down Auto 1000FDx 100/1000T 20 10
1/2 Down Auto 1000FDx 100/1000T 20 10

9.1.3 VLAN®DIP 7 RLAHE

VLAN (E UTIP 7 RLRZHET D E T, Telnet, SSH, Web GUL R EDEIRA > F—T 1 —RDT7 7P (BIE VLAN ZHE
LIEBE(EEIE VLAN LMD 7 IR (EARE]) | IL—F« 2 OEREOS — DT IP EUTHALET.
VLAN D IP 77 RL A& E
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VLAN vian-id ip address < IP-address/Mask-length | IP-address Netmask >
VLAN vian-id ip address dhcp-bootp

Aruba# configure
Aruba (config)# vlan 10 ip address 192.168.10.1 255.255.255.0
Aruba (config)# vlan 20 ip address dhcp-bootp

. Default VLAN 0 IP 77 RL ZE&7E (35 T AL b dhep-Bootp MEREIC/R D TLVEY . Default VLAN UMD 1P 3%E

[Z. T4 S(VLAN /EREF) (&, BN E/RD TULET,

. BMERHDIP 7 RLRAZZETDIHEE. HYIC VLAN IP address D&EHIRZEIT> THS., ZBEED IP 7R
LAZRELET.

L VLAN D> FTFIA NI T4 0L —2 3 VICADTHREITDEETEET,

VLAN @ IP 77 R L R 5% TEHI bR

no vlan vian-id ip address

Aruba# configure
Aruba (config)# no vlan 10 ip address

VLAN @ IP 77 R L XIE#RTRR

show ip

Aruba# show ip
Internet (IP) Service

IP Routing : Disabled

Default Gateway : 192.168.1.254
Default TTL . 64

Arp Age : 20

Domain Suffix

DNS server

| Proxy ARP
VLAN | IP Config 1IP Address Subnet Mask Std Local

DEFAULT_VLAN | Manual 192.168.1.1 255.255.255.0 No No
VLAN10 | Disabled

VLAN20 | Manual 192.168.20.1 255.255.255.0 No No
VLAN30 | DHCP/Bootp

9.2 Management VLAN D5&E

EEAOMIIRY ND—JZERIT DI EICKD . A YFDERA 2 H—T T —ANDEFATRT7 IR =BT IENTEFT,
RAAYFOERBA 2T T —IANDF7IEX (G, EME VLAN BHDOHERDFET, TDA VLAN 5 (FEEA > 5 —T T —I\DT T
TRAFHEREFFADTTER TS, TIAIBTE. BE VLAN FERESNTLEEA.

management-vlan < vian-id | vlan-name >

Aruba# configure
Aruba (config)# management-vlan 10

L] Management VLAN DFETER#(E. #8E LTz VLAN BISD VLAN NSEEA > 5 —T 1 —ADT7 IR (FHFR <D

FIDTTEET L,
] Management VLAN OF&SERIN > RIFARESN TLER AL show running-config ¥ > RZFERAL THEZRL T

ZE0

49



Aruba OS Switch

10.1 ArubaOS X1 Y FDRAAF v e

Aruba0S X1 F Tl& VSF (Virtual Switching Framework) &, BPS (Backplane Stacking)d 2 F&88EM R 5w IHkaeNSd D . #F&E(C
EDOHIELUTWVNBRE W THEENRRDET . VSF & BPS DEL I IGHEEE FLDEN T,

A5 DtkRE VSF (Virtual Switching Framework) BPS (Backplane Stacking)
MM Aruba 5400R Aruba 3810M
Aruba 2930F Aruba 2930M
Aruba 2920 (BR5EHT)
R IR— bk MNAA>5—-T1T—X BRXYYIEZ 1)L

Aruba 5400R : 40G, 10G
Aruba 2930F : 10G, 1G

v or—=J) DAC, »%, UTP SRRV OT=T)L

RIEEBER S v D Pajm -

REIYTEH Aruba 5400R : 2 & Aruba 3810M : 10 &
Aruba 2930F : 8 & Aruba 2930M : 10 &

Aruba 2920 : 4 &

10.2 VSF (Virtual Switching Framework)

10.2.1 VSF OHIE

VSF (& Aruba 5400R x &K 2 &. Aruba 2930F x &K 8 18 EHR— NI B3R5 W IEE(IRIES v —S#EE) T . X1 v TR
40G, 10G, 1G W\ IERADAR— MEFIAL TEFZITOET.

10.2.2 Member ID

Member ID (& VSF J 7 JUw OEKER T DAA WV FICDIFB ID &3> THD. B— VSF I7 TUVIRTEELRVELDICERELE
9, Aruba 5400R DiFE(E 1,2 & Member ID & UTEIDHETE Y, Aruba 2930F DIFE(E 1,2,3,4 ¥ Member ID &EUTEIDHETE
ER

10.2.3 VSF Domain ID

VSF Domain ID (& VSF J 7 JUw U%#BITDzHD ID TY . i VSF I7 TV w o LIER UBRICERSD VSF I 7 TUw I TH
BT EERBHIDIEH. TNTNTIZ—URRID ZRHDOUBENHDET,
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BEARTESA R

Core network
VT TR Tt Tttt
1 Device A VSF fabric 1 Device B 1
H (domain 10) H
1 1
1 1
! ? > VSF Link 2 > !
I 1
I 1
LU |_:T:}‘__________________“_/_'_/_. __________ H
e f’

VSF fabric 2
(domain 20)

E Zy\:)) WSF Link (;><3 E

Aceass network

10.2.4 VSF Link

VSF Link (& VSF ZH8R 9 2 X1 v Fi&EH I DAY v VRHER— b TT, BEX7vF(F link 1 & link 2 D 2 DOiHER— MER
ENTVEY, ZDlink 1 & link 2 (CYPRER— hZETH A2 UTRIYIR—bEUTHALET . VSF Link [CIEHEK 8 /R— hETD
YIER— bETHA TR ENTEET,

10.2.5 VSF X>/)\—D&EE|
VSF ZiBR T &R Y FIEFRDOVNTNHADEENICRDET,
] Commander (<X >4 —)
VSF J7JUONT 1 8#Et, RAYVIDI> hO—5—&EUTEWET IMIBERA Y F T, RV IDERZEITRD,
2TOI—FT+ TPy F >0 IO L EET,
] Standby (XRF>/\1)
VSF J7JUZJAT 1 AiEl. Commander D/\w 7w & UTEWET DYIERM wF., Commander BfERH>EE
FB(C K> THHBIFIC Commander DT 1T —I)LA—/\—FREULIHEICAI vV IEERZS EDL,
] Member (X>){—)
Commander T% Standby THERW A v FIZET Member &7, VSF J7 71w ORDEER— ~D—EE LT
., Commander OEPERF®D T —)LA—/\—FEF(E. 7t4 D Standby KT LLY Commander (CI2D /2T, 1
B0 Member AT UL\ Standby (G&EHENS.

10.2.6 Member Priority

Member Priority (& Commander & U GEL SN BEDERELRDET, BUMBZR > XAV FHIMBEE/RD. Member Priority
(35T A)L S 128 T 1~255 OB TRERIEET I,

10.2.7 BRI EOMIE MROS—. WS

HR— hENSB VSF DA W FiEH: MROS — OB T DB SR ET,
Aruba 5400R D&
] Fr—>bhROS—&2HR—-b
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BEREEH R

L] BA2HBFET

®  VSFLink &UT 10G, 40G /R— h=FIAHATEE (272U, 10G, 40G ORTEARA])
. & VSF Link (35K 8 KETOR— MERRD(T7HA>93)T EHHEE

. BUEFTILTOERDHTR— I ( 5406R & 5412R DIRTE(FAA])

] A2A—=TI—AEZ1—-ILERHOD V3 zl EZ 1 —ILIRE

. VSF Z18R I D X1 v F(FEFER T D

VSF
Link

Aruba 2930F D&
L] 2O ROZ—, FI—>MROZ—ZYR— b
o BA8BET
L] VSF Link &UT 1G, 10G/R— hZFIATIEE (272U, 1G, 10G DRIEART)
L] & VSF Link [3FK 8 RETDR— hERRD (77T > D)Z EHElEE
o BU 2930F > U—-XNTHNIERRDET /L EEHFEDOTE TBRRATEE
L] VSF ZH8 I 2R v F(FEHEER T D

WSF Link

2930F (ring topology)
10.2.8 VSF OEFRE ATV R

VSF Link D& E
vsf member MEMBER-ID link LINK-ID [ethernet] PORT-LIST

Aruba# configure
Aruba (config)# vsf member 1 link 1 23-24

Member Priority D& 7E
vsf member MEMBER-ID priority PRIORITY
FIAILNE 128 TY,

Aruba# configure
Aruba (config)# vsf member 1 priority 130
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VSF Domain Mi&E & VSF DB
vsf enable domain DOMAIN-ID

Aruba OS Switch

Aruba# configure
Aruba (config)# vsf enable domain 1

VSF BE:i&E Trap X{EDEL
snmp-server enable traps vsf
FTIAI MIERCRO>TVET,

Aruba# configure
Aruba (config)# snmp-server enable traps vsf

10.2.9 VSF OERIY> K

VSF DIRAERERD

show vsf

Aruba# show vsf

VSF Domain ID : 2

MAC Address : 3ca82a-3f913f

VSF Topology : Chain

VSF Status : Active

Uptime : @d ©h 9m

VSF Oobm-MAD : Disabled

Software Version : KB.16.01.0000x

Mbr

ID Mac Address Model Pri Status

1 3ca82a-3f8100 HP J9850A Switch 5406Rz12 128 Commander
2 3ca82a-3f4800 HP J9850A Switch 5406Rz12 128 Standby

VSF DaFlEER

show vsf detail
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Aruba# show vsf link detail

#1 : Active, Peer member 2

Member ID Hv

MAC Address : 40a8f0-9e2900
Type : J9850A

Model : HP J9850A Switch 5406Rz12
Priority : 128

Status : Standby

ROM Version : KB.16.01.0006
Serial Number : SG44GGGOI7
Uptime : @d oh 3m

CPU Utilization : 5%

Memory - Total : 699,113,472 bytes
Free : 530,167,736 bytes
VSF Links -

#1 : Active, Peer member 1

VSF Domain ID 1

MAC Address : 70106f-25df3f VSF J7 Uy ODMAC 77 RL- X
VSF Topology : Chain

VSF Status : Active

Uptime : @d eh 7m

VSF MAD : None

VSF Port Speed : 160G

Software Version : KB.16.03.0003
Name : HP-VSF-Switch
Contact :

Location
Member ID H
MAC Address . 70106f-25cf00
Type : J9850A
Model : HP J9850A Switch 5406Rz12
Priority : 130

Status : Commander

ROM Version : KB.16.01.0006
Serial Number : SG61G49209

Uptime : @d éh 7m

CPU Utilization : 2%
Memory - Total : 699,113,472 bytes
Free : 514,397,672 bytes
VSF Links -

VSF Link D2

show vsf link detail

Aruba# show vsf link detail

VSF Member: 1 Link: 1

Vsf-Port Port-State

1/B1 Up: Connected to port 2/B1
VSF Member: 2 Link: 1

Vsf-Port Port-State

2/B1 Up: Connected to port 1/B1

10.2.10 VSF SREDHIBR

vsf disable
VSF & EXHIBR I B(CI VSF Link "2 TH I U TLWBRENSHDET,

Aruba# configure
Aruba (config)# vsf disable

Continue (y/n)? y

This will remove VSF-related configuration and reboot the switch.
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10.2.11 MAD (Multiple Active Detection)

MAD (3RZY DU IBEICKD, VSFI7TUYIRITUY bUIBEDMFEEETY . VSF I 7 TUwIRRTUw hFd &,
Ry FEIOHEBEGRN A< 2DH. BU MACT RLX, IP 7 RLADREZRS. BU L, TROHSESERLU TLSTZHBEIC
XENRELET.

MAD (FR&vOU S DEERES. VSF J7 Uy U%&E L COEHBENFEI DS &z2dML T XTIy bUIERAID1> 5D
I—RERCIrY MI2ITBIETRATY Y NEDBENDHEZHETET.

10.2.12 MAD D& *E

MAD DREETFEFTRD 3BEANHDET,

LLDP MAD
LLDP MAD (& VSF 77 U wODRA v FEZT Link Aggregation (LACP)IE#t=N/= X v F(MAD Assist Switch)#REHT VSF J 7
TV OtER s DFE =R LUET .

Upstream

Commander Standby

OOBM MAD
OOBM MAD (2 Aruba 5400R & MPU (C453 OOBM (Out of band management);R— cEFEB LT, VSF J7 UV I%EBHT D
Aruba 5400R BIZBE#F LU CHEEVDFEZHZREUET,

VLAN MAD
Aruba 2930F T(& Aruba 5400R D& S(C O0BM 7R— hZEB L TLVRL S, RO DI(CER® VLAN ZAREL. D VLAN [C7H1>
UleiR— Rzt 9 2 S E CTHEVDFEZHR LET . VLAN MAD TER TS VLAN, /R— M TEREARN(ICMOMEE COHAIFTEE
Hhe

10.2.13 MAD DOFEEIV> R

LLDP MAD D:%TE
vsf lldp-mad ipv4 IPV4_ADDR v2c COMMUNITY-STR
. IPV4_ADDR : MAD Assist Switch @ IP 77 RL- X

L COMMUNITY-STR : MAD Assist Switch @ SNMP J=1=5 %

Aruba# configure
Aruba (config)# vsf 1ldp-mad ipv4 10.1.1.1 v2c public

OOBM MAD D3&%TE

vsf oobm-mad

Aruba# configure
Aruba (config)# vsf oobm-mad

VLAN MAD Ds%7E

vsf vlan-mad vian-id
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Aruba# configure
Aruba (config)# vsf vlan-mad 1000

10.2.14 MAD ORI > R

LLDP MAD DIRAEEHESR

show vsf lldp-mad [ parameters | status ]

Aruba# show vsf 1lldp-mad status

MAD device IP :10.1.1.1
MAD-probe portset : 1/A1,2/A1
VSF split : No

MAD probe originator : No

Number of probe requests sent H]

Number of probe responses received H]

MAD Active Fragment . Yes

OOBM MAD MiREEFEER
1. OOBM IPODOHE:R
show oobm ip [ vsf member MEMBER-ID ]

Aruba# show oobm ip

IPv4 Status : Enabled

IPv4 Default Gateway : 120.93.49.1

| Address Interface

VSF-member | IP Config IP Address/Prefix Length Status Status

Global | dhcp 120.93.49.9/24 Active Up
1 | dhcp 120.93.49.9/24 Active Up
2 | disabled Inactive Down

2. OOBMTZ#ENTWBVSFI 7T U w JDHER

Aruba# show oobm discovery

Active Stack (This fragment)
VSF-member Mac Address Status

D

2 10604b-b7al140 Global Commander
1 10604b-b66980 Global Member

3. VLAN MADODIRAEEREER

show vsf vlan-mad

Aruba# show vsf vlan-mad

Switch# show vsf vlan-mad
Multi-Active Detection VLAN status :
VLAN ID : 30

VLAN NAME : VLAN30

VLAN MAD Connectivity Status : Full
Port Status Member State

1/17 Up Commander

2/21 Up Standby

3/21 Up Member

4/17 Up Member
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10.2.15 VSF Di%EH (Discover Configuration E—K)

Discover Configuration €— R(& 2 B8EMBEOX 1 v F YIRS CIER I /12T TEREMNIC VSF J 7 T UV IDFREZITDIRES
ETY. 1 BBDXAwF (& VSF Link, Member Priority, VSF Domain D& EZITLET,
1. 18BDOXAvFICVSFOREEITNET,

Aruba# configure

Aruba (config)# vsf member 1 priority 200

Aruba (config)# vsf member 1 link 1 B1,B2

All configuration on this port has been removed and port is placed in VSF mode.
Aruba (config)# vsf enable domain 1

To enable VSF, the REST interface will be disabled.

This will save the current configuration and reboot the switch.

Continue (y/n)? vy

2. 28HORA yFRTZEEEOREICL, 188D Y F EEHREITVEY. 26EOXA v F(FEENICVSFORENITHD
N, 16BORAYFN50SZ25I>0—- RLTHREELET.
3. VSFORREEZMHRLET.

Aruba# show vsf

VSF Domain ID 1

MAC Address . 70106f-25df3f

VSF Topology : Chain

VSF Status : Active

Uptime : @d oh 1em

VSF MAD ¢ None

VSF Port Speed : 160G

Software Version : KB.16.03.0003

Mbr

ID MAC Address  Model Pri Status

*1 70106f-25cf00 HP J9850A Switch 5406Rz12 200 Commander

2 40a8f0-9e2900 HP J9850A Switch 5406Rz12 128 Standby

10.2.16 VSF Di%EHI (Manual Provision E—R)

Manual Provision E— R(EVSF J7 T U W I(CENNTBIERA YV FRTICF VSF DRERITD> CTIERIBDHETT,
1. 18BDOXAYFICVSFOEREZRITLET,

Aruba# configure

Aruba (config)# vsf member 1 priority 200

Aruba (config)# vsf member 1 link 1 7-8

All configuration on this port has been removed and port is placed in VSF mode.
Aruba (config)# vsf enable domain 1

To enable VSF, the REST interface will be disabled.

This will save the current configuration and reboot the switch.

Continue (y/n)? vy

2. 26HORAYFI(CVSFOFREZITWLET .

Aruba# configure

Aruba (config)# vsf member 2 link 1 7-8

All configuration on this port has been removed and port is placed in VSF mode.
Aruba (config)# vsf enable domain 1

To enable VSF, the REST interface will be disabled.

This will save the current configuration and reboot the switch.

Continue (y/n)? y

3. RAYFRHIOEHZEITVET.
4. VSFOIRREZRERLE T,
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Aruba# show vsf

VSF Domain ID 1

MAC Address : b@5ada-9611e3

VSF Topology : Chain

VSF Status ¢ Active

Uptime : @d oh 5m

VSF MAD : None

VSF Port Speed : 16

Software Version : KB.16.03.0003
Mbr

ID MAC Address Model Pri Status

*1 bo5ada-9611e0 Aruba JL253A 2930F-24G-4SFP+ Switch 200 Commander
2 b05ada-971180 Aruba JL254A 2930F-48G-4SFP+ Switch 128 Standby

10.3 BPS (Backplane Stacking)

10.3.1 BPS OfiE

BPS (& Aruba 3810M x &K 10 &. Aruba 2930M x &KX 10 &. Aruba 2920 x X 4 BHEREHR— b3R5 v UHEE(IRES +
—IHEEE)T Y. RAYFRIEERADRAIY IEZS 1 —ILDRIY IR— NIRIYI5—T) #ERUET.

10.3.2 Member ID

Member ID (& BPS 77 T UV O%ZEH T DRV FICDIFB ID &3> THD. @A—BPS IJ7 TUYVIRTEEURNKLDICHREULE
9, Aruba 3810M & Aruba 2930M DFE(E 1~10 Z Member ID & UTEINHTEY, Aruba 2920 DiHF&E(E 1,2,3,4 HY Member
ID&EULTEIDHTEY,

10.3.3 Stack ID
Stack ID (£ BPS 77 JUwO%i#BIF B/z$HD ID T, stacking set-stack ¥ > RTEMSNET,
10.3.4 BPS A>)\—D%El
BPS Z18R I D& R v FIFFRROWVITNHDEENTIRDET,
] Commander (<X >4 —)
BPS J7JUUNT 1 Bi&tl, XFYIDI> hO-S5—EUTEET MEBRAYF T, RV IDEBZITIRD,
ECOI—FT+ 2TPIAvF>IT0O L ZET.
] Standby (RF>/)\1)
BPS 77 JULUNT 1 &i&t. Commander D/\y 7w FEUTEMES YRR wF, Commander EFERFOEIR
FB(C K> THHBIIC Commander DT T —I)LA—/\—HFREULIHEICAI vV IEERZS EDL,
. Member (X >){—)
Commander T% Standby THERW A v F(EL2T Member &72%. BPS J7JUw IRDIERR— bD—E& LT
EE, Commander DEPERI® D T —)LA—/\—F4EBF(E. 7t4 D Standby AT LLY Commander (CI2D /2T, 1
B0 Member K7L L) Standby (G&EHEN 3.

10.3.5 Priority

Priority (& Commander & UTBHESNZBOEBERE ERDET . BUVMBERFOIEAA Y FHMEFKEIRD, Priority (357 4L 128 T
1~255 O THERRETY .

10.3.6 BRI DML MROS—. WS HF

HR— hEND BPS DR FiH RO —HBREM I T ROBED EIRDFT,
Aruba 3810M D&
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BEAREEHA R

. U g RO —, F—>MROD—, Xy 1 MROS—Z2HR—- b
. U2 MROS—RUOFI—> MROZS—-0DBEEFEA 10 BF T, AV 1 MROS-0DB&EFEA5B8F T,
L FHADASYYOES1—IL. BHADRSYYIT—TILIRE
> AIYVOIEZ 1)L
Aruba 3810M 4-port Stacking Module (JLO84A)
> RV IT—TIL
Aruba 3800/3810M 0.5m Stacking Cable (J9578A)
Aruba 3800/3810M 1m Stacking Cable (J9665A)
Aruba 3800/3810M 3m Stacking Cable (J9579A)
. RAYOIESI—IUIRAEG Y IR— b 4 R— MEH, 1/R— b7z 84Gbps(MAM)D™EiH. 4 /R— IR TRA
336Gbps DAH v Il
* B 3810M U —XAN THNIERRDETILEBAHEDE THERTTAE

?
° o

® Aruba 2930M DIBE
L U>d RO —, Fr—> MROS—&HR—b

2!010
b-w

* BRA10B8FT
. FADODRAIYOES1—IL. BRADODRYYIT—TILIGE
» AFvOEZ21-IL
Aruba 2930M 2-port Stacking Module (JL325A)
» RV OT—TIL
Aruba 2920/2930M 0.5M Stacking Cable (J9734A)
Aruba 2920/2930M 1m Stacking Cable (J9735A)
Aruba 2920/2930M 3m Stacking Cable (J9736A)
. RV OEZA—IUIAET Y IIR— b 2 R— ME#E. 17/R— h37zD 50Gbps(RAM)DHE,. 2 /R— MIAKTRA
100Gbps DRAF v JFR,
. BU 2930M U —XATHNIEIRRDET L ZHIEDTE THEKEIEE
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BEAREEHA R

_Ring_§ Chain_

10
9

8

:
Mambers :

o O

® Aruba 2920 D&
] > RO —, Fo—> MROZS—%HR—- K

* BAK48FT
. BAODRYYIED1—IL. EBRORYYIT—TILINE
> AIVOIEZ31—)L
Aruba 2920 2-Port Stacking Module (J9733A)
> R IT—TIL
Aruba 2920/2930M 0.5M Stacking Cable (J9734A)
Aruba 2920/2930M 1m Stacking Cable (J9735A)
Aruba 2920/2930M 3m Stacking Cable (J9736A)
. RAYOIES I —IUIRAEG Y IR— b 2 R— ME#, 1/R— hTzD 40Gbps(MAM)DHiH. 2 /R— SRR TRA
80Gbps DRAF v &1,
* B 2920 U —XANTHNERRDET )L ZHAHEDE THER AT

_Ring || Chain

10.3.7 BPS OEFRE IV R

® Stacking ®EML

stacking enable

FTIAINEEHTY, L. RIVIES I —ILZREE L TORWMAETHERES LTSS BN LMD ET, BTRYIVIES
—)ILZEBMUEHBEEATIV RTEMMELTIZEW,. (BRICTIRD TLBHESH)E show stacking THERTZET)
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Aruba# configure
Aruba (config)# stacking enable
Aruba-Stack (config)# stacking enable

Stacking ID D&TE

stacking set-stack

Aruba-Stack# configure
Aruba-Stack (config)# stacking set-stack

Member Priority D& 7E
stacking member MEMBER-ID priority PRIORITY
FIAIME128TY,

Aruba-Stack# configure
Aruba-Stack (config)# stacking member 1 priority 255

5581 Member Device 1Bl
stacking member MEMBER-ID type MODEL-NO { mac MAC-Address }
Member Device DA [CFE TEBMFHEZITVET .
L MODEL-NO : X v FDERES, I~TEFED, @l :IL321A)
L] MAC-Address : X1 wFD MAC 77 KL X,

Aruba-Stack# configure
Aruba-Stack (config)# stacking member 2 type JL321A mac e0071b-e641c0

10.3.8 BPS ORI > K

BPS DIRRERESR

show stacking

Aruba-Stack# show stacking

Stack ID : 00031ccl-de4d48cO

MAC Address : 941882-d83c49

Stack Topology : Ring

Stack Status . Active

Split Policy : One-Fragment-Up

Uptime : @d oh ém

Software Version : WC.16.04.0000x

Mbr

ID Mac Address Model Pri Status
*1 941882-d83c40 Aruba JL321A 2930M-48G Switch 255 Commander
2 941882-dd3480 Aruba JL320A 2930M-24G-PoE+ Switch 128  Member
3 941882-d91a40 Aruba JL319A 2930M-24G Switch 128 Member
4 941882-d9a240 Aruba JL321A 2930M-48G Switch 128  Member
5 941882-d9e900 Aruba JL319A 2930M-24G Switch 128 Member
6  941882-daof4e0 Aruba JL319A 2930M-24G Switch 128  Member
7 941882-dcO5c0O Aruba JL322A 2930M-48G-PoE+ Switch 128 Member
8 941882-dc9340 Aruba JL322A 2930M-48G-PoE+ Switch 128 Member
9 941882-dboo80 Aruba JL321A 2930M-48G Switch 128 Standby
10 941882-dccf80 Aruba JL320A 2930M-24G-PoE+ Switch 128 Member

R W IR— S OIREERTR

show stacking stack-ports
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Aruba-Stack# show stacking stack-ports

Member Stacking Port State Peer Member Peer Port
1 1 Up 2 2

1 2 Up 4 1

2 1 Up 3 2

2 2 Up 1 1

3 1 Up 4 2

3 2 Up 2 1

4 1 Up 1 2

4 2 Up 3 1

10.3.9 BPS DRAT’'UwW hxiiR

BPS T(d OOBM (Out of band management)iR— hZFIBL T, RAYVIES 1IP0IV I —TILDOEEICELD BPS J7 T
WwINIXTUw MUTEIBEDMFRIEEE TS, BPS J7 U INITUw hF D& 1w FROHEEEGN <R3 H. AU MAC
T RUZR, IP 7 RLRNEEZRFS, BU LA, TAIOMEEEIERL CODdBEICZENMRELET,
TDEH. WRZEITDZETRAIYVIES1—IL. APV IT—TILEERE. BPS IJ7 T Vv U%EBHlR LU TCWHENFIEI D L%
RHL T, ATVUY hUTRRIOA > —TJ I —RZ2L2T3v Yy MO ITBTETATU Y NEOBENDEEZHZTET,

OOBM D% TE
oobm member MEMBER-ID ip address IP-Address

Aruba-Stack# configure

Aruba-Stack (config)# oobm ip address 192.168.1.10/24
Aruba-Stack (config)# oobm member 1 ip address 192.168.1.11/24
Aruba-Stack (config)# oobm member 2 ip address 192.168.1.12/24

FE#%. OOBM /R— MZEERLET.

OOBM DIRAEETRR

show oobm discovery

Aruba-Stack# show oobmdiscovery
Active Stack(This fragment)

IP Address : 1.1.1.254

Mbr Mac Address Status

1D

1 d89d67-86d580 Commander
2 6c3be5-fce6c@ Member

10.3.10 BPS Ds&EH!

1. 1BBORAYFICRAYVIES1—ILZBMDMHITET.
2. show stacking I~ > RTStackingh" BN E DR LET . BITIRD TULDIBEFANEHET,

Aruba# show stacking
Stackingis disabled.

3. Stackingh@BHMMESEFEMEL. BEBEITVET.

Aruba# configure

Aruba (config)# stacking enable

This will save the current configuration and reboot the switch.
Continue [y/n]? vy

4, Stack IDZEERKUET .
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Aruba# configure
Aruba (config)# stacking set-stack
Aruba-Stack (config)# show stacking

Stack ID : 9200d89d-6786d580 < ERK=11/Z Stack ID
MAC Address : d89d67-86d5a2

Stack Topology ¢ Chain

Stack Status . Active

Split Policy : One-Fragment-Up

(LT &ig)

5. PriorityZT A MELDBELULET,

Aruba-Stack (config)# stacking member 1 priority 255
Aruba-Stack (config)# show stacking

(&%)
Mbr
ID Mac Address  Model Pri Status
1 d89d67-86d580 HP J9727A 2920-24G-PoE+ Switch 255 Commander

6. 2BHORAYFZ2ERLF T, 2BEOXA Y FFETEHR SN TLRLZH. Not JoinedDIRRE(C/2D TLET .

Aruba-Stack (config)# stacking member 2 type J9727A mac-address 6c3be5-fce6c@
This will save the current configuration. Continue [y/n]? vy
Aruba-Stack (config)# show stacking

(&)

Mbr

ID Mac Address  Model Pri Status

1 d89d67-86d580 HP J9727A 2920-24G-PoE+ Switch 255 Commander
2 6c3be5-fce6c® HP J9727A 2920-24G-PoE+ Switch 128 Not Joined

7. 28HORAYF(ICRIYVIEDI—ILZRDMHITET.

8. 1BH®DXR vF EE#kICshow stacking < > RTStackinghV BN ESHMER LET . BRICIRD TLBRIBEEX10)N\EH

E

Aruba# show stacking
Stackingis disabled.

9. StackinghEHIMESFEMEL. BESEITVEY.

Aruba# configure

Aruba (config)# stacking enable

This will save the current configuration and reboot the switch.
Continue [y/n]? y

10. RAYFEERSIYOT—TILTERLET. 28BOX v FHEBNICBLESHL. BREEEBPSTI 7T Uy INSIUE

ED
11, 288D v FHEEE%. KEOHRZITVET.

Aruba-Stack# show stacking

Stack ID : 0200d89d-6786d580

MAC Address : d89d67-86d5a2

Stack Topology : Ring

Stack Status . Active

Split Policy : One-Fragment-Up

Uptime : @0d oéh 12m

Software Version : WB.15.14.0007

Mbr
ID Mac Address Model Pri Status
1 d89d67-86d580 HP J9727A 2920-24G-PoE+ Switch 255 Commander
2 6c3be5-fce6c® HP J9727A 2920-24G-PoE+ Switch 128 Standby
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12. BPST 7TV wODRXT Uy batsk& U TOOBMMR— hDFREZITINET .

Aruba-Stack# configure

Aruba-Stack (config)# oobm ip address 1.1.1.254/24
Aruba-Stack (config)# oobm member 1 ip address 1.1.1.1/24
Aruba-Stack (config)# oobm member 2 ip address 1.1.1.2/24

13. OOBM/R— hRITOEFHEITVNET.

11.1 V=71 2O DB - W—F« 2D F—T VDR
11.1.1 =5« > DEME

ArubaOS XA WFTIET T AIL M TIL—F« D OHBEIIENC/RDTUVET, IL—FT a0 VO MEBERISEEITFREINY RTEMELE
9,

ip routing

Aruba# configure
Aruba (config)# ip routing

11.1.2 V—F+1 2O F—T VDR~

show ip route

Aruba# show ip route
IP Route Entries

Destination Gateway VLAN Type Sub-Type Metric Dist.
0.0.0.0/0 l10.10.3.1 1 static 250 1
10.10.3.0/24 DEFAULT_VLAN 1 connected 1 0
127.0.0.0/8 reject static 2] (2]
127.0.0.1/32 100 connected 1 0

11.1.3 O—HII—F« D DHEE

O—HUL—F« 2D FI—F 1 IR EMEEN. 2 DU LD VLAN [CIP 7 RLRZHET D EED VLAN ficO—-ILL—F >
IR TEBRDICRDET,

11.2 X974 Y I)v— ~DEE
11.2.1 FI A ML— bDEE

FIAINL— hZEIERRT 2
ip default-gateway Gateway-IP-Address

Aruba# configure
Aruba (config)# ip default-gateway 192.168.1.254

TIAILNL— hEHIBRT D

no ip default-gateway

Aruba# configure
Aruba (config)# no ip default-gateway

11.2.2 R55 1 Y I)— hDRE

AT 4w IIL— balf s 3
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ip route Dest-IP-Address/Mask-LENGTH Next-Hop-Address

Aruba# configure
Aruba (config)# ip route 192.168.2.0/24 192.168.1.1

AFTAvIIL— b ZHIBRT D
no ip route Dest-IP-Address/Mask-LENGTH Next-Hop-Address

Aruba# configure
Aruba (config)# no ip route 192.168.2.0/24 192.168.1.1

12.1 802.1x 335k
12.1.1 802.1x FEEDFHEIV > K

R— hEEAIOD 802.1x FREEBZNE

aaa port-access authenticator port-list

Aruba# configure
Aruba (config)# aaa port-access authenticator 1-4

TR— bdpTz O DEREEIHAR L ERDIETE

aaa port-access authenticator port-/ist client-limit < 1-32 >

Aruba# configure
Aruba (config)# aaa port-access authenticator 1-4 client-limit 32

802.1Xx FREEDETE/ T A —FHRE
aaa port-access authenticator port-list [<item>]
Item TIEEDTREIR/ (S A -5
. auth-vid vian-id : authorized client VLAN D38%E
. clear-statistics : authenticator B> 5 —I&HRD I U T
] control { authorized | auto | unauthorized } : FZSEHIHE— RDEE
¥ auto : TIAIBDE—R, R— MMIEGR UK 802.1x SBEEEHR— MU, Ry MD—DICT7OERTS
ZHDBEMRERNNE,
» authorized : 7R— TR UITimR\BHIN(C 7O ERESX D, COBE. Ry ND—D(CT7OERT B
HOEMREREN? 802.1x SR DY R— MMIARE,
» unauthorized : 7R— NI UTZmRAEHI (C 7 O EZ 5 Z R0, iR RY MD—J(CT7 oI 3
SHOBMNRERFFD TLZD, 802.1x FREEDHYR— b2 L TLTHE., R— MIEFIRRO 7O/ 2TOVIY
&)
] logoff-period < 1-999999999 > : 77U« J TIRW\IHEKRZHIFR I DRIICFFDISR. T I4JL k300,
] max-requests < 1-10 > : FRIIRBNRUREITY > 3 2T S SREATEE. > TJA4JL K 2O,
] quiet-period < 0-65535 > : /R— bOB T U B> MHSDIEEZERF DR, A5 < —(d max-requests THRESN
rEEfTES TRR(CHITENTH S AT e, TIAIL S 60,
. reauth-period < 0-9999999 > : EHTEMHK ICHFII S E DR, 0 ICHRET D EHERLEENCRD. TIA
JLNZ 0,
. reauthenticate : B ZEH I,
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] server-timeout < 1-300 > : X wFHREET—/)\DSDREEEFDRMH. T IA4)L K307,

Aruba OS Switch

] supplicant-timeout < 1-300 > : XA wFHBTUHL> " SD eap YT TR MEF DR, T IA4)L S 30,

] tx-period < 0-65535 > : SB[tz w > 3 > H(TIRD eapol pdu ZIXETBETOEF SR, IAJL L 307,

] unauth-period < 0-255 > : ;R— ~% unauthorized client vlan (C9 2 E TOELERR. 802.1x BZXU K> hHYE)

Y 2mMKRICRITY S I ZRIRT Beh. KDREDHDIEHESZIDENTED, RIAN—HEBRIBFT

(CIBHURAROFREI Y 2 3 UH B SRTNIE. 7R— ~& unauthorized client vian (C77H - >anNd. T4

07,

L] unauth-vid vian-id : unauthorized client vlan MD¥E7E.

Aruba# configure
Aruba (config)# aaa port-access authenticator 1-4 reauth-period 600

802.1x FREEANDETE

aaa authentication port-access < chap-radius | eap-radius | local >

Aruba# configure
Aruba (config)# aaa authentication port-access eap-radius

AAYFEAERT 802.1x DEMIL

aaa port-access authenticator active

Aruba# configure
Aruba (config)# aaa port-access authenticator active

12.1.2 802.1x RADHERIT> R

802.1x FREEDIRAETRR

show port-access authenticator

Aruba# show port-access authenticator
Port Access Authenticator Status
Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No

Auths/ Unauth Untagged Tagged % In RADIUS Cntrl
Port Guests Clients VLAN VLANs Port COS Limit ACL Dir  Port Mode
1 1/0 0 1 No No No No both 1000FDx

802.1x FREEDFHERR

show port-access authenticator config [ port-list ]

Aruba# show port-access authenticator config
Port Access Authenticator Configuration
Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No

| Re-auth Access Max Quiet TX Supplicant Server Cntrl
Port | Period Control Reqs Period Timeout Timeout Timeout Dir
_____ S
1 | No Auto 2 60 30 30 300 both
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802.1x FREEDFETIFIRER R

show port-access authenticator statistics [ port-/ist ]

Aruba OS Switch

Aruba# show port-access authenticator statistics
Port Access Authenticator Statistics
Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No

Source TX TX RX RX RX RX RX
Port MAC address ReqId Req Start Logoff RespId Resp Errors
1 68b599-fb4c88 12 57 2 0 11 57 0
802.1x FEEDY >3 > H I > 5 —IFBIRDERTR
show port-access authenticator session-counters [ port-list ]
Aruba# show port-access authenticator session-counters

Port Access Authenticator Session Counters

Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No

Use LLDP data to authenticate [No] : No

Session Session
Port Frames In Frames Out Time(sec.) Status User
1 86284 789234 76836 in-progress test-userl

802.1x FREEEHImAR DIFIRE

show port-access authenticator clients [ port-list ] [ detailed ]

Aruba# show port-access authenticator clients
Port Access Authenticator Client Status
Port-access authenticator activated [No] : Yes
Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No
Port Client Name MAC Address IP Address
1 test-userl 68b599-fb4c88 n/a
Aruba # show port-access authenticator clients 1 detailed
Port Access Authenticator Client Status Detailed
Port-access authenticator activated [No] : Yes
Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No

Client Base Details

Access Policy Details :

COS Map : Not Defined In Limit Kbps
Untagged VLAN H

Tagged VLANs : No Tagged VLANs

Port Mode : 1000FDx

RADIUS ACL List : No Radius ACL List

Port 1

Client Status : Authenticated Session Time
Client name . test-userl Session Timeout :
IP : n/a MAC Address

Client Status

Authenticated

: 76406 seconds

10800 seconds

: 68b599-1b4c88

: Not Set
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12.1.3 802.1x SBEEDHREH

HERK

[ iRy RO—2 ]7

WLAMI1 untagged
WLAN10,20 tagged

I

RADIUS Server
192.168.1.10/24

FYYY) BPEEA-TwF
192.168.1.20/24

P1
untagged

BHUB ()

.J_; ——
test-userl test-user2
WLAMN 10 VLAN 20

2t

& PRV FOD 1 BER— T 802.1x FBEEBNCT D
& 1 FR— FOETFICES hub(eap BBME)ZHE L. EEIHKREZERL.

AR &(SEREEZEITDS

Aruba OS Switch

®  RIEARINBF(C test-userl (& VLAN1O. test-user2 (& VLAN20 % RADIUS H—/(h'5 attribute TELY A FZw (T
EDHTR(HA1FZ v VLAN)

FHEFIR

1. FEERAYFICIPF RL RZRTE

L. VLANIODERR(VLAN 1@ T #)L hTHRESNTWLS). 7Y ITUZOREDR— ~C
VLAN10%Ztagged T /7Y > LZFET,

Aruba# configure

Aruba (config)# vlan 1 ip address 192.168.1.20/24
Aruba (config)# vlan 10 tagged 24

2. RADIUSH—/{ZENMULET.

Aruba (config)# radius-server host 192.168.1.10 key secret

3. 802.1xFRFEDFRFES T ZEAP RADIUSICERELFT .

Aruba (config)# aaa authentication port-access rap-radius

4. 1BER— ~TB02. IxFREIDEREZITVET .

Aruba (config)# aaa port-access

authenticator 1

Aruba (config)# aaa port-access authenticator 1 client-limit 32

5. 802.1xFEIEBEMELET.

Aruba (config)# aaa port-access

active

EEHESR
i 802.1x FREEImARDIR
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Aruba # show port-access authenticator clients
Port Access Authenticator Client Status
Port-access authenticator activated [No] : Yes

Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No
Use LLDP data to authenticate [No] : No

Port Client Name MAC Address IP Address Client Status
1 test-user2 68b599-fb4864 n/a Authenticated
1 test-userl 68b599-fb4c88 n/a Authenticated

EHH SRR DR
H4F=wI VLAN [CLD VLAN 7PHA > EZ ZTHERAIEETT .

Aruba # show port-access clients
Port Access Client Status

Port Client Name MAC Address IP Address User Role
1 test-user2 68b599-fb4864 n/a
1 test-userl 68b599-fb4c88 n/a

Type VLAN

8021X 20
8021X 10

12.2 MAC 7 BL RGE5iE
12.2.1 MAC7 RLAREDHEIN > <

R— REAID MAC 77 R L ZEREEB ML

aaa port-access mac-based port-list

Aruba# configure
Aruba (config)# aaa port-access mac-based 1-4

R— &z D DFREEHmEAE_ERDETE
aaa port-access mac-based port-list addr-limit < 1-256 >
REEIHARE D LR(EHGE. N3V (CKDERDET,

Aruba# configure
Aruba (config)# aaa port-access mac-based 1-4 client-limit 32

BEREAER LD MAC 77 B L XS DFFE]

aaa port-access mac-based port-list addr-move

AEREZITD EE—ERATHEROR— MNEIBEHRE L CTEBRINRELRLIEDFEY., WM< EE 2/R— MUAETEMCLTHEL

BENHDET. T IAIL SIED,

Aruba# configure
Aruba (config)# aaa port-access mac-based 1-4 addr-move

MAC 77 RL R R DEE/I S A —FHTE
aaa port-access mac-based port-list [<item>]
Item TIEERIRER/ S A -4

. auth-vid vian-id : authorized client vlan DIEE

] logoff-period < 1-999999999 > : 77U« J TIRW\IHEKZHIFR I DRIICFFDISR. T I4JL k3007,
] max-requests < 1-10 > : FRFIRBMNRUREITY S 3 2T S DRERTEE. > TJAJL K 2,

L] quiet-period < 0-65535 > : X wFNERIECREI L TZiRR N S DFREEE LIRS DRI (CFF DI, I AL 60

.
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reauth-period < 0-9999999 > : #EFEF A (CHRIESE DR, 0 FICERET D BRI FIBNCIRD, TIA
JLNE0F,

reauthenticate : B ZEH ID.

server-timeout < 1-300 > : X1 v FNREY —/) D SDIGEERF DI, > IAJL 30 #,

unauth-period < 0-255 > : ;R— ~% unauthorized client vlan (C9 2 £ TOELER/., 802.1x BZXUH> hHYE)
F9 DImKCERIE Y S 3> ZFIAY DD, KDRBDSHDIRMEEZ DN TED. AYAN—HDRBBRITDIET
([CIEFTRR DRI T Y = 3 > H B SR IFIE. /R— N unauthorized client vian (L7 >&End. T4~

07,

] unauth-vid vian-id : unauthorized client vlan MDEE.

Aruba# configure
Aruba (config)# aaa port-access mac-based 1-4 reauth-period 600
Aruba (config)# aaa port-access mac-based 1-4 logoff-period 180

Mac 7 RLZADIT A —X v N&TE

aaa port-access mac-based addr-format < no-delimiter | single-dash | multi-dash | multicolon | no-delimiter-uppercase |

single-dash-uppercase | multi-dash-uppercase|multicolon-uppercase >

MAC 77 R REBEE T RADIUS B —/) INDBWEDERF. 1Y% &/ (R T— RICiHRD MAC 77 RLAZ Y U THWEDEZT
WET ., TITAI STEEREFNIF/\A T (aabbeeddeeff) ERDFEIH. MACT RLRADIA - hEEETDIILEETE

FI,
. no-delimiter: aabbccddeeff DI A —<w MZTB(TIAILE)

®  single-dash: aabbcc-ddeeff DT A —<w ~MCF D

®  multi-dash: aa-bb-cc-dd-ee-ff DIA—T v MMZTD

®  multi-colon: aa:bb:cc:dd:ee:ff DITA—<w MMZTD

L no-delimiter-uppercase: aabbccddeeff DI A4 —<w MCT D

L single-dash-uppercase: aabbcc-ddeeff DI A —<w MCT D

L multi-dash-uppercase: aa-bb-cc-dd-ee-ff DI A —<w MZT D

®  multi-colon-uppercase: aa:bb:cc:dd:ee:ff DI A —<w MNMZT D

Aruba# configure
Aruba (config)# aaa port-access mac-based addr-format multi-dash

12.2.2 MAC 7 RL ASBGED R IV > R

MAC 77 B L REBEEDIRRERRR

show port-access mac-based

Aruba# show port-access mac-based

Port Access MAC-Based Status

Auths/ Unauth Untagged Tagged % In RADIUS Cntrl
Port Guests Clients VLAN VLANs Port COS Limit ACL Dir Port Mode
2 2/1 4] 10 No No No No both 100FDx

MAC 77 b L REBEEDHE R

show port-access mac-based config [ port-list ]
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Aruba# show port-access mac-based config
Port Access MAC-Based Configuration

MAC Address Format : no-delimiter
Allow RADIUS-assigned dynamic (GVRP) VLANs [No] : No

Mac password :

Unauth Redirect Configuration URL :

Unauth Redirect Client Timeout (sec) : 1800
Unauth Redirect Restrictive Filter : Disabled
Total Unauth Redirect Client Count : ©

Client Client Logoff Re-Auth  Unauth Auth Cntrl
Port Enabled Limit Moves Period Period VLAN ID VLAN ID Dir

MAC REHERTIRR DIEIRE TR

show port-access mac-based clients [ port-list ] [ detailed ]

Aruba# show port-access mac-based clients

Port Access MAC-Based Client Status

Port MAC Address IP Address Mode Client Status
2 68b599-1b4864 n/a User authenticated
2 68b599-fb4ac88 n/a User authenticated

Aruba # show port-access mac-based clients 2 detailed
Port Access MAC-Based Client Status Detailed

Client Base Details

Port 2

Client Status : authenticated Session Time : 115 seconds
MAC Address : 68b599-fb4864 Session Timeout : 10800 seconds
IP i n/a

Access Policy Details :

COS Map : Not Defined In Limit Kbps : Not Set
Untagged VLAN : 20

Tagged VLANs : No Tagged VLANs

Port Mode : 100FDx Auth Mode : User-based

RADIUS ACL List : No Radius ACL List

12.2.3 MAC 7 RL REBEEDEEER!

HERK
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[rmw ho—2 ]7

VLAN1 untagged RADIUS Server
WLAN10,20,30 tagged 192.168.1.10/24
FREEATwF

192.168.1.20/24

P1
untagged

BHUB ()

LI L

MAC-1  MAC-2 A3,
VLAN 10 VLAN 20 {MAc,’a;Eaemﬁ)

21
L] uh\nIEZ/r‘Ja:G) 1 %/—R I\_C MAC uhuﬁ%ﬁ)‘}”'_g_a

® 1ZER—bOETFICEHUB ZREL. BHURREZERL. IHRI & ICHRZEITD

Aruba OS Switch

&  SREERINLTZS MAC-1 diiizk(E VLAN10, MAC-2 ik (d VLAN20 % RADIUS H—/)(Uh\5 attribute TELAY 1=

WOCEID LTS (F1F = w7 VLAN)
o RELCHRBRLIZIER(E VLAN3O (CFABSE S

& XAwFNH5 RADIUS H—/\NDRIWVEDEZITSII—Y—&, AAT—RICEY FIBMACFRLADITA—T Y

(37T 7)1 O F T\ T > & U (aabbeeddeeff)

HEFIE

1. TEARAYFICIPFZ RLRAZEZEL. VLAN10,20,30DERR(VLAN 1T I AL R THEESNTWDS). 7Y ITUZIBADR—

~CZVLAN10,20,30%Ztagged T2 LE T,

Aruba# configure

Aruba (config)# vlan 1 ip address 192.168.1.20/24
Aruba (config)# vlan 10 tagged 24

Aruba (config)# vlan 20 tagged 24

Aruba (config)# vlan 30 tagged 24

2. RADIUSH—/{ZENMULETY.

Aruba (config)# radius-server host 192.168.1.10 key secret

3. 1%/—'—{ NTMACY? R L REREED i%ﬁlﬂi@'o

Aruba (config)# aaa port-access mac-based 1
Aruba (config)# aaa port-access mac-based 1 addr-limit 32

4. 1FBBR— N TMACY RLRERSEICHKM U TZiHRIFVLANIOICATE END LD ICHRELET .

Aruba (config)# aaa port-access mac-based unauth-vid 30

5. 18/R— b TEREEICARINUzink SR LTz Rk RERR D LS (CRELEY.

Aruba (config)# aaa port-access 1 mixed

EhERESD

R MAC 77 B L ASREERmAR DR
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Aruba # show port-access mac-based clients

Port Access MAC-Based Client Status

Port MAC Address IP Address Mode Client Status
1 0016d3-3a1151 n/a User rejected,unauth vlan
1 68b599-1b4864 n/a User authenticated
1 68b599-fb4c88 n/a User authenticated

ERRERHIRR DR
HA4FZw I VLAN [LLD VLAN PHA > ECTHREBRIEE T,

Aruba # show port-access clients

Port Access Client Status

Port Client Name MAC Address IP Address User Role Type VLAN
1 0016d3-3a1151 n/a MAC 30
1 68b599fb4864 68b599-fb4864 n/a MAC 20
1 68b599fb4c88 68b599-fb4c88 n/a MAC 10

13.1 IPv4 ACL D7 YA > 55k

Arubaos -1 wFT(d IPv4 ACL (CHHIELTWET, IPv4 ACL ICETFEDT A >HENHDET,
REF A w4 ACL

* XI5 wIR—bhACL
RIT A wIiR— b ACL (¥R — MCTFHA > UCRA Y FICARIND RS T w O (CH LTI AILI U D =T
WET, TAILFYSITDORRERAYFIEND ST v I, I—FTA20ENB RS T1v . AAvFEEN
FHRD NS T« DICEADSITR—NANETND ST v I ERDET,

®  VLAN ACL (VACL)
VACL (F VLAN (7B > U CRAYFICARAIEND hS T4 wICHUTITAILIUSTZITVET, TrILTU>
TOHRERAAYFITEND ST w I =T+ 2TENB ST v IICEDST . VLAN [CADTLBD ST
AV IEIRDET,

* Routed ACL (RACL)
RACL ([ VLAN (L7 HA > UCRAYFICARASNB NS T4 v IDDIE, IL—FTA>TdENB ST v I ULT
TV D RITVETD,

F14F=wOMR— bk ACL
HAFZvOR— b ACL (FR— bTOSA 7> MAEREEENTZERE. RADIUS H—/\[C K> THAFZ VUL T7HA>ENDR— ~ ACL
TYo RER—SDOBEETISA T SO ST v OB IAISIIZITUET . 95472 hOEYSIMETISE ACLDTY
A FEBRENET, 1 DOIR— N TEBOBEET 517> MM U TEROY v IR~ ~ ACL i FIFERIEET Y,

13.2 IPv4 ACL DfE%A

EDRDREME ACLD T« ILFYU D IEHFICTDIMCKD 2 FEFED pvd ACLHHDET,
Standard ACL

Standard ACL (FXETD IP 7 RLRZ (T IPVA bS T 1w OB TAILF1 U272 FB ACL TY ., Standard ACL ZRET D EE(TIFE
AIEDIFEdM ACLDId [C 1-99 ZEIDHTET,
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Extended ACL
Extended ACL (F3%{E7T. XEISFHD IP 77 RL X2 tep R— hBESREEHAEDETIPVE NS T4 v ORI« ILFI2TIFTSBACLT
9, Extended ACL ZF&TE I D EE(FRFIZDITDN. ACLDid ([C 100-199 ZENIDHTET,

13.3 IPv4 ACL DARL—S3 >

ACL & ACE
ACL(access control list)(d& ACE(access control entry)Z—DE UK (FEHSATEEDERDTLWET ., ACE TIEXYFSHEHBINST

A WVIDEHEDIBEE. 733> (permit 5ULL (E deny) DEZREITVET,

ACL & TE DRI
. EDACL BEHDIL—ILI> MU(ACE) 2B IR ENTEET,
® 1DDACLZEBDA>I—TIT—ANBAITDIZENTEET,
¢ ACLO>TFHIXNTACEZFHEIDE. BEMIC ACE DI NUBSUL—ILES)IERESNFT. T NUESZEER
EETICACE ZRETDE. ACLADERED ACE > MU EUTEIIENET.
® ACLTIEFTIAILNTHISITawvO% deny. TIRADBIBED deny "ADTWLWET, ACE ICYYFURWNSTr vy
(Cx U Tl deny (drop)eNFEI DT, BE(CIEU T permit D ACE Z5HEITDEIICLTTFELN,

13.4 IPv4 ACL DESGE - TR
13.4.1 Standard ACL Di%7E

Standard ACL DfER%
Standard ACL Z%&Ri1 C{ER I DimE(named acl)

ip access-list standard < name-str >

Aruba (config)# ip access-list standard acl-testl

Standard ACL &S C/EK 9 D% & (numbered acl)

ip access-list standard < 1-99 >

Aruba (config)# ip access-list standard 10

ACE DFETE
< deny | permit > < any | host < sa > | < sa > < mask > | < sa >/< mask-length > > [ log ]
¢ deny or permit : ACE (CX¥YF Uz bS T+ wOZRIEERFZIFIFHTITD
& any: 2TOXETIP7ZRLX
® host <sa>:WRELDIRARDIP 7 RLA(MHRERSD IP 7 RLX(F 1 DDH)
® < sa> < mask> or < sa>/< mask-length > : JWRERBZIHTRY b, Mask-length (D7) RAO— RTIEET
. 192.168.1.0/24 &£ 192.168.1.0 0.0.0.255 (FE U,
¢ log: bSO v IONRYFULSESCOTZER

Aruba (config)# ip access-list standard acl-testl
Aruba (config-std-nacl)# permit host 192.168.1.10
Aruba (config-std-nacl)# deny 192.168.1.0/24 log
Aruba (config-std-nacl)# permit any

Standard ACL 0DOiE:R

show access-list < name-str | 1-99 >
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Aruba (config)# show access-list acl-testl

13.4.2 Extended ACL D%FE

Extended ACL DfER%
Extended ACL =81 C{ERK T DiEE (named acl)

ip access-list extended < name-str >

Aruba (config)# ip access-list extended acl-test2

Extended ACL Z#&S CT{ERk 9 D1BE (numbered acl)

ip access-list extended < 100-199 >

Aruba (config)# ip access-list extended 100

ACE DFRTE
< deny | permit > < ip | ip-protocol | ip-protocol-nbr > < any | host > < sa > | sa | mask-length | sa < mask >> < any |
host > < da > | da | mask-length | da < mask >> [ precedence ][ tos ] [ log ]
¢ deny or permit : ACE (CXYFUTZ ST+ wORIERFEZ(FHFAITD
. < ip | ip-protocol | ip-protocol-nbr >
e ip:ETOIP/HTY L
. ip-protocol : ip-in-ip, ipv6-in-ip, gre, esp, ah, ospf, pim, vrrp, allias-src, icmp, igmp, sctp, tcp, udp 5
ER
. ip-protocol-nbr : O ~JJLES
® any: 2COXExip 7RLR
¢ host <sa>:WREPDBRASD ip 7RLAGIRERD ip 7 RLAIE 1 DDFH)
® < sa> < mask > or <sa>/< mask-length > : }WREQRBIHTRY K, Mask-length (D)L RAO—RTIBEYS
%, 192.168.1.0/24 & 192.168.1.0 0.0.0.255 (R L,
® precedence : ip precedence DI SO %IETE
® tos:iptos DIST%EIEE
®  log: ST v INTYFURBAICOIRLER

Aruba (config)# ip access-list extended 100

Aruba (config-ext-nacl)# permit udp any 192.168.1.0/24 eq 80
Aruba (config-ext-nacl)# deny ip 192.168.1.0/24 any

Aruba (config-ext-nacl)# permit ip any any

Extended ACL OOF#:R

show access-list < name-str | 100-199 >
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Aruba (config)# show access-list 100
Access Control Lists

Name: 100
Type: Extended
Applied: No
SEQ Entry
10  Action: permit
Src IP: 0.0.0.0 Mask: 255.255.255.255 Port(s): eq 80
Dst IP: 192.168.1.0 Mask: 0.0.0.255 Port(s):
Proto : UDP
TOS HE Precedence: -

20  Action: deny

Src IP: 192.168.2.0 Mask: 0.0.0.255 Port(s):
Dst IP: 192.168.1.0 Mask: 0.0.0.255 Port(s):
Proto : IP

TOS HE Precedence: -

30 Action: permit

Src IP: 0.0.0.0 Mask: 255.255.255.255  Port(s):
Dst IP: ©0.0.0.0 Mask: 255.255.255.255 Port(s):
Proto : IP

TOS I Precedence: -

13.4.3 ACL Di&EH

MIER— MEBHEY 255
interface < port-list > ip access-group <identifier> <in | out>

¢  identifier : ACLEZEULIFACLES
® in:/R—hTREZND ST+ v IITER(PACL)
® out:/R—FTEEZNSDS ST v IITERA(PACL)

ACL Z¥IER— MBRULZIEE., b3 T« v IHHEONRERDDEMIER— NTERESND) Ty hERDET.

Aruba (config)# interface 10 ip access-group 100 in

VLAN NEBR 3 255
vlan < vid > ip access-group <identifier> < in | out | vlan-in | vlan-out >
¢  identifier : ACLZEUIFACLES
® in: VLAN TRESNDIL—F« 2T b3 T« wOSERA(rACL, F— VLAN AOBE(C(FEASNZN)
®  out:VLAN TEEENBIL—F > ST+ wICHEA(rACL, F— VLAN ADESICIEBEAENRLY)
® vlan-in : VLAN TEZESND ST+ v o (TEA(VACL)

¢ vlan-out : VLAN TXEESND ST+ v IISEA(VACL)

Aruba (config)# vlan 10 ip access-group 100 vlan-in

13.4.4 ACL YY—XDF#:R

show access-list resource
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nami-2930f(config)# show access-list resources
Resource usage in Policy Enforcement Engine

Ingress

Policy Enforcement Engine Rules

Resource usage in Policy Enforcement Engine

4 of 32
~LATBE~

| Rules | Rules Used
Ports | Available | ACL | QoS | IDM | VT | Mirr | PBR
------ P
| 468 | | e| o] o] e )

Policy Enforcement Engine Meters
Meters | Meters Used
Available | ACL | QoS | IDM | VT | Mirr | PBR

—_ ——
1
1
1
1
1
1
1
1
i
1
+
1
1
1
1
1
+
1
1
1
1
1
+
1
1
i
1

— 4+
1
1
1
1
1
+
1
1
1
i
1
+
1
1
1
1
1

Policy Enforcement Engine Port Ranges

|Application]|

|Port Ranges| Application Port Ranges Used
Ports | Available | ACL | QoS | IDM | VT | Mirr | PBR

Policy Enforcement Engine PBR Resources

| PBR |
| Next-hops | PBR Next-hops Used
Ports | Available | ACL | QoS | IDM | VT | Mirr | PBR
------ B e e L e DL EETE
I 1024 | I | I I | o

Policy Engine management resources used.

+

OF | Other
_____ +_______|
o | 10 |

OF | Other
_____ 4o
o | o |

OF | Other
_____ tommmee |
o | 1

OF | Other
_____ tommmmee|
| o |
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