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Revision History

The following table lists the revisions of this document.

Table 1: Revision History

Revision Change Description

Revision 03 Updated the WPA3-Enterprise security section in the Authentication
and User Management chapter.

Revision 02 Updated the instruction in Step 3 of the Configuring Wired Bridging on
Ethernet 0 for Mesh Point section.

Revision 01 Initial release.
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Chapter 1
About this Guide

This User Guide describes the features supported by Aruba Instant and provides detailed instructions
for setting up and configuring the Instant network.

Intended Audience

This guide is intended for administrators who configure and use Instant APs.

Related Documents

In addition to this document, the Instant AP product documentation includes the following:

Aruba Instant Access Point Installation Guides
Aruba Instant CLI Reference Guide

Aruba Instant Quick Start Guide

Aruba Instant Release Notes

Aruba Instant REST API Guide

Conventions

The following conventions are used throughout this manual to emphasize important concepts:

Table 2: Typographical Conventions

Style Type Description

Italics This style is used to emphasize important terms and to mark the titles of books.

System items This fixed-width font depicts the following:
® Sample screen output
= System prompts

= Filenames, software devices, and specific commands when mentioned in the text.

Commands In the command examples, this style depicts the keywords that must be typed exactly as
shown.
<Arguments> In the command examples, italicized text within angle brackets represents items that you

should replace with information appropriate to your specific situation. For example:
# send <text message>

In this example, you would type “send” at the system prompt exactly as shown, followed by
the text of the message you wish to send. Do not type the angle brackets.
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Table 2: Typographical Conventions

Style Type Description

[Optional] Command examples enclosed in square brackets are optional. Do not type the square
brackets.

{ITtem A | In the command examples, items within curly brackets and separated by a vertical bar

Ttem B} represent the available choices. Enter only one choice. Do not type the curly brackets or bars.

The following informational icons are used throughout this guide:

Indicates helpful suggestions, pertinent information, and important things to remember.

>

Indicates a risk of damage to your hardware or loss of data.

CAUTION

% Indicates a risk of personal injury or death.
WARNING

Terminology Change

As part of advancing HPE's commitment to racial justice, we are taking a much-needed step in
overhauling HPE engineering terminology to reflect our belief system of diversity and inclusion. Some
legacy products and publications may continue to include terminology that seemingly evokes bias
against specific groups of people. Such content is not representative of our HPE culture and moving
forward, Aruba will replace racially insensitive terms and instead use the following new language:

Usage

Campus Access Points + Controllers

Old Language

Master-Slave

New Language

Conductor-Member

Instant Access Points

Master-Slave

Conductor-Member

Switch Stack

Master-Slave

Conductor-Member

Wireless LAN Controller

Mobility Master

Mobility Conductor

Firewall Configuration

Blacklist, Whitelist

Denylist, Allowlist

Types of Hackers

Black Hat, White Hat

Unethical, Ethical

Contacting Support

Table 3: Contact Information

Main Site

arubanetworks.com

Support Site

https://asp.arubanetworks.com/

About this Guide |


http://www.arubanetworks.com/
https://asp.arubanetworks.com/

Airheads Social Forums and Knowledge
Base

community.arubanetworks.com

North American Telephone

1-800-943-4526 (Toll Free)
1-408-754-1200

International Telephone

arubanetworks.com/support-services/contact-support/

Software Licensing Site

Ims.arubanetworks.com

End-of-life Information

arubanetworks.com/support-services/end-of-life/

Security Incident Response Team

Site: arubanetworks.com/support-services/security-bulletins/

Email: aruba-sirt@hpe.com
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Chapter 2

About Aruba Instant

This chapter provides the following information:

® |nstant Overview on page 13

® Whatis New in the Release on page 16

Instant Overview

Instant virtualizes Aruba Mobility Controller capabilities on 802.1 capable access points creating a
feature-rich enterprise-grade WLAN that combines affordability and configuration simplicity.

Instant is a simple, easy to deploy turnkey WLAN solution consisting of one or more Instant Access
Points. An Ethernet port with routable connectivity to the Internet or a self-enclosed network is used for
deploying an Instant Wireless Network. An Instant AP can be installed at a single site or deployed across
multiple geographically dispersed locations. Designed specifically for easy deployment and proactive
management of networks, Instant is ideal for small customers or remote locations without requiring any
on-site IT administrator.

An Instant AP cluster consists of member Instant APs and a conductor Instant AP in the same VLAN, as
they communicate with broadcast messages. A virtual controller is a combination of the whole cluster,
as the member Instant APs and conductor Instant AP coordinate to provide a controllerless Instant
solution. In an Instant deployment scenario, the first Instant AP that comes up becomes the conductor
Instant AP. All other Instant APs joining the cluster after that Instant AP, become the member Instant
APs.

In an Instant deployment scenario, only the first Instant AP or the conductor Instant AP needs to be
configured. The other Instant APs download configurations from the first Instant AP that is configured.
The Instant solution constantly monitors the network to determine the Instant AP that must function as
a conductor Instant AP at a given time. The conductor Instant AP may change as necessary from one
Instant AP to another without impacting network performance.

Each Instant AP model has a minimum required software version. When a new Instant AP is added into
an existing cluster, it can join the cluster only if the existing cluster is running at least the minimum
required version of that Instant AP. If the existing cluster is running a version prior to the minimum
required version of the new Instant AP, the new Instant AP will not come up and may reboot with the
reason Image sync fail. To recover from this condition, upgrade the existing cluster to at least the
minimum required version of the new Instant AP first, and add the new Instant AP. For more
information about supported Instant AP platforms, refer to the Aruba Instant Release Notes.

Aruba recommends that networks with more than 128 Instant APs be designed as multiple, smaller

R virtual controller networks with Layer-3 mobility enabled between these networks.

Aruba Instant APs are available in the following variants:

®m S (United States)
= JP (Japan)
= || (Israel)
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= EG (Egypt)
® RW (Rest of the World)

The following table provides the variants supported for each Instant AP platform:

Table 4: Supported Instant AP Variants

Instant AP-

Instant Ap. | nstant Instant AP- | Instant AP- f:::;-tRx: the
Instant AP Model AP-#i##-]P ###-1L ###-EG
###-US (US| Pl (Eayot World
P gyp except

only) only) only) only) US/JP/EG
/1L)

(Reg Domain)

560 Series Yes Yes Yes Yes Yes
AP-503H Yes Yes Yes Yes Yes
570EX Series Yes Yes Yes Yes Yes
570 Series Yes Yes Yes Yes Yes
AP-518 Yes Yes Yes Yes Yes
AP-505H Yes Yes Yes Yes Yes
500 Series Yes Yes Yes Yes Yes
550 Series Yes Yes Yes Yes Yes
530 Series Yes Yes Yes Yes Yes
510 Series Yes Yes Yes Yes Yes
303 Series Yes Yes Yes Yes Yes
318 Series Yes Yes Yes Yes Yes
370 Series Yes Yes Yes Yes Yes
340 Series Yes Yes Yes Yes Yes
203H Series Yes Yes Yes Yes Yes
360 Series Yes Yes Yes Yes Yes
330 Series Yes Yes Yes Yes Yes
320 Series Yes Yes Yes Yes Yes
310 Series Yes Yes Yes Yes Yes
AP-303H Yes Yes Yes Yes Yes
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Table 4: Supported Instant AP Variants

Instant AP-
Instant Ap. | nstant Instant AP- | Instant AP- ?::}Rz\; the
Instant AP Model AP-#it#-)P ##4#-1L ###-EG
. ##4#-US (US World
(Reg Domain) (Japan (Israel (Egypt
only) only) only) only) except
y y y US/JP/EG
/IL)
207 Series Yes Yes Yes Yes Yes
300 Series Yes Yes Yes Yes Yes
203R Series Yes Yes Yes Yes Yes

For information on regulatory domains and the list of countries supported by the Instant AP-###-RW
type, see the Specifying Country Code section in Logging in to the Instant Ul on page 25.

Instant WebUI

The Instant WebUI provides a standard web-based interface that allows you to configure and monitor a
Wi-Fi network. Instant is accessible through a standard web browser from a remote management
console or workstation and can be launched using the following browsers:

= Microsoft Internet Explorer 11 on Windows 7 and Windows 8

= Microsoft Edge (Microsoft Edge 38.14393.0.0 and Microsoft EdgeHTML 14.14393) on Windows 10
= Mozilla Firefox 48 or later on Windows 7, Windows 8, Windows 10, and macOS

= Apple Safari 8.0 or later on MacOS

= Google Chrome 67 or later on Windows 7, Windows 8, Windows 10, and macOS

If the Instant Ul is launched through an unsupported browser, a warning message is displayed along
with a list of recommended browsers. However, the users are allowed to log in using the Continue
login link on the Login page.

To view the Instant Ul, ensure that JavaScript is enabled on the web browser.

NOTE The Instant Ul logs out automatically if the window is inactive for 15 minutes.

Instant CLI

The Instant CLI is a text-based interface that is accessible through an SSH session.

SSH access requires that you configure an IP address and a default gateway on the Instant AP and
connect the Instant AP to your network. This is typically performed when the Instant network on an
Instant AP is set up.
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What is New in the Release

This section lists the new features, enhancements, or hardware platforms introduced in Aruba Instant
8.9.0.0.

New Features and Hardware Platforms

Table 5: New Features in Aruba Instant 8.9.0.0

Feature Description

Change to the Default SSL The default SSL protocol for web server connections has been changed to
Protocol Used for Web Server TLS version 1.2. This change in default SSL protocol only affects factory
Connections default APs running Aruba Instant 8.9.0.0 or later versions. APs that are

upgraded to 8.9.0.0 or later versions from an earlier version will use the
exisiting SSL protocol configuration for web server connections. The

SSL protocol for web server connections can be changed using the web-
server command.

Configure Beacon Rates in Two new CLI parameters a-beacon-rate and g-beacon-rate are introduced in
WLAN SSID Settings the WLAN SSID profile configuration to allow control of the beacon rates
independently of the basic rates configured on the profile.

Configure Instant AP to Fall Instant enables you to configure an Instant AP to use the Internal

Back to Internal Authentication | authentication to authenticate management users only when the response
Only if the Response from the from the authentication server times out. This can be configured when
Authentication Server Times Authentication servers with fallback to internal server option is used to
Out authenticate management users. This can be configured through the CLI
using the mgmt-auth-server-timout-local-backup command.

Configuring a Schedule for New CLI parameters have been introduced in vpn preemption and vpn
VPN Preemption tunnel-profile commands that allow you to configure a time schedule for

VPN preemptions to occur. When enabled, the Instant AP will switch from the
backup tunnel to the primary tunnel only during the scheduled period.

Configuring Instant AP as a Instant APs support DHCP relay function in Local, Local L3, Distributed L3,
DHCP Relay Agent Centralized L3, and Virtual Controller assigned networks. When configured,
the Instant AP sends IP address information of clients to the configured
server for client profiling.

Displaying the Name for Assa The Assa Abloy door locks will now be displayed using a name in the output of
Abloy Door Locks the show ap debug zigbee client-table command. This enhancement is
helpful in identifying and debugging issues related to a specific Assa Abloy
door lock connected to the system.

Enabling Wi-Fi 6E Capabilities The new AP-635 access points are Wi-Fi 6E capable access points that can
operate in the 6 GHz band of the wireless spectrum. New options for
configuring 6 GHz radio and networks have been introduced in WLAN SSID,
radio profile, radio, and ARM settings. Configure 6 GHz networks using the
WebUI and the CLI to utilize the capabilities of Wi-Fi 6E access points.

Enhancement to Serial Data A new CLI parameter usbSerialDeviceTypeFilter <filter> is added to the loT

Transport Profiles transport profile configuration to allow users to filter serial data based on the
USB dongle type.

Increase in the Maximum The maximum configurable Tx power value for BLE and Zigbee based

Supported Tx Power Value loT Radio profiles is increased to 20 dBm.
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Table 5: New Features in Aruba Instant 8.9.0.0

Feature Description

Provisioning AP1X Certificates
through Aruba Central or
Airwave

Aruba Instant supports provisioning of AP1X certificates through AirWave or
Central. Acommon AP1X certificate can now be applied to all Instant APs in
the cluster instead of per-device certificate upload.

Report Configuration Sync
Error on Member AP to Central

In a scenario where a configuration sync error is observed on a member AP in
an Instant cluster, or a new member AP joins the cluster, a checksum error is
generated. This checksum error is now reported to Central, in order to
determine whether to collect the configuration audit from the member AP.

Support for Alternate Image
URL During Provisioning

Instant introduces an alternative image URL service function which supplies a
reachable image URL from the cache list when the conductor or member APs
report a mismatch.

Support for Including Pointer
Records in Updates Sent by
DDNS Clients to the DDNS
Server

Instant now supports including pointer records along with A (host) records in
the updates sent by the DDNS clients to the DDNS server.

Support for Azure Southbound
Action for BLE Devices

The following message is added to support Azure southbound action on
BLE devices:

= Asynchronous Cloud to Device (C2D) messages.

Support for Using
EST Certificate with RADSEC

A new CLI command radsec-use-est-certificate is introduced to allow
RADSEC to use EST certificates instead of custom or default certificates.

Table 6: New Hardware Platforms in Aruba Instant 8.9.0.0

Check with your local Aruba sales representative on new managed devices and access points availability in your

country.

Hardware Description

630 Series Access Points - AP-
635

The Aruba 630 Series access points (AP-635) are high performance, tri-radio,

indoor access points that can be deployed in either controller-based

(ArubaOS) or controller-less (Aruba Instant) network environments. These APs

deliver high performance concurrent 2.4 GHz, 5 GHz, and 6 GHz 802.11ax Wi-

Fi (Wi-Fi 6E) functionality with MIMO radios (2x2 in 2.4 GHz, 5 GHz, and 6 GHz),

while also supporting 802.11a, 802.11b, 802.11g, 802.11n, and 802.11ac

wireless services.

Additional features include:

= |EEE 802.11a, IEEE 802.11b, IEEE 802.11g, IEEE 802.11n, IEEE 802.11ac, and
IEEE 802.11ax operation as a wireless access point.

® |EEE 802.11a, IEEE 802.11b, IEEE 802.11g, IEEE 802.11n, IEEE 802.11ac, and
IEEE 802.11ax spectrum monitor.

® Two Ethernet ports, ENETO and ENET1, capable of data rates up to 2.5
Gbps.

®=  Compatible with IEEE 802.3bt, IEEE 802.3at, and IEEE 802.3af PoE
standards on both Ethernet ports.

® Thermal management.
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Table 6: New Hardware Platforms in Aruba Instant 8.9.0.0

Check with your local Aruba sales representative on new managed devices and access points availability in your

country.

Hardware Description

® Support for OFDMA
For complete technical details and installation instructions, see Aruba 630 Series

Access Points Installation Guide.
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Chapter 3

Setting up an Instant AP

This chapter describes the following procedures:

m Setting up Instant Network on page 19
® Provisioning an Instant AP on page 20
® | ogging in to the Instant Ul on page 25
®m Accessing the Instant CLI on page 26

® |nstant AP Degraded State on page 28

Setting up Instant Network

Before installing an Instant AP:

® Ensure that you have an Ethernet cable of the required length to connect an Instant AP to the home
router.

® Ensure that you have one of the following power sources:

 |EEE 802.3af/at-compliant PoE source. The PoE source can be any power source equipment switch
or a midspan power source equipment device.

 Instant AP power adapter kit.
To set up the Instant network, perform the following procedures :

1. Connecting an Instant AP on page 19

2. Assigning an IP address to the Instant AP on page 19

Connecting an Instant AP

Based on the type of the power source used, perform one of the following steps to connect an Instant
AP to the power source:

® PoE switch—Connect the Ethernet O port of the Instant AP to the appropriate port on the PoE switch.

= PoE midspan—Connect the Ethernet O port of the Instant AP to the appropriate port on the PoE
midspan.
= ACto DC power adapter—Connect the 12V DC power jack socket to the AC to DC power adapter.

Assigning an IP address to the Instant AP

The Instant AP needs an IP address for network connectivity. When you connect an Instant AP to a
network, it receives an IP address from a DHCP server.

To obtain an IP address for an Instant AP:

1. Ensure that the DHCP service is enabled on the network.
2. Connect the Ethernet 0 port of Instant AP to a switch or router using an Ethernet cable.
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3. Connect the Instant AP to a power source. The Instant AP receives an IP address provided by the
switch or router.

If there is no DHCP service on the network, the Instant AP can be assigned a static IP address. If a

Mot static IP is not assigned, the Instant AP obtains an IP automatically within the 169.254 subnet.

Assigning a Static IP

To assign a static IP to an Instant AP:

1. Connect a terminal, PC, or workstation running a terminal emulation program to the Console
port on the Instant AP.

2. Turn on the Instant AP. An autoboot countdown prompt that allows you to interrupt the normal
startup process and access apboot is displayed.

3. Press Enter key before the timer expires. The Instant AP goes into the apboot mode.
4. Inthe apboot mode, execute the following commands to assign a static IP to the Instant AP.

Hit <Enter> to stop autoboot: 0
apboot>

apboot> setenv ipaddr 192.0.2.0
apboot> setenv netmask 255.255.255.0
apboot> setenv gatewayip 192.0.2.2
apboot> save

Saving Environment to Flash...
Un-Protected 1 sectors

.done

Erased 1 sectors

Writing

5. Use the printenv command to view the configuration.

apboot> printenv

Provisioning an Instant AP

This section provides the following information:

®m ZTP and NTP Server and Synchronization
® Provisioning IAPs though Aruba Central

B Provisioning Instant APs through AirWave

ZTP of Instant APs

ZTP eliminates the traditional method of deploying and maintaining devices and allows you to provision
new devices in your network automatically, without manual intervention. Following are the ZTP
methods for Instant.

Aruba Activate is a cloud-based service designed to enable more efficient deployment and maintenance
of Instant APs. ArubaActivate is hosted in the cloud and is available at
https://activate.arubanetworks.com. You can register for a free account by using the serial number and
MAC address of the device you currently own. For more information on how to setup your device and
provision using Aruba Activate, refer to the Aruba Activate User Guide.

NTP Server and Instant AP Synchronization

In order for ZTP to be successful, the timezone of the Instant AP must be in synchronization with the
NTP server.
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To facilitate ZTP using the AMP, Central, or Activate, you must configure the firewall and wired
infrastructure to either allow the NTP traffic to pool.ntp.org, or provide alternative NTP servers
NOTE under DHCP options. For more information on configuring an NTP server, see NTP Server.

In a scenario where the NTP server is unreachable, the connection between the Instant AP and Activate
will fall back to the unsecured status. The NTP client process running in the back end will continuously
attempt to reconnect to the NTP server until a secure connection is established. The NTP client process
receives a response from the NTP server on successfully establishing a connection and notifies the

CLI process which runs a series of checks to ensure the NTP server is reachable.

The Instant APs boot with factory default configuration and try to provision automatically. If the
automatic provisioning is successful, the Instant SSID will not be available. If AirWave and Activate are
not reachable and the automatic provisioning fails, the Instant SSID becomes available and the users
can connect to a provisioning network by using the Instant SSID.

To connect to a provisioning Wi-Fi network:

1. Ensure that the client is not connected to any wired network.
2. Connect a wireless-enabled client to a provisioning Wi-Fi network: for example, Instant.
3. If the Windows operating system is used:

a. Click the wireless network connection icon in the system tray. The Wireless Network
Connection window is displayed.

b. Click the Instant network and then click Connect.
4. If the Mac operating system is used:
a. Click the AirPort icon. A list of available Wi-Fi networks is displayed.

b. Click the instant network.

The Instant SSIDs are broadcast in 2.4 GHz only.

The provisioning SSID for all APs running Instant 6.5.2.0 onwards, including legacy Instant APs is

o
MOTE SetMeUp-xx:XX:XX.

Instant APs in the same VLAN automatically find each other and form a single functioning network
managed by a virtual controller.

Moving aninstant AP from one cluster to another requires a factory reset of the Instant AP.

HOTE

The provisioning network is enabled by default. Instant provides the option to disable the provisioning
network through the console port. Use this option only when you do not want the default SSID Instant
to be broadcast in your network.

To disable the provisioning network:
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1. Connect a terminal, PC, or workstation running a terminal emulation program to the Console
port on the Instant AP.

2. Configure the terminal or terminal emulation program to use the following communication
settings:

Table 7: Terminal Communication Settings

Baud Rate Data Bits Stop Bits Flow Control

9600 8 None 1 None

3. Turn on the Instant AP. An autoboot countdown prompt that allows you to interrupt the normal
startup process and access apboot is displayed.

4. Click Enterkey before the timer expires. The Instant AP goes into the apboot mode through
console.

5. Inthe apboot mode, execute the following commands to disable the provisioning network:

apboot> factory reset

apboot> setenv disable prov ssid 1
apboot> saveenv

apboot> reset

Some customers do not use Activate either because of their security policy or because it is a new site
and they do not have internet connectivity when the Instant AP is initially brought up. These customers
prefer to disable all communications between the Instant AP and Activate during initial provisioning.

Under these circumstances, Aruba Instant provides 3 methods to disable Activate provisioning. You may
choose either of the following methods to disable Activate provisioning during the initial setup:

® Use the configuration command to disable provisioning by Activate using the Instant CLI.

(Instant AP) (config)# activate-disable

® Configure a DHCP profile with a DHCP option <type> 43 and the <value> activate-disable=True. The
DHCP option 43 will broadcast the provisioning information to the Instant AP from the DHCP server
instead of Activate.

(Instant AP) (config)# ip dhcp <profile-name>
(Instant AP) (DHCP profile <profile-name>)# option 43 activate-disable=True

= Configure a DHCP profile with a DHCP option <type> 60 and the <value> ArubalnstantAP.

(Instant AP) (config)# ip dhcp <profile-name>
(Instant AP) (DHCP profile <profile-name>)# option 60 ArubaInstantAP

Provisioning Instant APs through Central

The Aruba Central Central Ul provides a standard web-based interface that allows you to configure and
monitor multiple Aruba Instant networks from anywhere with a connection to the Internet. Aruba
Central supports all the Instant APs running Instant 6.2.1.0-3.3.0.0 or later versions.

Using Central, individual users can manage their own wireless network. This Ul is accessible through a
standard web browser and can be launched using various browsers.
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Central supports automatic ZTP and manual provisioning. There are three different methods of manual
provisioning.

® By providing the Activate credentials of the customer.

® By providing cloud activation key and MAC address of the Instant AP.

® By providing the serial number and MAC address of the Instant AP.

For provisioning Instant APs through Central, the Instant APs must obtain the cloud activation key.

Prerequisites for Obtaining the Cloud Activation Key

To ensure that the Instant APs obtain the cloud activation key from the Aruba Activate server, perform
the following checks:

= The serial number or the MAC address of the Instant AP is registered in the Activate database.
= The Instant AP is operational and is able to connect to the Internet.

® |nstant AP has received a DNS server address through DHCP or static configuration.

® |nstant AP is able to configure time zone using an NTP server.

® The required firewall ports are open. Most of the communication between devices on the remote site
and the Central server in the cloud is carried out through HTTPS (TCP 443). However, you may need
to configure the following ports:

» TCP port 443 for configuration and management of devices.
e TCP port 80 for image upgrade.
» UDP port 123 for NTP server to configure timezone when factory default Instant AP comes up.

e TCP port 2083 for RADIUS authentication for guest management. If 2083 port is blocked, the HTTPS
protocol is used.

If a cloud activation key is not obtained, perform the following checks:

® |fthe Instant AP IP address is assigned from the DHCP server, ensure that the DNS server is
configured.

® |f the Instant AP is assigned a static IP address, manually configure the DNS server IP address. For
more information, see Specifying a Method for Obtaining IP Address.

Viewing the Cloud Activation Key Using the Old WebUI

If Instant AP has already obtained the activation key, complete the following steps:

1. Connect to the Instant SSID and type http://instant.arubanetworks.com in the web browser.

2. Login to the website by using the default username admin and the default password which is the
Serial Number of the Instant AP.

3. Inthe Instant AP WebUI, navigate to Maintenance > About and copy the cloud activation key.

4. To view the MAC address of the conductor Instant AP, click the device name under the Access
Points tab of the main window. The MAC address will be displayed in the Info section.

Viewing the Cloud Activation Key Using the New WebUI
If Instant AP has already obtained the activation key, complete the following steps:

1. Connect to the Instant SSID and type http://instant.arubanetworks.com in the web browser.

2. Login to the website by using the default username admin and the default password which is the
Serial Number of the Instant AP.
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3. Inthe Instant AP WebUI, navigate to Maintenance > About. You can view the cloud activation
key in the Cloud Activation Key field.

4. To view the MAC address of the conductor Instant AP, navigate to Dashboard > Overview and
select the device from the Dashboard > Access Points. The MAC address will be displayed under
Overview > Info. Alternatively, go to Dashboard > Access Points and select the device from the
list of Access Points. The MAC address will be displayed under Overview > Info.

You can also check the cloud activation key of an Instant AP by running the show about and show
activate status commands. For more information on these commands, refer to the Aruba Instant
CLI Reference Guide.

If the Instant AP is deployed in the cluster mode, the member Instant APs do not obtain the
activation key. You must use the cloud activation key and MAC address of the conductor Instant AP
NOTE for provisioning through Central.

Support for Alternate Image Server When Provisioning an Instant AP

AP provisioning is either done through a mandatory upgrade or image sync through Aruba Activate.
Typically, Aruba Activate returns the default image URL as a HTTPS body payload, and the AP uses this
URL to download and upgrade the image. However, in some scenarios, the default URL returned by
Aruba Activate can be unreachable, because users configure a firewall that only allow specific URLs or
static IP addresses; but the default URL is served with a dynamic IP address. Starting from Aruba Instant
8.9.0.0, Instant introduces an alternative image URL service function which supplies a reachable image
URL from the cache list when the conductor or member APs report a mismatch. The AP will then use the
reachable image URL to download the image and provision the AP.

Provisioning AP1X Certificates through Aruba Central or AirWave

Aruba Instant supports provisioning of AP1X certificates through AirWave or Central. Acommon AP1X
certificate can now be applied to all Instant APs in the cluster by executing the following CLI command:
(Instant AP) (config) # wlan cert-assignment-profile

(Instant AP) (cert assignment) # pki-cert-assign application aplx cert-type TrustedCA
certname <cert name>

If an AP1X common cert already exists in the Instant AP and needs to be replaced with a per-device
E AP1X certificate, you must first remove the common cert uploaded through Central or AirWave and

then re-upload the per-device cert. This is because the common certificate has a higher priority than
the per-device certificate, the per-device cert will not be used if the common is removed.

NOTE

The following CLI commands are used to remove the common AP1X CA certificate installed through
AirWave or Central:

(Instant AP)# clear-cert aplx-common-cert
(Instant AP)# clear-cert aplx-common-ca

Provisioning Instant APs through AirWave

AirWave is a powerful platform and easy-to-use network operations system that manages Aruba
wireless, wired, and remote access networks, as well as wired and wireless infrastructures from a wide
range of third-party manufacturers. With its easy-to-use interface, AirWave provides real-time
monitoring, proactive alerts, historical reporting, as well as fast and efficient troubleshooting. It also
offers tools that manage RF coverage, strengthen wireless security, and demonstrate regulatory
compliance.
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For information on provisioning Instant APs through AirWave, refer to the AirWave Deployment Guide.

Logging in to the Instant Ul

Launch a web browser and enter http://instant.arubanetworks.com. In the login screen, enter the
following credentials:

® Username—admin
® Password—Enter the Serial Number of the Instant AP

When you use a provisioning Wi-Fi network to connect to the Internet, all browser requests are directed
to the Instant Ul. For example, if you enter www.example.com in the address bar, you are directed to
the Instant Ul. You can change the default login credentials after the first login.

If an Instant AP does not obtain an IP address, it assigns itself 169.x.x.x as the IP address. In this
case, DNS requests from clients on a provisioning SSID will not receive a response because of lack of
network connectivity. Hence, automatic redirection to the Instant Ul instant.arubanetworks.com will

NOTE fail. In such a case, you must manually open instant.arubanetworks.com on your browser to access
the Instant WebUI.

Regulatory Domains

The IEEE 802.11, 802.11b, 802.11g, or 802.11n Wi-Fi networks operate in the 2.4 GHz spectrum and IEEE
802.11a or 802.11n operate in the 5 GHz spectrum. The spectrum is divided into channels. The 2.4 GHz
spectrum is divided into 14 overlapping, staggered 20 MHz wireless carrier channels. These channels
are spaced 5 MHz apart. The 5 GHz spectrum is divided into more channels. The channels that can be
used in a particular country vary based on the regulations of that country.

The initial Wi-Fi setup requires you to specify the country code for the country in which the Instant AP
operates. This configuration sets the regulatory domain for the radio frequencies that the Instant APs
use. Within the regulated transmission spectrum, a HT 802.11ac, 802.11a, 802.11b, 802.11g, or 802.11n
radio setting can be configured. The available 20 MHz, 40 MHz, or 80 MHz channels are dependent on
the specified country code.

You cannot change a country code for Instant APs in regulatory domains such as Japan and Israel.
However, for Instant AP-US and Instant AP-RW variants, you can select from the list of supported
regulatory domains. If the supported country code is not in the list, contact your Aruba Support team to
know if the required country code is supported and obtain the software that supports the required
country code.

Improper country code assignments can disrupt wireless transmissions. Most countries impose
penalties and sanctions on operators of wireless networks with devices set to improper country
NOTE codes.

To view the country code information, run the show country-codes command.

Specifying Country Code
The Country Code window is displayed for the Instant AP-US and Instant AP-RW variants when you
login to the Instant AP Ul for the first time. The Please Specify the Country Code drop-down list

displays only the supported country codes. If the Instant AP cluster consists of multiple Instant AP
platforms, the country codes supported by the conductor Instant AP is displayed for all other Instant
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APs in the cluster. Select a country code from the list and click OK. The Instant AP operates in the
selected country code domain.

Country code once set, cannot be changed in the Instant Ul. It can be changed only by using the
virtual-controller-country command in the Instant CLI.

NOTE Member Instant APs obtain country code configuration settings from the conductor Instant AP.

You can also view the list of supported country codes for the Instant AP-US and Instant AP-RW variants
by using the show country-codes command.

Accessing the Instant CLI

Instant supports the use of CLI for scripting purposes. When you make configuration changes on a
conductor Instant AP in the CLI, all associated Instant APs in the cluster inherit these changes and
subsequently update their configurations. By default, you can access the CLI from the serial port or
from an SSH session. You must explicitly enable Telnet access on the Instant AP to access the CLI
through a Telnet session.

For information on enabling SSH and Telnet access to the Instant AP CLI, see Terminal access on page
49.

Connecting to a CLI Session

On connecting to a CLI session, the system displays its host name followed by the login prompt. Use the
administrator credentials to start a CLI session. For example:

Username: admin

If the login is successful, the privileged command mode is enabled and a command prompt is displayed.
For example:

(Instant AP)#
The privileged EXEC mode provides access to show, clear, ping, traceroute, and commit commands.

The configuration commands are available in the config mode. To move from Privileged EXEC mode to
the Configuration mode, enter the following command at the command prompt:

(Instant AP)# configure terminal
The configure terminal command allows you to enter the basic configuration mode and the command
prompt is displayed as follows:

(Instant AP) (config)#

The Instant CLI allows CLI scripting in several other subcommand modes to allow the users to configure
individual interfaces, SSIDs, access rules, and security settings.

You can use the question mark (?) to view the commands available in a privileged EXEC mode,
configuration mode, or subcommand mode.

Although automatic completion is supported for some commands such as configure terminal, the

ey complete exit and end commands must be entered at command prompt.

Applying Configuration Changes
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Each command processed by the virtual controller is applied on all the members in a cluster. The
changes configured in a CLI session are saved in the CLI context. The CLI does not support the
configuration data exceeding the 4K buffer size in a CLI session. Therefore, it is recommended that you
configure fewer changes at a time and apply the changes at regular intervals.

To apply and save the configuration changes at regular intervals, execute the following command in the
privileged EXEC mode:

(Instant AP)# commit apply

To apply the configuration changes to the cluster without saving the configuration, execute the following
command in the privileged EXEC mode:

(Instant AP)# commit apply no-save

To view the changes that are yet to be applied, execute the following command in the privileged EXEC
mode:

(Instant AP)# show uncommitted-config

To revert to the earlier configuration, execute the following command in the privileged EXEC mode.
(Instant AP)# commit revert

Example:

To apply and view the configuration changes:

(Instant AP) (config)# rf dotlla-radio-profile

(Instant AP)# show uncommitted-config

Using Sequence-Sensitive Commands

The Instant CLI does not support positioning or precedence of sequence-sensitive commands.
Therefore, it is recommended that you remove the existing configuration before adding or modifying
the configuration details for sequence-sensitive commands. You can either delete an existing profile or
remove a specific configuration by using the no commands.

The following table lists the sequence-sensitive commands and the corresponding no commands to
remove the configuration:

Table 8: Sequence-Sensitive Commands

Sequence-Sensitive Command Corresponding no command

rule <dest> <mask> <match> <protocol> <start- no rule <dest> <mask> <match>
port> <end-port> {permit | deny | src-nat | dst- <protocol> <start-port> <end-port>
nat {<IP-address> <port> | <port>}} {permit | deny | src-nat | dst-
[<optionl....option9>] nat}
mgmt-auth-server <auth-profile-name> no mgmt-auth-server <auth-profile-
name>
set-role <attribute>{{equals| not-equals | no set-role <attribute>{{equals |
starts-with | ends-with | contains} <operator> not-equals | starts-with | ends-
<role> | value-of} with | contains} <operator>|
value-of}
no set-role
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Table 8: Sequence-Sensitive Commands

Sequence-Sensitive Command Corresponding no command
set-vlan <attribute>{{equals | not-equals | no set-vlan <attribute>{{equals |
starts-with | ends-with | contains} <operator> not-equals | starts-with | ends-
<VLAN-ID> | value-of} with | contains} <operator> |

value-of}
no set-vlan

auth-server <name> no auth-server <name>

Banner and Loginsession Configuration

Starting from Instant 6.5.0.0-4.3.0.0, the Banner and Loginsession Configuration feature is introduced in
the Instant AP. The text banner can be displayed at the login prompt when users are on a management
(Telnet or SSH) session of the CLI, and the management session can remain active even when there is
no user activity involved.

The banner command defines a text banner to be displayed at the login prompt of a CLI. Instant
supports up to 16 lines text, and each line accepts a maximum of 255 characters including spaces.

To configure a banner:

(Instant AP) (config)# banner motd <motd text>

To display the banner:

(Instant AP)# show banner

The loginsession command configures the management session (Telnet or SSH) to remain active
without any user activity.

To define a timeout interval:

(Instant AP) (config) #loginsession timeout <val>

<val> can be any number of minutes from 5 to 60, or any number of seconds from 1 to 3600. You can
also specify a timeout value of 0 to disable CLI session timeouts. The users must re-login to the Instant
AP after the session times out. The session does not time out when the value is set to 0.

Instant AP Degraded State

The following conditions may cause an Instant AP to prevent users from logging in to the WebUI and
CLI. In most cases, the Instant AP will display the error message Warning: CLI Module is running in a
degraded state. Some commands will not function

1. When the Instant AP cannot be a conductor Instant AP because it has no IP address, and does not
have an uplink connection.

2. When the Instant AP is unable to join the cluster because of a missing country code, image, or
incorrect regulatory hardware.

3. When the Instant AP has been denied permission to the existing cluster based on the allowed AP
allowlist or the auto-join configuration present in the cluster.

4. In a mixed class network, when the member Instant APs join the conductor Instant AP with a
different software version, causing the image sync from the cloud or AirWave to fail.

Additionally, the following console messages indicate other error conditions:

Setting up an Instant AP |



= 4-0 Authentication server failure: Incorrect username or password.

= 5-0 Authentication server timeout - no response from RADIUS server.

® 7-0: Indicates PAPI errors within the Instant AP. The Instant AP log messages provide details on
the error condition. Consult Aruba Technical Support for further assistance.

m 8-0: Indicates an authentication failure or an incomplete synchronization of a swarm
configuration.

An example of one of the above mentioned console messages is Internal error 7-0, please contact
support.
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Chapter 4

Automatic Retrieval of Configuration

This chapter provides the following information:

= Managed Mode Operations on page 30

® Prerequisites on page 30

® Configuring Managed Mode Parameters on page 30
m Verifying the Configuration on page 32

Managed Mode Operations

Instant APs support managed mode operations to retrieve the configuration file from a server through
the FTP or FTPS, and automatically update the Instant AP configuration.

The server details for retrieving configuration files are stored in the basic configuration of the Instant
APs. The basic configuration of an Instant AP includes settings specific to an Instant AP, for example,
host name, static IP, and radio configuration settings. When an Instant AP boots up, it performs a GET
operation to retrieve the configuration (.cfg) file from the associated server using the specified download
method.

After the initial configuration is applied to the Instant APs, the configuration can be changed at any
point. You can configure a polling mechanism to fetch the latest configuration by using an FTP or FTPS
client periodically. If the remote configuration is different from the one running on the Instant AP and if
a difference in the configuration file is detected by the Instant AP, the new configuration is applied. At
any given time, Instant APs can fetch only one configuration file, which may include the configuration
details specific to an Instant AP. For configuring polling mechanism and downloading configuration files,
the users are required to provide credentials (username and password). However, if automatic mode is
enabled, the user credentials required to fetch the configuration file are automatically generated. To
enable automatic configuration of the Instant APs, configure the managed mode command parameters.

Prerequisites

Perform the following checks before configuring the managed mode command parameters:

® Ensure that the Instant AP is running Instant 6.2.1.0-3.4 or later versions.

= When the Instant APs are in the managed mode, ensure that the Instant APs are not managed by
AirWave.

Configuring Managed Mode Parameters

To enable the automatic configuration, perform the steps described in the following table:
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Table 9: Managed Mode Commands

Steps Command

1. Start a
CLI session
to
configure
the
managed-
mode
profile for
automatic
configurati
on.

(Instant AP) (config)# managed-mode-profile

2. Enable
automatic
configurati
on

Or

Specify the
user
credentials.

(Instant AP) (managed-mode-profile)# automatic
Or

(Instant AP) (managed-mode-profile)# username <username>
(Instant AP) (managed-mode-profile)# password <password>

NOTE: If the automatic mode is enabled, the user credentials are automatically generated
based on Instant AP MAC address.

3. Specify
the
configurati
on file.

(Instant AP) (managed-mode-profile)# config-filename <file name>

Filename—Indicates filename in the alphanumeric format. Ensure that configuration file
name does not exceed 40 characters.

4. Specify
the
configurati
on file
download
method.

(Instant AP) (managed-mode-profile)# download-method <ftp|ftps>
You can use either FTP or FTPS for downloading configuration files.

5. Specify
the name
of the
server or
the IP
address of
the server
from which
the
configurati
on file must
be
downloade
d.

(Instant AP) (managed-mode-profile)# server <server name>

6.
Configure
the day and
time at
which the
Instant APs
can poll the
configurati
on files

(Instant AP)
<mm> window <window>

Based on the expected frequency of configuration changes and maintenance window, you
can set the configuration synchronization timeline.

(managed-mode-profile)# sync-time day <dd> hour <hh> min

® day <dd>—Indicates day, for example to configure Sunday as the day, specify 01. To
configure the synchronization period as everyday, specifiy 00.

® hour <hh>—Indicates hour within the range of 0-23.
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Table 9: Managed Mode Commands

Steps Command

from the

® nmin <mm>—Indicates minutes within the range of 0-59.
server.

® window <hh>—Defines a window for synchronization of the configuration file. The default
value is 3 hours.

7. (Instant AP) (managed-mode-profile)# retry-poll-period <seconds>
Configure
the time NOTE: Specify the retry interval in seconds within the range of 5-60 seconds. The default retry

intervalin | interval is 5 seconds.
minutes

between
two retries,
after which
Instant APs
can retry
downloadin
g the
configurati
on file.

8. Applythe | (Instant AP) (managed-mode-profile)# end
configurati
on
changes.

(Instant AP)# commit apply

If you want to apply the configuration immediately and do not want to wait until next configuration
retrieval attempt, execute the following command:

(Instant AP)# managed-mode-sync-server

Example
To configure managed mode profile:

(Instant AP) (config)# managed-mode-profile

Verifying the Configuration

To verify if the automatic configuration functions, perform the following checks:
1. Verify the status of configuration by running the following commands at the command prompt:

(Instant AP)# show managed-mode config
(Instant AP)# show managed-mode status

2. Verify the status of download by running the following command at the command prompt:

(Instant AP)# show managed-mode logs

If the configuration settings retrieved in the configuration file are incomplete, Instant APs reboot with
the earlier configuration.
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Chapter 5

Instant New User Interface

This chapter describes the following sections:

® |ntroduction on page 33

®m | ogin Screen on page 33
= Main Window on page 34

Introduction
The old Instant WebUI is not fully aligned with the other products of Aruba. For an enhanced user
experience, Instant 8.4.0.0. introduces the new WebUI.

The key features of the new WebUI are that is has a modern look and feel with a responsive layout that
is mobile and/or tablet friendly and it has an improvised search capability.

You can toggle between the old and new WebUI as and when required.

= |fyou are on the old WebUI and want to switch to the new WebUI, click the Switch to new Ul link on
the Instant main window.

= |fyou are on the new WebUI and want switch to the old WebUI, expand the User menu at the top
right corner of the Instant main window and click the Switch to old Ul link.

Login Screen

The Instant login page allows you to perform the following tasks:

= View Instant Network Connectivity summary
= View the WebUl in a specific language
® | ogin to the new WebUI

Viewing Connectivity Summary

The login page also displays the connectivity status to the Instant network. The users can view a
summary that indicates the status of the Internet availability, uplink, cellular modem and signal strength,
VPN, and AirWave configuration details before logging in to the WebUI.

Language

The Language drop-down list contains the available languages and allows users to select their preferred
language before logging in to the WebUI. A default language is selected based on the language
preferences in the client desktop operating system or browser. If Instant cannot detect the language,
then English is used as the default language.

You can also select the required language option from the Languages drop-down list located on the
Instant main window.

Logging into the New WebUI
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To log in to the WebUI, enter the following credentials:

® Username—admin
®m Password—Enter the Serial Number of the Instant AP.

If the Instant AP is currently operating in FIPS mode, the login credentials are Username: admin

Password: admindefault.
HOTE

The new WebUI main window is displayed.

When you log in to an Instant AP with the factory default settings, a popup box displays an option to
sign up for the Aruba cloud solution and enable Instant AP management through Central. To sign up for
a free 90-day trial of Central, click here.

Main Window
After you log in to Instant, the new WebUI main window is displayed.

Figure 1 Instant New WebUI Main Window
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The horizontal pane of the main window is divided based on the following icons:

= Aruba logo—The Aruba logo.

® Search—Administrators can search for an Instant AP, client, or a network in the Search text box.
When you type a search text, the search function suggests matching keywords and allows you to
automatically complete the search text entry.

= Notifications—The Notifications link displays notifications about new updates with regard to the
WebUI.

®= Help—The Help link allows you to view a short description or definition of the selected terms in the
WebUI windows or the dialog boxes.

To activate the context-sensitive help:

Click the Help link available above the Search bar on the Instant main window.
Click any text or term displayed in green italics to view its description or definition.
To disable the help mode, click the Help link.

User menu—Drop-down menu that displays your username, user settings, link to
documentation, option to switch to the old WebUI, and an option to logout of the Instant AP.

AN =

The vertical pane of the main window consists of the following tabs:
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= Monitoring
Configuration
® Maintenance

= Support

Monitoring

The Monitoring tab displays the Monitoring pane for the Instant network. Click the Monitoring tab to
compress or expand the Monitoring pane.

The Monitoring pane consists of the following sections:

= Qverview

= Networks

® Access Points
® Clients

Overview

This section displays the following sections:

= Overview—This section displays the number of configured networks, access points, and clients

= Info—This section displays information about the access point name, country code, virtual controller
IP address, management, conductor Instant AP IP address, IPv6 address, uplink type, and uplink
status.

= Clients—The Clients graph displays the number of clients that were associated with the virtual
controller in the last 15 minutes.

= Throughput—The Throughput Graph shows the throughput of the selected client for the last 15
minutes.

» Out—Throughput for the outgoing traffic is displayed in blue.

» In—Throughput for the incoming traffic is displayed in orange. To see an enlarged view, click the
graph. To see the exact throughput at a particular time, move the cursor over the graph line.

= RF Dashboard—This section displays the Instant APs that exceed the utilization, noise, or error
threshold. It also shows the clients with low speed or signal strength in the network and the RF
information for the Instant AP to which the client is connected.

The Instant AP names are displayed as links. When an Instant AP is clicked, the Instant AP configuration
information is displayed on the Instant main window.

The following table describes the parameters available on the RF Dashboard pane:

Table 10: RF Dashboard Parameters

Parameter Description

Signal Displays the signal strength of the client. Signal strength is measured in dB. Depending on the
signal strength of the client, the color of the lines on the Signal icon changes in the following
order:

®  Green—Signal strength is more than 20 dB.
® QOrange—Signal strength is between 15 dB and 20 dB.
® Red—Signal strength is less than 15 dB.

Aruba Instant 8.9.0.0 User Guide



Table 10: RF Dashboard Parameters

Parameter Description

Speed Displays the data transfer speed of the client. Depending on the data transfer speed of the
client, the color of the Speed icon changes in the following order:
®  Green—Data transfer speed is more than 50% of the maximum speed supported by the
client.

® QOrange—Data transfer speed is between 25% and 50% of the maximum speed supported
by the client.

® Red—Data transfer speed is less than 25% of the maximum speed supported by the client.

Utilization Displays the radio utilization rate of the Instant APs. Depending on the percentage of
utilization, the color of the lines on the Utilization icon changes in the following order:
®  Green—Utilization is less than 50%.
® QOrange—Utilization is between 50% and 75%.
® Red—Ultilization is more than 75%.

Noise Displays the noise floor details for the Instant APs. Noise is measured in decibel per meter.
Depending on the noise floor, the color of the lines on the Noise icon changes in the following
order:
®  Green—Noise floor is more than -87 dBm.
® Orange—Noise floor is between -80 dBm and -87 dBm.
= Red—Noise floor is less than -80 dBm.

Errors Displays the errors for the Instant APs. Depending on the errors, color of the lines on the
Errors icon changes in the following order:
®  Green—Errors are less than 5000 frames per second.
® QOrange—€Errors are between 5000 and 10,000 frames per second.
® Red—Errors are more than 10000 frames per second.

Networks

This section displays a list of Wi-Fi networks that are configured in the Instant network. The network
names are displayed as links. The expanded view displays the following information about each WLAN

SSID:

= Name—Name of the network.

® Clients—Number of clients that are connected to the network.

= Type—Type of network such as Employee, Guest, or Voice.

® Band—Band in which the network is broadcast: 2.4 GHz band, 5 GHz band, or both.

= Authentication Method—Authentication method required to connect to the network.
= Key Management—Authentication key type.

= |P Assighment—Source of IP address for the client.

® Zone—Instant AP zone configured on the SSID.

® Active—Status of the network.

Access Points

If the Auto-Join Mode feature is enabled, a list of enabled and active Instant APs in the Instant network is
displayed on the Access Points section. The Instant AP names are displayed as links.
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The Access Points section displays the following information about each Instant AP:

Name—Name of the Instant AP. If the Instant AP functions as a conductor Instant AP in the network,
the asterisk sign "*" is displayed next to the Instant AP.

IP Address—IP address of the Instant AP.
Mode—Mode of thelnstant AP.

» Access—In this mode, the Instant AP serves clients and scans the home channel for spectrum
analysis while monitoring channels for rogue Instant APs in the background.

e Monitor—In this mode, the Instant AP acts as a dedicated AM, scanning all channels for rogue
Instant APs and clients.

Spectrum—When enabled, the Instant AP functions as a dedicated full-spectrum RF monitor,
scanning all channels to detect interference from neighboring Instant APs or non-Wi-Fi devices such
as microwaves and cordless phones. When Spectrum is enabled, the Instant AP does not provide
access services to clients.

Clients—Number of clients that are currently associated to the Instant AP.
Type—Model number of the Instant AP.

Mesh Role—Role of the Instant AP as a mesh portal or mesh point.
Zone—Instant AP zone.

Serial number—Serial number of the device.

Clients

This section displays a list of clients that are connected to the Instant network. The client names are
displayed as links. The client view displays the following information about each client:

Name—User name of the client or guest users if available.
IP Address—IP address of the client.

MAC address—MAC address of the client.

0S—Operating system that runs on the client.
ESSID—ESSID to which the client is connected.

Access Point—Instant AP to which the client is connected.
Channel—The client operating channel.

Type—Type of the Wi-Fi client.

Role—Role assigned to the client.

IPv6 Address—IPv6 address assigned to the client.
Signal—Current signal strength of the client, as detected by the Instant AP.

Speed (Mbps)—Current speed at which data is transmitted. When the client is associated with an
Instant AP, it constantly negotiates the speed of data transfer. A value of 0 means that the Instant AP
has not heard from the client for some time.

Configuration

The following configurations allow you to configure various features for the Instant network:

Networks
Access Points
System

RF
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® Security

= DS

® Routing

® Tunneling

® Services

= DHCP Server

Networks

The Networks section displays the following tabs:

= Name—Displays the name of a WLAN or a wired network profile.
= Type—Shows whether the configured network profile is a WLAN or a wired profile.
® Clients—Shows the number of clients associated with the network profile.

You can add, edit, or delete a network profile by clicking the corresponding icons.

Access Points

The Access Points section displays the following tabs:

= Name—Name of the Instant AP. If the Instant AP functions as a conductor Instant AP in the network,
the asterisk sign "*" is displayed next to the Instant AP.

= |P Address—IP address of the Instant AP.
= Mode—Mode of thelnstant AP.

» Access—In this mode, the Instant AP serves clients and scans the home channel for spectrum
analysis while monitoring channels for rogue Instant APs in the background.

* Monitor—In this mode, the Instant AP acts as a dedicated AM, scanning all channels for rogue
Instant APs and clients.

® Spectrum—When enabled, the Instant AP functions as a dedicated full-spectrum RF monitor,
scanning all channels to detect interference from neighboring Instant APs or non-Wi-Fi devices such
as microwaves and cordless phones. When Spectrum is enabled, the Instant AP does not provide
access services to clients.

® Clients—Number of clients that are currently associated to the Instant AP.
= Type—Model number of the Instant AP.

= Mesh Role—Role of the Instant AP as a mesh portal or mesh point.

® Zone—lInstant AP zone.

® Serial number—Serial number of the device.

To edit a network profile, select the access point.

System

This System section displays the following tabs:

Use the Show/Hide Advanced option of the System window to view or hide the advanced options.
NOTE

The System section displays the following tabs:

= General—Allows you to configure, view, or edit the Name, IP address, NTP Server, and other Instant
AP settings for the virtual controller.
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Admin—Allows you to configure administrator credentials for access to the virtual controller
management Ul. You can also configure AirWave in this tab. For more information on management
interface and AirWave configuration, see Overview of Instant AP Users on page 170 and Managing an
Instant AP from AirWave on page 431, respectively.

Uplink—Allows you to view or configure uplink settings. See Uplink Configuration on page 446 for
more information.

L3 Mobility—Allows you to view or configure the Layer-3 mobility settings. See Configuring Layer-3
Mobility on page 477 for more information.

Monitoring—Allows you to view or configure the following details:

» Syslog—Allows you to view or configure Syslog server details for sending syslog messages to the
external servers. See Configuring Syslog Servers on page 502 for more information.

e TFTP Dump—Allows you to view or configure a TFTP dump server for core dump files. See
Configuring TFTP Dump Server on page 503 for more information.

» SNMP—Allows you to view or configure SNMP agent settings. See Configuring SNMP on page 499
for more information.

WISPr—Allows you to view or configure the WISPr settings. See WISPr Authentication on page 182 for

more information.

Proxy—Allows you to configure HTTP proxy on aninstant AP. Refer to the Arubalnstant Release Notes

for more information.

Time Based Services—Allows you to configure a time profile which can be assigned to the

SSID configured on the Instant AP. See Configuring Time-Based Services on page 265

RF

The RF section displays a window for configuring ARM and Radio features.

ARM—Allows you to view or configure channel and power settings for all the Instant APs in the
network. For information on ARM configuration, see ARM Overview on page 361.

Radio—Allows you to view or configure radio settings for 2.4 GHz and the 5 GHz radio profiles. For
information on Radio, see Configuring Radio Profiles on page 368.

Security

The Security section displays a window with the following tabs:

Authentication Servers—Use this tab to configure an external RADIUS server for a wireless
network. For more information, see Configuring an External Server for Authentication on page 192.

Users—Use this tab to populate the system’s internal authentication server with users. This list is
used by networks for which per-user authorization is specified using the internal authentication
server of the virtual controller. For more information on users, see Overview of Instant AP Users on

page 170.

Roles —Use this tab to view the roles defined for all the Networks. The Access Rules part allows you
to configure permissions for each role. For more information, see Configuring User Roles on page
234 and Configuring ACL Rules for Network Services on page 220.

Denylisting—Use this tab to denylist clients. For more information, see Denylisting Clients on page
211.

Firewall Settings—Use this tab to enable or disable ALG supporting address and port translation for
various protocols and to configure protection against wired attacks. For more information, see
Configuring ALG Protocols on page 225 and Configuring Firewall Settings for Protection from ARP
Attacks on page 226
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= Inbound Firewall—Use this tab to enhance the inbound firewall by allowing the configuration of
inbound firewall rules, management subnets, and restricted corporate access through an uplink
switch. For more information, see Managing Inbound Traffic on page 227.

= External Captive Portal—Use this tab to configure external captive portal profiles. For more
information, see Configuring External Captive Portal for a Guest Network on page 154.

= Custom Blocked Page URL—Use this tab to create a list of URLs that can be blocked using an ACL
rule. For more information, see Creating Custom Error Page for Web Access Blocked by AppRF
Policies on page 233.

IDS

The IDS section displays a list of foreign Instant APs and foreign clients that are detected in the network.
It consists of the following sections:

® Detection—Lists the threats for the Instant AP to detect.
 Infrastructure—Specifies the policy for detecting wireless attacks on access points.
» Cients—Specifies the policy for detecting wireless attacks on clients.
® Protection—Lists the threats for the Instant AP to protect.
« Infrastructure—Specifies the policy for protecting clients from wireless attacks.
» Cients—Prevents unauthorized stations from connecting to your Instant network.

For more information on the intrusion detection feature, see Intrusion Detection on page 461.

Routing
The Routing section displays the following list of parameters:
m Destination— Lists the destination network that is reachable through the VPN tunnel.
m  Netmask—Lists the subnet mask to the destination.
m Gateway—Lists the gateway to which the traffic must be routed.
m  Metric—Lists a metric value for the datapath route.

Tunneling

The Tunneling section displays the following list of parameters:

= Controller —Allows you to configure VPN protocols for remote access. See Understanding VPN
Features on page 313 for more information.

= Enterprise Domains—Allows you to view or configure the DNS domain names that are valid in the
enterprise network. See Configuring Enterprise Domains on page 232 for more information.

Services

The Services window consists of the following tabs:

= AirGroup—Allows you to configure the AirGroup and AirGroup services. For more information, see
Configuring AirGroup on page 393.

® RTLS—Allows you to integrate AMP or third-party RTLS such as Aeroscout RTLS with Instant. For
more information, see Configuring an Instant AP for RTLS Support on page 401.

® The RTLS tab also allows you to integrate Instant AP with the ALE. For more information about
configuring an Instant AP for ALE integration, see Configuring an Instant AP for ALE Support on page
403.
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= CALEA—Allows you configure support for CALEA server integration, thereby ensuring compliance
with Lawful Intercept and CALEA specifications. For more information, see CALEA Integration and
Lawful Intercept Compliance on page 417.

= Network Integration—Allows you to configure an Instant AP for integration with Palo Alto Networks
Firewall and XML API server. For more information on Instant AP integration with PAN, see
Integrating an Instant AP with Palo Alto Networks Firewall on page 412and Integrating an Instant AP
with an XML API Interface on page 413.

= Dynamic DNS—Allows you to configure dynamic DNS on Distributed L3 clients. For more
information on Dynamic DNS, see Dynamic DNS Registration on page 406.

® Clarity—Allows you to configure Clarity Live for generating inline monitoring statistics. For more
information, see Clarity Live on page 404.

= Openflow—Allows you to configure OpenFlow services on the Instant AP. For more information, see
SDN on page 423.

= JoT—Allows you to configure 10T endpoints on the Instant AP. For more information, see |oT on page
269.

DHCP Server

The DHCP Servers window allows you to configure various DHCP modes. For more information, see
DHCP Configuration on page 249.

Maintenance

The Maintenance tab displays a window that allows you to maintain the Wi-Fi network. The
Maintenance tab consists of the following sections:

= About—Displays the name of the product, build time, Instant AP model name, the Instant version,
website address of Aruba Networks , copyright information, and the cloud activation key.

= Firmware—Displays the current firmware version and provides various options to upgrade to a new
firmware version. For more information, refer to the Arubalnstant Release Notes.

= Configuration—Displays the following details:
» Current Configuration—Displays the current configuration details.

» Clear Configuration—Allows you to clear the current configuration details of the network. Select
the Remove all configurations including per-AP settings and certificates checkbox to remove
the per-AP settings and certificates as well.

The Remove all configurations including per-AP settings and certificates option is

. applicable only to clear configurations. It is not applicable to backup and restore configurations.

« Backup Configuration—Allows you to back up local configuration details. The backed up
configuration data is saved in the file named instant.cfg.

» Restore Configuration—Allows you to restore the backed up configuration. After restoring the
configuration, the Instant AP must be rebooted for the changes to take effect.

m Certificates—Displays information about the certificates installed on the Instant AP. You can also
upload new certificates to the Instant AP database. For more information, see Authentication
Certificates on page 213.

= Reboot—Displays the Instant APs in the network and provides an option to reboot the required
Instant AP or all Instant APs. For more information, refer to the Aruba Instant Release Notes.
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Convert—Provides an option to convert an Instant AP to a Mobility Controller managed Remote AP
or Campus AP, or to the default virtual controller mode. For more information, see Converting an.
Instant AP to a Remote AP and Campus AP on page 491.

DRT—Displays the DRT version running in an Instant AP. The DRT window contains the following
sections:

* Manual—Displays the current DRT version of the Instant AP. You can manually upgrade the DRT
version by uploading a DRT file or by entering the URL.

» Reset—Resets the DRT version.
« Automatic—Enables an automatic DRT version upgrade.

Support

The Support tab consists of the following details:

Command—Allows you to select a support command for execution.
Target—Displays a list of Instant APs in the network.

Run—Allows you to execute the selected command for a specific Instant AP or all Instant APs and
view logs.

Auto Run—Allows you to configure a schedule for automatic execution of a support command for a
specific Instant AP or all Instant APs.

Filter—Allows you to filter the contents of a command output.
Clear—Clears the command output that is displayed after a command is executed.
Save—Allows you to save the support command logs as an HTML or text file.

For more information on support commands, see Running Debug Commands on page 504,
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Chapter 6

Initial Configuration Tasks

This chapter consists of the following sections:

® Configuring System Parameters (Old WebUl) on page 43

® Changing Password on page 55

Configuring System Parameters (Old WebUI)

This section describes how to configure the system parameters of an Instant AP using the old WebUI.
Navigate to System > General.

Table 11: System Parameters

Parameter Description CLI Configuration
Name Name of the Instant AP. m (Instant AP)# name <name>
System location Physical location of the Instant m (Instant AP)# (config)#
AP. syslocation <location-name>
Virtual Controller IP This parameter allows you to ®m (Instant AP) (config)# virtual-
specify a single static IP controller-ip <IP-address>

address that can be used to
manage a multi-Instant
APInstant network. This IP
address is automatically
provisioned on a shadow
interface on the Instant AP that
takes the role of a virtual
controller. When aninstant AP
becomes a virtual controller, it
sends three ARP messages with
the static IP address and its
MAC address to update the
network ARP cache.

Allow IPv6 Management Select the check box to enable
IPv6 configuration

Virtual Controller IPv6 This parameter is used to m (Instant AP) (config)# virtual-
configure the IPv6 address. controller-ipvé6 <ipv6 address>
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Table 11: System Parameters

Parameter

Description

CLI Configuration

Uplink switch native VLAN

This parameter notifies the
Instant AP about the native-
VLAN of the upstream switch to
which the Instant AP is
connected. The parameter
stops the Instant AP from
sending out tagged frames to
clients connected with the SSID
that has the same VLAN as the
native VLAN of the upstream
switch, to which the Instant AP
is connected. By default, the
Instant AP considers the uplink
switch native VLAN value as 1.

m (Instant AP) (config)# enet-
vlan <vlan-ID>

Dynamic Proxy

This parameter allows you to
enable or disable the dynamic
proxy for RADIUS and
TACACS servers.

= Dynamic RADIUS Proxy—
When dynamic
RADIUS proxy is enabled,
the virtual controller
network will use the IP
address of the virtual
controller for
communication with
external RADIUS servers.
Ensure that you set the
virtual controller IP address
as a NAS client in the
RADIUS server if Dynamic
RADIUS proxy is enabled.

= Dynamic TACACS Proxy—
When enabled, the virtual
controller network will use
the IP address of the virtual
controller for
communication with
external TACACS servers.
The IP address is chosen
based on one of the
following rules:

e If a VPN tunnel exists
between the Instant AP
and the TACACS server,
then the IP address of the
tunnel interface will be
used.

To enable dynamic RADIUS proxy:
m (Instant AP) (config)# dynamic-
radius-proxy

To enable TACACS proxy:
m (Instant AP) (config)# dynamic-
tacacs-proxy
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Table 11: System Parameters

Parameter Description CLI Configuration

 |If avirtual controller
IP address is configured,
the the same will be used
by the virtual controller
network to communicate
with the external
TACACS server.

 If avirtual controller IP is
not configured, then the
IP address of the bridge
interface is used.

NOTE: When dynamic-tacacs-
proxy is enabled on the Instant
AP, the TACACS server cannot
identify the member Instant AP
that generates the

TACACS traffic as the source IP
address is changed.

MAS Integration Select Enabled/Disabled from B (Instant AP) (config)# mas-
the MAS integration drop- integration

down list to enable or disable
the LLDP protocol for Mobility
Access Switch integration. With
this protocol, Instant APs can
instruct the Mobility Access
Switch to turn off ports where
rogue access points are
connected, as well as take
actions such as increasing PoE
priority and automatically
configuring VLANSs on ports
where Instant access points are

connected.

NTP Server This parameter allows you to To configure NTP servers:
configure NTP servers for the m (Instant AP) (config)# ntp-
Instant AP. Up to four NTP server

servers can be configured for
the AP, each one separated by
a comma. To facilitate

<name>, <name2>, <name3>, <name4>
To remove NTP servers:

communication between ® (Instant AP) (config)# no ntp-
various elements in a network, server
time synchronization between To view NTP status:
the elements and across the m (Instant AP)# show ntp status
network is critical. Time or
synchronization allows you to: m (Instant AP)# show running-
® Trace and track security config | include ntp
gaps, monitor network To view NTP debug logs:
usage, and troubleshoot ® (Instant AP)# show ntp debug

network issues.
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Table 11: System Parameters

Parameter

Description

CLI Configuration

® Validate certificates.

® Map an event on one
network element to a
corresponding event on
another.

®  Maintain accurate time for
billing services and similar
tasks.

NTP helps obtain the precise
time from a server and regulate
the local time in each network
element. Connectivity to a valid
NTP server is required to
synchronize the Instant AP
clock to set the correct time. If
NTP server is not configured in
the Instant AP network, an
Instant AP reboot may lead to
variation in time data.

By default, the Instant AP tries
to connect to pool.ntp.org to
synchronize time. The NTP
server can also be provisioned
through the DHCP option 42. If
the NTP server is configured, it
takes precedence over the
DHCP option 42 provisioned
value. The NTP server
provisioned through the DHCP
option 42 is used if no server is
configured. The default server
pool.ntp.org is used if no NTP
server is configured or
provisioned through DHCP
option 42.

NOTE: To facilitate ZTP using
the AMP, Central, or Activate,
you must configure the firewall
and wired infrastructure to
either allow the NTP traffic to
pool.ntp.org, or provide
alternative NTP servers under
DHCP options.

Timezone

Timezone in which the Instant
AP must operate. You can also
enable DST on Instant APs if the
time zone you selected
supports the DST. When
enabled, the DST ensures that
the Instant APs reflect the
seasonal time changes in the
region they serve.

To configure timezone:
m (Instant AP) (config)# clock
timezone <name> <hour-offset>
<minute-offset>

To configure DST:
m (Instant AP) (config)# clock
summer—-time <timezone> recurring
B <start-week> <start-day>
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Table 11: System Parameters

Parameter

Description

CLI Configuration

<start-month>
m <start-hour> <end-week> <end-
day> <end-month> <end-hour>

Preferred Band

The preferred band for the
Instant AP.

NOTE: Reboot the Instant AP
after modifying the radio
profile for changes to take
effect.

B (Instant AP) (config)# rf-band
<band>

AppRF Visibility

Select one of the following
options from the AppRF
visibility drop-down list.
= App—Displays only inbuilt
DPI data.
= WebCC—Displays the
DPI data hosted on the
cloud.

®  All—Displays both App and
WebCC DPI data.

® None—Does not display
any AppRF content.

m (Instant AP) (config)# dpi

URL Visibility

Select Enabled or Disabled
from the URL visibility drop-
down list.

m (Instant AP) (config)# url-
visibility

Cluster security

Select Enabled to ensure that
the control plane messages
between access points are
secured. This option is disabled
by default.

NOTE: The Cluster security
setting can be enabled only if
the default NTP server or a
static NTP server is reachable.

m (Instant AP) (config)# cluster-
security

Low assurance PKI

Select Allow or Deny from the
drop-down list. You can enable
the this parameter only if DTLS
is allowed.

m (Instant AP) (config)# cluster-
security

B (Instant AP) (cluster-
security)# allow-low-assurance-
devices
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Table 11: System Parameters

Parameter

Description

CLI Configuration

Non-DTLS Slaves

When DTLS is supported on low
assurance Instant APs, users
have an option to prevent non-
TPM Instant APs from
establishing a DTLS connection
with regular Instant APs. A new
alert is displayed on the WebUI
to warn the users when a DTLS
connection with a non-TPM
Instant AP is denied. The alert
also displays the IP address of
the Instant AP. For more
security, specific Instant APs
are allowed to form a cluster.

m (Instant AP) (config)# cluster-
security

B (Instant AP) (cluster-
security)# dtls

Virtual Controller network
settings

If the virtual controller IP
address is in a different subnet
than that of the Instant AP,
ensure that you select Custom
from the Virtual Controller
network settings drop-down
list and configure the following
details:

= Virtual Controller
Netmask—Enter subnet
mask details.

= Virtual Controller
Gateway—Enter a gateway
address.

= Virtual Controller DNS—If
the DNS IP address is
configured for a conductor
Instant AP, the DNS IP
settings are synchronized
for all APs in aninstant AP
cluster.

e Ifthe DNS IP address is
configured for aninstant
AP as part of the per
Instant AP setting (Edit
Access Point > General),
it takes precedence over
the virtual controller DNS
IP address defined in the
System > General
window.

* If the Instant APs are not
explicitly assigned a DNS
IP address, the DNS IP

m (Instant AP) (config)# virtual-
controller-dnsip <addr>

m (Instant AP) (config)# virtual-
controller-vlan <vcvlan>
<vcmask> <vcgw>
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Table 11: System Parameters
Parameter

Description

CLI Configuration

address defined in
System > General takes
precedence.

e If the DNS IP address is
not defined for Instant
APs or virtual controller,
the DNS address
dynamically assigned
from the DHCP server is
used.

= Virtual Controller VLAN—

Ensure that the VLAN

defined for the virtual

controller is not the same as
the native VLAN of the

Instant AP.

Auto join mode

The Auto-Join feature allows
Instant APs to automatically
discover the virtual controller
and join the network. The Auto-
Join feature is enabled by
default. If the Auto-Join feature
is disabled, a link is displayed in
the Access Points tab
indicating that there are new
Instant APs discovered in the
network. Click this link if you
want to add these Instant APs
to the network.

When Auto-Join feature is
disabled, the inactive Instant
APs are displayed in red.

To disable auto-join mode:
m (Instant AP) (config)# no
allow-new-aps

To enable auto-join mode:
m (Instant AP) (config)# allow-
new-aps

Terminal access

When terminal access is
enabled, you can access the
Instant AP CLI through SSH.
The terminal access is enabled
by default

m (Instant AP) (config)#
terminal-access

Console access

When enabled, you can access
the Instant AP through the
console port.

m (Instant AP) (config)# console

Telnet server

To start a Telnet session with
the Instant AP CLI, enable
access to the Telnet server.

m (Instant AP) (config)# telnet-
server
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Table 11: System Parameters

Parameter

Description

CLI Configuration

LED display

LED display status of the
Instant AP. To enable or disable
LED display for all Instant APs
in a cluster, select Enabled or
Disabled, respectively.

NOTE: The LEDs are always
enabled during the Instant AP
reboot.

m (Instant AP) (config)# led-off

Extended SSID

Extended SSID is enabled by
default in the factory default
settings of Instant APs. This
disables mesh in the factory
default settings.

Instant APs support up to 14
SSIDs when Extended SSID is
disabled and up to 16 SSIDs
with Extended SSID enabled.
If more than 16 SSIDs are
assigned to a zone, you will
receive an error message when
you disable extended zone.

m (Instant AP) (config)#
extended-ssid

Deny inter user bridging

If you have security and traffic
management policies defined
in upstream devices, you can
disable bridging traffic between
two clients connected to the
same Instant AP on the same
VLAN. When inter user bridging
is denied, the clients can
connect to the Internet but
cannot communicate with each
other, and the bridging traffic
between the clients is sent to
the upstream device to make
the forwarding decision. This
global parameter overwrites all
the options available in an SSID
profile. For example, when this
parameter is enabled, all the
SSIDs deny client-to-client
bridging traffic.

By default, the Deny inter user
bridging parameter is disabled.

m (Instant AP) (config)# deny-
inter-user-bridging
To disable inter-user bridging for the WLAN
SSID clients:

m (Instant AP) (config)# wlan
ssid-profile <ssid-profile>
m (Instant AP) (SSID Profile
<ssid-profile>)# deny-inter-
user-bridging
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Table 11: System Parameters

Parameter Description CLI Configuration
Deny local routing If you have security and traffic m (Instant AP) (config)# deny-
management policies defined local-routing

in upstream devices, you can
disable routing traffic between
two clients connected to the
same Instant AP on different
VLANs. When local routing is
disabled, the clients can
connect to the Internet but
cannot communicate with each
other, and the routing traffic
between the clients is sent to
the upstream device to make
the forwarding decision. This
global parameter overwrites all
the options in an SSID profile.
For example, when this
parameter is enabled, all the
SSIDs deny client-to-client local
traffic.

By default, the Deny local
routing parameter is disabled.

Dynamic CPU Utilization Instant APs perform various m (Instant AP) (config)# dynamic-—
functions such as wired and cpu-mgmt

wireless client connectivity and
traffic flows, wireless security,
network management, and
location tracking. If aninstant
AP is overloaded, it prioritizes
the platform resources across
different functions. Typically,
the Instant APs manage
resources automatically in real
time. However, under special
circumstances, if dynamic
resource management needs
to be enforced or disabled
altogether, the dynamic CPU
management feature settings
can be modified.

To configure dynamic CPU
management, select any of the
following options from
DYNAMIC CPU UTILIZATION.

= Automatic—When
selected, the CPU
management is enabled or
disabled automatically
during runtime. This
decision is based on real-
time load calculations taking
into account all different
functions that the CPU
needs to perform. This is
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Table 11: System Parameters

Parameter Description CLI Configuration

the default and
recommended option.

= Always Disabled in all
APs—When selected, this
setting disables CPU
management on all Instant
APs, typically for small
networks. This setting
protects user experience.

= Always Enabled in all
APs—When selected, the
client and network
management functions are
protected. This setting helps
in large networks with high
client density.

Configuring System Parameters (New WebUI)

This section describes how to configure the system parameters of an Instant AP using the new WebUI.
Navigate to Configuration > System > General.

Table 12: System Parameters

Parameter Description CLI Configuration

Name Name of the Instant AP. ®m (Instant AP)# name <name>

System location Physical location of the Instant AP. m (Instant AP)# (config)#
syslocation <location-name>

Virtual Controller This parameter allows you to specify a m (Instant AP) (config)# virtual-
IP single static IP address that can be controller-ip <IP-address>

used to manage a multi-Instant
APInstant network. This IP address is
automatically provisioned on a shadow
interface on the Instant AP that takes
the role of a virtual controller. When
aninstant AP becomes a virtual
controller, it sends three ARP
messages with the static IP address
and its MAC address to update the
network ARP cache.

Allow IPv6 Click the toggle switch to enable IPv6

Management configuration

Virtual Controller This parameter is used to configure m (Instant AP) (config)# virtual-
IPv6 the IPv6 address. controller-ipvé <ipvé address>
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Table 12: System Parameters

Parameter

Description

CLI Configuration

Dynamic RADIUS
Proxy

When dynamic RADIUS proxy is
enabled, the virtual controller network
will use the IP address of the virtual
controller for communication with
external RADIUS servers. Ensure that
you set the virtual controller [P
address as a NAS client in the RADIUS
server if Dynamic RADIUS proxy is
enabled.

m (Instant AP) (config)# dynamic-
radius-proxy

Dynamic
TACACS Proxy

When enabled, the virtual controller
network will use the IP address of the
virtual controller for communication
with external TACACS servers. The IP
address is chosen based on one of the
following rules:
= |f 3 VPN tunnel exists between the
Instant AP and the TACACS server,
then the IP address of the tunnel

interface will be used.

® |f avirtual controller IP address is
configured, the the same will be
used by the virtual controller
network to communicate with the
external TACACS server.

® |f avirtual controller IP is not
configured, then the IP address of
the bridge interface is used.

NOTE: When dynamic-tacacs-proxy is
enabled on the Instant AP, the

TACACS server cannot identify the
member Instant AP that generates the
TACACS traffic as the source IP address
is changed.

m (Instant AP) (config)# dynamic-
tacacs-proxy

MAS Integration

Click the toggle switch to enable or
disable the LLDP protocol for Mobility
Access Switch integration. With this
protocol, Instant APs can instruct the
Mobility Access Switch to turn off ports
where rogue access points are
connected, as well as take actions such
as increasing PoE priority and
automatically configuring VLANs on
ports where Instant access points are
connected.

m (Instant AP) (config)# mas-
integration

NTP Server

This parameter allows you to configure
NTP servers for the Instant AP. Up to
four NTP servers can be configured for
the AP, each one separated by a
comma.

To configure NTP servers:
B (Instant AP) (config)# ntp-
server
<name>, <name2>, <name3>, <name4>
To remove NTP servers:

Aruba Instant 8.9.0.0 User Guide




Table 12: System Parameters

Parameter

Description

To facilitate communication between
various elements in a network, time
synchronization between the elements
and across the network is critical. Time
synchronization allows you to:

® Trace and track security gaps,
monitor network usage, and
troubleshoot network issues.

® Validate certificates.

® Map an event on one network
element to a corresponding event
on another.

®  Maintain accurate time for billing
services and similar tasks.

NTP helps obtain the precise time from
a server and regulate the local time in
each network element. Connectivity to
avalid NTP server is required to
synchronize the Instant AP clock to set
the correct time. If NTP server is not
configured in the Instant AP network,
an Instant AP reboot may lead to
variation in time data.

By default, the Instant AP tries to
connect to pool.ntp.org to
synchronize time. The NTP server can
also be provisioned through the DHCP
option 42. If the NTP server is
configured, it takes precedence over
the DHCP option 42 provisioned value.
The NTP server provisioned through
the DHCP option 42 is used if no server
is configured. The default server
pool.ntp.org is used if no NTP server
is configured or provisioned through
DHCP option 42.

NOTE: To facilitate ZTP using the AMP,
Central, or Activate, you must
configure the firewall and wired
infrastructure to either allow the NTP
traffic to pool.ntp.org, or provide
alternative NTP servers under DHCP
options.

CLI Configuration

m (Instant AP) (config)# no ntp-

server
To view NTP status:

m (Instant AP)# show ntp status

m (Instant AP)# show running-
config | include ntp

To view NTP debug logs:
m (Instant AP)# show ntp debug

Timezone

Timezone in which the Instant AP must
operate. You can also enable DST on
Instant APs if the time zone you
selected supports the DST. When
enabled, the DST ensures that the
Instant APs reflect the seasonal time
changes in the region they serve.

To configure timezone:
m (Instant AP) (config)# clock
timezone <name> <hour-offset>
<minute-offset>

To configure DST:
m (Instant AP) (config)# clock

summer—-time <timezone> recurring

B <start-week> <start-day>
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Table 12: System Parameters

Parameter Description

CLI Configuration

<start-month>
m <start-hour> <end-week> <end-
day> <end-month> <end-hour>

Preferred Band The preferred band for the Instant AP.

NOTE: Reboot the Instant AP after
modifying the radio profile for changes
to take effect.

B (Instant AP) (config)# rf-band
<band>

AppREF Visibility Select one of the following options
from the AppRF visibility drop-down
list.

= WebCC—Displays the DPI data
hosted on the cloud.

= All—Displays both App and WebCC

= App—Displays only inbuilt DPI data.

m (Instant AP) (config)# dpi

control plane messages between
access points are secured. This option
is disabled by default.

NOTE: The Cluster security setting can
be enabled only if the default

NTP server or a static NTP server is
reachable.

DPI data.
® None—Does not display any
AppRF content.
URL Visibility Click the toggle switch to enable URL m (Instant AP) (config)# url-
visibility. visibility
Cluster security Select Enabled to ensure that the B (Instant AP) (config)# cluster-

security

Changing Password

The following procedure describes how to update your password details by using the WebUI.

Table 13: Steps to Update Password

New WebUI Old WebUI

1. Navigate to Configuration > System > Admin. 1.

2. Under Local, provide a new password that you 2.
would like the admin users to use.

3. Click Save. 3.

Navigate to System > Admin.

Under Local, provide a new password that you
would like the admin users to use.

Click OK.

The following CLI snippet allows you to change the admin username and password:

(Instant AP) (config)# mgmt-user <username> [password]
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Hashing of Management User Password

Starting from Instant 6.5.0.0-4.3.0.0, all the management user passwords can be stored and displayed
as hash instead of plain text. Hashed passwords are more secure as they cannot be converted back to
plain text format.

Upgrading to the Instant 6.5.0.0-4.3.0.0 version will not automatically enable hashing of management
user passwords, as this setting is optional. Users can choose if management passwords need to be
stored and displayed as hash, or if the passwords need to remain in encrypted format.

This setting is enabled by default on factory reset Instant APs running Instant 6.5.0.0-4.3.0.0 onwards,
and is applicable to all Instant APs in the cluster.

The following procedure describes how to enable hashing of the management user password by using
the WebUI.

Table 14: Hashing of Management Username and Password

New WebUI Old WebUI

1. Navigate to Configuration > System > Admin. 1. Navigate to System > Admin.

2. Click the show advanced options link. 2. Click the show advanced options link.

3. Select the Hash Management Password check 3. Select the Hash Management Password check
box. This will enable the hashing of the box. This will enable the hashing of the
management user password. management user password.

3 The check box will appear grayed out after this setting is enabled, as this setting cannot be reversed.

HOTE
Run the following command to enable hashing of a management user password:

(Instant AP) (config)# hash-mgmt-password

Run the following command to add a management user with read-only privilege:

(Instant AP) (config)# hash-mgmt-user john password cleartext passwordOl usertype read-
only

Run the following command to remove a management user with read-only privilege:

(Instant AP) (config)# no hash-mgmt-user read-only
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Chapter 7

Customizing Instant AP Settings

This chapter describes the procedures for configuring settings that are specific to an Instant AP in the
cluster.

® Discovery Logic on page 57

= Modifying the Instant AP Host Name on page 63
® Configuring Zone Settings on an Instant AP on page 63
®m Specifying a Method for Obtaining IP Address on page 70

® Configuring External Antenna on page 71

®m Configuring Radio Settings for an Instant AP on page 72

m Air Slice on page 78
® Enabling Flexible Radio on page 74
® Configuring Uplink VLAN for an Instant AP on page 80

® Changing the Instant AP Installation Mode on page 81
® Changing USB Port Status on page 81

®m Conductor Election and Virtual Controller on page 82

® Adding an Instant AP to the Network on page 83

® Removing an Instant AP from the Network on page 84

®m Support for BLE Asset Tracking on page 84
®m  |ntelligent Power and Temperature Monitoring on page 85
® Transmit Power Calculation Support on 200 Series and 300 Series Access Points on page 87

® Hardware Offloading for Increased Transmission Performance on page 88

Discovery Logic

In the previous Instant releases, access points were predefined as either controller-based Campus APs
or controller-less Instant APs. Each legacy Instant AP was shipped with an Instant image that enabled the
Instant AP to act as its own virtual controller or to join an existing Instant cluster.

Starting with Instant 6.5.2.0, the new access points introduced in this release or following releases can
run on both controller-based mode and controller-less mode. Based on the selected mode, the AP runs
a corresponding image:

= Controller mode will run ArubaOS image.
® Controller-less mode will run Instant image.

Each access point is shipped with either a limited functionality manufacturing image or an Instant image.
An access point with either of the limited functionality manufacturing image or the Instant image will run
the full discovery logic. Based on that, it will download the ArubaOS or Instant image and convert to the
corresponding mode.

Starting from Instant 6.5.4.5, the Cloud First principle is applied to the AP discovery feature. In this
principle, the AP, regardless of whether it is factory reset or configured, retrieves provisioning rules from
Activate after it boots up.
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The Instant AP acts as a DHCP server for wired clients if both the Ethernet ports of the Instant AP are
connected to the uplink switch. This occurs when LACP is not configured on the uplink switch.
Therefore it is recommended to not connect both the Ethernet ports of the Instant AP to the uplink

NOTE
switch if LACP is not configured.

Preference Role
Users can predefine the AP mode by configuring the preference role using the WebUI or the CLI.

In the ArubaOS WebUI
To set the AP preference role to controller-less in the WebUI:

1. Navigate to Maintenance > Access Point > Convert to instant mode in the WebUI.
2. Select the AP(s) on which you want to set the preference role to controller-less.
3. Click Convert to instant mode.

In the CLI

To set the AP preference role to controller-less in the CLI, execute the following commands:

(host) #ap redeploy controller-less
all

ap-group

ap-name

ip-addr

ip6-addr

wired-mac

Discovery Logic Workflow
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Logic

Figure 2 AP Discovery

Factory
Default AP
boots up

UAP DISCOVERY LOGIC
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Connect to controller
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Ensure the following
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uap_controller_less
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Delete provisioning
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Connect to controller
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1C:

The following steps describe the AP discovery log
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1.
2.

HOTE

When an AP boots up, it connects to Activate to obtain a provisioning rule.

If provisioning is already done by AirWave or Central, verify if a provisioning rule exists. If yes, the
provisioning rule is saved in the flash memory. Compare the saved provisioning rule with the rule
in Activate. If the rule in Activate is new, save the new provisioning rule in flash. For example, if
the conductor and member Instant APs obtain different AirWave addresses or if the conductor
and member Instant APs obtain a different AirWave or Central rule, the conductor Instant AP rule
takes higher precedence.

Only the conductor Instant AP can apply provisioning rules to the Instant AP cluster.

If the rule is to perform a mandatory upgrade of the Instant AP, ensure to upgrade the Instant AP

to the desired version. The conductor Instant AP executes the upgrade after a cluster is formed.

If the rule is to convert the Instant AP to Campus AP or Remote AP, the conversion takes effect for

every Instant AP regardless of whether it is a conductor or a member. This requires a manual

registration of every conductor and member Instant AP with Activate.

If there is no rule from Activate or if conversion to Campus AP or Remote AP fails, the conductor

AP conducts local provisioning detection to check the local AirWave configuration.

® |f the AirWave server is configured and is in the configuration file, apply the server details.
Otherwise, conduct a DHCP based AirWave or Central detection.

® |f DHCP-based AirWave is not found and the Instant AP is in factory default status, perform a
DNS based AirWave discovery.

® |f none of the above methods can detect the AirWave server and if the Instant AP cannot
connect to Activate, use the provisioning rule in flash.

If the AirWave or Central server is not found, or if the Instant AP is a member, verify if the
following conditions for local controller discovery are met:

® The Instant AP is factory reset.

= The uap_controller_less mode is not set.

® There is no provision rule saved in flash.

If the controller is found, the Instant AP sends a hello message to the controller and converts to a
Campus AP.

When a conductor failover happens, the new conductor Instant AP connects to Activate to
retrieve the provisioning rule. If the new conductor successfully obtains the provisioning rule, it
applies this rule to the cluster.

Manual Upgrade

APs running in unprovisioned mode broadcast a special provisioning SSID to which users can connect to
upgrade the AP manually. Upon connecting, users can access a local provisioning page in the WebUI to
upgrade the AP to an ArubaOS or Instant image. For more information on upgrading APs manually,
refer to the following scenarios:

® Controller-based AP over Manual Campus AP or Remote AP Conversion in the ArubaQS User Guide.
® Controller-less AP over Manual Instant AP Conversion in the ArubaQS User Guide.

HOTE

The provisioning SSID for all APs running Instant 6.5.2.0 onwards, including legacy Instant APs is
SetMeUp-Xx:XX:XX.
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Deployment Scenarios

This section describes the controller-less AP deployment and hybrid deployment scenarios:

Controller-less AP Deployments

The following sections describe controller-less AP deployment scenarios.

Controller-less AP in an Instant Network

Users can deploy APs directly into a running Instant network, which consists of an Instant AP cluster and
a virtual controller that manages the network. In this scenario, there is an actively running Instant
network with a conductor Instant AP.

The AP is able to successfully discover the Instant Virtual Controller and join the cluster. The
manufacturing image image in the AP is upgraded to the Instant image of the virtual controller and the
configuration is synchronized from the Virtual Controller to the newly added Instant AP.

For more information on electing a conductor in an Instant network, see Conductor Election and Virtual
Controller on page 82.

Controller-less AP over Activate, AirWave, or Central

In this scenario, there is no cluster deployed in the subnet but AirWave, Activate, and Central can be
reached over the network.

In this deployment scenario, Activate, AirWave, or Central must be accessible to the AP.

NOTE
APs are upgraded to the Instant image through AirWave, Activate, and Central in the following steps:

1. The AP boots up with the limited functionality manufacturing image or the Instant image and
attempts to locate Activate.

2. Ifthe AP locates Activate, it receives pre-configured provisioning rules to connect to AirWave or
Central or convert into a Campus AP or Remote AP. If Activate is unreachable, the AP attemps to
locate a virtual controller, AirWave, or Central.

APs that connect to Activate are automatically upgraded from the manufacturing image to the
G latest Instant or Instant image. Refer to the latest Aruba Activate User Guide for more details on

HOTE configuring provisioning rules.

3. Ifthe AP locates AirWave, it can be upgraded to the Instant image. If an enforced image upgrade
rule is configured in AirWave, the AP is upgraded to the Instant image that is configured for the
enforced upgrade rule. If no enforced upgrade rule is configured, the AP is upgraded to the latest
Instant image in AirWave. After the AP is upgraded, it reboots in controller-less mode. Refer to the
latest AirWave User Guide for details on AP image upgrade.

All firmware must be uploaded to AirWave before the AP connects and downloads the Instant image.

R Refer to the latest AirWave Deployment Guide for details on firmware upload.

4. If the AP locates Central, it can be upgraded to the Instant image through the Maintenance >
Firmware page in the Central WebUI. After the AP is upgraded, it reboots in controller-less mode.
Refer to the latest Central User Guide for more details on AP image upgrade.

Central synchronizes with Aruba Activate to retrieve the latest Instant image.

HOTE
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5. After the AP is upgraded to controller-less mode, it forms a new Instant AP cluster and converts
into the conductor. Other APs which are not deployed can join the cluster and upgrade to the
Instant image.

Controller-less AP over Manual Instant AP Conversion.

If the AP cannot be upgraded into an Instant AP through a virtual controller, Activate, AirWave, or
Central, users can connect to a special provisioning SSID broadcasted by the unprovisioned AP to
manually convert the AP to an Instant AP through the WebUI. Refer to the Controller-less AP in an Instant
Network section and the Controller-less AP over Activate, AirWave, or Central section in the ArubaOS User
Guide for details on upgrading an AP to the Instant image using a virtual controller, Activate, AirWave, or
Central.

To manually convert an AP to an Instant AP in the WebUI:
1. Log in to your virtual controller.

2. Connect to the following provisioning SSID broadcasted by the unprovisioned AP: SetMeUp-
XXIXXXX.

3. Open a web browser and then navigate to the following URL:
https://setmeup.arubanetworks.com
4. Under Access Point Setup, select Image File or Image URL to upload the Instant image.

® |fyou selected Image File, click Browse to locate and select an Instant image file from your local file
explorer.
® |fyou selected Image URL, enter the web address of the Instant image under URL.

5. Click Save.
After the AP is upgraded, it reboots in the controller-less mode.

Behavior of Default Provisioning SSID
Starting with Instant 8.5.0.0, The AP will stop broadcast of default SetMeUp SSID when it discovers the
controller IP through Activate, DHCP server or DNS server.

The AP in its factory default state scans for the controller IP every 1 second. During the scan if the AP
discovers the controller IP, it disables the default SetMeUp SSID. The SetMeUp SSID is disabled as the AP
attempts to connect to the controller and remains disabled even if it is unable to connect to the
controller. The default SetMeUp SSID will be disabled if the Instant AP receives any of the following:

= DHCP option 43/60

= DHCPv6 option 52

= DHCP option 43/60 (IPv4) and DHCP 52 (IPv6) for dual stack environment
® Activate provisioning rule to convert IAP-to-CAP (IPv4)

To re-enable the default SetMeUp SSID, remove the controller IP from Activate, DHCP server and DNS
server. When the AP scans for the controller IP again, it does not discover the IP and the default
SetMeUp SSID starts broadcasting.

AP Deployments in Hybrid Controller-Instant Networks

Users can deploy APs into hybrid networks, which contain both controller-based and controller-less APs.
APs in hybrid networks are upgraded to the ArubaOS or Instant image using the same methods as APs
in pure controller or Instant networks. However, the following items must be in place before deploying
APs in a hybrid network:
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® Controller-based APs and controller-less APs must run on different subnets (for example, a
controller-based AP subnet and a separate controller-less AP subnet).

® Different discovery methods should be used for controller-based APs and controller-less APs, as the
controller discovery process and Instant AirWave discovery process share the same DHCP or DNS
discovery methods. For example, controller-based APs can use a DHCP server to discover a
controller, while controller-less APs can use a DNS server on AirWave.

® |f the same discovery method must be used for both controller-based APs and controller-less APs, it
is recommended that you use DHCP-based discovery. DHCP servers can respond to DHCP requests
based on the AP's subnet and vendor ID. DNS servers do not have a subnet limit and this can cause
the APs that share a DNS server to be upgraded on the wrong AP subnet.

Modifying the Instant AP Host Name
The following procedure is used to modify the host name of an Instant AP through the WebUI:
Navigate to Configuration > Access Points.

2. Select the Instant AP to rename and click Edit.

3. Expand General and enter the new name in the Name field. You can specify a name of up to 128
ASCII characters.

4. Click Save.

The following CLI command is used to change the host name of an Instant AP:

(Instant AP)# hostname <system name>

As a best practice, It is recommended to configure the hostname by using only a-z, A-Z, 0-9, ‘", -, "', "',

but not special characters such as “#$%".
NOTE

Configuring Zone Settings on an Instant AP

Starting from Instant 8.3.0.0, Instant APs can be assigned RF zones and SSID zones to enhance the
wireless network environment. RF zones enable the creation of custom RF environments for Instant APs
and SSID zones enable the creation of Wi-Fi zones to service multiple sets of clients in different zones of
the wireless environment. RF zones and SSID zones are independent of each other and are configured
separately.

RF zones

RF zones enable the creation of RF environments for individual APs. RF zones are configured using radio
profiles. Radio profiles allow the creation of additional radio profiles which can be associated to one or
more APs using their zone name. Each radio profile has a zone parameter which can be configured
except for the default radio profile and each AP can be assigned a single RF zone. Instant supports up to
10 radio profiles each for both 2.4 GHz radio and 5 GHz radio in an Instant cluster. A single RF zone can
be configured on multiple APs and all APs should be configured to a RF zone. If no RF zone is assigned to
an AP, the default radio profile will be used.
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Two radio profiles can have the same zone name given that the profiles are in different bands, i.e, A
2.4 GHz radio profile and a 5 GHz radio profile can have the same zone name. Using the same zone
name for a 2.4 GHz profile and a 5 GHz profile brings the two radio profiles under one RF zone, which
NOTE can then be applied to the AP using the zone name. This enables you to apply radio profiles to both
the radios of the AP. However, two radio profiles in the same band cannot have the same zone name.

Configuring RF Zones for Instant AP

RF zones are created by configuring radio profiles with a zone name and then attaching them to the
Instant AP using the same zone name. Only one RF zone can be applied to an AP and if no specific zone
is assigned to an AP then the default radio profile will be used. The radio profile assigned to the AP will
use the following priority: assigned RF zone > default radio profile > ARM profile.

The following procedure configures an RF zone using the WebUI:

1. Configure a radio profile and specify a name for the zone in the zone field. For configuring radio
profile, see Configuring Radio Profiles. To configure an RF zone with profiles for both 2.4 GHz and
5 GHz radio use the same zone name in the two radio profiles.

2. Attach the configured radio profile to the Instant AP using the zone name. Use the following
procedure to configure an RF zone to an Instant AP:

Navigate to the Configuration > Access Points page.

Select the Instant AP from the Access Points list and click Edit.
Expand General and specify the Instant AP zone in the RF zone field.
Click Save.

o v AW

The following CLI commands are used to configure an RF zone:

1. Configure radio settings using rf dot11a-radio-profile and rf dot11g-radio-profile commands
for 5 GHz and 2.4 GHz radio respectively and specify a name for the zone using the zone <zone
name> parameter. To configure an RF zone with profiles for both 2.4 GHz and 5 GHz radio use
the same zone name in the two radio profiles. The following is the syntax to configure zone name
for 2.4 GHz and 5 GHz radio profile.

a. To configure zone name in a 2.4 GHz radio profile:

InstantAP (config) # rf dotllg-radio-profile <profile name>
InstantAP (RF dotllg Radio Profile "<profile name>") # zone <zone name>

b. To configure zone name in a 5 GHz radio profile;

InstantAP (config) # rf dotlla-radio-profile <profile name>
InstantAP (RF dotlla Radio Profile "<profile name>") # zone <zone name>

2. Attach the specific RF zone and the associated radio profile to the AP using the rf-zone <zone
name> command. This is a per-ap setting and should configured on the respective AP. The
following is the syntax to attach a radio profile to the AP:

rf-zone <zone name>

To view the radio profile used by the AP, use the show radio profile command. The active profile is
listed in the Zone column.

SSID Zones
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SSID zones enables the creation of Wi-Fi zones with different SSIDs to service different sets of clients.
SSID zones are created using WLAN SSID profile. Traditionally only one zone can be configured to an
Instant AP but starting from Instant 8.3.0.0, Instant APs can be assigned multiple SSID zones to serve
different set of clients in different zones of the Wi-Fi environment. In the previous releases, commas
were a part of the zone name. Commas configured in Arubalnstant 6.5.4.x or prior versions will be used
as delimiters when Instant APs are upgraded to Arubalnstant 8.3.0.x or later.

You can configure up to six SSID zones per AP, and up to 32 SSID zones per ssid-profile. However, it is
strongly recommended not to configure multiple zones in per-AP and per-SSID profiles at the same
HOTE time.

Configuring SSID zones for Instant AP

SSID zones are created by configuring WLAN SSID profiles with a zone and attaching them to the

AP using the zone name. A maximum of 6 SSID zones can be assigned to an AP and if no specific zone is
assigned, the AP will broadcast only the SSIDs configured on the AP or the Instant cluster. SSID zones
can be configured using the WebUI, CLI, AirWave or Central.

The following procedure configures an SSID zone using the WebUI:

1. Configure a WLAN SSID profile and specify a name for the zone in the zone field. For configuring
WLAN SSID profiles, see Configuring WLAN Settings for an SSID Profile.

2. Attach the configured WLAN SSID profile to the Instant AP using the zone name. Use the following
procedure to configure an SSID zone to an Instant AP:

a. Navigate to the Configuration > Access Points page.
b. Select the Instant AP from the Access Points list and click Edit.

c. Expand General and specify the Instant AP zone in the Zone field.
3. Click Save.
The following CLI command is used to configure an SSID Zone:

1. Configure WLAN settings for the SSID settings using wlan ssid-profile command and specify a
name for the zone using the zone <zone name> parameter. The following is the syntax to
configure zone name for a wlan ssid profile.

a. To configure zone name in a wlan ssid profile:

InstantAP (config) # wlan ssid-profile <profile name>
InstantAP (SSID Profile "<profile name>") # zone <zone name>

2. Attach the specific SSID zone and the associated SSID profile to the AP using the zonename
<zone name> command. A maximum of 6 SSID zones can be assigned to an AP and the different
zones are separated using commas. This is a per-ap setting and should configured on the
respective AP. The following is the syntax to attach an SSID zone to the AP:

zonename <zonel name, zone2 name>

Disabling AP Factory Reset

An AP can be reset to factory default configuration by pressing its reset button for more than 5 seconds
while the AP is operational. Aruba Instant allows you to disable AP factory reset while the AP is
operational.
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The AP factory reset is enabled by default; which means, an AP may be reset to factory default

ey configuration by pressing its reset button for more than 5 seconds while the AP is operational.

The following CLI command disables the AP factory reset feature while the AP is operational:

(Instant AP) (Config)# disable-factory-reset

The following CLI command enables the AP factory reset feature while the AP is operational:

(Instant AP) (Config)# no disable-factory-reset

AP USB Management

Aruba Instant supports new infrastructure to manage any USB device that is plugged to an AP. The
infrastructure allows describing a USB device through either CLI configuration or by using predefined
descriptors. The infrastructure allows USB device management through USB ACLs. The infrastructure
also supports plugin for USB devices. A plugin can perform further identification or perform normal
logical interaction with the USB device. The infrastructure supports sending notification to other
processes. For example: USB device plug-in or unplug notifications are sent to the loT daemon. The
infrastructure also supports sending script-based notifications. The USB ACLs are applied to the

USB Management Daemon (UDMD) process and when a USB device is plugged in to an AP, the

USB device walks through all USB ACL rules sequentially. Instant supports USB devices only from Aruba
approved vendors. The following vendors are approved:

= Alcatel-L800

= Amberbox-detector

= Amberbox-gateway

= C-motech-CNU-680

® EpiValley-SEC-8089

® Fraklin-u770-u772

® Franklin-U300

® Franklin-U301

® Franklin-U600

" Fujisoft

" Globetrotter-ICON-225
® Globetrotter-ICON-322
= HanShow

® Huawei-3276s-150

= Huawei-D41HW

® Huawei-E1552

® Huawei-E157

= Huawei-E160

® Huawei-E169-E180-E220
® Huawei-E170-E272-E220
® Huawei-E173

® Huawei-E1731-177DT06
® Huawei-E1750
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= Huawei-E176-E176G-E1553
® Huawei-E1762

= Huawei-E180

= Huawei-E180-E1692-E1762
= Huawei-E1820e

= Huawei-E220

= Huawei-E261

= Huawei-E3131

= Huawei-E3272s-153

® Huawei-E3276

= Huawei-E3276s-500

= Huawei-E3372

® Huawei-E3372h-153-hilink
® Huawei-E3372h-153-modem
® Huawei-E352s-5

= Huawei-E353

= Huawei-E353-E1750-E367
= Huawei-E367

= Huawei-E3765

= Huawei-E392

= Huawei-e398

= Huawei-E8372

= Huawei-EC150

= Huawei-EC167

= Huawei-HWD12-LTE

= Huawei-K3770

= Huawei-K3772

= Huawei-K4505

= Huawei-K4510

= Huawei-K4605

= Huawei-K5150

= Huawei-K5160

= Huawei-KDDI-DATAQ7

= |con-452

= | ongcheer-WM72

= Netgear-340u

= Netgear-341u

= Novatel-MC545

= Novatel-MC551L

= Novatel-MiFi-2200

= Novatel-Ovation-U727

= Novatel-U620L

= Novatel-U720

Aruba Instant 8.9.0.0 User Guide



Novatel-U727
Novatel-U760-Sprint
Novatel-U760-Virgin
NTT-DoCoMo-L-02A
NTT-DoCoMo-L-02C
NTT-DoCoMo-L-05A
NTT-DoCoMo-L-08C
Pantech-UM150
Pantech-UM175
Pantech-UM190
Pantech-UML290
Pantech-UML295

Pantech-UML295-cold

Qualcomm-SXC-1080
SES-Imagotag-021
Sierra-250U
Sierra-305-308

Sierra-306-308-503-312U

Sierra-313u
Sierra-320U
Sierra-330U
Sierra-598
Sierra-881U
Sierra-885
Sierra-Compass-597
Sierra-Compass-885
Sierra-Tstick-C597
SIMTech
Solu-M-SLG-DM101
UGM1831

UMG181
Utstarcom-UM100C
ZTE-3565
ZTE-AC2726
ZTE-AC2736
ZTE-AC3781
ZTE-Fivespot
ZTE-K4505-z
ZTE-MF110
ZTE-MF180-HSDPA
ZTE-MF190-Egypt
ZTE-MF190-India
ZTE-MF190-Thailand
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" ZTE-MF591

" ZTE-MF633-MF636
® ZTE-MF637-MF656
= ZTE-MF668

" ZTE-MF683-HSDPA
® ZTE-MF79S

= ZTE-MF820

= ZTE-MF820D

= ZTE-MF823

®m ZTE-MF825C

= ZTE-MF831

® ZTE-MF832S

= ZTE-MF832U

® ZTE-MF832U-Zero

USB ACL Profile

Aruba Instant supports definition of up to 16 USB ACL profiles. A USB ACL profile is a vendor-product
name with one action (permit, deny, reset). You cannot configure vendor ID in the USB descriptor, but
can configure the name and action. When a USB ACL is applied to an AP group, all APs in that AP group
inherit the USB ACL rules. When a USB device is described using a predefined descriptor, they are
permitted by default.

When there is no USB ACL configuration but a USB profile is pushed, the UDMD process applies permit-
all by default. If there is configured USB ACL, the SAPD or CLI process automatically adds deny-all rule at
the end of the pushed rule list. That is, when UDMD does not find the matched USB ACL rule from the
configuration, it applies the deny-all rule by default.

The following CLI command creates a USB ACL profile named sample-usb-acl-profile with rule to permit
USB devices from HanShow:

(Instant AP) (config)# usb acl-profile sample-usb-acl-profile
(Instant AP) (AP USB ACL Profile "sample-usb-acl-profile") #rule HanShow permit

The following CLI command creates a USB ACL profile named sample-usb-acl-profile with rule to deny
USB devices from HanShow:

(Instant AP) (config)# usb acl-profile sample-usb-acl-profile
(Instant AP) (AP USB ACL Profile "sample-usb-acl-profile") #rule HanShow deny

The following CLI command creates a USB ACL profile named sample-usb-acl-profile with no rule to
permit USB devices from HanShow:

(Instant AP) (config)# usb acl-profile sample-usb-acl-profile
(Instant AP) (AP USB ACL Profile "sample-usb-acl-profile") #no rule HanShow permit

The following CLI command creates a USB ACL profile named sample-usb-acl-profile with no rule to
deny USB devices from HanShow:

(Instant AP) (config)# usb acl-profile sample-usb-acl-profile
(Instant AP) (AP USB ACL Profile "sample-usb-acl-profile") #no rule HanShow deny

The following CLI command creates an AP USB profile named sample-ap-usb-profile and applies a
USB ACL profile named sample-usb-acl-profile to it:

(Instant AP) (config)# usb-profile sample-ap-usb-profile
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(Instant AP) (AP USB profile "sample-ap-usb-profile") #usb-acl-profile sample-usb-acl-
profile

The following CLI command binds an AP USB profile named sample-usb-profile:

(Instant AP) (config)# usb-profile-binding sample-usb-profile

The following CLI command resets the USB device:

(Instant AP)# usb-device-mgmt reset device <device ID>

The following CLI command shows the USB profile:

(Instant AP)# show usb profile

The following CLI command shows the details of a specific USB profile based on its profile name:

(Instant AP)# show usb-profile sample-ap-usb-profile

The following command shows the USB ACL profile:

(Instant AP)# show usb acl-profile

The following CLI command shows the details of a specific USB ACL profile based on its profile name:

(Instant AP)# show usb-acl-prof sample-ap-usb-acl-profile

The following command shows the details of the devices connected to the Instant AP:

(Instant AP)# show usb devices

The following CLI command shows the list of supported vendor USB products:

(Instant AP)# show usb supported vendor-product

The following CLI command shows the USB cellular status:

(Instant AP)# show usb status

Specifying a Method for Obtaining IP Address

You can either specify a static IP address or allow the Instant AP to obtain an IP address from the DHCP
server. By default, the Instant APs obtain IP address from the DHCP server. The following procedure
configures a static IP address:

The following procedures configures a static IP address for the Instant AP:

1. Navigate to the Configuration > Access Points page. Select the Instant AP from the Access
Points list and click Edit.

2. Under General, for the IP address for Access Point option, select Specify statically and enter
values for the following;:
® |P address: Enter a new IP address for the Instant AP.

= Netmask: Enter the subnet mask of the network.
= Default gateway: Enter the IP address of the default gateway.

® DNS server: Enter the IP address of the DNS server in the text box. You can configure up to
two DNS servers separated by a comma. If the first DNS server goes down, the second DNS
server will take control of resolving the domain name.

®= Domain name: Enter the domain name.
3. Click Save and reboot the Instant AP.
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The following CLI command is used to configure a static IP address on the Instant AP:

(Instant AP)# ip-address <IP-address> <subnet-mask> <NextHop-IP> <DNS-IP-address>
<domain-name>

When IAP-VPN is not configured or IPsec tunnel to the controller is down, DNS query from the client
that is associated to the conductor Instant AP is taken by DNS proxy function on the conductor Instant
AP. So, if the DNS server address for the the conductor Instant AP is set (by dnsip or from DHCP
server), the DNS query will be sent to the DNS server by the conductor Instant AP. But if the DNS
server address is not set, the DNS query will not be sent by the conductor Instant AP. However, the
DNS query from the client that is associated to the member Instant AP is not affected to this behavior.

HOTE

Configuring External Antenna

If your Instant AP has external antenna connectors, you need to configure the transmit power of the
system. The configuration must ensure that the system’s EIRP is in compliance with the limit specified by
the regulatory authority of the country in which the Instant AP is deployed. You can also measure or
calculate additional attenuation between the device and the antenna before configuring the antenna
gain. To know if your Instant AP device supports external antenna connectors, refer to the Aruba Instant
Installation Guide that is shipped along with the Instant AP device.

EIRP and Antenna Gain

The following formula can be used to calculate the EIRP-limit-related RF power based on selected
antennas (antenna gain) and feeder (Coaxial Cable loss):

EIRP = Tx RF Power (dBm) + GA (dB) - FL (dB)

The following table describes this formula:

Table 15: Formula Variable Definitions

Formula Element Description

EIRP Limit specific for each country of deployment.
Tx RF Power RF power measured at RF connector of the unit.
GA Antenna gain
FL Feeder loss

Example

For example, the maximum gain that can be configured on an Instant AP with AP-ANT-1F dual-band and
omni-directional antenna is as follows:

Table 16: Maximum Antenna Gains

Frequency Band Gain (dBi)

2.4-2.5GHz 2.0 dBi

4.9-5.875 GHz 5.0 dBi

For information on antenna gain recommended by the manufacturer, see www.arubanetworks.com.
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Configuring Antenna Gain

The following procedure configures antenna gain for Instant APs with external connectors, using the
WebUI:

Navigate to the Configuration > Access Points page. Select the Instant AP and click Edit.

2. Inthe Edit Access Point window, select External Antenna to configure the antenna gain value.
This option is available only for access points that support external antennas.

3. Enter the antenna gain values in dBm for the 2.4 GHz and 5 GHz bands.
4. Click Save.

The following CLI command is used to configure an external antenna for 5 GHz frequency:
(Instant AP)# a-external-antenna <dBi>
The following CLI command is used to configure an external antenna for 2.4 GHz frequency:

(Instant AP)# g-external-antenna <dBi>

Configuring Radio Settings for an Instant AP

You can configure the radio settings on an Instant AP either manually or by using the ARM feature. ARM
is enabled on Instant APs by default. When ARM is enabled, it automatically assigns appropriate channel
and power settings for the Instant APs. For more information on ARM, see Adaptive Radio Management

on page 361.

Configuring Radio Settings

The following procedure describes how to configure radio settings of the AP using the WebUI:

Navigate to the Configuration > Access Points page.

Expand Radio.

Select the radio settings you want to modify by clicking on the respecting radio band.
In the Mode drop down list box of the radio, select one of the following modes:

® Access—In Access mode, the Instant AP serves clients, while also monitoring for rogue Instant
APs in the background. If the Access mode is selected, perform the following actions:

el

» Select Adaptive radio management assigned to configure ARM to manage channel and
transmit power. To configure Adaptive Radio Management, see Configuring ARM Features
on an Instant AP and to configure profiles for the radio, see Configuring Radio Profiles.

» Select Administrator assigned if you want to configure the channel and transmit power
manually. When selected, configure the following:

o Select appropriate channel number from the Channel drop-down list.
o Enter appropriate transmit power value in the Transmit power text box .

| | If the transmit power is set to O, the Instant AP is assigned the last transmitted power
value set by the ARM.

NOTE

= Monitor—In Monitor mode, the Instant AP acts as a dedicated monitor, scanning all channels
for rogue Instant APs and clients. You can set one radio on the Monitor mode and the other
radio on the access mode, so that the clients can use one radio when the other one is in the
Air Monitor mode.
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= Spectrum Monitor—In Spectrum Monitor mode, the Instant AP functions as a dedicated full-
spectrum RF monitor, scanning all channels to detect interference, whether from the
neighboring Instant APs or from non-WiFi devices such as microwaves and cordless phones.

In this mode, Instant APs do not provide access services to clients.

HOTE

5. Click Save.

When radio settings are assighed manually by the administrator, ARM is disabled.

E By default, the channel and power for an Instant AP are optimized dynamically using ARM. You can
NOTE override ARM on the 2.4 GHz and 5 GHz bands and set the channel and power manually if desired.

The following CLI commands are used to configure the radio channel and transmit power settings:

(Instant AP)# radioO-channel
(Instant AP)# radiol-channel
(Instant AP)# radio2-channel

The following CLI commands are used to configure the radio mode:
(Instant AP)# wifiO-mode {<access> | <monitor> | <spectrum>}

(Instant AP)# wifil-mode {<access> | <monitor> | <spectrum>}
(Instant AP)# wifi2-mode {<access> | <monitor> | <spectrum>}

If the access mode is configured, run the following commands to configure the channel and
transmission power:

(Instant AP)# a-channel <channel> <tx-power>
(Instant AP)# g-channel <channel> <tx-power>

For more information, see Aruba Instant 8.x CLI Reference Guide.

Configuring Maximum Clients on SSID Radio Profiles

You can set the maximum number of clients in every individual Instant AP for SSID profiles operating on
the 2.4 GHz and 5 GHz radios. This is a per-AP and per-Radio configuration. This configuration is not
persistent and is lost once the Instant AP is rebooted.

Run the following commands to configure maximum clients for an SSID radio profile in the privileged
exec mode:

(Instant AP)# a-max-clients <ssid profile> <max-clients>
(Instant AP)# g-max-clients <ssid profile> <max-clients>

Run the following commands to view the maximum clients allowed for an SSID profile:

(Instant AP)# show a-max-clients <ssid profile>
(Instant AP)# show g-max-clients <ssid profile>
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You can also set the maximum clients when configuring SSID profiles using the Max Clients
Threshold parameter in the WebUI and max-clients-threshold parameter in the Instant CLI. For
more information, see Configuring WLAN Settings for an SSID Profile on page 97.

HOTE . . . . X . . . . X .
If the maximum clients setting is configured multiple times, using either the configuration mode or

Privileged EXEC mode, the latest configuration takes precedence.

Enabling Flexible Radio

This feature allows the AP to seamlessly switch between modes where the radio resources are either
combined in a single 2x2 radio or separated into two 1x1 radios.

You can configure the flexible radio in the following modes:

® 5 GHz mode: acts as a single radio operating on 5 GHz band
® 2.4 GHz mode: acts as a single radio operating on 2.4 GHz band

® 2.4 GHz and 5 GHz mode: acts as two radio interfaces, one operating on 5 GHz band, and the other
on the 2.4 GHz band. By default, the flexible radio is set to this mode.

AP-203H, AP-203R, and AP-203RP access points have one radio each, wherein each radio operates on
two bands. When the flexible radio mode is at 2.4 GHz or 5 GHz, the radio operates on one band and
the Instant AP broadcasts 16 different SSIDs. However, when the flexible radio mode is at 2.4 GHz and 5
GHz, the radio operates on both the bands and the Instant AP broadcasts only 8 SSIDs for each band,
even if more than 8 SSIDs are configured. The SSIDs with an index value from 0 to 7 will be broadcasted.
You can configure the Flexible Radio parameter using the WebUI or the CLI.

The following procedure configures flexible radio:

Navigate to Configuration > Access Points.
Click the Instant AP to edit.

Click the Flexible Radio tab.

Specify the Mode from the drop-down list.
Click Save and reboot the Instant AP.

LA

The following CLI command is used to configure the flexible radio mode:

(Instant AP)# flex-radio-mode <mode>

Enabling Low Power Mode

The Instant CLI allows you to enable or disable the low power mode feature on an Instant AP. Enabling
the low power mode feature results in the USB and POE-PSE capabilities, if applicable, on the AP to be
disabled, and the requested POE draw is reduced accordingly. The AP switches back to its normal mode
when this option is disabled.

The following CLI command enables the low power mode on the AP:

(Instant AP)# ap-poe-power-optimization enable

The following CLI command disables the low power mode on the AP:

(Instant AP)# ap-poe-power-optimization disable
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The following CLI command deletes the low power mode configuration on the AP:

(Instant AP)# no ap-poe-power-optimization

Dual 5 GHz Radio Mode

This feature allows the Instant AP to configure two radio interfaces, both running 5 GHz channel. The
Instant APs have two radios, one operating on 2.4 GHz band, and the other on 5 GHz band. AP-344 and
AP-345 access points support upgrade of the 2.4 GHz radio interface to a 5 GHz radio interface. In dual
mode, both radio interfaces can operate on 5 GHz band. You can configure the dual-5GHz-mode
parameter using the WebUI or the CLI.

The following procedure describes how to configure a dual 5 GHz radio:

Table 17: Steps to Update Password

New WebUI Old WebUI

1. Navigate to Configuration > Access Points tab. 1. Onthe Access Points tab, click the Instant AP to

2. Select an Instant AP to enable Dual 5 GHz mode. modify.

3. Click the edit icon. 2. Click the edit link.

4. Select the Radio tab. 3. Click the Radio tab.

5. Toggle the Dual 5 GHz mode switch to enable or 4. Select Enable from the Dual 5G Mode drop-down
disable the function. list.

6. Click Save. 5. Click OK and reboot the Instant AP.

The following command configures the dual-5 GHz-mode:

(Instant AP)# dual-5GHz-mode {<enable><disable>}

The dual-5 GHz-mode command is supported only in AP-344 and AP-345 access points.

NOTE

Split 5 GHz Radio for 550 Series Access Points

Split 5 GHz radio is an Instant feature that leverages the power of software to provide three radios on
supported access points. The split 5 GHz radio feature splits the 8X8 5 GHz radio of the supported
access points into two 4X4 5 GHz radios operating on the upper and the lower part of the radio antenna
offering three radios available for configuration - radio 0 (5 GHz), radio 1 (2.4 GHz) and radio 2 (5 GHz).
Radio 0 operates on the lower band and Radio 2 operates on the upper band of the 5 GHz radio. The
three radios of the AP can be deployed in either of the configuration modes- Access, Air Monitor and
Spectrum monitor. The default mode of these radios is access.

The dot11a-secondary-radio-profile is the configuration profile for radio 2. This profile is active when
tri-radio is enabled on the AP. The dot11a-radio-profile, profile of radio 0, will be used as default by the
dot11a-secondary -radio-profile, radio 2, when split 5 GHz radio is enabled. The secondary radio profile
supports all configurations available in dot11a-radio-profile including RF zones.

Certain existing configuration parameters do not apply when split 5 GHz-radio is configured. The a-
channel and g-channel configuration to set channel power of the radio no longer takes effect. In their
place radio-0-channel, radio-1-channel and radio-2-channel commands are used to configure the
channel and transmission power of the respective radios.
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Feature Limitations

® Mesh is supported but only radio0O can be used as the mesh radio.

® Split 5 GHz mode is only supported with APs powered by DC, PoE BT or dual shared PoE AT power
supply.

® Access points require reboot to enable or disable Split 5 GHz radio mode in mesh deployments.

The following procedure configures the split 5 GHz radio mode on the Instant AP,

1. Navigate to Configuration> Access Points page and select the Access Point > edit > Radio
accordion.

2. Select Enable from the Split 5GHz mode drop down list box to enable the split 5 GHz radio
mode. To disable the feature, select Disable from the Split 5GHz mode. The default option is
disabled.

3. The Radio 2 settings are now available for configuration under the Radio 2 accordion.
4. Choose aradio mode from the Mode drop-down list box.
5. Select a channel assighnment method

= Adaptive Radio Management assigned - If this option is selected the channels for the radio
is intelligently assigned by the access point.

= Administrator Assigned - If this option is selected, select the channel and the transmit Power
in the Channel and Transmit power fields.

6. Click Save.
To configure split 5 GHz radio mode for all supported APs in the network cluster.

1. Navigate to Configuration> Networks page and select Show advanced options.

2. Under General, toggle the Split 5GHz mode switch to enable or disable Split 5 GHz mode
globally for supported APs in the network. The default option is disabled.

3. Click Save.
To configure the radio profile settings for the secondary 5 GHz radio,

1. Navigate to Configuration > RF > Show advanced options>Radio accordion.

2. Click + in the Secondary 5GHz band table and define the radio settings for the secondary 5 GHz
radio. For information on configuration parameters for the radio profile, see Configuring Radio
Profiles on page 368.

3. Click OK.

The following configurations do not require an AP reboot to take effect.

Configuring Split 5 GHz Radio

The following command is a global configuration and a per-ap command. When configured globally, all
supported APs will work in the split 5 GHz mode. To disable split 5 GHz radio on selected APs override
the global setting using the per-ap command. The per-ap command takes priority over the global
configuration. The default value for this command is disabled.

To enable the split 5 GHz feature, use the split-5ghz-mode enabled command.
(Instant AP) # split-5ghz-mode enabled
To disable the split 5 GHz feature, use the split-5ghz-mode disabled or no split-5ghz-mode command.

(Instant AP) # split-5ghz-mode disabled
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(Instant AP) # no split-5ghz-mode

To configure radio profile settings of radio2, use the rf dot11a-secondary-radio-profile <name>
command. The secondary profile is active only when split 5 GHz radio is enabled on the AP. The values
of the dot11a-radio-profile is used as default by the secondary radio profile.

(Instant AP) # rf dotlla-secondary-radio-profile <name>
See Aruba Instant 8.x CLI Reference Guide for information on configurable parameters.

Enabling/ Disabling radios

When split 5 GHz radio is enabled, use the radio-0-disable, radio-1-disable and radio-2-disable
commands to disable the respective radios.

(Instant AP) # radio-l-disable
(Instant AP) # radio-2-disable

Radio Channel and Transmission Power

When tri-radio is enabled, use the radio-0-channel, radio-1-channel and radio-2-channel to configure
the static channel and transmission power for the respective radios. Please note radio0 and radio2
supports 5 GHz channels and radio1 supports 2.4 GHz channels.

(Instant AP) # radio-O-channel <36-64>
(Instant AP) # radio-l-channel <1-11>
(Instant AP) # radio-2-channel <100-161>

Radio Mode

When split 5 GHz radio is enabled, the wifi2-mode command is available to configure the mode for
radio2. This command is a per-ap setting.

(Instant AP) # wifi2-mode <monitor | spectrum | access>

WLAN SSID profiles

To control SSIDs being created in the 5 GHz radio, use the allowed-5ghz-radio parameter under the
particular wlan ssid-profile command to specify under which 5 GHz radio the SSID should be
broadcasted. The default value for the command is all.

(Instant AP) #wlan ssid-profile <name>
(Instant AP) # allowed-5ghz-radio <first-dotlla-radio-only | second-dotlla-radio-only
| all>

To view the view configuration information of radios, use the following show commands:

= Show aps

= Show radio config
= Show radio profile
= Show ids radio

To troubleshoot radios and view debug information, use the following troubleshooting commands:

= Show ap debug radio-stats radio-id
® Show ap debug radio-info radio-id
= Show ap debug power-table radio-id
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Air Slice

Aruba's key RF differentiation, Air Slice, designed for 11ax APs optimizes user experience and assures
QoA to enterprise applications. Air Slice combines AppRF and UCC for classifying applications and it also
supports custom flow definitions. Air Slice uses a combination of priority queuing, dynamic WMM
boosting, and 11ax based radio resource scheduling to prioritize enterprise applications in the presence
of competing background traffic flows to meet latency and bandwidth requirements. Air Slice solution
built on OFDMA, MU-MIMO, and TWT constructs offer the following services:

® Guaranteed bit rate
® Battery life extension
= Bounded latency and jitter

Air Slice supports multiple services like gaming, 10T, voice and video, and so on. Air Slice support is
available for all AP clients. However, 802.11ax clients have enhanced benefits due to efficient uplink and
downlink traffic scheduling of 802.11ax standard. Air Slice also allows network administrators to select a
list of applications to be prioritized.

Air Slice is supported only on 500 Series, 510 Series, 530 Series, 570 Series, and AP-555 access points.
It is mandatory to enable DPI on the AP before configuring Air Slice, else an error will be reported.

If Air Slice is enabled in tunnel forwarding mode, low-priority flows are dropped to 0 Mbps. This
occurs when high-priority flows are enabled. Hence, it is recommended not to enable Air Slice in
tunnel forwarding mode.

NOTE

The following procedure configures Air Slice Policy and Application Monitoring on an Instant AP:

Navigate to Configuration > System > General.

Click the Show advanced options tab.

Slide the toggle switch next to AirSlice policy, to the right, to enable the feature.

Slide the toggle switch next to Application monitoring, to the right, to enable the feature.
Click Save.

A S

The following CLI command configures Air Slice policy on the AP:
(Instant AP) (config)# airslice-policy
The following CLI command configures Application Monitoring on the AP:
(Instant AP) (config)# application-monitoring
The following CLI command is used to view the Application Monitoring list:
(Instant AP)# show app-monitoring list
The following CLI command is used to view the client statistics based on the MAC ID:

(Instant AP) #show ap debug airslice client-stats <mac>

ACL Rule Modifications

The session acl list and acl rule list are modified based on the network configuration. When rule
action is permitted, the rule can configure the new option markapp with custom appid. Instant allows
multiple rules to configure the same custom name, and once the ACL is active, the action takes effect
with the custom application ID on the session.

The following procedure configures a custom application ID in the access rule:
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1. Navigate to Configuration > Security > Roles. The settings in the Roles tab are displayed.

2. Select the role for which you want to configure access rules.

3. Inthe Access rules section, click + to add a new rule. The New rule window is displayed.

4. Ensure that the rule type is set to Access Control.

5. Select Network under the Service category.

6. Under Options, select the Mark Application checkbox.

7. Select one of the custom values from the drop-down list.

8. Click OK.

Alternatively, you can configure access rules for a wired or wireless client through the WLAN wizard or

NoT e the Wired Profile window.

The following CLI command configures a session ACL with a custom application ID:
(Instant AP) (config)# wlan access-list session ses-acl

(Instant AP) (Session-ACL "ses-acl")# rule 10.1.1.1 255.255.255.255 20.1.1.1
255.255.255.255 match 17 0-65535 0-65535 permit markapp customl

(Instant AP) (Session-ACL "ses-acl") #end

The following CLI command configures a with a rule ACL with a custom application ID:

(Instant AP) (config)# wlan access-rule WirelessRule

(Instant AP) (Access Rule "WirelessRule")# rule 10.1.1.1 255.255.255.255 match 17 0-
65535 0-65535 permit markapp customl

(Instant AP) (Access Rule "WirelessRule")# access-list session ses-acl

The following CLI command displays the custom appid configured on the rule ACL:

(Instant AP)# show access-rule WirelessRule

The following CLI command displays the custom appid confifured on the session ACL:

(Instant AP) #show access-list ses-acl
In addition to the custom applications, Air Slice is supported only for the applications listed below:

= Zoom

= Slack

= Skype

® |ync Online

® ALG Skype for Business
= \WebEx

= GoToMeeting

= Office365

= Dropbox

= Amazon AWS

= Github

= Micrsoft Excel Online
= Onedrive

= Qutlook

= Microsoft Planner
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" Microsoft Powerpoint Online
®  Microsoft SharePoint Online
= Microsoft Sway

" Microsoft Teams

= Microsoft Word Online

® Yammer

= ALG Wifi-Calling

Support for Input-Filter on BLE Devices

When loT transport profiles are configured, BLE-devices are filtered based on the loT transport profiles
which may include device class, UUID, or vendor filters. Only BLE devices that should be reported are
stored in the BLE-table and data loss is avoided.

The following CLI command enables the entry filter:
(Instant AP)# ble-init-action input-filter-enable
The following CLI command disables the entry filter:
(Instant AP)# ble-init-action input-filter-disable
The following command is used to view the latest filtered BLE-device

(Instant AP)#show ap debug ble-input-filter-stats

Configuring Uplink VLAN for an Instant AP

Instant supports a management VLAN for the uplink traffic on an Instant AP. You can configure an
uplink VLAN when an Instant AP needs to be managed from a non-native VLAN. After an Instant AP is
provisioned with the uplink management VLAN, all management traffic sent from the Instant AP is
tagged with the management VLAN.

Ensure that the native VLAN of the Instant AP and uplink are not the same.

HOTE
The following procedure describes how to configure the uplink management VLAN on an Instant AP:
In the Access Points tab, select the Instant AP to modify and click edit.

Select the Uplink tab.

In the Uplink Management VLAN text box, specify the VLAN.

Click OK.

Reboot the Instant AP.

u kA wN =

The following CLI command configures an uplink management VLAN:
(Instant AP)# uplink-vlan <VLAN-ID>

The following CLI command is used to view the uplink VLAN status:
(Instant AP)# show uplink-vlan

Uplink Vlan Current :0
Uplink Vlan Provisioned :1
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Changing the Instant AP Installation Mode

By default, all Instant AP models initially ship with an indoor or outdoor installation mode. This means
that Instant APs with an indoor installation mode are normally placed in enclosed, protected
environments and those with an outdoor installation mode are used in outdoor environments and
exposed to harsh elements.

In most countries, there are different channels and power that are allowed for indoor and outdoor
operation. You may want to change an Instant AP's installation mode from indoor to outdoor or vice
versa.

The following procedure configures an installation mode for the Instant AP:

To configure the installation mode for an Instant AP;
Navigate to the Configuration > Access Points page.
Select the Instant AP from the Access Points list and click Edit.

Expand Installation Type and select one of the three installation options - Default, Indoor or
Outdoor.

Click Save
Reboot the Instant AP.

A=

o v

By default, the Default mode is selected. This means that the Instant AP installation type is based on

the Instant AP model.
HOTE

The following CLI command configures the Installation Mode for an Instant AP:

(Instant AP)# ap-installation <type[default|indoor|outdoor]>

The following CLI command is used to view the installation type of the Instant APs:

(Instant AP)# show ap allowed-channels

Changing USB Port Status

The USB port can be enabled or disabled based on your uplink preferences. If you do not want to use
the cellular uplink or 3G/4G modem in your current network setup, you can set the USB port status to
disabled. By default, the USB port status is enabled.

The following procedure configures the USB port status:

Navigate to the Configuration > Access Points page.

Select the Instant AP from the Access Points list and click Edit.
Expand Uplink.

Toggle the USB port switch to enable or disable the USB port.
Click save.

Reboot the Instant AP.

o v kA wnN =

The following CLI command disables the USB port:
(Instant AP)# usb-port-disable
The following CLI command enables the USB port:

(Instant AP)# no usb-port-disable

The following CLI command is used to view the USB port status:
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(Instant AP)# show ap-env
Antenna Type:External
usb-port-disable:1

Conductor Election and Virtual Controller

Instant does not require an external Mobility Controller to regulate and manage the Wi-Fi network.
Instead, every Instant AP in the same broadcast domain automatically organizes together to create a
virtual controller for the network. The virtual controller represents a single pane of glass that regulates
and manages a Wi-Fi network at a single installation location, performing configuration and firmware
management of all its member access points. The virtual controller architecture also ensures that a
single AP sets up and manages the VPN tunnel to a mobility controller in the data center, if configured,
and allows client traffic from all member APs to share the VPN tunnel.

The main capabilities supported by the virtual controller are listed below:

® Acts as a central point of configuration. The configuration is distributed to other Instant APs in a
network.

® Provides DHCP servers to the cluster.
® Provides VPN tunnels to a Mobility Controller.
® Provides Central, AirWave, and Activate interaction.

Conductor Election Protocol

The Conductor Election Protocol enables the Instant network to dynamically elect an Instant AP to take
on a virtual controller role and allow graceful failover to a new virtual controller when the existing
virtual controller is not available. The election beacons are broadcast and unicast L2 frames are used
between the virtual controller and the member Instant APs. This protocol ensures stability of the
network during initial startup or when the virtual controller goes down by allowing only one Instant AP
to self-elect as a virtual controller. When an existing virtual controller is down, a new virtual controller is
elected by the conductor election protocol. This protocol is initiated by any non-virtual controller Instant
AP that no longer receives beacon frames from an active virtual controller.

An Instant AP is elected as a conductor by one of the following methods:

1. Enforced—In this method, Instant APs in preferred, 3G/4G uplink, mesh portal, or stand-alone
mode are elected as the conductor. However Instant APs in mesh point, or hierarchy down side
mode are not elected as the conductor.

2. Random Intervals—In this method, a quick Instant AP election takes place when the Instant APs
boot. A re-election takes place when the existing conductor Instant AP is down. This results in
random election of a conductor Instant AP.

3. Versus Policy—This is a method by which multiple Instant APs in a cluster are competing with
each other to become a conductor. The Instant AP with higher priority, higher uptime or a bigger
MAC address becomes the conductor. The Instant AP with lesser priority, lesser uptime or a
smaller MAC address becomes the member.

Preference to an Instant AP with 3G/4G Card

The Conductor Election Protocol prefers the Instant AP with a 3G/4G card when electing a virtual
controller for the Instant network during the initial setup.

The virtual controller is selected based on the following criteria:
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® |f there is more than one Instant AP with 3G/4G cards, one of these Instant APs is dynamically elected
as the virtual controller.

= When an Instant AP without 3G/4G card is elected as the virtual controller but is up for less than 5
minutes, another Instant AP with 3G/4G card in the network is elected as the virtual controller to
replace it and the previous virtual controller reboots.

= When an Instant AP without 3G/4G card is already elected as the virtual controller and is up for more
than 5 minutes, the virtual controller will not be replaced until it goes down.

Preference to an Instant AP with Non-Default IP

The Conductor Election Protocol prefers an Instant AP with non-default IP when electing a virtual
controller for the Instant network during initial startup. If there are more than one Instant APs with non-
default IPs in the network, all Instant APs with default IP will automatically reboot and the DHCP process
is used to assign new IP addresses.

Viewing Conductor Election Details

The following CLI command is used to verify the status of an Instant AP and conductor election details:

(Instant AP)# show election statistics
(Instant AP)# show summary support

Manual Provisioning of Conductor Instant AP

In most cases, the conductor election process automatically determines the best Instant AP that can
perform the role of virtual controller, which will apply its image and configuration to all other Instant
APs in the same Instant AP management VLAN. When the virtual controller goes down, a new virtual
controller is elected.

Provisioning an Instant AP as a Conductor Instant AP

The following procedure describes how to provision an Instant AP as a conductor Instant AP:
Navigate to the Configuration > Access Points page.

Select the Instant AP from the Access Points list and click Edit.

Expand General.
Toggle the Preferred conductorswitch to enable or disable the option.

oA N =

Click Save.

The following CLI command provisions an Instant AP as a conductor Instant AP:
(Instant AP)# iap-conductor
The following CLI command is verifies if the Instant AP is provisioned as conductor Instant AP:

(Instant AP)# show ap-env
Antenna Type:Internal
Iap conductor:1

Only one Instant AP in a cluster can be configured as the preferred conductor.

NOTE

Adding an Instant AP to the Network

To add an Instant AP to the Instant network, assign an IP address. For more information, see Assigning
an IP address to the Instant AP on page 19.
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After an Instant AP is connected to the network, if the Auto-Join feature is enabled, the Instant AP
inherits the configuration from the virtual controller and is listed in the Access Points tab.

The following procedure describes how to manually add an Instant AP to the network:

Navigate to the Configuration > Access Points page.

Click + in the Access Points table.

In the New Access Point window, enter the MAC address for the new Instant AP.
Click OK.

b=

Removing an Instant AP from the Network
The following procedure describes how to manually remove an Instant AP from the network:
1. Navigate to the Configuration > Access Points page.

2. Select the Instant AP from the Access Points list and click Delete.
3. Click OK to confirm the deletion.

The deleted Instant APs cannot join the Instant network anymore and are not displayed in the WebUI.

R However, the master Instant AP details cannot be deleted from the virtual controller database.

Support for BLE Asset Tracking

Starting from Instant 6.5.2.0, Instant APs can monitor BLE asset tags to track the location of time-
sensitive, high-value assets embedded with BLE tags.

BLE tags are located through the following steps:

Instant AP beacons scan the network for BLE tags.

2. When a tag is detected, the Instant AP beacon sends information about the tag to the Instant AP,
including the MAC address and RSSI of the tag. This data is maintained in a list by the BLE
daemon process on the Instant AP.

3. The list of tags is sent from the BLE daemon process on the Instant AP to the BLE relay process on
the Instant AP.

4. The Instant AP opens a secure WebSocket connection with the designated WebSocket endpoint
on the management server, such as the Meridian editor.

5. After receiving the list of tags from the Instant AP, the management server calculates the location
of each tag by triangulating the tag's RSSI data on a floor plan.

Each BLE tag must be heard by at least three Instant AP beacons for triangulation.

HOTE

The following CLI command is used to view the list of BLE tags discovered and reported by the Instant
AP.

(Instant AP)# show ap debug ble-table assettags

The following CLI command is used to manage BLE tag reporting and logging.

(Instant AP) (config)# ble relay mgmt-server type ws <ws-endpoint>

The following CLI commands are used to view BLE tag data:
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(Instant AP)# show ap debug ble-relay tag-report
(Instant AP)# show ap debug ble-relay disp-attr
(Instant AP)# show ap debug ble-relay ws-log
(Instant AP)# show ap debug ble-relay iot-profile
(Instant AP)# show ap debug ble-relay Jjobs
(Instant AP)# show ap debug ble-relay report

Intelligent Power and Temperature Monitoring

The Intelligent Power and Temperature Monitoring feature is an enhancement to the existing
IPM feature of Instant APs. IPTM is the combination of both IPM and ITM functions for enhanced
optimization of AP operations in changing power and temperature conditions.

In order to manage this optimization, a set of reduction steps can be configured and associated with a
priority value. IPTM applies a sequence of reduction steps as defined by the priority definition until the
AP is functioning within the power budget and threshold temperature. This happens dynamically as
IPTM constantly monitors the power consumption and temperature of the AP.

IPM and ITM must be enabled separately using the CLI. However, the reduction steps applied for IPM
and ITM are the same and are configured under ipm command. The IPM and ITM settings configured
for the AP can be viewed using the show running configuration command.

Important Points to Remember

® By default, IPM and ITM are disabled.

= |PM must be enabled for ITM to function.

= |PM cannot be disabled if ITM is enabled.

= When enabled, IPM and ITM enables all AP functionality initially. IPM and ITM then proceeds to shut
down or restrict functionality if the power usage or temperature of the AP goes beyond the power
budget and maximum temperature of the AP,

= |PM and ITM do not override pre-existing settings that restrict functionality. For example, when USB
functionality is disabled in the provisioning profile, the AP will not enable the functionality when the
reduction steps are retracted.

Intelligent Power Management

IPM measures the power utilization of the AP and dynamically adapts to the power budget. IPM
dynamically limits the power requirement of the AP as per the available power resources. This is in
contrast to the existing static power management method where the power profiles such as POE-AF,
POE-AT, PoE-DC, or LLDP are hard-coded for each AP.

IPM is supported on all AP platforms except 203H Series, 203R Series, 207 Series, 303 Series, 303P
Series, 318 Series, 320 Series, 360 Series, and 370 Series access points.

NOTE ITM must be disabled before disabling IPM.

The following CLI command enables IPM:

(Instant AP) (config)# ipm
(Instant AP) (ipm)# enable

Reporting Power Values to Central
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Instant APs can measure and periodically report their power information such as current, average,
minimum, and maximum power consumption values sampled over the previous one minute and report
the same to Aruba Central. When Instant APs measure the power values, they send the information to
the conductor Instant AP over a PAPI message. This information is saved and finally sent to Central.

This functionality is supported on IAP-334, IAP-335, IAP-314, IAP-315, IAP-304, IAP-305, AP-303H, AP-

NOTE 344, AP-345, AP-374, AP-375, AP-377, AP-318 access points.

The following CLI command is used to view the power monitoring information:

(Instant AP) #show aps power-monitor

Intelligent Thermal Management

ITM measures the internal temperature of the AP and dynamically adapts operations to reduce the
internal temperature. When enabled, the operations of the AP will be throttled down when the internal
temperature exceeds the maximum threshold. The reduction steps applied to control the temperature
are defined using the ipm-power-reduction-step-prio ipm-step parameter in the ipm command.

ITM is supported on 570 Series, 570EX Series, and AP-518 access points.

MOTE IPM must be enabled for ITM to function.

The following CLI command enables ITM:

(Instant AP) (config)# itm

Configuring Reduction Steps

The priority for reduction steps are configured using the ipm-power-reduction-step-prio ipm-step
parameter in the ipm command. The priority values range from 1-16, 1 being the highest and 16 being
the lowest. The reduction steps are applied sequentially, starting with the reduction step assigned the
highest priority value. The reduction steps will be applied only if the AP exceeds the power budget or
threshold temperature when IPM or ITM is enabled.

Setting a high-priority value to a maximum reduction step like cpu_throttle_75 reduces the power
and temperature level sooner than a minimum or medium reduction step like cpu_throttle_25 or
cpu_throttle_50. However, if the reduction step is of the same type but a different level, the smallest
reduction should be allocated a higher priority value so that the reduction step takes place earlier. For

NOTE example, the cpu_throttle_25 or radio_2ghz_power_3dB parameter should have a higher priority
level than cpu_throttle_50 or radio_2ghz_power_6dB, respectively, so that IPM reduces the CPU
throttle or power gradually based on the priority list.

The following are the reduction steps available for IPM and ITM:

Reduction Step Description

cpu_throttle 25 Reduces CPU frequency to 25%

cpu_throttle 50 Reduces CPU frequency to 50%
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Reduction Step Description

cpu_throttle 75 Reduces CPU frequency to 75%

disable alt eth Disables 2nd Ethernet port

disable pse Disables PSE

disable usb Disables USB

radio 2ghz chain 1x1 Reduces 2 GHz chains to 1x1

radio 2ghz chain 2x2 Reduces 2 GHz chains to 2x2

radio 2ghz_chain 3x3 Reduces 2 GHz chains to 3x3

radio 2ghz_power 3dB Reduces 2 GHz radio power by 3dB from maximum
radio 2ghz power 6dB Reduces 2 GHz radio power by 6dB from maximum
radio 5ghz_chain 1x1 Reduces 5 GHz chains to 1x1

radio 5ghz_chain 2x2 Reduces 5 GHz chains to 2x2

radio 5ghz_chain 3x3 Reduces 5 GHz chains to 3x3

radio 5ghz power 3dB Reduces 5 GHz radio power by 3dB from maximum
radio 5ghz_ power 6dB Reduces 5 GHz radio power by 6dB from maximum

The following CLI commands configures the priority for reduction steps:

(Instant AP) #configure terminal

(Instant AP) (config) # ipm

(Instant AP) (ipm) # ipm-power-reduction-step-prio ipm-step <reduction step> priority
<priority value>

(Instant AP) (ipm) # exit

(Instant AP) (config) # exit

(Instant AP)# commit apply

committing configuration...

Transmit Power Calculation Support on 200 Series and 300
Series Access Points

This feature allows calculation of the transmit power of each outgoing 802.11 packet so that Instant AP
adheres to the latest regulatory limits. Also, the MIMO gain is considered while calculating the transmit
power. MIMO gain refers to effective increase in EIRP of a packet due to usage of multiple antennae
(power gain) and various signal processing techniques such as Cyclic Delay Diversity, transmit
beamforming, and so on (correlation gain).

Two new action commands, a-ant-pol and g-ant-pol, are added to configure the antenna polarization
for both the radios. The polarization values can be either 0 or 1.

= (indicates that the external antennas are co-polarized.
= 1 indicates that the external antennas are cross polarized.

A new show command show ap debug power-table is added that displays the following information:
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" Power limit table based on regulatory powers, user configured power, and override powers.
= Board limit table.
® A combination of all the above fields to calculate the actual transmit power of the packets.

This feature is supported on 200 Series and 300 Series access points and the command show ap
debug power-table does not display any value for 100 Series access points.

HOTE

Hardware Offloading for Increased Transmission
Performance

The hardware offloading feature of Instant enhances the transmission performance of access points by
offloading certain data forwarding flows from its software to its hardware. Traditionally all packet
forwarding on the access point is handled by the datapath in the CPU. With the new hardware
offloading feature, a separate network processor NPU can process dataflows thereby removing the
traffic overhead in the CPU. This frees CPU resources and makes it available for newer data flows and
other priority operations. When enabled, Bridge traffic (IPv4), Bridge traffic (IPv6) and SNAT traffic (IPv4)
will be offloaded to the network processor. This feature can be configured using the CLI, Central or
AirWave management platform.

G AP-535 and AP-555 support this feature.

HNOTE

Configuring Hardware Offloading
The following CLI command enables hardware offloading:

(Instant AP) # config
(Instant AP) (config) # flow-offload

The following CLI command disables hardware offloading:

(Instant AP) # config
(Instant AP) (config) # no flow-offload

The following CLI command is used to view the status of flow offloading:

(Instant AP) # show flow-offload status
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Chapter 8

VLAN Configuration

This chapter explains the following topics:

= VLAN Pooling
= Uplink VLAN Monitoring and Detection on Upstream Devices

= Multiple Management Interface

VLAN configuration is required for networks with more devices and broadcast traffic on a WLAN SSID or
wired profile. Based on the network type and its requirements, you can configure the VLANs for a WLAN
SSID or wired port profile.

For more information on VLAN configuration for a WLAN SSID and wired port profile, see Configuring
VLAN Settings for a WLAN SSID Profile on page 102 and Configuring VLAN for a Wired Profile on page
132, respectively.

VLAN Pooling

In a single Instant AP cluster, a large number of clients can be assigned to the same VLAN. Using the
same VLAN for multiple clients can lead to a high level of broadcasts in the same subnet. To manage the
broadcast traffic, you can partition the network into different subnets and use L3-mobility between
those subnets when clients roam. However, if a large number of clients need to be in the same subnet,
you can configure VLAN pooling, in which each client is randomly assigned a VLAN from a pool of VLANs
on the same SSID. Thus, VLAN pooling allows automatic partitioning of a single broadcast domain of
clients into multiple VLANSs.

Uplink VLAN Monitoring and Detection on Upstream
Devices

If a client connects to an SSID or a wired interface with VLAN that is not allowed on the upstream device,
the client will not be assigned an IP address and thus cannot connect to the Internet. In such a scenario,
the WebUI displays an alert. To prevent this issue from recurring, ensure that there is no mismatch in
the VLAN configuration.

Multiple Management Interface

Users have an option to create multiple VLAN interfaces on conductor Instant APs. This option is not
supported on member Instant APs due to the following reasons:

= Only the conductor AP can implement NATing.

= VLAN features such as guest VLAN, DRP VLAN, VC VLAN, local DHCP VLAN, and so on are
implemented only on the conductor AP.
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| a Instant APs can report downlink wired port VLAN port information to Central. Using this information,
P Central can build a topology view of the user’s network.
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Chapter 9

IPv6 Support

This chapter includes the following topics:

® |Pv6 Notation on page 91
® Enabling IPv6 Support for Instant AP Configuration on page 91
® Firewall Support for IPv6 on page 93

® GRE Backup Tunnel on page 93

® Debugging Commands on page 94

IPv6 Notation

IPv6 is the latest version of IP that is suitable for large-scale IP networks. IPv6 supports a 128-bit address
to allow 2128, or approximately 3.4x1038 addresses while IPv4 supports only 232 addresses.

The IP address of the IPv6 host is always represented as eight groups of four hexadecimal digits
separated by colons. For example 2001:0db8:0a0b:12£0:0000:0000:0000:0001. However, the IPv6
notation can be abbreviated to compress one or more groups of zeroes or to compress leading or
trailing zeroes.

The following examples show various representations of the address
2001:0db8:0a0b:12£0:0000:0000:0000:0001

= Valid format—2001:db8:2a0b:12£0::0:0:1

® |nvalid format—2001:db8:a0b:12f0::::0:1. The “::” sign appears only once in an address.
= With leading zeros omitted—2001:db8:20b:12£0:0:0:0:1

® Switching from upper to lower case—2001:DB8:A0B:12£0:0:0:0:1

IPv6 uses a "/" notation which describes the number of bits in netmask as in IPv4,

2001:db8::1/128 - Single Host
2001:db8::/64 - Network

IPv6 configuration is supported on AP-303P, 303 Series, 318 Series, AP-374, AP-375, AP-377, AP-344,

AP-345, AP-203H, AP-203R,AP-303H, AP-365, AP-367, IAP-207, 300 Series, 310 Series, 320 Series, 330

Series, 340 Series, 510 Series, AP-387, 500 Series, 530 Series, 550 Series, 500H Series, 560 Series, 570
Series, 570EX Series, and 630 Series access points.

NOTE

Enabling IPv6 Support for Instant AP Configuration
Instant APs support IPv6 address mode for the following features:
®m Supported IP modes

= Configuring IPv6 Address for an Instant AP
= RADIUS over IPv6
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= SNMP Over IPv6
® SNTP Over IPv6 on page 93

Supported IP modes

Instant supports two modes of IP address configuration:

® V4-only—The Instant AP would allow IPv6 clients to pass-through just like the previous Instant
release.

® V4-prefer—Supports both IPv4 and IPv6 addresses. If the Instant AP gets both IPv4 and IPv6
responses for a DNS query, then the Instant AP would prefer the IPv4 DNS address instead of the
IPv6 DNS address.

When the IP mode is set to v4-prefer mode, the Instant AP derives a link local IPv6 address and attempts
to acquire a routable IPv6 address by monitoring RA packets. Instant AP assigns itself to both SLAAC and
DHCPvV6 client address. Instant APs also support IPv6 DNS server addresses and use these for DNS
resolution.

The following CLI command enables IPv4 mode or dual stack mode:

(Instant AP) (config)# ip-mode {v4-only|vé4-prefer}

Configuring IPv6 Address for an Instant AP

The following procedure describes how to enable the IPv6é mode on the Instant AP and also configure a
virtual controller IPv6 address:

Navigate to the Configuration > System page.

Under General, toggle the Allow IPv6 Management switch to enable.
Enter the IPv6 address in the Virtual Controller IPv6 address text box.
Click Save.

el

The following CLI command configures an IPv6 address for an Instant AP:

(Instant AP) (config)# virtual-controller-ipv6 <ipvé6 address>

The virtual controller IPv6 address can be configured only after enabling the v4-prefer mode in the

Instant CLI.
HOTE

RADIUS over IPv6

With the address mode set to v4-prefer, the Instant AP supports an IPv6 IP address for the RADIUS
server. The authentication server configuration can also include the NAS IPv6 address (that defaults to
the routable IPv6 address when not configured). RADIUS server supports hostname configuration using
IP or FQDN configurations also.

The following CLI command configures an IPv6 address for the RADIUS server:
(Instant AP) (config)# wlan auth-server radiusIPvo6

(Instant AP) (Auth Server "radiusIPv6")# ip <host>
(Instant AP) (Auth Server "radiusIPvé6")# nas-ip <ip ipv6>

SNMP Over IPv6
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In this release, you can configure a community string to authenticate messages sent between the virtual
controller and the SNMP agent, where the IPv6 address will be used as the virtual controller address.For
more information on configuring SNMP parameters, see Configuring SNMP on page 500.

The following CLI command is used to view the SNMP configuration:
(Instant AP)# show running-config|include snmp

snmp-server community e96a5ff136b5£481b6b55af75d7735cl6eelfb6lbal82d7ee
snmp-server host 2001:470:20::121 version 2c aruba-string inform

SNTP Over IPv6
The following CLI command is used to view the SNTP configuration:

(Instant AP)# show running-config|include ntp
ntp-server 2001:470:20::121

This feature is supported only on global IPv6 addresses. It is not supported on link local IPv6

addresses.
MOTE

Firewall Support for IPv6

For a given client, a single ACL is used to firewall both IPv4 and IPv6 rules. A rule any any match any
any any permit in the access rule configuration will expand to two different ACL entries:

® any any any P6
® anyany any P4

Similarly, if any IPv6 specific rule is added. For example, if any DHCPv6 or FTPv6 rule is added, the ACE
would be expanded as follows:

any 2002::/64 17 0-65535 546-547 6—destined to network 2002::/64 DHCPv6 is denied.
any 2001::10/128 6 0-65535 20-21 6—destined to host 2001::10 FTP is denied.
For all ACLs the Instant AP will have an implicit IPv4 and IPv6 allow all acl rule.

GRE Backup Tunnel

Instant supports configuring a GRE tunnel over IPv6 between an Instant AP and a GRE terminating
device such as a wireless access gateway or a controller. Starting from Aruba Instant 8.4.0.0, every
Instant AP in a cluster is able to establish a GRE tunnel over IPv6. Each Instant AP can support a primary
tunnel and a backup tunnel configuration. However, only one of these tunnels can be active at any given
time under manual GRE configuration. This feature also introduces GRE tunnel failover, wherein if the
primary GRE tunnel is not reachable, the Instant APs will automatically failover to the backup GRE
tunnel. The Instant AP uses icmp pings to detect reachability of the primary and backup tunnel
endpoints. At any point of time, only one GRE tunnel can stay active.

If a controller is used as the GRE tunnel endpoint, you must manually configure the GRE tunnel in

NoTa the controller while using manual GRE in the Instant AP.

Configuring GRE Backup Tunnel Parameters

The following CLI command configures a primary GRE tunnel endpoint:
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(Instant AP) (config)# gre primary <name>

The following CLI command configures a backup GRE tunnel endpoint:
(Instant AP) (config)# gre backup <name>

The following CLI command removes the backup or primary GRE tunnel configuration
(Instant AP) (config)# no gre backup | no gre primary

The following CLI command removes the entire GRE configuration:

(Instant AP) (config)# no gre backup
(Instant AP) (config)# no gre primary

The following CLI command prevents the SSID from being disabled during a GRE tunnel failover or
recovery:

(Instant AP) (config)# gre disable-reconnect-user-on-failover

The following CLI command configures the timer after which the SSIDs should come up once the tunnel
status is UP:

(Instant AP) (config)# gre reconnect-time-on-failover <Time in secs>

The following CLI command configures the number of ping packets to be missed to mark the tunnel
status as DOWN:

(Instant AP) (config)# gre ping-retry-count <new count>

The following CLI command configures the time interval at which a ping probe packet needs to be sent:
(Instant AP) (config)# gre ping-frequency <time in secs>

The following CLI command disables the hold on timer from running on the Instant AP:
(Instant AP) (config)# gre disable-preemption

The following CLI command configures the hold down time interval before tunnel recovery from backup
to primary:

(Instant AP) (config)# gre hold-time <time in secs>

Verifying the Configuration

The following CLI command is used to view the various parameters configured for the GRE tunnel on
the Instant AP:

(Instant AP)# show gre config

The following CLI command displays the various parameters that indicate the status of the GRE tunnel:

(Instant AP)# show gre status

Debugging Commands

The following CLI commands are used to troubleshoot issues pertaining to IPv6 configuration:

B show ipvé interface brief and show ipvé interface details— displays the configured IPv6
address, and any duplicate addresses.

B show ipvé route—displays the IPv6 routing information.
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® show datapath ipvé session—displays IPv6 sessions.
® show datapath ipvé user—displays IPv6 client details.
® show clients and show clients debug—displays the details about Instant AP clients.
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Chapter 10

Wireless Network Profiles

A wireless (Wi-Fi) network profile contains the SSID (network name), password key, and security
information to be able to connect to a wireless network. During start up, a wireless client searches for
radio signals or beacon frames that originate from the nearest Instant AP. After locating the Instant AP,
the following transactions take place between the client and the Instant AP:

®  Authentication—The Instant AP communicates with a RADIUS server to validate or authenticate the
client.

= Wi-Fi Connection—After successful authentication, the client establishes a Wi-Fi connection with the
Instant AP.

This chapter provides the following information:

® Configuring Wireless Network Profiles on page 96

Fast Roaming for Wireless Clients on page 119

= Configuring Modulation Rates on a WLAN SSID on page 123
® Disabling Short Preamble for Wireless Client on page 127
= Multi-User-MIMO on page 123

® Management Frame Protection on page 124

®m High Efficiency WLAN (HEW) on page 125

= Multi Band Operation (MBO) on page 125

®m Disabling a WLAN SSID Profile on page 127

®m Editing a WLAN SSID Profile on page 127

® Deleting a WLAN SSID Profile on page 127

m Wireless Client Bridge on page 129

Configuring Wireless Network Profiles

Instant wireless networks are categorized as:

= Employee network—An Employee network is a classic Wi-Fi network. This network type is used by
the employees in an organization and it supports passphrase-based or 802.1X-based authentication
methods. Employees can access the protected data of an enterprise through the employee network
after successful authentication. The employee network is selected by default during a network profile
configuration.

= Voice network—This Voice network type allows you to configure a network profile for devices that
provide only voice services—for example, devices such as handsets or applications that require voice
traffic prioritization.

= Guest network—The Guest wireless network is created for guests, visitors, contractors, and any non-
employee users who use the enterprise Wi-Fi network. The virtual controller assigns the IP address
for the guest clients. Captive portal or passphrase-based authentication methods can be set for this
wireless network. Typically, a guest network is an unencrypted network. However, you can specify the
encryption settings when configuring a guest network.

Aruba Instant 8.9.0.0 User Guide 926



When a client is associated to the Voice network, all data traffic is marked and placed into the high-

NOTE priority queue in the QoS.

Workflow to Configure a WLAN SSID Profile

To configure a new wireless network profile, complete the following procedures:

m Step 1: Configuring WLAN Settings

m Step 2: Configuring VLAN Settings

m Step 3: Configuring Security Settings

m Step 4: Configuring Access Rules for a Network

Configuring WLAN Settings for an SSID Profile
The following procedure configures WLAN settings for an SSID profile using the WebUI:
1. Navigate to the Configuration > Networks page.

2. Under Networks, click +. The Create a new network window is displayed.
3. Under Basic option, Enter a name that uniquely identifies a wireless network in the Name field.

The SSID name must be unique and may contain any special character except for ' and ".

HOTE

In the Type drop-down list, select Wireless.
5. Based on the type of network profile, select any of the following options under Primary usage:
= Employee
= Voice
® Guest
6. Click the Show advanced options link at the bottom of the page.

Once the initial setup is complete, configure the following parameters to create your WLAN profile as
required:

Table 18: WLAN Configuration Parameters

Parameter Description

Broadcast/Multicast

Broadcast filtering Select any of the following values:

®  All—When set to All, the Instant AP drops all broadcast and multicast frames except
DHCP and ARP, IGMP group queries, and IPv6 neighbor discovery protocols.

®  ARP—When set to ARP, the Instant AP drops all broadcast and multicast frames
except DHCP and ARP, IGMP group queries, and IPv6 neighbor discovery protocols;
additionally, it converts ARP requests to unicast and send frames directly to the
associated client. The broadcast filtering option is set to ARP by default when an
SSID profile is created.

= Unicast-ARP-Only—When set to Unicast-ARP-Only, the Instant AP allows all
broadcast and multicast frames as it is, however the ARP requests are converted to
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Table 18: WLAN Configuration Parameters

Parameter Description

unicast frames and sends them to the associated clients.

= Disabled—When set to Disabled, all broadcast and multicast traffic is forwarded to
the wireless interfaces.

Multicast
transmission
optimization

Click the toggle switch if you want the Instant AP to select the optimal rate for sending
802.11 broadcast and multicast frames based on the lowest of unicast rates across all
associated clients. When this parameter is enabled, multicast traffic can be sent at up
to 24 Mbps. The default rate of sending frames for 2.4 GHz is 1 Mbps and that for 5 GHz
is 6 Mbps. This parameter is disabled by default.

Dynamic multicast
optimization

Click the toggle switch to allow the Instant AP to convert multicast streams into unicast
streams over the wireless link. Enabling DMO enhances the quality and reliability of
streaming video, while preserving the bandwidth available to the non-video clients.

NOTE: When you enable DMO on multicast SSID profiles, ensure that the DMO feature
is enabled on all SSIDs configured in the same VLAN.

DMO channel
utilization
threshold

Specify a value to set a threshold for DMO channel utilization. With DMO, the Instant AP
converts multicast streams into unicast streams as long as the channel utilization does
not exceed this threshold. The default value is 90% and the maximum threshold value
is 100%. When the threshold is reached or exceeds the maximum value, the Instant AP
sends multicast traffic over the wireless link.

Transmit Rates

Transmit Rates

Specify the following parameters:

® 2.4 GHz—If the 2.4 GHz band is configured on the Instant AP, specify the minimum
and maximum transmission rate. The default value for minimum transmission rate
is 1 Mbps and maximum transmission rate is 54 Mbps.

® 5 GHz—If the 5 GHz band is configured on the Instant AP, specify the minimum and
maximum transmission rate. The default value for minimum transmission rate is 6
Mbps and maximum transmission rate is 54 Mbps.

802.11

Band

Select a value to specify the band at which the network transmits radio signals. You can
set the band to 2.4 GHz, 5 GHz, None, or All. The All option is selected by default.

RF band 6GHz

Toggle the switch to enabled to configure 6 GHz radio for the SSID. This option is
disabled by default. This option is only available in Wi-Fi 6E capable access points.

NOTE: To broadcast the SSID only on the 6 GHz radio, enable the 6 GHz radio and
disable the 2.4 and 5 GHz radios. To configure a 6 GHz only network, enable RF band
6GHz and set the Bands setting to None.

Disable on 6GHz
mesh

Toggle the switch to enabled to configure the Instant AP to disable the SSID on 6 GHz
radio when mesh is enabled on the 6 GHz radio. Instant APs only supports four 6 GHz
networks at one time. Therefore, when mesh is enabled on the 6 GHz radio one of the 6
GHz networks must be disabled to support the mesh connection. Enable this
parameter on the 6 GHz network that you want to turn off when mesh is operating in
the 6 GHz radio band.
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Table 18: WLAN Configuration Parameters

Parameter Description

DTIM interval

The DTIM interval indicates the DTIM period in beacons, which can be configured for
every WLAN SSID profile. The DTIM interval determines how often the Instant AP should
deliver the buffered broadcast and multicast frames to associated clients in the
powersave mode. The default value is 1 beacon, which means the client checks for
buffered data on the Instant AP at every beacon. You can also configure a higher DTIM
value for power saving.

Min RSSI for probe
request

Sets a minimum RSSI threshold for probe requests.

Min RSSI for auth
request

Sets a minimum RSSI threshold for authentication requests.

High Throughput

Disables/ Enables 802.11n high throughput functionality. Disabling High Throughput
automatically disables Very High Throughput and High Efficiency modes. High
throughput settings are applied only to the respective SSID.

Disable High Throughput on the SSID to service 802.11a and 802.11g only legacy
clients.

Enabled by default.

Very high
throughput

Enables the VHT function on Instant AP devices that support VHT. For 802.11ac Instant
APs, the VHT function is enabled by default. However, you can disable the VHT function
if you want the 802.11ac Instant APs to function as 802.11n Instant APs.

If VHT is configured or disabled on an SSID, the changes will apply only to the SSID on
which it is enabled or disabled.

High efficiency

Defines 802.11ax spectrum efficiency and area throughput on both the 2.4 GHz and 5
GHz frequency bands.

Zone Specify the zone name for the SSID profile. When the zone is defined in SSID profile and
if the same zone is defined on an Instant AP, the SSID is created on that Instant AP.
Enter multiple zone name as comma-separated values. For more information on
configuring zone details, see Configuring Zone Settings on an Instant AP on page 63.

Time Range Click Edit, select a Time Range Profile from the list, and specify if the profile must be

enabled or disabled for the SSID, and then click OK.

Bandwidth Limits

Select the required options under Bandwidth Limits:

® Airtime—Click the toggle switch and specify an aggregate amount of airtime that all
clients in this network can use for sending and receiving data. Specify the airtime
percentage.

® Each radio—Click the toggle switch to specify an aggregate amount of throughput
that each radio is allowed to provide for the connected clients.

= Downstream and Upstream—Specify the downstream and upstream rates within
a range of 1-2147482 Kbps for the SSID users. If the assignment is specific for each
user, select the Per user check box.

NOTE: The bandwidth limit set in this method is implemented at a per-AP level and not
cluster level.
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Table 18: WLAN Configuration Parameters

Parameter Description

WMM Configure the following options for WMM traffic management. WMM supports voice,
video, best effort, and background access categories. To allocate bandwidth for the
following types of traffic, specify a percentage value under Share. To configure DSCP
mapping, specify a value under DSCP Mapping.

= Background WMM—For background traffic such as file downloads or print jobs.

® Best effort WMM—For best effort traffic such as traffic from legacy devices or
traffic from applications or devices that do not support QoS.

= Video WMM—For video traffic generated from video streaming.

® Voice WMM—For voice traffic generated from the incoming and outgoing voice
communication.

NOTE: The WMM traffic management feature is not supported on AP-203H, AP-203R,
AP-203RP, AP-207, 200 Series, 340 Series, 500 Series, and 510 Series access points.

For more information on WMM traffic and DSCP mapping, see WMM Traffic
Management on page 385.

For voice traffic and Spectralink Voice Prioritization, configure the following
parameters:

® Traffic Specification (TSPEC)—To prioritize time-sensitive traffic such as voice
traffic initiated by the client, click the Traffic Specification (TSPEC) toggle switch.

= TSPEC Bandwidth—To reserve bandwidth, set the TPSEC bandwidth to the desired
value within the range of 200-600,000 Kbps. The default value is 2000 Kbps.

® Spectralink Voice Protocol (SVP)—Click the toggle switch to prioritize voice traffic
for SVP handsets.

Miscellaneous

Content filtering Click the toggle switch to route all DNS requests for the non-corporate domains on this
network.
Inactivity timeout Specify an interval for session timeout in seconds, minutes, or hours. If a client session

is inactive for the specified duration, the session expires and the user is required to log
in again. You can specify a value within the range of 60-86,400 seconds (24 hours) for a
client session. The default value is 1000 seconds.

Deauth inactive Click the toggle switch to allow the Instant AP to send a deauthentication frame to the

clients inactive client and clear client entry.

SSID Select the Hide check box if you do not want the SSID (network name) to be visible to
users.

Select the Disable check box if you want to disable the SSID. On selecting this, the SSID
will be disabled, but will not be removed from the network. By default, all SSIDs are

enabled.
Out of service Configures the SSID state when a connection link of the AP is down. To configure out of
(00S) service for an SSID, the link condition of the AP and the SSID state should be

configured. The SSID can be enabled or disabled automatically when the following
conditions are met:

= VPN down - Connection to the VPN network is down.

® Uplink down - The uplink connection of the AP is down.

Aruba Instant 8.9.0.0 User Guide



Table 18: WLAN Configuration Parameters

Parameter Description

= Internet down - The connection to the Internet is down.

= Primary uplink down - The primary uplink connection of the AP is down.

The SSID status will change according to the configuration when the link condition is
met. For example, when Internet down, Disabled is set for Out of Service, the SSID
will be disabled when the Internet connection is down and change back to enabled
when the Internet connection is restored.

NOTE: When Internet Down condition is set in the SSID, the Instant AP will check for
uplink by pinging the IP defined in the Internet Failover IP. To configure the Internet
Failover IP, seeUplink Preferences and Switching.

0O0S time (global)

Configures the hold time interval in seconds within a range of 30-300 seconds, after
which the out-of-service operation is triggered. For example, if the VPN is down and the
configured hold time is 45 seconds, the effect of this out-of-service state impacts the
SSID availability after 45 seconds.

Max clients
threshold

Specify the maximum number of clients that can be configured for each BSSID on a
WLAN. You can specify a value within the range of 0-255. The default value is 64.

NOTE: When the Max clients threshold parameter is configured, the value is
applicable to every Instant AP in a cluster.

SSID Encoding

To encode the SSID, select UTF-8. By default, the SSIDs are not encoded.

NOTE: When a wireless SSID is encoded, by default, UTF-8 is added to the access rules
that are active on the SSID. However this does not apply for the access rules that are
configured separately for the SSID. UTF-8 is not supported for wired networks.

ESSID

Name that uniquely identifies a wireless network. The network name, or ESSID can be
up to 32 ASCII characters, if it contains Unicode, depending on the language, the
maximum characters vary. For example, ESSID could be up to 10 Chinese characters or
16 extended ASCII characters. If the ESSID includes spaces, you must enclose it in
quotation marks.

Deny inter user

When enabled, the bridging traffic between two clients that are connected to the same

bridging SSID on the same VLAN is disabled. The clients can connect to the Internet, but cannot
communicate with each other, and the bridging traffic between the clients is sent to the
upstream device to make the forwarding decision.

Openflow When enabled, users can run and manage multiple instances of the control-plane and

dataplane from a centralized location. OpenFlow also ensures uniform policy
enforcement.

Max IPv4 users

Allows you to configure the maximum number of IPv4 users for wireless client bridging.
The default value is 2 and the maximum threshold value is 32 users.

Click Next to configure VLAN settings. For more information, see Configuring VLAN Settings for a WLAN
SSID Profile on page 102.

The following CLI commands configure WLAN settings for an SSID profile:

(Instant AP) (config)# wlan ssid-profile <name>

(Instant AP) (SSID Profile <name>)# essid <ESSID-name>

(Instant AP) (SSID Profile <name>)# type {<Employee>|<Voice>|<Guest>}
(Instant AP) (SSID Profile <name>)# broadcast-filter {All|ARP|Unicast-ARP-

Only|Disabled}
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(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>
(Instant AP) (SSID Profile <name>

dtim-period <number-of-beacons>
multicast-rate-optimization
dynamic-multicast-optimization
dmo-channel-utilization-threshold
a-max-tx-rate <rate>
a-min-tx-rate <rate>
g-max-tx-rate <rate>
g-min-tx-rate <rate>

zone <zone>

bandwidth-limit <limit>
per-user-bandwidth-limit <limit>
alir-time-limit <limit>
wmm-background-dscp <dscp>
wmm-background-share <share>
wmm-best-effort-dscp <dscp>
wmm-best-effort-share <share>
wmm-video-dscp <dscp>
wmm-video-share <share>
wmm-voice-dscp <dscp>
wmm-voice-share <share>

rf-band {<2.4>|<5>|<all>}
content-filtering

mfp-capable

mfp-required

hide-ssid

out-of-service <def> <name>
time-range <profile name> {<Enable>|<Disable>}
inactivity-timeout <interval>
work-without-uplink
local-probe-reg-thresh <threshold>
max-clients-threshold <number-of-clients>
max-ipv4-users <threshold>

) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #
) #

Temporal Diversity and Maximum Retries

When clients are not responding to 802.11 packets with the temporal-diversity parameter disabled,
which is the default setting, Instant APs can attempt only hardware retries. But if this parameter is
enabled when the clients are not responding to 802.11 packets, Instant APs can perform two hardware
retries. When the hardware retry attempts fail, Instant APs can perform software retries.

The max-retries parameter indicates the maximum number of attempts the Instant AP performs when
clients are not responding to 802.11 packets. By default, the Instant AP attempts a maximum of eight
retries when clients are not responding to 802.11 packets.

The following example shows the configuration of temporal-diversity and max-retries in a WLAN SSID
profile:

(Instant AP) (config) # wlan ssid-profile Name
(Instant AP) (SSID Profile "Name") # temporal-diversity
(Instant AP) (SSID Profile "Name") # max-retries 3

Configuring VLAN Settings for a WLAN SSID Profile

If you are creating a new SSID profile, complete the WLAN Settings procedure before configuring the
VLAN. For more information, see Configuring WLAN Settings for an SSID Profile on page 97.

You can configure VLAN settings for an SSID profile using the Instant WebUI:

1. Navigate to Configuration > Networks.
2. Inthe Networks page, select the network you want to configure and click edit.
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3. Under the VLAN tab, select any of the following options for Client IP assignment:
= Virtual Controller managed—On selecting this option, the wired client obtains the IP address
from the virtual controller. When this option is used, the source IP address is translated to the
physical IP address of the conductor Instant AP for all client traffic that goes through this
interface. The virtual controller can also assign a guest VLAN to the client.

= Network assigned—On selecting this option, the IP address is obtained from the network.

Based on the type of client IP assignment mode selected, you can configure the VLAN assignment for
clients as described in the following table:

Table 19: /P and VLAN Assignment for WLAN SSID Clients

Client IP
Assignment

Client VLAN Assignment

Virtual Controller
managed

If Virtual Controller managed is selected for client IP assignment, the virtual
controller creates a private subnet and VLAN on the Instant AP for the wireless clients.
The NAT for all client traffic that goes out of this interface is carried out at the source.
This setup eliminates the need for complex VLAN and IP address management for a
multisite wireless network.

On selecting this option, the following client VLAN assignment options are displayed:

® Default—When selected, the default VLAN as determined by the virtual controller is

assigned for clients.
® Custom—When selected, you can specify a custom VLAN assignment option. You

can select an existing DHCP scope for client IP and VLAN assignment . For more
information on DHCP scopes, see Configuring DHCP Scopes on page 249.

Network assigned

If Network assigned is selected, you can specify any of the following options for the
Client VLAN assignment.

® Default—On selecting this option, the client obtains the IP address in the same
subnet as the Instant APs. By default, the client VLAN is assigned to the native VLAN
on the wired network.

m Static—On selecting this option, you need to specify any one of the following in the
VLAN ID text box: a single VLAN, a comma separated list of VLANS, or a range of
VLANS for all clients on this network. Select this option for configuring VLAN pooling.

® Dynamic—On selecting this option, you can assign the VLANs dynamically from a
DHCP server. To create VLAN assignment rules, click + to assign the user to a VLAN.
In the New VLAN Assignment Rules window, enter the following information:
¢ Attribute—Select an attribute returned by the RADIUS server during

authentication.

* Operator—Select an operator for matching the string.
e String—Enter the string to match .
¢ VLAN—Enter the VLAN to be assigned.

Click Next to configure security settings for the network. For more information, see Points to

Remember on page 113.

The following CLI command assigns a VLAN ID for the WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# vlan <vlan-ID>
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The following CLI command configures a new VLAN assignment rule:

(Instant AP) (config)# wlan ssid-profile <name>

(Instant AP) (SSID Profile <name>)# set-vlan <attribute> {{contains|ends-
with|equals|matches-regular-expression|not-equals|starts-with} <operand> <vlan>|value-
of}

Configuring Security Settings for a WLAN SSID Profile

The following procedure describes how to configure security settings for an Employee or Voice network.
If you are creating a new SSID profile, configure the WLAN and VLAN settings before defining security
settings. For more information, see Configuring WLAN Settings for an SSID Profile on page 97 and
Configuring VLAN Settings for a WLAN SSID Profile on page 102.

The following procedure configures the security settings on an Instant AP, using the WebUI:

Navigate to Configuration > Networks page
2. Under Networks select the network you want to configure and click Edit.

3. Under Security specify any of the following types of security levels by moving the slider to a
desired level:

a. Enterprise—On selecting the enterprise security level, the authentication options applicable
to the enterprise network are displayed.

b. Personal—On selecting the personal security level, the authentication options applicable to
the personalized network are displayed.

c. Open—On selecting the open security level, the authentication options applicable to an open
network are displayed.

Based on the security level selected, specify the following parameters.

Table 20: Configuration Parameters for WLAN Security Settings in an Employee or Voice Network

Parameter Description Security Level
Key Management Click the Enterprise security level, select any of the Applicable to Enterprise and
following options from the Key management drop- Personal security levels only.
down list: For the Open security level, no
= WPA3-Enterprise (CCM 128) encryption settings are
required.

= WPA3-Enterprise (CCM 256)

= WPA3-Enterprise (CSNA)

= WPA2 Enterprise

= WPA Enterprise

= Both (WPA2 & WPA)

® Dynamic WEP with 802.1X—If you do not want to
use a session key from the RADIUS server to derive
pairwise unicast keys, set Session Key for LEAP to
Enabled. This is required for old printers that use
dynamic WEP through LEAP authentication. The

Session Key for LEAP feature is set to Disabled by
default.

NOTE: 6 GHz networks only support WPA3 and
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Table 20: Configuration Parameters for WLAN Security Settings in an Employee or Voice Network

Parameter

Description

Enhanced Open encryption methods.

For the Personal security level, select any of the
following encryption keys from the Key management
drop-down list.

= WPA3 Personal

= WPA2 Personal

= WPA Personal (Both TKIP and AES Encryption)
= WPA Personal (TKIP Encryption only)

= WPA Personal (AES Encryption only)

= Both (WPA2 & WPA)

®  Static WEP

NOTE: 6 GHz networks only support WPA3 and
Enhanced Open encryption methods.

If a WPA2, WPA encryption, or Both (WPA2 & WPA) is
selected, configure the passphrase:

1. Select a passphrase format from the Passphrase
format drop-down list. The options available are
8-63 alphanumeric characters and 64
hexadecimal characters.

2. Enter a passphrase in the Passphrase text box.
To reconfirm, update the passphrase in the
Retype text box.

NOTE: The Passphrase may contain any special
character except for ".
For Static WEP, specify the following parameters:

1. Select an appropriate value for WEP key size
from the WEP key size drop-down list. You can
specify 64-bit or 128-bit .

2. Select an appropriate value for Tx key from the Tx
Key drop-down list. You can specify 1, 2, 3, or 4.

3. Enter an appropriate WEP key and reconfirm.

Security Level

Enhanced Open

Toggle the Enhanced Open switch to enable or
disable the Enhanced Open security standard.

NOTE: 6 GHz networks only support WPA 3 and
Enhanced Open encryption methods.

Open security level
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Table 20: Configuration Parameters for WLAN Security Settings in an Employee or Voice Network

Parameter

EAP Offload

Description

To terminate the EAP portion of 802.1X authentication
on the Instant AP instead of the RADIUS server, click
the EAP Offload toggle switch. Enabling termination
can reduce network traffic to the external RADIUS
server by terminating the authorization protocol on
the Instant AP. By default, for 802.1X authorization,
the client conducts an EAP exchange with the RADIUS
server, and the Instant AP acts as a relay for this
exchange.

When EAP Offload is enabled, the Instant AP by itself
acts as an authentication server and terminates the
outer layers of the EAP protocol, only relaying the
innermost layer to the external RADIUS server. It can
also reduce the number of exchange packets between
the Instant AP and the authentication server.

NOTE:

® |nstant supports the configuration of primary and
backup authentication servers in an EAP
termination-enabled SSID.

® |f you are using LDAP for authentication, ensure
that Instant AP termination is configured to
support EAP.

Security Level

Enterprise security level

Authentication
server 1 and
Authentication
server 2

Select any of the following options from the
Authentication server 1 drop-down list:

® Select an authentication server from the list if an
external server is already configured. To modify
the server parameters, click the edit icon.

® Select + to add a new server.

For information on configuring external servers,
see External RADIUS Server on page 192.

= To use an internal server, select InternalServer
and add the clients that are required to
authenticate with the internal RADIUS server.

If an external server is selected, you can also configure
another authentication server.

Enterprise, Personal, and
Open security levels.

Load balancing

Click the toggle switch if you are using two RADIUS
authentication servers, so that the load across the two
RADIUS servers is balanced. For more information on
the dynamic load balancing mechanism, see Dynamic
Load Balancing between Two Authentication Servers

on page 191.

Enterprise, Personal, and
Open security levels.

Reauth interval

Specify a value for Reauth interval. When set to a
value greater than zero, Instant APs periodically
reauthenticate all associated and authenticated
clients.

The following list provides descriptions for three
reauthentication interval configuration scenarios:

Enterprise, Personal, and
Open security levels.
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Table 20: Configuration Parameters for WLAN Security Settings in an Employee or Voice Network

Parameter

Description

® When Reauth interval is configured on an SSID
performing L2 authentication (MAC or 802.1X
authentication)—When reauthentication fails, the
clients are disconnected. If the SSID is performing
only MAC authentication and has a pre-
authentication role assigned to the client, the client
will get a post-authentication role only after a
successful reauthentication. If reauthentication
fails, the client retains the pre-authentication role.

®  When Reauth interval is configured on an SSID
performing both L2 and L3 authentication (MAC
with captive portal authentication)—When
reauthentication succeeds, the client retains the
role that is already assigned. If reauthentication
fails, a pre-authentication role is assigned to the
client.

® When Reauth interval is configured on an SSID
performing only L3 authentication (captive portal
authentication)—When reauthentication succeeds,
a pre-authentication role is assigned to the client
thatis in a post-authentication role. Due to this,
the clients are required to go through captive
portal to regain access.

Security Level

Denylisting

To enable denylisting of the clients with a specific
number of authentication failures, Click the
Denylisting toggle switch and specify a value for Max
authentication failures. The users who fail to
authenticate the number of times specified in Max
authentication failures are dynamically denylisted.

Enterprise, Personal, and
Open security levels.

Accounting

Select any of the following options:

® To enable accounting, select Use authentication
servers from the Accounting drop-down list. On
enabling the accounting function, Instant APs post
accounting information to the RADIUS server at the
specified Accounting interval.

® To use a separate server for accounting, select Use
separate servers. The accounting server is
distinguished from the authentication server
specified for the SSID profile.

® To disable the accounting function, select
Disabled.

Enterprise, Personal, and
Open security levels.
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Table 20: Configuration Parameters for WLAN Security Settings in an Employee or Voice Network

Parameter

Authentication
survivability

Description

To enable authentication survivability, click the
Authentication survivability toggle switch. Specify a
value in hours for Cache timeout (global) to set the
duration after which the authenticated credentials in
the cache must expire. When the cache expires, the
clients are required to authenticate again. You can
specify a value within a range of 1-99 hours and the
default value is 24 hours.

NOTE: The authentication survivability feature
requires ClearPass Policy Manager 6.0.2 or later, and
is available only when the New server option is
selected. On setting this parameter to Enabled,
Instant authenticates the previously connected clients
using EAP-PEAP authentication even when
connectivity to ClearPass Policy Manager is
temporarily lost. The Authentication survivability
feature is not applicable when a RADIUS server is
configured as an internal server.

Security Level

Open, Personal (MPSK-AES)
and Enterprise security levels.

MAC
authentication

To enable MAC-address-based authentication for
Personal and Open security levels, enable the MAC
authentication toggle switch.

For Enterprise security level, the following options are
available:

= Perform MAC authentication before 802.1X—
Select this check box to use 802.1X authentication
only when the MAC authentication is successful.

® MAC authentication fail-thru—On selecting this
check box, the 802.1X authentication is attempted
when the MAC authentication fails.

NOTE: If Enterprise Security level is chosen, the server
used for mac authentication will be the same as the
server, defined for 802.1x authentication. You will not
be able to use the Instant APs internal database for
mac authentication and external RADIUS server for
802.1x authentication on the same SSID.

Enterprise, Personal, and
Open security levels.

Delimiter
character

Specify a character (for example, colon or dash) as a
delimiter for the MAC address string. When
configured, the Instant AP will use the delimiter in the
MAC authentication request. For example, if you
specify colon as the delimiter, MAC addresses in the
XXXXXX:XX:xx:xx format are used. If the delimiter is
not specified, the MAC address in the XXXXXXXXXXXX
format is used.

NOTE: This option is available only when MAC
authentication is enabled.

Enterprise, Personal, and
Open security levels.

Uppercase
support

Click the toggle switch to allow the Instant AP to use
uppercase letters in MAC address string for MAC
authentication.

Enterprise, Personal, and
Open security levels.
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Table 20: Configuration Parameters for WLAN Security Settings in an Employee or Voice Network

Parameter

Description

NOTE: This parameter is available only when MAC
authentication is enabled.

Security Level

Upload Certificate

Click Upload Certificate and browse to upload a
certificate file for the internal server. For more
information on certificates, see Authentication
Certificates on page 213.

Enterprise, Personal, and
Open security levels

Fast Roaming

You can configure the following fast roaming options
for the WLAN SSID:

= Opportunistic Key Caching: You can enable
Opportunistic Key Caching (OKC) when WPA2
Enterprise and Both (WPA2 & WPA) encryption

types are selected. If OKC is enabled, a cached PMK

is used when the client roams to a new Instant AP.
This allows faster roaming of clients without the
need for a complete 802.1X authentication.

= 802.11r: Selecting this check box enables fast BSS
transition. The Fast BSS Transition mechanism
minimizes the delay when a client transitions from
one BSS to another within the same cluster. This
option is available only when WPA2 Enterprise and
WPA2 personal encryption keys are selected.

= 802.11k: Selecting this check box enables 802.11k
roaming on the SSID profile. The 802.11k protocol
enables Instant APs and clients to dynamically
measure the available radio resources. When
802.11k is enabled, Instant APs and clients send
neighbor reports, beacon reports, and link
measurement reports to each other.

= 802.11v: Selecting this check box enables the
802.11v-based BSS transition. 802.11v standard
defines mechanisms for wireless network
management enhancements and BSS transition
management. It allows client devices to exchange
information about the network topology and RF
environment. The BSS transition management
mechanism enables an Instant AP to request a
voice client to transition to a specific Instant AP, or
suggest a set of preferred Instant APs to a voice
client, due to network load balancing or BSS
termination. It also helps the voice client identify
the best Instant AP to transition to as they roam.

Enterprise, Personal, and
Open security levels.
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Table 20: Configuration Parameters for WLAN Security Settings in an Employee or Voice Network

Parameter Description Security Level
Enforce DHCP Aruba Instant allows you to configure a WLAN SSID Enterprise, Personal, and
profile to enforce DHCP on clients connecting to it. Open security levels.

This is disabled by default.
When Enforce DHCP is enabled:

® Alayer-2 user entry is created when a client
associates with an Instant AP.

® The client DHCP state and IP address are tracked.

® When the client obtains an IP address from DHCP,
the DHCP state changes to complete.

® |f the DHCP state is complete, a layer-3 user entry
is created.

® When a client roams between the Instant APs, the
DHCP state and the client IP address will be
synchronized with the new Instant AP.

NOTE: Aruba recommends you to enable Enforce
DHCP to ensure that the correct IP information in sent
in RADIUS accounting messages when clients are
expected to change roles in the network.

Click Next to configure access rules. For more information, see Configuring Access Rules for a WLAN
SSID Profile on page 114.

The following commands configure enterprise security settings for the Employee and Voice network
SSID profiles:

(Instant AP) (config)# wlan ssid-profile <name>

(Instant AP) (SSID Profile <name>)# opmode {wpal-aes|wpal2-psk-aes|wpa-tkip|wpa-psk-
tkip|wpa-tkip,wpa2-aes|wpa-psk-tkip,wpa2-psk-aes|static-wep|dynamic-wep |mpsk-aes|wpa3-
sae-aes|wpa3-aes-ccm-128 |wpa3-cnsa|wpa3-aes-gcm-256} }

(Instant AP) (SSID Profile <name>)# leap-use-session-key

(Instant AP) (SSID Profile <name>)# termination

(Instant AP) (SSID Profile <name>)# auth-server <server-name>

(Instant AP) (SSID Profile <name>)# external-server

(Instant AP) (SSID Profile <name>)# server-load-balancing

(Instant AP) (SSID Profile <name>)# denylist

(Instant AP) (SSID Profile <name>)# mac-authentication

(Instant AP) (SSID Profile <name>)# 1l2-auth-failthrough

(Instant AP) (SSID Profile <name>)# auth-survivability

(Instant AP) (SSID Profile <name>)# radius-accounting

(Instant AP) (SSID Profile <name>)# radius-accounting-mode {user-association|user-
authentication}

(Instant AP) (SSID Profile <name>

) # radius-interim-accounting-interval <minutes>
(Instant AP) (SSID Profile <name>)# radius-reauth-interval <minutes>
(Instant AP) (SSID Profile <name>)# max-authentication-failures <number>
(Instant AP) (SSID Profile <name>)# okc
(Instant AP) (SSID Profile <name>)# dotllr
(Instant AP) (SSID Profile <name>)# dotllk
(Instant AP) (SSID Profile <name>)# dotllv
(Instant AP) (SSID Profile <name>)# exit
(Instant AP) (config)# auth-survivability cache-time-out

To following commands configure personal security settings for the Employee and Voice users:

(Instant AP) (config)# wlan ssid-profile <name>
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(Instant AP) (SSID Profile <name>)# opmode {enhanced-open|wpa2-psk-aes|wpa-tkip|wpa-
psk-tkip|wpa-psk-tkip,wpa2-psk-aes|static-wep|mpsk-aes}

(Instant AP) (SSID Profile <name>)# mac-authentication

(Instant AP) (SSID Profile <name>)# auth-server <server-name>

(Instant AP) (SSID Profile <name>)# external-server

(Instant AP) (SSID Profile <name>)# server-load-balancing

(Instant AP) (SSID Profile <name>)# denylist

(Instant AP) (SSID Profile <name>)# max—-authentication-failures <number>

(Instant AP) (SSID Profile <name>)# radius-accounting

(Instant AP) (SSID Profile <name>)# radius-accounting-mode {user-association|user-
authentication}

(Instant AP) (SSID Profile <name>)# radius-interim-accounting-interval <minutes>
(Instant AP) (SSID Profile <name>)# radius-reauth-interval <minutes>

The following commands configure open security settings for Employee and Voice users of a WLAN SSID
profile:

Instant AP
Instant AP
Instant AP
Instant AP

( ) (config) # wlan ssid-profile <name>
( )

( )

( )
(Instant AP)

( )

( )

( )

( )

(

(
(SSID Profile <name>)# opmode opensystem
(SSID Profile <name>)# mac-authentication
(SSID Profile <name> auth-server <server-name>
(SSID Profile <name> external-server
Instant AP) (
Instant AP) (
Instant AP) (
(
(

#
#
SSID Profile <name>)# server-load-balancing
SSID Profile <name>)# denylist
SSID Profile <name>)# max-authentication-failures <number>
Instant AP) (SSID Profile <name>) #
Instant AP) (SSID Profile <name>) #
authentication}
(Instant AP) (SSID Profile <name>)# radius-interim-accounting-interval <minutes>
(Instant AP) (SSID Profile <name>)# radius-reauth-interval <minutes>

radius-accounting
radius-accounting-mode {user-association]|user-

The following command configures enforce DHCP on a WLAN SSID profile:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# enforce-dhcp

Configuring Multiple PSK For WLAN SSID Profiles

WPA2 PSK-based deployments generally consist of a single passphrase configured as part of the
WLAN SSID profile. This single passphrase is applicable for all clients that associate with the SSID.
Starting from Aruba Instant 8.4.0.0, multiple PSKs in conjunction with ClearPass Policy Manager are
supported WPA2 PSK-based deployments. Every client connected to the WLAN SSID will have its own
unique PSK.

MPSK enhances the WPA2 PSK mode by allowing device-specific or group-specific passphrases, which
are generated at ClearPass Policy Manager and sent to the Instant AP.

A MPSK passphrase requires MAC authentication against a ClearPass Policy Manager server. The MPSK
passphrase works only with wpa2-psk-aes encryption and not with any other PSK based encryption. The
Aruba-MPSK-Passphrase radius VSA is added and the ClearPass Policy Manager server populates this
VSA with the encrypted passphrase for the device.

A user registers the device on a ClearPass Policy Manager guest-registration or device-registration
webpage and receives a device-specific or group-specific passphrase. The device associates with the
SSID using wpa2-psk-aes encryption and uses MPSK passphrase. The Instant AP performs MAC
authentication of the client against the ClearPass Policy Manager server. On successful MAC
authentication, the ClearPass Policy Manager returns Access-Accept with the VSA containing the
encrypted passphrase. The Instant AP generates a PSK from the passphrase and performs 4-way key
exchange. If the device uses the correct per-device or per-group passphrase, authentication succeeds. If
the ClearPass Policy Manager server returns Access-Reject or the client uses incorrect passphrase,
authentication fails.
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When multiple PSK is enabled on the WLAN SSID profile, make sure that MAC authentication is not
configured for RADIUS authentication. Multiple PSK and MAC authentication are mutually exclusive
and follows a special procedure which does not require enabling MAC authentication in the

NOTE WLAN SSID manually. Also, ensure that the RADIUS server configured for the WLAN SSID profile is
not an internal server.

The following procedure configures MPSK authentication using the WebUI:

Navigate to the Configuration > Networks page.

Under Networks select the network you want to configure and click the edit icon.
Select Security tab. In the Security Level drop-down list box select Personal.
Select MPSK-AES from the Key Management drop-down list box.

Ensure a RADIUS server is selected from the Authentication server 1 drop-down list box for
MPSK authentication. Additionally, you may select a second authentication server for MPSK
authentication from the Authentication server 2 drop-down list box.

ARE I S

The following CLI command enables the multiple PSK feature on the WLAN SSID profile:

(Instant AP) (configure)# wlan ssid-profile <profile name>
(Instant AP) (SSID Profile <profile name>)# opmode mpsk-aes

The following CLI command is used to verify the status of the MPSK configuration on the
WLAN SSID profile:

(Instant AP)# show network <ssid profile name>

RADIUS Accounting with MPSK

Instant supports RADIUS accounting with multiple PSKs in conjunction with ClearPass Policy Manager
for WPA2 PSK-based deployments. When RADIUS accounting is enabled and MPSK authentication is
successful, the AP sends an accounting start message to the ClearPass Policy Manager server to gather
the accounting updates. The accounting updates are periodically sent based on the time interval
configured on the AP.

The following procedure configures RADIUS accounting with MPSK using the WebUI:

Navigate to the Configuration > Networks page.

Under Networks select the network you want to configure and click the edit icon.
Select Security tab. In the Security Level drop-down list box select Personal.
Select MPSK-AES from the Key Management drop-down list box.

Ensure a RADIUS server is selected from the Authentication server 1 drop-down list box for
MPSK authentication.

oA N =

a. Select one of the following from the Accounting drop-down list box:

b. Use authentication servers—Choose this option to use the same authentication servers for
accounting.

6. Use separate servers—Choose this option to configure Accounting server 1 and Accounting
server 2 separately.

7. Enter avalue in minutes in the Accounting interval text box.
8. Click Next and then Finish.

The following CLI command configures RADIUS accounting with MPSK:
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(Instant AP) (configure)# wlan ssid-profile <profile-name>
(Instant AP) (WLAN SSID Profile "name")# opmode mpsk-aes
(Instant AP) (WLAN SSID Profile "name")# radius-accounting

The following CLI command configures an accounting interval:

(Instant AP) (configure)# wlan ssid-profile <profile-name>
(Instant AP) (WLAN SSID Profile "name")# radius-interim-accounting-interval <minutes>

The following configurations are mutually exclusive with MPSK for the WLAN SSID profile and does not
require to be configured manually:

= MPSK and MAC authentication
= MPSK and Denylisting
= MPSK and internal RADIUS server

The Instant AP stores the MPSK passphrase in its local cache for client roaming. The cache is shared
between all the Instant APs within a single cluster. The cache can also be shared with standalone Instant
APs in a different cluster provided the APs belong to the same multicast VLAN. Each Instant AP will first
search the local cache for the MPSK information. If the local cache has the corresponding

mPSK passphrase, the Instant AP skips the mac authentication procedure, and provides access to the
client. If the MPSK passphrase is not found in the local cache, you must manually configure the

MPSK passphrase as shown in the above section.

The cached MPSK passphrase can be used only if the client connects to the same WLAN SSID. The entire
MPSK local cache is erased in the following scenarios:

= |f the cached MPSK does not work.
® The client is manually disconnected
® The client is disconnected from the CoA.

The MPSK passphrase in the local cache automatically expires if the client disconnects and does not

NoT e connect again during the inactivity-timeout window.

To view the details of the MPSK local cache:

(Instant AP)# show ap mpskcache

Local Multiple PSK Operating Mode

In the Local MPSK operating mode, you can define upto 24 pre-shared keys per SSID on the gateway or
the Instant AP without actually requiring an external policy engine like ClearPass Policy Manager. These
local PSKs would serve as an extension of the base pre-shared key functionality. Local MPSK only
supports passphrases in the form of strings. It does not support passphrases in the form of hex. The
local MPSK is currently supported only on an employee type and personal sercurity level SSID.
Additionally, you may also configure a user role for each passphrase from which the user VLAN and
access rules can be derived.

The following CLI commands configure a local MPSK profile:

(Instant AP) (config)# wlan-mpsk-local <profile name>
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(Instant AP) (MPSK Local "profile name")# mpsk-local-passphrase <key name> <key> [role
name]

Configuring Access Rules for a WLAN SSID Profile

The following procedure configures access rule settings for Employee and Voice networks only.If you are
creating a new SSID profile, complete the WLAN settings and configure VLAN and security parameters,
before defining access rules. For more information, see Configuring WLAN Settings for an SSID Profile
on page 97, Configuring VLAN Settings for a WLAN SSID Profile on page 102, and Points to Remember on

page 113.Captive Portal for Guest Access.

You can configure up to 128 access rules for an Employee, Voice , or Guest network using the Instant Ul
or the CLI.
The following procedure describes how to configure access rules on an Instant AP, using the Webul:

Navigate to Configuration > Networks.
2. Under Networks select the network you want to configure and click Edit.

3. Select Access tab. In the Access Rules drop-down list box select one of the following type:
= Unrestricted—Select this option to set unrestricted access to the network.

= Network-based—Select this option to set common rules for all users in a network. The Allow
any to all destinations access rule is enabled by default. This rule allows traffic to all
destinations.

4. To define an access rule:
a. Click +.

b. Select appropriate options in the New Rule window.

c. Click OK.

= Role-based—Select this option to enable access based on user roles. For role-based access control:

» Create a user role if required. For more information, see Configuring User Roles.

» Create access rules for a specific user role. For more information, see Configuring ACL Rules for
Network Services on page 220. You can also configure an access rule to enforce captive portal
authentication for an SSID that is configured to use 802.1X authentication method. For more
information, see Configuring Captive Portal Roles for an SSID on page 166.

» Create a role assignment rule. For more information, see Configuring Derivation Rules on page
238.
= Enforce Machine Authentication— Select this check box to configure access rights to clients based
on whether the client device supports machine authentication.

5. Click Finish.

The following CLI command configures access control rules for a WLAN SSID:

(Instant AP) (config)# wlan access-rule <name>

(Instant AP) (Access Rule <name>)# rule <dest> <mask> <match> {<protocol> <start-port>
<end-port> {permit|deny|src-nat [vlan <vlan id>|tunnel] |dst-nat{<IP-address>
<port>|<port>}}| app <app> {permit|deny}| appcategory <appgrp>|webcategory <webgrp>
{permit|deny}| webreputation <webrep> [<optionl....option9>]

The following CLI command configures access control rules based on the SSID:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# set-role-by-ssid
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The following CLI command configures role assignment rules:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# set-role <attribute>{{equals|not-equals|starts-
with|ends-with|contains|matches-regular-expression}<operator><role>|value-of}

The following CLI command configures a pre-authentication role;

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# set-role-pre-auth <role>

The following CLI command configures machine and user authentication roles:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# set-role-machine-auth <machine only> <user only>

The following CLI command configures unrestricted access:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# set-role-unrestricted

Example
The following example configures access rules for the wireless network:

(Instant AP) (config)# wlan access-rule WirelessRule

ESSID and VLAN Configuration

In addition to the WLAN SSID, you can set a unique ESSID and also configure a unique a VLAN for each
Instant AP in a cluster. Clients will be able to connect to the defined SSIDs and can configure the defined
VLANSs in the Instant AP cluster.

You can configure the ESSID and VLAN settings by using the Instant CLI.
The following CLI command configures ESSID and VLAN settings in a WLAN profile:

(Instant AP) (config)# wlan ssid-profile TechPubsAP
(Instant AP) (SSID Profile "TechPubsAP")# essid Sper-ap-ssid
(Instant AP) (SSID Profile "TechPubsAP")# vlan S$per-ap-vlan

The following CLI command configure a unique ESSID:
(Instant AP)# per-ap-ssid pcap
To configure VLAN settings:

(Instant AP)# per-ap-vlan 123

To verify the ESSID and VLAN configurations:

(Instant AP)# show ap-env

Antenna Type:Internal

Need USB field:Yes

per ap ssid:pcap

per ap vlan:123

installation type:indoor

uap controller less:1

flex radio mode:2.4ghz

ap2xx prestandard poeplus detection:1

For information on configuring a native VLAN on a wired profile, see Configuring VLAN for a Wired
Profile on page 132.

HOTE
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Wi-Fi 6E (6 GHz Networks)

Wi-Fi 6E is the standard introduced by the Wi-Fi alliance that enables access points to operate in the 6
GHz band of the wireless spectrum. Wi-Fi 6E capable access points can operate in the 6 GHz radio band
in addition to 2.4 GHz and 5 GHz radio bands. The inclusion of 6 GHz spectrum adds fourteen 80 MHz
channels and seven 160 MHz channels for wireless services. Being a new radio spectrum there are less
clients and more bandwidth space available for use in the 6 GHz spectrum space. In addition to this, all
6 GHz channels are non-overlapping channels and provide better wireless experience and services.

Points to Remember

® AP-635 access points are Wi-Fi 6E capable access points.

® |nstant APs support up to four 6 GHz networks. When mesh is enabled on the 6 GHz radio, the
number of 6 GHz networks that can be configured is reduced to three as one network is allocated for
the mesh function. Therefore disable a 6 GHz network when mesh is configured on the 6 GHz radio.
The Disable on 6GHz mesh option allows you to configure the 6 GHz SSID that should be disabled
when mesh is active on the 6 GHz radio.

= Wi-Fi 6E networks are only supported with Enhanced Open and WPA3 encryption methods.
= Wi-Fi uplink is not supported in AP-635 access points.

Configuring Wi-Fi 6E

The addition of the 6 GHz radio brings enhancements to various Instant AP configurations. The following
are Instant AP configurations for 6 GHz radio:

® Configuring Wireless Networks on the 6 GHz Radio Band
®m Configuring Radio Settings for 6 GHz Radio
® Configuring ARM Features for 6 GHz Radio
= Configuring Radio Profiles for 6 GHz Radio

Configuring Wireless Networks on the 6 GHz Radio Band

WLAN SSIDs are not broadcast on the 6 GHz radio by default. The 6 GHz radio band options must be
turned on in the respective SSID profile. Up to four 6 GHz networks can be created on an Instant AP and
three 6 GHz networks when mesh is enabled on the 6 GHz radio band.

To enable 6 GHz radio band for SSIDs using the WebUI:

1. Navigate to the Configuration > Networks page in the in the WebUI. For detailed information
about creating/modifying WLAN SSID profiles, see Configuring WLAN Settings for an SSID Profile.

2. Inthe Basic tab, click on Show Advanced Options.
3. Under 802.11 settings, toggle the RF band 6 GHz option to enabled.

To create a 6 GHz only SSID, enable the RF band 6 GHz option and set the Band option to

NoT e none. The SSID will be broadcast only on the 6 GHz radio band.

4. Toggle the Disable on 6GHz mesh to enabled if you want to disable the 6 GHz radio band for the
SSID when mesh is enabled on the 6 GHz band. Instant APs support only four 6 GHz networks.
When mesh is enabled on 6 GHz radio, one 6 GHz network is used for mesh functions. Enabling
this parameter disables the 6 GHz network when mesh is operational in the 6 GHz radio band.

5. Click Save to apply the configuration. The SSID is broadcast on the 6 GHz radio band.
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To enable 6 GHz radio for SSIDs using the CLI, enable the rf-band-6ghz parameter in the wlan ssid-
profile command.

(Instant AP) (config) # wlan ssid-profile 6GHzNetwork
(Instant AP) (SSID Profile "6GHzNetwork") # rf-band-6ghz

To enable disable on 6 GHz mesh option using the CLI, enable the disable-on-6ghz-mesh parameter in
the wlan ssid-profile command. When enabled, the SSID will stop broadcast on 6 GHz radio when
mesh is enabled on the 6 GHz radio.

(Instant AP) (config) # wlan ssid-profile 6GHzNetwork
(Instant AP) (SSID Profile "6GHzNetwork") # disable-on-6ghz-mesh

To enable SSIDs to operate only on the 6 GHz band using the CLI, enable the rf-band-6ghz parameter
and set the rf-band parameter to none in the wlan ssid-profile command.
(Instant AP) (config) # wlan ssid-profile 6GHzNetworkOnly

(Instant AP) (SSID Profile "6GHzNetworkOnly") # rf-band-6ghz
(Instant AP) (SSID Profile "6GHzNetworkOnly") # rf-band none

For more information, see Aruba Instant 8.x CLI Reference Guide.

Configuring Radio Settings for 6 GHz Radio

Similar to the 2.4 GHz and 5 GHz radios, the channel and transmit power settings of the 6 GHz radio can
either be assigned by the ARM or can be manually configured. To configure the radio settings of the 6
GHz radio using the WebUI:

1. Navigate to the Configuration > Access Points page in the in the WebUI. For detailed
information about modifying radio settings, see Configuring Radio Settings for an Instant AP.

2. Select 6 GHz under Radio settings.
3. Select the mode and configure the channel and transmit power settings of the radio as required.
4. Click Save to apply the configuration.

To configure the Wi-Fi operation mode of the 6 GHz radio using the CLI, use the wifi2-mode command.

(Instant AP)# wifi2-mode {access | monitor | spectrum}

To configure the channel and transmit power settings of the 6 GHz radio using the CLI, use the radio2-
channel command.

(Instant AP)# radio2-channel <channel> <transmit power>

Configuring ARM Features for 6 GHz Radio

Additional options are added to band steering, wide bands, and customize valid channel settings in
ARM to manage the 6 GHz radio.

Band Steering for 6 GHz Clients

The band steering function of Client Match is extended to Wi-Fi 6E clients. New options are introduced
in the band steering settings to steer 6 GHz clients to capable radios. To configure band steering for 6
GHz clients using the WebUI:

1. Navigate to the Configuration > RF > ARM section in the WebUI. For detailed information about
modifying band steering settings, see Band Steering .
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2. Select any of the following options in Band steering mode to configure 6 GHz band steering:

® Force 6 GHz - Select this option to enforce 6 GHz band steering mode on the Instant APs.
When enabled, 6 GHz clients are only accepted by the 6 GHz radio and are blocked on the 2.4
GHz and 5 GHz radio.

® Prefer Higher Band - Select this option to use band steering in the 6 GHz and 5 GHz bands on
the Instant APs. On selecting this, the Instant AP steers the 6 GHz clients to the 6 GHz band (if
the client is 6 GHz-capable), but allows the client connection on the 5 GHz band if the client
persistently attempts for 5 GHz association. Similarly, the Instant AP steers the client to the 5
GHz band (if the client is 5 GHz-capable), but allows the client connection on the 2.4 GHz band
if the client persistently attempts for 2.4 GHz association.

3. Click Save to apply the configuration.

To configure band steering for 6 GHz clients using the CLI, use the band-steering-mode parameter in
the arm command.

(Instant AP) (config)# arm
(Instant AP) (ARM) # band-steering-mode {balance-bands|prefer-5ghz| force-5ghz| disable|
prefer-higher-band| force-6ghz}

Wide Band Settings for 6 GHz Radio Channel

Wide band setting is extended to 6 GHz radio band. To configure wide bands on the 6 GHz radio band
using the WebUI:

1. Navigate to the Configuration > RF > Show advanced options > ARM > Access Point Control
section in the WebUI. For detailed information about configuring wide bands setting, see Access
Point Control.

2. Select the 6 GHz checkbox in Wide channel bands to configure wide channel bands on the 6
GHz radio. This can be selected in combination with other radio bands.

3. Click Save to apply the configuration.

To configure wide bands on the 6 GHz radio using the CLI, use the wide-bands parameter in the arm
command.

(Instant AP) (config)# arm
(Instant AP) (ARM)# wide-bands {none| all| 24ghz| 5 ghz| 6ghz| 24ghz,5ghz| 24ghz, 6ghz|
5ghz, 6ghz}

Customizing Valid Channels in the 6 GHz Radio Band

To customize the list of valid channels in the 6 GHz band using the WebUI:

1. Navigate to the Configuration > RF > Show advanced options > ARM > Access Point Control
section in the WebUI. For detailed information about configuring wide bands setting, see Access
Point Control.

2. Toggle the Customize valid channels switch to enabled to customize channels on the 6 GHz
radio.

3. Click on Edit besides the list of Valid 6 GHz channels and select the required channels.
4. Click OK.
5. Click Save to apply the configuration.

To customize valid channels in 6 GHz band using the CLI, use the allowed-channels parameter in the rf
dot11-6ghz-radio-profile command.

(Instant AP) (config)# rf dotll-6ghz-radio-profile 6GHz
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(Instant AP) ((RF 6GHz Radio Profile "6GHz")# allowed-channels

Configuring Radio Profiles for 6 GHz Radio
To configure a 6 GHz radio profile using the WebUI:

1. Navigate to the Configuration > RF > Show advanced options > Radio section in the WebUI.
For detailed information about configuring radio profiles, see Configuring Radio Profiles.

2. Inthe 6 GHz band table, click on + to create a new 6 GHz radio profile or click on editicon to
modify an existing radio profile.

3. Specify the radio profile parameters for the 6 GHz radio and click OK.

4. Click Save to apply the configuration.

To configure a 6 GHz radio profile using the CLI, use the rf dot11-6ghz-radio-profile command.

(Instant AP) (config)# rf dotll-é6ghz-radio-profile 6GHz

Fast Roaming for Wireless Clients

Instant supports the following features that enable fast roaming of clients:

® QOpportunistic Key Caching

Fast BSS Transition (802.11r Roaming)
® Radio Resource Management (802.11Kk)
®m BSS Transition Management (802.11v)
®  Fast Roaming for Wireless Clients

Opportunistic Key Caching

Instant supports OKC-based roaming. In OKC-based roaming, the Instant AP stores one PMK per client,
which is derived from the last 802.1X authentication completed by the client in the network. The PMK
cache is used to identify authenticated clients when it roams to a new Instant AP. This allows faster
roaming of clients between the Instant APs in a cluster, without requiring a complete 802.1X
authentication. The ageout period of client entries in the PMK cache is 8 hours, after which the client
entry is deleted and the client must re-authenticate into the network.

OKC roaming (when configured in the 802.1X Authentication profile) is supported on WPA2 clients. If
the wireless client (the 802.1X supplicant) does not support this feature, a complete 802.1X
NOTE authentication is required whenever a client roams to a new Instant AP.

Configuring an Instant AP for OKC Roaming

The following procedure describes how to enable OKC roaming on a WLAN SSID by using the Instant
WebUI:

Navigate to Configuration > Networks page

Under Networks select the network you want to configure and click Edit.

Select the Security tab.

In the Security Level drop-down list box, select Enterprise.

In the Key management drop-down list box, select WPA2 Enterprise or Both (WPA2 & WPA).
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6. Under Fast Roaming, toggle the Opportunistic Key Caching (OKC) switch to enable.
7. Click Next and then Finish.

The following CLI command enables OKC roaming on a WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <name>

(Instant AP) (SSID Profile "<name>")# opmode {wpa2-aes| wpa-tkip,wpa-aes,wpal-
tkip, wpa2-aes}

(Instant AP) (SSID Profile "<name>")# okc

The following CLI command disables OKC roaming on a WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <name>

(Instant AP) (SSID Profile "<name>")# opmode {wpa2-aes|wpa-tkip,wpa-aes,wpa2-tkip,wpa2-
aes}

(Instant AP) (SSID Profile "<name>")# no okc

The following CLI command displays the client entries in the PMK cache:

(Instant AP)# show ap pmkcache

Configuring the Ageout Time for PMK Cache Entries

The PMK cache stores the details of connected clients for authenticating clients roaming between
different APs. By default, the client details in the PMK cache is stored for about 8 hours after the client
disconnects or gets timed out from the network. However, client entries in the PMK cache can be
deleted immediately after a client disconnects or gets timed out from the network. This is configured in
the WLAN SSID profile by enabling the delete-pmkcache parameter using the CLI.

The following CLI command deletes the client details in the PMK cache immediately after client
disconnection or timeout:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile "<name>")# delete-pmkcache

Fast BSS Transition (802.11r Roaming)

802.11r is a roaming standard defined by IEEE. When enabled, 802.11r reduces roaming delay by pre-
authenticating clients with multiple target Instant APs before a client roams to an Instant AP. With
802.11r implementation, clients pre-authenticate with multiple Instant APs in a cluster.

As part of the 802.11r implementation, Instant supports the Fast BSS Transition protocol. The Fast BSS
Transition mechanism reduces client roaming delay when a client transitions from one BSS to another
within the same cluster. This minimizes the time required to resume data connectivity when a BSS
transition happens.

Fast BSS Transition is operational only if the wireless client supports 802.11r standard. If the client
does not support 802.11r standard, it falls back to the normal WPA2 authentication method.
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Configuring an Instant AP for 802.11r support

The following procedure describes how to configure 802.11r support for a WLAN SSID by using the
Instant WebUI:

1. Navigate to Configuration > Networks page
2. Under Networks select the network you want to configure and click Edit.
3. Select the Security tab.
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4. Under Fast Roaming, toggle the 802.11r switch to enable.
5. Click Next and then Finish.

The following CLI command enables 802.11r roaming on a WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# dotllr

Mobility Domain Identifier

In a network of standalone Instant APs within the same management VLAN, 802.11r roaming does not
work. This is because the mobility domain identifiers do not match across Instant APs. They are auto-
generated based on a virtual controller key. Instant introduces a an option for users to set a mobility
domain identifier for 802.11r SSIDs. For standalone Instant APs in the same management VLAN, 802.11r
roaming works only when the mobility domain identifier is configured with the same value.

You can configure a mobility domain identifier by using the Instant WebUI:

Navigate to Configuration > Networks page

Under Networks select the network you want to configure and click Edit.
Select the Security tab.

Under Fast Roaming, toggle the 802.11r switch to enable.

In the MDID text box, enter the mobility domain identifier.

Click Next and then Finish.
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The following CLI command enables MDID on a WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# mdid <Mobility domain ID>

Radio Resource Management (802.11k)

The 802.11k standard provides mechanisms for Instant APs and clients to dynamically measure the
available radio resources and enables stations to query and manage their radio resources. In an
802.11k-enabled network, Instant APs and clients can share radio and link measurement information,
neighbor reports, and beacon reports with each other. This allows the WLAN network infrastructural
elements and clients to assess resources and make optimal mobility decisions to ensure QoS and
seamless continuity.

Instant supports the following radio resource management information elements with 802.11k support
enabled:

= Power Constraint IE—The power constraint element contains the information necessary to allow a
client to determine the local maximum transmit power in the current channel.

= AP Channel Report IE—The Instant AP channel report element contains a list of channelsin a
regulatory class where a client is likely to find an Instant AP, including the Instant AP transmitting the
Instant AP channel report.

= Radio Resource Management Enabled Capabilities IE—The RRM-enabled capabilities element
signals support for radio measurements in a device. The clients use this IE to specify their radio
measurement capabilities.

= BSS Load Element—The BSS load element contains information on the density of clients and traffic
levels in the QBSS.

= TPC Report IE—The TPC IE contains transmit power and link margin information.
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® Quiet IE: The Quiet IE defines an interval during which no transmission occurs in the current
channel. This interval may be used to assist in making channel measurements without interference
from other stations in the BSS.

= Extended Capabilities IE—The extended capabilities IE carries information about the capabilities of
an IEEE 802.11 station.

Beacon Report Requests and Probe Responses

The beacon request frame is sent by an Instant AP to request a client to report the list of beacons
detected by the client on all channels.

® The beacon request is sent using the radio measurement request action frame.

® |tis sent only to those clients that have the capability to generate beacon reports. The clients indicate
their capabilities through the RRM enabled capabilities IE sent in the association request frames.

® By default, the beacon request frames are sent at a periodicity of 60 seconds.

Configuring a WLAN SSID for 802.11k Support

The following procedure describes how to enable 802.11k support on a WLAN SSID by using the Instant
WebUI:

Navigate to Configuration > Networks page

Under Networks select the network you want to configure and click Edit.
Select the Security tab.

Under Fast Roaming, toggle the 802.11k switch to enable.

Click Next and then Finish.
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To allow the Instant AP and clients to exchange neighbor reports, ensure that Client Match is enabled
through RF > ARM > Client match > Enabled in the WebUI or by executing the client-match
command in the arm configuration sub-command mode.

The following CLI command enables the 802.11k profile:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# dotllk

The following CLI command is used to view the beacon report details:

(Instant AP)# show ap dotllk-beacon-report <mac>

The following CLI command is used to view the neighbor details:

(Instant AP)# show ap dotllk-nbrs

Example

(Instant AP) (config)# wlan ssid-profile dotllk-profile
(Instant AP) (SSID Profile "dotllk-profile")# dotllk

BSS Transition Management (802.11v)

The 802.11v standard provides Wireless Network Management enhancements to the IEEE 802.11 MAC
and PHY. It extends radio measurements to define mechanisms for wireless network management of
stations including BSS transition management.

Instant APs support the generation of the BSS transition management request frames to the 802.11k
clients when a suitable Instant AP is identified for a client through Client Match.
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Configuring a WLAN SSID for 802.11v Support

The following procedure describes how to enable 802.11v support on a WLAN SSID by using the Instant
WebUI:

Navigate to Configuration > Networks page

Under Networks select the network you want to configure and click Edit.
Select the Security tab.

Under Fast Roaming, toggle the 802.11v switch to enable.

Click Next and then Finish.
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The following CLI command enables the 802.11v profile:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# dotllwv

Example

(Instant AP) (config)# wlan ssid-profile dotllv-profile
(Instant AP) (SSID Profile "dotllv-profile")# dotllv

Configuring Modulation Rates on a WLAN SSID

Instant APs allow you to enable or disable modulation rates for a radio band; HT MCS set; and VHT MCS
rates set, when configuring a WLAN SSID profile. For example, the 802.11g band supports the
modulation rate including 1, 2, 5, 6,9, 11, 12, 18, 24, 36, 48, 54 Mbps and 802.11a band supports a
modulation rate set including 6, 9, 12, 18, 24, 36, 48, 54 Mbps.

The 802.11 radio profiles support basic modulation and transmission rates. The 802.11g basic
modulation rates determine the 802.11b or 802.11g rates for the data that are advertised in beacon
frames and probe response and 802.11g transmission rates determine the 802.11b or 802.11g rates at
which the Instant AP can transmit data.

For 802.11n clients, you can now configure an HT MCS rate set so that the SSID does not broadcast the
disabled MCS rates list.

For 802.11ac clients, only 10 MCS rates supported in the 802.11ac mode and Instant APs use a
combination of VHT MCSs and spatial streams to convey the supported MCS rates.

In the Instant 6.4.3.4-4.2.1.0 release, the modulation rates can be configured only through the Instant
AP CLI.

The following CLI command is used to configure modulation rates:

(Instant AP)# config terminal

(Instant AP) (config)# wlan ssid-profile <ssid profile>

(Instant AP) (SSID Profile "<ssid profile>")# a-basic-rates 6 9 12 18

(Instant AP) (SSID Profile "<ssid profile>")# a-tx-rates 36 48 54

(Instant AP) (SSID Profile "<ssid profile>")# supported-mcs-set 1,3,6,7

(Instant AP) (SSID Profile "<ssid profile>")# vht-support-mcs-map 7, 9, 8
Multi-User-MIMO

The MU-MIMO feature allows the 802.11ac Wave 2 Instant APs to send multiple frames to multiple
clients simultaneously over the same frequency spectrum. With MU-MIMO, Instant APs can support
simultaneous directional RF links and up to four simultaneous full-rate Wi-Fi connections (for example,
smart phone, tablet, laptop, multimedia player, or other client device).
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The MU-MIMO feature is enabled by default on WLAN SSIDs to allow Instant APs to use the MU
beamformer bit in beacon frames to broadcast to clients. When disabled, the MU beamformer bit is set
to unsupported.

Enabling or Disabling MU-MIMO

The MU-MIMO feature is enabled by default on a WLAN SSID profile. The following CLI command
disables this feature:

(host) (config)# wlan ssid-profile <ssid profile>
(host) (SSID Profile "<ssid profile>")# vht-mu-txbf-disable

The following CLI command re-enables MU-MIMO on a WLAN SSID profile:

(host) (config)# wlan ssid-profile <ssid profile>
(host) (SSID Profile "<ssid profile>")# no vht-mu-txbf-disable

RTS/CTS Flow Control

The RTS/CTS mechanism allows devices to reserve the RF medium and minimize the frame collisions
introduced by hidden stations. When RTS is enabled, a higher number of retransmissions occurring on
the WLAN triggers the RTS/CTS handshake and the transmitter station sends an RTS frame to the
receiver station. The receiver station responds with a CTS frame. The RTS/CTS frames are sent only
when the packet size exceeds the RTS threshold. By default, the RTS threshold is set to 2333 octets.

Configuring RTS/CTS Threshold

You can set the RTS/CTS threshold value within the range of 0-2347 octets. By default, the RTS/CTS
threshold is set to 2333.

The following CLI command configures the RTS/CTS threshold:

(Instant AP) (config)# wlan ssid-profile <ssid profile>
(Instant AP) (SSID Profile "<ssid profile>")# rts-threshold <threshold>

To disable RTS/CTS, set the RTS threshold value to 0.

Uplink MU-MIMO Transmission

Aruba Instant 8.8.0.0 supports the uplink MU-MIMO transmission of 802.11ax protocol. Prior to Instant
8.8.0.0, MU-MIMO allowed to send data frames only between access points and clients. Now, the uplink
MU-MIMO transmission allows to send data frames between clients and APs. It also helps in achieving
throughput gains when applications need to upload large amount of data. It also enables the multiple
spatially separated clients to access the channel at the same time and it is also useful in scenarios where
stations have limited number of antennas. The uplink MU MIMO transmission is supported only in 5
GHz band.

G Only AP-535 and AP-555 access points support uplink MU MIMO transmission.
HOTE

Management Frame Protection

Instant supports the IEEE 802.11w standard, also known as Management Frame Protection. The
Management Frame Protection increases the security by providing data confidentiality of management
frames. Management Frame Protection uses 802.11i framework that establishes encryption keys
between the client and Instant AP.

The following command is used to enable Management Frame Protection on the Instant AP:
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(Instant AP) (config)# wlan ssid-profile myAP
(Instant AP) (SSID Profile "myAP")# mfp-capable
(Instant AP) (SSID Profile "myAP")# mfp-required

If the mfp-required parameter is enabled, the SSID supports only the clients that exhibit the
Management Frame Protection functionality.

If the mfp-capable parameter enabled, the SSID supports Management Frame Protection capable clients
and non-Management Frame Protection clients.

The Management Frame Protection configuration is a per-SSID configuration.

J Management Frame Protection can be enabled only on WPA2-PSK and WPA2-enterprise SSIDs. The
802.11r fast roaming option will not take effect when MFP is enabled.

High Efficiency WLAN (HEW)

Instant supports the IEEE 802.11ax standard, also known as High-Efficiency WLAN (HEW). HEW improves
spectrum efficiency and area throughput in dense deployment scenarios of APs or stations in both
indoor and outdoor environments. HEW enhances the 802.11 PHY and MAC channels on both 2.4 GHz
and 5 GHz frequency bands.

HEW includes the following key features:

® Backward compatible with 802.11a/b/g/n/ac.
® Better power management for longer battery life.

Configuring High Efficiency on a WLAN SSID

Most deployments do not require manual configuration of the high-efficiency SSID profile as this option
is enabled by default. However, you can configure advanced high-efficiency SSID profile settings or
modify default SSID profile values using the Instant WebUI or CLI.

The following procedure describes how to enable or disable High Efficiency on a WLAN SSID:

Navigate to the Configuration > Networks page.
Under Networks select the WLAN network you want to configure and click the edit icon.
Click Show advanced options at the bottom of the window.

Under the 802.11 group, slide the High efficiency toggle switch to the right to enable the high
efficiency function, or slide the toggle switch to the left if you want to disable high efficiency on
the WLAN SSID.

5. Click Next and then Finish.
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The following CLI command enables High Efficiency on a WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <profile name>
(Instant AP) (SSID Profile "<profile name>")# high-efficiency-enable

The following CLI command disables High Efficiency on a WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <profile name>
(Instant AP) (SSID Profile "<profile name>")# high-efficiency-disable

Multi Band Operation (MBO)
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The MBO feature enables the WLAN network to utilize the available spectrum efficiently, and helps in
optimizing the connectivity experience for end-users. MBO, also known as Agile Multiband is a pre-
requisite for 802.11ax certification, therefore any AP or STA that supports 802.11ax will have the MBO
capabilities.

MBO allows the APs and STAs exchange information and facilitates efficient use of multiple frequency
bands or channels that are available in the APs and the STAs. MBO is supported on 510 Series, 530
Series and 550 Series access points.

Enabling mbo-enable on the WLAN SSID profile will automatically enable the following:

= mfp-capable and dot11k functionalities on the SSID profile.
= advertise-enabled-capabilities-ie and country-ie parameters in the rrm-ie-profile.
= interworking-enable in the hotspot profile if not enabled.

MBO on Instant APs can only be configured using the CLI. Use the mbo-enable command under wlan
ssid-profile to enable MBO.

The following CLI command enables MBO on a WLAN SSID profile.

(Instant AP) (config) # wlan ssid-profile <profile name>
(Instant AP) (wlan ssid-profile <profile name>) #mbo-enable

To enable Cellular Data Capability attribute of MBO on the Instant AP, use the cdc-enable command in
the WLAN SSID profile. This feature will only take effect if Multi Band Operation is enabled on the WLAN
SSID.

The following CLI command enables Cellular Data Capability on the SSID.

(Instant AP) (config) # wlan ssid-profile <profile name>
(Instant AP) (wlan ssid-profile <profile name>) #cdc-enable

Configuring 802.11k Profile

The 802.11k protocol provides mechanisms for APs and clients to dynamically measure the available
radio resources. In an 802.11k enabled network, APs and clients can send neighbor reports, beacon
reports, and link measurement reports to each other. This allows the APs and clients to take
appropriate connection actions.

The dot11k-profile configures attributes for information exchange between the peers. A default
dot11k-profile will be used for MBO if no dot11k-profile is configured. A dot11k profile can be
configured using the dot11k-profile command. The configured dot11k-profile should be attached to
the respective wlan ssid-profile using the dot11k-profile <profile name> parameter. For information
on configuring dot11k-profile, see dot11k-profile command in the Aruba Instant 8.x CLI Reference Guide.

Radio Resource Management Information Elements

Aruba Instant supports the following radio resource management (RRM) information elements for APs
with 802.11k support enabled. These settings can be enabled the CLI. The rrm-ie-profile configured
should be attached to the dot11k-profile command using the rrm-ie-profile <profile-name>
command.

By default the advertise-enabled-capabilities-ie and country-ie parameters are enabled in the rrm-ie-
profile. To disable these parameters use the rrm-ie-profile command. For information on configuring
rrm-ie-profile, see rrm-ie-profile command in the Aruba Instant 8.x CLI Reference Guide.

Beacon Report Requests
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The beacon report requests are sent only to 802.11k-compliant clients that advertise Beacon Report
Capability in their RRM Enabled Capabilities IE. The beacon request frames are sent every 60 seconds.
The content of the report requests can be defined in the Beacon Report Request profile using the CLI.
The beacon report request profile configured should be attached to the dot11k-profile command using
the ben-rpt-req-profile <profile-name> command.

The beacon report request profile is configured using the ben-rpt-req-profile command. To configure a
bcn-rpt-req-profile, see ben-rpt-reg-profile command in the Aruba Instant 8.x CLI Reference Guide.

Disabling Short Preamble for Wireless Client

To improve the network performance and communication between the Instant AP and its clients, you
can enable or disable the transmission and reception of short preamble frames. If the short preamble is
optional for the wireless devices connecting to an SSID, you can disable short preamble through the
Instant AP CLI. Short preamble is enabled by default.

The following CLI command disables the short preamble on a WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <ssid profile>
(Instant AP) (SSID Profile "<ssid profile>")# short-preamble-disable

Disabling a WLAN SSID Profile

The following procedure describes how to disable an SSID profile in the Instant WebUI:

Navigate to Configuration > Networks page
Under Networks select the network you want to configure and click Edit.
Under Basic click Show advanced options at the bottom of the page.

In the SSID field under Miscellaneous, select the Disable check box to disable the SSID. The SSID
is enabled by default.

5. Click Next until Finish to save the setting.
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The following CLI command disables a WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# disable

The following CLI command enables a WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# enable

Editing a WLAN SSID Profile

The following procedure describes how to edit a WLAN SSID profile by using the Instant WebUI:

Navigate to Configuration > Networks page

Under Networks select the network you want to configure and click Edit.
Modify the settings as required under the respective tabs.

Click Next until Finish to save the setting.
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Deleting a WLAN SSID Profile

The following procedure describes how to delete a WLAN SSID profile by using the Instant WebUI:
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1. Navigate to Configuration > Networks page
2. Under Networks select the WLAN SSID you want to delete and click Delete.
3. Modify the settings as required under the respective tabs. Click Delete Now to confirm deletion.

Enhancements to WLAN SSID Configuration

Instant 8.4.0.0 introduces support for configuration of up to 32 SSID profiles for cluster-based Instant
APs. When an SSID profile is created, an access rule with the same name is created.

Pre-Authentication and Post-Authentication Role

When you configure captive-portal authentication, two post-authentication ACLs with the same and a
pre-authentication role are created in the Instant AP datapath. Therefore, you cannot drastically
increase the count of the SSID profile.

Mapping WLAN Index and Virtual AP

Prior to the introduction of this enhancement, the mapping method of WLAN SSID profile and virtual AP
was determined by the WLAN index. But this mapping method is not supported when 32 SSID profiles
are configured. To support this mapping, Instant introduces the advanced-zone feature. The benefit of
this feature is that the same ESSIDs can be broadcast on Instant APs that are part of the same Instant AP
zone in a cluster.

When the advanced-zone feature is enabled and a zone is already configured with 16 SSIDs, ensure
to remove the zone from two WLAN SSID profiles if you want to disable extended SSID. This action
NOTE can be performed only when extended SSID is disabled.

The following CLI command configures the advanced-zone feature:

(Instant AP)# advanced-zone

Extended SSID

When extended SSID is disabled, the maximum count of zones in an SSID profile reduces to 14. This is
because, the first two virtual APs are reserved for mesh. The show ap debug network-bssid command
displays the mapping relationship between WLAN SSID profile and virtual APs.

DPI

DPI manager gathers session data periodically from the Instant AP datapath. Data is chunked every time
a CLI command is executed to display per-AP statistics. It shows a complete cluster view that can display
apps, app category, web category, and web reputation. To show a per-SSID view display, users must
collect DPI manager's statistics data from an Instant AP to its master. The master adds the data and
displays the statistics.

When data path sends the statistics data to the DPI manager, it is aware of the virtual AP ID but not the
WLAN index. The DPI manager computes the statistics with the WLAN index. So except for the
configured WLAN SSID, the Instant AP datapath must be aware of the mapping relationship of the WLAN
index and virtual AP ID.

The following CLI command is used to view the mapping of the WLAN index and BSSID:

(Instant AP)# show ap debug network-bssid

Time-Range and Out of Service
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The following features make the WLAN SSID profile dynamically inactive even if the SSID zone matches
with Instant AP zone:

® Time-range
= QOut of service

To avoid the flapping of the WLAN index and virtual AP mapping, the WLAN SSID profile is disabled
because of either time-range or out of service. The virtual AP status is set to inactive and not unused.

AirWave or Central Impact

AirWave or Central servers can view the WLAN index and BSSID mapping when Instant APs (master and
slave) send WLAN information to the servers.

802.11mc Support

Instant APs support 802.11mc standard also known as Wi-Fi Round Trip Time. This enables the AP to
respond to Fine Timing Measurement (FTM) requests initiated by 802.11mc capable devices. This
feature is only supported on 500 Series, 500H Series, 510 Series, AP-518, 530 Series, 550 Series, 560
Series, and 570 Series access points. 802.11mc is configured on WLAN SSIDs using the CLI.

To enable the AP to respond to FTM requests on a WLAN SSID, use the ftm-responder-enable
parameter in the WLAN SSID profile.

(Instant AP)# (config) wlan ssid-profile <profile name>
(Instant AP) (wlan ssid-profile"<profile name>")# ftm-responder-enable

Wireless Client Bridge

A wireless client bridge connects two wired networks together over Wi-Fi. The wireless bridge acts as a
client, logging in to the primary router and getting an Internet connection, which it passes on to the
devices connected to its LAN Jacks. A wireless client can typically receive one IP address at a time from a
DHCP server. However, the wireless bridge acting as a client can obtain multiple IPv4 address from the
devices connected to it. Instant supports the Aruba 501 Wireless Client Bridge which enables you to
easily integrate devices with no native wireless support into a WLAN network. It provides strong
enterprise-class layered security features, including an IEEE 802.1X supplicant, to protect the network
from intrusions. The Aruba 501 Wireless Client Bridge can bridge up to 15 Ethernet client devices
running a legacy networking protocol to the WLAN - extending wireless network access to a wide range
of protocols. This bridge provides the benefits of wireless mobility for devices like electronic cash
registers, scales, servers, printers, medical equipment and other devices. It can be deployed in any
location where a WLAN signal is available - saving the time and expense of installing Ethernet cables for
wired network access.

Configuring Wireless Client Bridge

The wired client devices connected to the client bridge have different IPv4 address which might be
configured statically or assigned by DHCP server dynamically. The Aruba 501 wireless client bridge
changes the client mac address in DHCP request sent from its wired client devices. The DHCP server
then offers different IPs for these requests. The client bridge will then forward the offers to real client
devices. The source MAC address of the client devices will be changed to the MAC address of the
wireless client bridge. Hence, from the AP view, one MAC will have multiple IP addresses.

The following procedure configures a wireless client bridge:

Wireless Network Profiles |



Navigate to the Configuration > Networks page.

2. Under Networks select the WLAN network for which you want to configure the wireless client
bridge.

3. Click Show advanced options at the bottom of the window.

Under the Miscellaneous group, enter the maximum number of IPv4 users in the Max IPv4
users text box. The default number of IPv4 users is 2, and the maximum threshold limit is 32
users.

5. Click Next and then Finish.

The following CLI command configures wireless client bridging on a WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <profile name>
(Instant AP) (SSID Profile "<profile name>")# max-ipv4-users <threshold>

The following CLI command disables wireless client bridging on a WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <profile name>
(Instant AP) (SSID Profile "<profile name>")# no max-ipvé4-users

The following CLI command is used to view the maximum number of IPv4 users configured on a
WLAN SSID:

(Instant AP)# show network <ssid-profile-name>
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Chapter 11
Wired Profiles

This chapter describes the following procedures:

® Configuring a Wired Profile on page 131
® Assigning a Profile to Ethernet Ports on page 136
® Enabling 802.3az Energy Efficient Ethernet Standard on page 137

® Editing a Wired Profile on page 137

® Deleting a Wired Profile on page 137

® | ACP on page 137

® Understanding Hierarchical Deployment on page 139

® | oop Protection on page 140

Configuring a Wired Profile

The Ethernet ports allow third-party devices such as VolP phones or printers (which support only wired
connections) to connect to the wireless network. You can also configure an ACL for additional security on
the Ethernet downlink.

The wired profile configuration for Employee network involves the following procedures:

Configuring Wired Settings on page 131

Configuring VLAN for a Wired Profile on page 132
Configuring Security Settings for a Wired Profile on page 133
Configuring Access Rules for a Wired Profile on page 135

A=

For information on creating a wired profile for guest network, see Captive Portal for Guest Access.

Configuring Wired Settings
The following procedure configures the settings for a wired profile using the Instant WebUI:

Navigate to the Configuration > Networks.

Under Networks, click + to create a new network.

Under Name & Usage, select Wired from the Type drop-down list box.
Configure the following parameters:

N

a. Name—Specify a name for the profile.
b. Primary usage—Select Employee or Guest.
c. POE— Toggle the POE switch to enable PoE.

d. Admin status—Ensure that an appropriate value is selected. The Admin status indicates if
the portis up or down.
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5. Click Show advanced options and configure the following parameters as required:

a. Speed/Duplex—Ensure that appropriate values are selected for Speed/Duplex. Contact
your network administrator if you need to assign speed and duplex parameters.

b. Content filtering—Select Enabled for Content filtering.

¢. Uplink—Enable the Uplink option to configure uplink on this wired profile. If this option is
enabled and this network profile is assigned to a specific port, the port will be enabled as
Uplink port. For more information on assigning a wired network profile to a port, see
Assigning a Profile to Ethernet Ports on page 136.

d. Spanning Tree—Enable the Spanning Tree option to enable STP on the wired profile. STP
ensures that there are no loops in any bridged Ethernet network and operates on all
downlink ports, regardless of forwarding mode. STP will not operate on the uplink port and is
supported only on Instant APs with three or more ports. By default, Spanning Tree is disabled
on wired profiles.

e. Inactivity Timeout—Specify the time out interval within the range of 60-86,400 seconds for
inactive wired clients. The default interval is 1000 seconds.

6. Click Next. The VLAN tab details are displayed.

7. Configure VLAN for the wired profile. For more information, see Configuring VLAN for a Wired
Profile on page 132.

The following CLI commands configure the settings for a wired profile:

(Instant AP
(Instant AP
(Instant AP
(Instant AP

) (config) # wired-port-profile <name>

)

)

)
(Instant AP)

)

)

)

)

(
(wired ap profile <name>)# type {<employee>|<guest>}
(wired ap profile <name>)# speed {10[100|1000|auto}
(wired ap profile <name>) duplex {half|full]|auto}
(wired ap profile <name>) no shutdown
(wired ap profile <name>)# poe
( )
( )
( )

#

#

(Instant AP #
wired ap profile <name>)# uplink-enable

#

#

(Instant AP
(Instant AP
(Instant AP

wired ap profile <name> content-filtering
wired ap profile <name> spanning-tree

Configuring VLAN for a Wired Profile

If you are creating a new wired profile, complete the Wired Settings procedure before configuring the

Mot VLAN settings. For more information, see Configuring Wired Settings on page 131.

The following procedure configures the VLAN for a wired profile using the Instant WebUI:

1. Inthe VLAN tab, enter the following information.

a. Mode—You can specify any of the following modes:
® Access—Select this mode to allow the port to carry a single VLAN specified as the native
VLAN.
® Trunk—Select this mode to allow the port to carry packets for multiple VLANSs specified as
allowed VLANSs.

b. Specify any of the following values for Client IP Assignment:
= Virtual Controller managed: Select this option to allow the virtual controller to assign IP
addresses to the wired clients. When the virtual controller assignment is used, the source
IP address is translated to the physical IP address of the master Instant AP for all client
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traffic that goes through this interface. The virtual controller can also assign a guest VLAN
to a wired client.

= Network assigned: Select this option to allow the clients to receive an IP address from the
network to which the virtual controller is connected. On selecting this option, the New
button to create a VLAN is displayed. Create a new VLAN if required.

c. Ifthe Trunk mode is selected:
® Specify the VLAN in Allowed VLANS, enter a list of comma separated digits or ranges, for
example, 1,2,5 or 1-4, or all. The Allowed VLAN refers to the VLANSs carried by the port in
Access mode.
= |f Client IP assignment is set to Network assigned, specify a value for Native VLAN. A
VLAN that does not have a VLAN ID tag in the frames is referred to as Native VLAN. You
can specify a value within the range of 1-4093.

d. Ifthe Access mode is selected:
= |f Client IP assignment is set to Virtual Controller managed, proceed to step 2.

= |f Client IP assignment is set to Network assigned, specify a value for Access VLAN to
indicate the VLAN carried by the port in the Access mode.

2. Client VLAN assignment—You can specify any of the following options.
= Default—Select this option to set the default VLAN.

® Custom—Select this option to configure a custom VLAN.
3. Click Next. The Security tab details are displayed.

4. Configure security settings for the wired profile. For more information, see Configuring Security
Settings for a Wired Profile on page 133.

The following CLI commands configure VLAN settings for a wired profile:

(Instant AP) (config)# wired-port-profile <name>

(Instant AP) (wired ap profile <name>) # switchport-mode {trunk|access}
(Instant AP) (wired ap profile <name>)# allowed-vlan <vlan>

(Instant AP) (wired ap profile <name>)# native-vlan {<guest|1..4095>}

The following CLI commands configure a new VLAN assighment rule:
(Instant AP) (config)# wired-port-profile <name>

(Instant AP) (wired ap profile <name>)# set-vlan <attribute>{equals|not-equals|starts-
with| ends-with|contains| matches-regular-expression} <operator> <VLAN-ID>|value-of}

Configuring Security Settings for a Wired Profile

If you are creating a new wired profile, complete the Wired Settings and VLAN procedures before
G specifying the security settings. For more information, see Configuring Wired Settings on page 131
NOTE and Configuring VLAN Settings for a WLAN SSID Profile on page 102.

Configuring Security Settings for a Wired Employee Network

The following procedure configures security parameters for the Employee wired network using the
Instant WebUI:

1. Configure the following parameters in the Configuration > Networks > Security tab.
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Port type—To support trusted ports in an Instant AP, select Trusted. When the Port type is
trusted, MAC and 802.1X authentication parameters cannot be configured. The Port Type is
Untrusted by default.

In a trusted mode, Instant APs will not create any user entry. A predefined ACL is applied to the
trusted port in order to control the client traffic that needs to be source NATed.

= MAC authentication—Click the toggle switch to enable MAC authentication. The
MAC authentication is disabled by default.

= 802.1X authentication—Click the toggle switch to enable 802.1X authentication. The 802.1X
authentication is disabled by default.

= MAC authentication fail-thru—Click the toggle switch to enable authentication fail-thru.
When this feature is enabled, 802.1X authentication is attempted when MAC authentication
fails. The MAC authentication fail-thru option is displayed only when both MAC
authentication and 802.1X authentication parameters are enabled.

Select an existing RADIUS authentication server or +in the Authentication server 1 drop-down

list. When+ is selected, an external RADIUS server must be configured to authenticate the users.

For information on configuring an external server, see External RADIUS Server on page

192.Authentication and User Management on page 170

® Internal server— If an internal server is selected, add the clients that are required to
authenticate with the internal RADIUS server. Click the Users link to add users. For information
on adding a user, see Overview of Instant AP Users on page 170.

Accounting—Select any of the following options.

= Disabled—Disables accounting.

= Use authentication servers—When selected, the authentication servers configured for the
wired profile are used for accounting purposes.

= Use separate servers—Allows you to configure separate accounting servers.

= Accounting interval—Allows you set an accounting interval within the range of 0-60 minutes
for sending interim accounting information to the RADIUS server.

= Reauth interval—Specify the interval at which all associated and authenticated clients must
be reauthenticated.

Load balancing—Click the toggle switch if you are using two RADIUS authentication servers, so
that the load across the two RADIUS servers is balanced. For more information on the dynamic
load balancing mechanism, see Dynamic Load Balancing between Two Authentication Servers on

page 191
The Accounting parameter does not appear if the Internal serveroption is selected as the
R authentication server.

2. Click Next. The Access tab details are displayed.

The following CLI commands configure security settings for an employee wired network:

(Instant AP) (config)# wired-port-profile <name>

(Instant AP) (wired ap profile <name>)# mac-authentication

(Instant AP) (wired ap profile <name>)# 12-auth-failthrough

(Instant AP) (wired ap profile <name>)# auth-server <name>

(Instant AP) (wired ap profile <name>)# server-load-balancing

(Instant AP) (wired ap profile <name>)# radius-accounting

(Instant AP) (wired ap profile <name>)# radius-accounting-mode {user-association|user-
authentication}

(Instant AP) (wired ap profile <name>)# radius-interim-accounting-interval <minutes>
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(Instant AP) (wired ap profile <name>)# radius-reauth-interval <Minutes>
(Instant AP) (wired ap profile <name>)# trusted

Configuring Access Rules for a Wired Profile

The Ethernet ports allow third-party devices such as VolP phones or printers (that support only wired
connections) to connect to the wireless network. You can also configure an ACL for additional security
on the Ethernet downlink.

If you are creating a new wired profile, complete the Wired Settings and configure the VLAN and
security parameters before defining access rules. For more information, see Configuring Wired
Settings on page 131, Configuring VLAN for a Wired Profile on page 132, and Configuring Security
Settings for a Wired Profile on page 133.

HOTE

The following procedure configures access rules for the wired employee network using the Instant
WebUI:

1. Inthe Access tab, configure the following access rule parameters.

a. Inthe Access Rules drop-down list box, select any of the following types of access control:
®= Role-based—Allows the users to obtain access based on the roles assigned to them.
= Network-based—Allows the users to be authenticated based on access rules specified for
a network.
® Unrestricted—Allows the users to obtain unrestricted access on the port.

b. If the Role-based access control is selected, perform the following steps:
® Under Roles, select an existing role for which you want to apply the access rules, or click +
and add the required role. The list of roles defined for all networks is displayed under
Roles.

The default role with the same name as the network is automatically defined for each

oy network. The default roles cannot be modified or deleted.

m Select the access rule associated with a specific role and modify if required. To add a new
access rule, click + in the Access Rules for <network> window. You can configure up to
64 access rules. For more information on configuring access rules, see Configuring ACL
Rules for Network Services on page 220.

® Configure rules to assign roles for an authenticated client. You can also configure rules to
derive VLANs for the wired network profile. For more information on role assignment rules
and VLAN derivation rules, see Configuring Derivation Rules on page 238 and Configuring
VLAN Derivation Rules on page 244.

® |n the Role Assignment Rules window, click the Enforce Machine Authentication toggle
switch to configure access rights to clients based on whether the client device supports
machine authentication. Select the Machine auth only and User auth only rules.
Machine Authentication is only supported on Windows devices and devices such as iPads.

® Toggle the Enforce MAC auth only role switch to specify roles for only MAC
authenticated users.

| | If Enforce Machine Authentication is enabled, both the device and the user must be

NoT e authenticated for the role assignment rule to apply.
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2. Click Next.

3. Inthe Assignhment tab, click Finish. For more information, refer to Assigning a Profile to Ethernet
Ports on page 136

The following CLI command configures access rules for a wired profile:

(Instant AP) (config)# wired-port-profile <name>
(Instant AP) (wired ap profile <name>)# access-rule-name <name>

The following CLI command configures role assignment rules:

(Instant AP) (config)# wired-port-profile <name>
(Instant AP) (wired ap profile <name>)# set-role <attribute>{{equals|not-equal|starts-
with| ends-with|contains|matches-regular-expression}<operator> <role>|value-of}

The following CLI command configures a pre-authentication role:

(Instant AP) (config)# wired-port-profile <name>
(Instant AP) (wired ap profile <name>)# set-role-pre-auth <role>

The following CLI command configures machine and user authentication roles:
(Instant AP) (config)# wired-port-profile <name>
(Instant AP) (wired ap profile <name>)# set-role-machine-auth <machine only> <user-

only>

The following CLI command configures unrestricted access:

(Instant AP) (config)# wired-port-profile <name>
(Instant AP) (wired ap profile <name>)# set-role-unrestricted

Assigning a Profile to Ethernet Ports

The following procedure assigns wired profiles to Ethernet ports:

1. Navigate to the Configuration > Networks page.
2. Select the wired network profile to which you want to assign Ethernet ports and click Edit.
3. Go to the Assignment tab.
4. To assign an Ethernet downlink profile to Ethernet 0 port:
a. Ensure that the wired bridging on the port is enabled. For more information, see Configuring
Wired Bridging on Ethernet O for Mesh Point on page 471.
b. Select and assign a profile from the 0/0 drop-down list.
c. To assign a wired profile to Ethernet 0/1 port, select the profile from the 0/1 drop-down list.
d. If the Instant AP supports Ethernet 2, Ethernet 3, and Ethernet 4 ports, assign profiles to
other Ethernet ports by selecting a profile from the 0/2, 0/3, and 0/4 drop-down lists.
5. Click Finish.

The following CLI commands assign profiles to Ethernet ports:

(Instant AP) (config)# enetO-port-profile <name>
(Instant AP) (config)# enetl-port-profile <name>
(Instant AP) (config)# enet2-port-profile <name>
(Instant AP) (config)# enet3-port-profile <name>
(Instant AP) (config)# enetd4-port-profile <name>
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Enabling 802.3az Energy Efficient Ethernet Standard

Most new models of Aruba APs support the 802.3az or Energy Efficient Ethernet standard, which allows
the APs to consume less power during periods of low data activity. This setting can be enabled for
provisioned Instant APs or Instant AP groups through the wired port profile. After enabling EEE, the
wired port profile can be linked individually to the ethernet ports. If this feature is enabled for an Instant
AP group, any Instant APs in the group that do not support 802.3az will ignore this setting.

802.3az or EEE is not supported on AP-315, and 330 Series access points.

NOTE
The following CLI command enables 802.3az Energy Efficient Ethernet standard on an Instant AP and
associate it with an ethernet port:

(Instant
(Instant
(Instant
(Instant
(Instant

AP) (config) #
AP) (wired ap
AP) (wired ap
AP) (config)#
AP) (config) #

wired-port-profile <profile name>
profile <profile name>)# dot3az
profile <profile name>)# exit
enet0-port-profile <profile name>
end

(Instant AP)# commit apply

The following CLI command is used to view the dot3az status for the ethernet ports:

(Instant AP)# show port status
Port Status

Port Type Admin-State Oper-State STP-State Dot3az
eth0 5GE up up N/A Enable
ethl GE up down N/A Disable

Editing a Wired Profile

The following procedure describes how to edit a wired profile by using the Instant WebUI.

Navigate to the Configuration > Networks page.
Under Networks, select the wired profile and click Edit.
Modify the required settings under the respective tabs.
Click Next until Finish to save the modifications.

AN =

Deleting a Wired Profile

The following procedure describes how to delete a wired profile by using the Instant WebUI.

1. Navigate to the Configuration > Networks page.
2. Under Networks, select the wired profile to delete and click Delete.
3. Click Delete Now to confirm deletion.

LACP

LACP provides a standardized means for exchanging information with a partner system by forming a
dynamic LAG and increasing the bandwidth of the connection. The LACP feature is automatically
enabled on the Instant AP during boot when connected to a partner system with LACP enabled. The
Instant AP dynamically detects the LACP configuration by checking if any LACP PDU packet is received
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on the Ethernet interface from the partner system. LACP is supported on 802.11ac and 802.11ax access
points with two Ethernet ports and is based on the IEEE standard 802.3ad.

If a controller in the cluster has the LACP capability, the Ethernet 0 and Ethernet 1 interfaces of the
access point can be combined using LAG to form a single logical interface (port-channel). Port-channels
can be used to increase bandwidth or configure link redundancy between the two devices. Instant APs
support link aggregation using either standard port-channel (configuration based) or LACP (protocol
signaling based). You can deploy supported access points with LACP to utilize the high throughput
(greater than 1 Gbps) capabilities of the AP radios.

To configure LACP, connect only the ethO port of the Access&#160;Point to the controller. Allow the
AP to receive its full configuration , reboot the AP and then connect the eth1 port. This is because the
eth1 port of 320 Series, 330 Series, 340 Series, 510 Series, 530 Series, and 550 Series access points is a

downlink port by default.
NOTE

320 Series, 330 Series, 340 Series, 510 Series, 530 Series and 550 Series access points support this
feature.

Enabling Port-Channel on a Switch

1. Creating a port-channel and applying a switching-profile to a port-channel Profile:

(host) (config) #interface port-channel <0-63>
(host) (port-channel "1") #switching-profile <profile name>

2. Creating and Applying a Dynamic Port-Channel Profile to an Interface:

(host) (config) # interface-profile lacp-profile <profile-name>
group-id <0-63>

mode active

(host) (config) # interface gigabitethernet <slot/module/port>
lacp-profile <profile-name>

Verifying LACP Configuration on the Instant AP

There is no configuration required on the Instant AP for enabling LACP support. However, you can view
the status of LACP on Instant APs by using the following command:

(Instant AP)# show lacp status
AP LACP Status

Link Status LACP Rate Num Ports Actor Key Partner Key Partner MAC

Up slow 2 17 3 00:1la:le:1e:8c:40
Member Interface Status

Member I/f Name Permanent MAC Addr Link Status Member of LAG Link Fail Count

ethO 70:3a:0e:cd:5e:d6 Up Yes 1
ethl 70:3a:0e:cd:5e:d7 Up Yes 1

Enabling Static LACP Configuration

Instant APs support dynamic LACP configuration managed by the partner device. When the partner
device is LACP enabled, the AP inherits LACP configurations from the partner device and establishes
the connection. LACP can also be configured to be managed by the AP by configuring static LACP. If
static LACP is configured, the AP will boot with this LACP configuration.
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To enable or disable static LACP configuration, use the following commands in the CLI:
To enable the static LACP mode on Instant APs:

(Instant AP)# lacp-mode enable

To disable the static LACP mode on Instant APs:

(Instant AP)# lacp-mode disable

Verifying Static LACP Mode

To verify the static LACP configuration, execute the following command in the Instant AP CLI:

(Instant AP)# show ap-env
Antenna Type:Internal
name : TechPubsAP

per ap ssid:1234

per ap vlan:abc

lacp mode:enable

Understanding Hierarchical Deployment

An Instant AP with more than one wired port can be connected to the downlink wired port of another
Instant AP. An Instant AP with a single Ethernet port can be provisioned to use Ethernet bridging, so that
Ethernet 0 port is converted to a downlink wired port.

You can also form an Instant AP network by connecting the downlink port of an Instant AP to other
Instant APs. Only one Instant AP in the network uses its downlink port to connect to the other Instant
APs. This Instant AP (called the root Instant AP) acts as the wired device for the network, provides DHCP
service and an L3 connection to the ISP uplink with NAT. The root Instant AP is always the conductor of
the Instant network. In a single Ethernet port platform deployment, the root Instant AP must be
configured to use the 3G uplink.

A typical hierarchical deployment consists of the following:

® Adirect wired ISP connection or a wireless uplink.
® One or more DHCP pools for private VLANSs.

® One downlink port configured on a private VLAN without authentication for connecting to member
Instant APs. Ensure that the downlink port configured in a private VLAN is not used for any wired
client connection. Other downlink ports can be used for connecting to the wired clients.

The following figure illustrates a hierarchical deployment scenario:
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Figure 3 Hierarchical Deployment
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Loop Protection

Aruba Instant 8.4.0.0 introduces the loop protection feature that detects and avoids the formation of
loops on the Ethernet ports of an Instant AP.

The loop protect feature can be enabled on all Instant APs that have multiple Ethernet ports and it
supports tunnel, split-tunnel, and bridge modes.

The loop protection feature prevents the formation of loops when:

®  An unmanaged switch is connected to one port of an Instant AP and a loop forms in the unmanaged
switch.

= The WAN port (port 0) and either of ports 1, 2, 3, or 4, if it exists, in an AP are connected to the same
switch.

= Multiple ports in an Instant AP are connected to an unmanaged switch.

The loop protection feature transmits a proprietary loop detection packet on one Ethernet port of an
Instant AP at the configured loop-protect interval (default value is 2 seconds). The loop protect feature
transmits the loop detection packet without a VLAN tag irrespective of whether the Ethernet port of the
Instant AP is connected in access mode or trunk mode. That is, for trunk mode, loop protect is
supported only in the native VLAN.

® |f the same packet is received on the same Ethernet port of the Instant AP, a loop in the downstream
switch is detected and the Ethernet port of the Instant AP is shut down.

® |f the same packet is received on the WAN port (port 0) of the Instant AP, a loop between the
Ethernet and WAN ports of the AP is detected and the Ethernet port of the Instant AP is shut down.

® |f the same packet is received on another Ethernet port of the Instant AP, a loop between the
Ethernet ports of the Instant AP is detected and the Ethernet port of the Instant AP port with lower
priority is shut down. The Ethernet port with smaller port ID has high priority.
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The Ethernet port of the Instant AP that is shut down because of loop protection is marked with status
Loop-ERR. A user can either the recover the shut down port from the Instant AP with manual
intervention or enable automatic recovery mode and configure a automatic recovery interval. At the
expiry of the automatic recovery interval, the Loop-ERR status of the Ethernet port is cleared and the
Ethernet port is re-enabled automatically.

To prevent the downstream switch from dropping the loop detection packet, for example during
broadcast storm state, if the Instant AP takes longer time, or if the Instant AP fails to detect a loop, a
broadcast storm-control mechanism is provided as part of the loop protection feature. During
broadcast-storm control, an Instant AP counts the broadcast packets received on each of its Ethernet
port and determines the packet rate in an interval. If the broadcast packet rate on one Ethernet port
exceeds the configured threshold (default value is 2000 packets per second), the Ethernet port is shut
down.

Configuring Loop Protection
To configure loop protection for the wired profile:

(Instant AP) (config)# wired-port-profile <name>
(Instant AP) (wired ap profile <name>)# loop-protect
(Instant AP) (wired ap profile <name>)# loop-detection-interval 5

To configure automatic recovery for a wired profile:

(Instant AP) (config)# wired-port-profile <name>
(Instant AP) (wired ap profile <name>)# auto-recovery
(Instant AP) (wired ap profile <name>)# auto-recovery-interval 50

To configure broadcast storm control:

(Instant AP) (config)# wired-port-profile <name>
(Instant AP) (wired ap profile <name>)# storm-control-broadcast
(Instant AP) (wired ap profile <name>)# storm-control-threshold 110
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Chapter 12

Captive Portal for Guest Access

This chapter provides the following information:

®m Understanding Captive Portal on page 142

® Configuring a WLAN SSID for Guest Access on page 143

® Configuring Wired Profile for Guest Access on page 149

® |GMP on page 150

® Configuring Internal Captive Portal for Guest Network on page 151

®m Configuring External Captive Portal for a Guest Network on page 154

® Configuring Facebook Login on page 160
® Configuring Guest Logon Role and Access Rules for Guest Users on page 164

®m Configuring Captive Portal Roles for an SSID on page 166
® Configuring Walled Garden Access on page 168
®m Disabling Captive Portal Authentication on page 169

Understanding Captive Portal

Instant supports the captive portal authentication method, where a web page is presented to the guest
users when they try to access the Internet from hotels, conference centers, or Wi-Fi hotspots. The web
page also prompts the guest users to authenticate or accept the usage policy and terms. Captive portals
are used at many Wi-Fi hotspots and can be used to control wired access as well.

The Instant captive portal solution consists of the following:

= The captive portal web login page hosted by an internal or external server.
= The RADIUS authentication or user authentication against Instant AP's internal database.
® The SSID broadcast by the Instant AP.

Using Instant, the administrators can create a wired or WLAN guest network based on captive portal
authentication for guests, visitors, contractors, and any non-employee users who can use the enterprise
Wi-Fi network. The administrators can also create guest accounts and customize the captive portal page
with organization-specific logo, terms, and usage policy. With captive portal authentication and guest
profiles, the devices that connect to the guest SSID are assigned IP addresses and an initial role. When a
guest user tries to access a URL through HTTP or HTTPS, the captive portal web page prompting the user
to authenticate with a username and password is displayed.

Types of Captive Portal
Instant supports the following types of captive portal authentication:
= Internal captive portal—For Internal captive portal authentication, an internal server is used for

hosting the captive portal service. It supports the following types of authentication:

* Internal Authenticated—When Internal Authenticated is enabled, a guest user must
authenticate in the captive portal page to access the Internet. The guest users who are required to

Aruba Instant 8.9.0.0 User Guide 142



authenticate must already be added to the user database.

 Internal Acknowledged—When Internal Acknowledged is enabled, a guest user must accept
the terms and conditions to access the Internet.

= External captive portal—For external captive portal authentication, an external portal on the cloud
or on a server outside the enterprise network is used.

Walled Garden

The administrators can also control the resources that the guest users can access and the amount of
bandwidth or airtime they can use at any given time. When an external captive portal is used, the
administrators can configure a walled garden, which determines access to the URLs requested by the
guest users. For example, a hotel environment where the unauthenticated users are allowed to
navigate to a designated login page (for example, a hotel website) and all its contents. The users who do
not sign up for the Internet service can view only the “allowed” websites (typically hotel property
websites).

The administrators can allow or block access to specific URLs by creating a allowlist and denylist. When
the users attempt to navigate to other websites, which are not in the allowlist of the walled garden
profile, the users are redirected to the login page. If the requested URL is on the denylist, it is blocked. If
it appears on neither list, the request is redirected to the external captive portal.

Configuring a WLAN SSID for Guest Access

The following procedure describes how to configure a WLAN Guest SSID:

1. Navigate to the Configuration > Networks page.
2. Under Networks, click +.
3. Under Basic option, Enter a name that uniquely identifies a wireless network in the Name field.

E The SSID name must be unique and may contain any special character except for ' and ".
HOTE

In the Type drop-down list, select Wireless.
5. Inthe Primary usage drop-down menu, select Guest.
6. Click the Show advanced options link. The advanced options for configuration are displayed.

Enter the required values for the following configuration parameters:

Table 21: WLAN Configuration Parameters

Parameter Description

Broadcast filtering Select any of the following values:

®  All—When set to All, the Instant AP drops all broadcast and multicast frames except
DHCP and ARP, IGMP group queries, and IPv6 neighbor discovery protocols.

= ARP—When set to ARP, the Instant AP drops all broadcast and multicast frames
except DHCP and ARP, IGMP group queries, and IPv6 neighbor discovery protocols
and additionally converts ARP requests to unicast and send frames directly to the
associated client.

= Unicast-ARP-Only — When set to Unicast-ARP-Only, the Instant AP allows all
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Table 21: WLAN Configuration Parameters

Parameter Description

broadcast and multicast frames as it is, however the ARP requests are converted to
unicast frames and sends them to the associated clients. The broadcast filtering is
set to Unicast-ARP-Only by default when an SSID profile is created.

= Disabled— When set to Disabled, all broadcast and multicast traffic is forwarded to
the wireless interfaces.

Multicast
transmission
optimization

Select Enabled if you want the Instant AP to select the optimal rate for sending 802.11
broadcast and multicast frames based on the lowest of unicast rates across all
associated clients. When this option is enabled, multicast traffic can be sent at up to 24
Mbps. The default rate for sending frames for 2.4 GHz is 1 Mbps and 5 GHz is 6 Mbps.
This option is disabled by default.

Dynamic multicast
optimization

Select Enabled to allow Instant AP to convert multicast streams into unicast streams
over the wireless link. Enabling DMO enhances the quality and reliability of streaming
video, while preserving the bandwidth available to the non-video clients.

NOTE: When you enable DMO on multicast SSID profiles, ensure that the DMO feature
is enabled on all SSIDs configured in the same VLAN.

DMO channel
utilization
threshold

Specify a value to set a threshold for DMO channel utilization. With DMO, the Instant AP
converts multicast streams into unicast streams as long as the channel utilization does
not exceed this threshold. The default value is 90% and the maximum threshold value
is 100%. When the threshold is reached or exceeds the maximum value, the Instant AP
sends multicast traffic over the wireless link.

Transmit Rates

Specify the following parameters:

® 2.4 GHz—If the 2.4 GHz band is configured on the Instant AP, specify the minimum
and maximum transmission rate. The default value for minimum transmission rate
is 1 Mbps and maximum transmission rate is 54 Mbps.

® 5 GHz—If the 5 GHz band is configured on the Instant AP, specify the minimum and
maximum transmission rate. The default value for minimum transmission rate is 6
Mbps and maximum transmission rate is 54 Mbps.

Band Select a value to specify the band at which the network transmits radio signals. You can
set the band to 2.4 GHz, 5 GHz, or All. The All option is selected by default.
DTIM interval The DTIM interval indicates the DTIM period in beacons, which can be configured for

every WLAN SSID profile. The DTIM interval determines how often the Instant AP should
deliver the buffered broadcast and multicast frames to associated clients in the
powersave mode. The default value is 1 beacon, which means the client checks for
buffered data on the Instant AP at every beacon. You can also configure a higher DTIM
value for power saving.

Min RSSI for probe
request

Sets a minimum RSSI threshold for probe requests.

Min RSSI for auth
request

Sets a minimum RSSI threshold for authentication requests.

High Throughput

Disables/ Enables 802.11n high throughput functionality. Disabling High Throughput
automatically disables Very High Throughput and High Efficiency modes. High
throughput settings are applied only to the respective SSID.
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Table 21: WLAN Configuration Parameters

Parameter Description

Disable High Throughput on the SSID to service 802.11a and 802.11g only legacy
clients.
Enabled by default.

Very high
throughput

Enables VHT function on Instant AP devices that support VHT. For 802.11ac Instant APs,
the VHT function is enabled by default. However, you can disable the VHT function if
you want the 802.11ac Instant APs to function as 802.11n Instant APs.

If VHT is configured or disabled on an SSID, the changes will apply only to the SSID on
which it is enabled or disabled.

Zone

Specify the zone for the SSID. When the zone is defined in SSID profile and if the same
zone is defined on an Instant AP, the SSID is created on that Instant AP. For more
information on configuring zone details, see Configuring Zone Settings on an Instant AP

on page 63.
The following constraints apply to the zone configuration:

® An Instant AP can belong to only one zone and only one zone can be configured on
an SSID.

® |f an SSID belongs to a zone, all Instant APs in this zone can broadcast this SSID. If no
Instant AP belongs to the zone configured on the SSID, the SSID is not broadcast.

® |f an SSID does not belong to any zone, all Instant APs can broadcast this SSID.

Time Range

Click Edit, select a Time Range Profile from the list and specify if the profile must be
enabled or disabled for the SSID, and then click OK.

Bandwidth Limits

Under Bandwidth Limits:

®  Airtime—Select this check box and specify an aggregate amount of airtime that all
clients in this network can use for sending and receiving data. Specify the airtime
percentage.

® Each radio—Select this check box to specify an aggregate amount of throughput
that each radio is allowed to provide for the connected clients.

® Downstream and Upstream—Specify the downstream and upstream rates within
a range of 1 to 2147482 Kbps for the SSID users. If the assignment is specific for
each user, select the Peruser check box.

WMM

Configure the following options for WMM traffic management. WMM supports voice,
video, best effort, and background access categories. To allocate bandwidth for the
following types of traffic, specify a percentage value under Share. To configure DSCP
mapping, specify a value under DSCP Mapping.

= Background WMM—For background traffic such as file downloads or print jobs.

® Best effort WMM—For best effort traffic such as traffic from legacy devices or
traffic from applications or devices that do not support QoS.

® Video WMM—For video traffic generated from video streaming.

" Voice WMM— For voice traffic generated from the incoming and outgoing voice
communication.

For more information on WMM traffic and DSCP mapping, see WMM Traffic
Management on page 385

For voice traffic and Spectralink Voice Prioritization, configure the following
parameters:

Captive Portal for Guest Access |



Table 21: WLAN Configuration Parameters

Parameter Description

® Traffic Specification (TSPEC)—To prioritize time-sensitive traffic such as voice
traffic initiated by the client, select the Traffic Specification (TSPEC) check box.

= TSPEC Bandwidth—To reserve bandwidth, set the TPSEC bandwidth to the desired
value within the range of 200-600,000 Kbps. The default value is 2000 Kbps.

® Spectralink Voice Protocol (SVP)—Select the check box to prioritize voice traffic
for SVP handsets.

Content filtering Select Enabled to route all DNS requests for the non-corporate domains to the
configured DNS on this network.

Inactivity timeout Specify an interval for session timeout in seconds, minutes or hours. If a client session
is inactive for the specified duration, the session expires and the users are required to
log in again. You can specify a value within the range of 60-86,400 seconds or up to 24
hours for a client session. The default value is 1000 seconds.

Deauth Inactive Select Enabled to allow the Instant AP to send a deauthentication frame to the inactive

Clients client and clear client entry.

SSID Select the Hide check box if you do not want the SSID (network name) to be visible to
users.

Select the Disable check box if you want to disable the SSID. On selecting this, the SSID
will be disabled, but will not be removed from the network. By default, all SSIDs are
enabled.

ESSID Enter the ESSID. If the value defined for ESSID value is not the same as profile name,
the SSIDs can be searched based on the ESSID value and not by its profile name.

Out of service Configures the SSID state when a connection link of the AP is down. To configure out of
(00S) service for an SSID, the link condition of the AP and the SSID state should be
configured. The SSID can be enabled or disabled automatically when the following
conditions are met:

= VPN down - Connection to the VPN network is down.
= Uplink down - The uplink connection of the AP is down.
= Internet down - The connection to the Internet is down.

= Primary uplink down - The primary uplink connection of the AP is down.

The SSID status will change according to the configuration when the link condition is
met. For example, when Internet down, Disabled is set for Out of Service, the SSID
will be disabled when the Internet connection is down and change back to enabled
when the Internet connection is restored.

NOTE: When Internet Down condition is set in the SSID, the Instant AP will check for
uplink by pinging the IP defined in the Internet Failover IP. To configure the Internet
Failover IP, seeUplink Preferences and Switching.

0O0S time (global) Configure a hold time interval in seconds within a range of 30 to 300 seconds, after
which the out-of-service operation is triggered. For example, if the VPN is down and the
configured hold time is 45 seconds, the effect of this out-of-service state impacts the
SSID availability after 45 seconds.

Max clients Specify the maximum number of clients that can be configured for each BSSID on a
threshold WLAN. You can specify a value within the range of 0 to 255. The default value is 64.
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Table 21: WLAN Configuration Parameters

Parameter Description

SSID Encoding

To encode the SSID, select UTF8. By default, the SSIDs are not encoded.

Deny inter user

When enabled, the bridging traffic between two clients connected to the same SSID on

bridging the same VLAN is disabled. The clients can connect to the Internet, but cannot
communicate with each other, and the bridging traffic between the clients is sent to the
upstream device to make the forwarding decision.

Openflow When enabled, users can run and manage multiple instances of the control-plane and

dataplane from a centralized location. OpenFlow also ensures uniform policy
enforcement.

Click Next to configure VLAN settings. The VLAN tab contents are displayed.

1. Select any for the following options for Client IP assignment:
= Virtual Controller managed—On selecting this option, the client obtains the IP address from
the virtual controller. When this option is used, the source IP address is translated to the
physical IP address of the master Instant AP for all client traffic that goes through this
interface. The virtual controller can also assign a guest VLAN to the client.

= Network assigned—On selecting this option, the IP address is obtained from the network.

2. Based on the type client IP assignment mode selected, you can configure the VLAN assignment
for clients as described in the following table:

Table 22: /P and VLAN Assignment for WLAN SSID Clients

Client IP

Assignment

Client VLAN Assignment

Virtual Controller
managed

If the Virtual Controller managed is selected for client IP assignment, the virtual
controller creates a private subnet and VLAN on the Instant AP for the wireless clients.
The NAT for all client traffic that goes out of this interface is carried out at the source.
This setup eliminates the need for complex VLAN and IP address management for a
multi-site wireless network.

On selecting this option, the following client VLAN assignment options are displayed:
m Default: When selected, the default VLAN as determined by the virtual controller is
assigned for clients.

®  Custom: When selected, you can specify a custom VLAN assignment option. You
can select an existing DHCP scope for client IP and VLAN assignment or you can
create a new DHCP scope by selecting New. For more information on DHCP scopes,
see Configuring DHCP Scopes on page 249.

Network assigned

If the Network assigned is selected, you can specify any of the following options for
the Client VLAN assignment.

m Default—On selecting this option, the client obtains the IP address in the same
subnet as the Instant APs. By default, the client VLAN is assigned to the native VLAN
on the wired network.

® Static—On selecting this option, you need to specify a single VLAN, a comma
separated list of VLANS, or a range of VLANs for all clients on this network. Select
this option for configuring VLAN pooling.

® Dynamic—On selecting this option, you can assign the VLANs dynamically from a
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Table 22: /P and VLAN Assignment for WLAN SSID Clients

Client IP Client VLAN Assignment

Assignment

DHCP server. To create VLAN assignment rules, click New to assign the user to a
VLAN. In the New VLAN Assignment Rule window, enter the following
information:

« Attribute—Select an attribute returned by the RADIUS server during
authentication.

» Operator—Select an operator for matching the string.
e String—Enter the string to match
¢ VLAN—Enter the VLAN to be assigned.

3. Click Next to configure internal or external captive portal authentication, roles, and access rules
for the guest users.

If the client IP assignment mode is set to Network assigned in a guest SSID profile, the guest clients
can log out of the captive portal network by accessing the
NOTE https://securelogin.arubanetworks.com/auth/logout.html URL.

The following CLI commands configure the WLAN settings for an WLAN SSID guest profile:

(Instant AP) (config)# wlan ssid-profile <name>

(Instant AP) (SSID Profile <name>)# essid <ESSID-name>

(Instant AP) (SSID Profile <name>)# type <Guest>
(Instant AP) (SSID Profile <name>)# broadcast-filter <type>

(Instant AP) (SSID Profile <name>)# dtim-period <number-of-beacons>
(Instant AP) (SSID Profile <name>)# multicast-rate-optimization
(Instant AP) (SSID Profile <name>)# dynamic-multicast-optimization
(Instant AP) (SSID Profile <name>)# dmo-channel-utilization-threshold
(Instant AP) (SSID Profile <name>)# a-max-tx-rate <rate>

(Instant AP) (SSID Profile <name>)# a-min-tx-rate <rate>

(Instant AP) (SSID Profile <name>)# g-max-tx-rate <rate>

(Instant AP) (SSID Profile <name>)# g-min-tx-rate <rate>

(Instant AP) (SSID Profile <name>)# zone <zone>

(Instant AP) (SSID Profile <name>)# bandwidth-limit <limit>

(Instant AP) (SSID Profile <name>)# per-user-bandwidth-limit <limit>
(Instant AP) (SSID Profile <name>)# air-time-limit <limit>

(Instant AP) (SSID Profile <name>)# wmm-background-share <percentage—of—traffic_share>
(Instant AP) (SSID Profile <name>)# wmm-best-effort-share<percentage-of-traffic-share>
(Instant AP) (SSID Profile <name>)# wmm-video-share <percentage-of-traffic share>
(Instant AP) (SSID Profile <name>)# wmm-voice-share <percentage-of-traffic share>
(Instant AP) (SSID Profile <name>)# rf-band {<2.4>|<5.0>|<all>}

(Instant AP) (SSID Profile <name>)# content-filtering

(Instant AP) (SSID Profile <name>)# hide-ssid

(Instant AP) (SSID Profile <name>)# inactivity-timeout <interval>

(Instant AP) (SSID Profile <name>)# local-probe-reg-thresh <threshold>

(Instant AP) (SSID Profile <name>)# max-clients-threshold <number-of-clients>

The following CLI command manually assigns a VLAN for WLAN SSID users:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# vlan <vlan-ID>

The following CLI command creates a new VLAN assignment rule:

(Instant AP) (config)# wlan ssid-profile <name>
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(Instant AP) (SSID Profile <name>)# set-vlan <attribute>{equals|not-equals|starts-
with|ends-with|contains|matches-regular-expression} <operator> <VLAN-ID>|value-of}

Configuring Wired Profile for Guest Access

The following procedure describes how to configure wired settings for a wired profile:

u A wN =

Navigate to the Configuration > Networks page.

Under Networks, click +.

Under Basic, In the Name field enter a name that uniquely identifies the network.

In the Type drop-down list, select Wired.

Click the Show advanced options link at the bottom of the page. Specify the following

parameters as required.
6. Inthe same section, configure the following parameters:

a.

b.

Primary Usage—Select Guest.

Speed/Duplex—Ensure that appropriate values are selected for Speed/Duplex. Contact
your network administrator if you need to assign speed and duplex parameters.

POE—Set POE to Enabled to enable PoE.

Admin Status—Ensure that an appropriate value is selected. The Admin Status indicates if
the portis up or down.

Content Filtering—Select Enabled for Content Filtering.

Uplink—Select Enabled to configure uplink on this wired profile. If Uplink is set to Enabled
and this network profile is assigned to a specific port, the port will be enabled as Uplink port.
For more information on assigning a wired network profile to a port, see Assigning a Profile
to Ethernet Ports on page 136.

Spanning Tree—Select the Spanning Tree check box to enable STP on the wired profile. STP
ensures that there are no loops in any bridged Ethernet network and operates on all
downlink ports, regardless of forwarding mode. STP will not operate on the uplink port and is
supported only on Instant APs with three or more ports. By default Spanning Tree is disabled
on wired profiles.

Inactivity Timeout—Specify the time out interval within the range of 60-86,400 seconds for
inactive wired clients. The default interval is 1000 seconds.

7. Click Next. The VLAN tab details are displayed.
8. Enter the following information.

a.

b.

Mode—You can specify any of the following modes:

® Access—Select this mode to allow the port to carry a single VLAN specified as the native
VLAN.

® Trunk—Select this mode to allow the port to carry packets for multiple VLANs specified as
allowed VLANSs. In this mode, you can configure the native VLAN and the allowed VLAN.

Specify any of the following values for Client IP Assignment:
= Virtual Controller managed: Select this option to allow the virtual controller to assign IP
addresses to the wired clients. When the virtual controller assignment is used, the source
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IP address is translated to the physical IP address of the conductor Instant AP for all client
traffic that goes through this interface. The virtual controller can also assign a guest VLAN
to a wired client.

= Network assigned: Select this option to allow the clients to receive an IP address from the
network to which the virtual controller is connected. On selecting this option, the New
button to create a VLAN is displayed. Create a new VLAN if required.

c. Ifthe Trunk mode is selected:
® Specify the Allowed VLAN, enter a list of comma separated digits or ranges: for example,
1,2,50or 1-4, or all. The Allowed VLAN refers to the VLANSs carried by the port in Access
mode.
® |f the Client IP Assignment is set to Network assigned, specify a value for Native VLAN.
A VLAN that does not have a VLAN ID tag in the frames is referred to as Native VLAN. You
can specify a value within the range of 1-4093.

d. If the Access mode is selected:
® |fthe Client IP Assighnment is set to Virtual Controller managed, proceed to step 2.

® [fthe Client IP Assignment is set to Network assigned, specify a value for Access VLAN
to indicate the VLAN carried by the port in the Access mode.

9. Client VLAN assignment—You can specify any of the following options.
® Default—Select this option to set the default VLAN.

® Custom—Select this option to configure a custom VLAN.

10. Click Next to configure internal or external captive portal authentication, roles, and access rules
for the guest users.

The following CLI commands configure the settings for the wired profile:

(Instant AP) (config)# wired-port-profile <name>

(Instant AP) (wired ap profile <name>)# type <guest>

(Instant AP) (wired ap profile <name>)# speed {10|/100|1000|auto}
(Instant AP) (wired ap profile <name>)# duplex {half|full|auto}
(Instant AP) (wired ap profile <name>)# no shutdown

(Instant AP) (wired ap profile <name>)# poe

(Instant AP) (wired ap profile <name>)# uplink-enable

(Instant AP) (wired ap profile <name>)# content-filtering
(Instant AP) (wired ap profile <name>)# spanning-tree

The following CLI commands configure VLAN settings for a wired profile:

(Instant AP) (config)# wired-port-profile <name>

(Instant AP) (wired ap profile <name>)# switchport-mode {trunk|access}
(Instant AP) (wired ap profile <name>)# allowed-vlan <vlan>

(Instant AP) (wired ap profile <name>)# native-vlan {<guest|1..4095>}

The following CLI commands configure a new VLAN assignment rule:

(Instant AP) (config)# wired-port-profile <name>
(Instant AP) (wired ap profile <name>)# set-vlan <attribute>{equals|not-equals|starts-
with|ends-with|contains|matches-regular-expression} <operator> <VLAN-ID>|value-of}

IGMP

[P multicast is a network addressing method used to simultaneously deliver a single stream of
information from a sender to multiple clients on a network. Unlike broadcast traffic which is meant for
all the hosts on a single domain, multicast traffic is sent only to specific hosts that are configured to
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receive such traffic. Clients that want to receive multicast traffic can join a multicast group through
IGMP messages.

= Aruba Instant supports basic functionalities of IGMPv2 and IGMPv3 such as Multicast Group Join and
Multicast Group Leave.

= Aruba Instant does not support Source Filtering, Multicast Group Query, Proxy, or Snooping.

® |GMP is not active on wired ports.

Dynamic Mulitcast Optimization

DMO is an additional feature that is independent from IGMP, by converting multicast streams into
unicast streams over a wireless link to enhance the quality and reliability of streaming videos, while
preserving the bandwidth available to non-video clients. To configure this feature, refer to Configuring
WLAN Settings for an SSID Profile on page 97.

Multicast Transmission Optimization

Multicast transmission optimization is an additional feature that is independent from IGMP, wherein the
Instant AP selects the optimal rate for sending 802.11 broadcast and multicast frames based on the
lowest of unicast rates across all associated clients. To configure this feature, refer to Configuring WLAN
Settings for an SSID Profile on page 97.

Configuring Internal Captive Portal for Guest Network

For internal captive portal authentication, an internal server is used for hosting the captive portal
service. The following procedure describes how to configure internal captive portal authentication when
adding or editing a guest network created for wireless or wired profile:

To configure internal captive portal authentication:

1. Navigate to the Configuration > Networks page.
® To create a new network profile, click +.

= To modify an existing profile, select the profile and click edit.

2. Under Basic, set Primary usage to Guest.
3. Click the Security tab and assign values for the below configuration parameters:

Table 23: Internal Captive Portal Configuration Parameters

Parameter Description

Splash page type Select any of the following from the drop-down list.

= |nternal - Authenticated—When Internal Authenticated is enabled,
the guest users are required to authenticate in the captive portal page
to access the Internet. The guest users who are required to
authenticate must already be added to the user database.

= Internal - Acknowledged—When Internal Acknowledged is
enabled, the guest users are required to accept the terms and
conditions to access the Internet.
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Table 23: Internal Captive Portal Configuration Parameters

Parameter Description

MAC authentication

Select Enabled from the Mac Authentication drop-down list to enable
MAC authentication.

Delimiter character

Specify a character (for example, colon or dash) as a delimiter for the MAC
address string. When configured, the Instant AP will use the delimiter in
the MAC authentication request. For example, if you specify colon as the
delimiter, MAC addresses in the xx:xx:xx:xx:xx:xx format are used. If the
delimiter is not specified, the MAC address in the xxxxxxxxxxxx format is
used.

NOTE: This option is available only when MAC authentication is enabled.

Uppercase support

Set to Enabled to allow the Instant AP to use uppercase letters in MAC
address string for MAC authentication.

NOTE: This option is available only if MAC authentication is enabled.

WISPr
(applicable for WLAN SSIDs only)

Select Enabled if you want to enable WISPr authentication. For more
information on WISPr authentication, see WISPr Authentication on page
182.

NOTE: The WISPr authentication is applicable only for Internal-
Authenticated splash pages and is not applicable for wired profiles.

Auth server 1
Auth server 2

Select any one of the following:
®  Aserver from the list of servers, if the server is already configured.
= Internal Server to authenticate user credentials at run time.

® Select New for configuring a new external RADIUS or LDAP server for
authentication.

Load balancing

Select Enabled to enable load balancing if two authentication servers are
used.

Reauth interval

Select a value to allow the Instant APs to periodically reauthenticate all
associated and authenticated clients.

Denylisting
(applicable for WLAN SSIDs only)

If you are configuring a wireless network profile, select Enabled to enable
denylisting of the clients with a specific number of authentication failures
in the Max auth failures text box.

Accounting mode
(applicable for WLAN SSIDs only)

Select an accounting mode from the Accounting mode drop-down list for
posting accounting information at the specified accounting interval. When
the accounting mode is set to Authentication, the accounting starts only
after client authentication is successful and stops when the client logs out
of the network. If the accounting mode is set to Association, the
accounting starts when the client associates to the network successfully
and stops when the client is disconnected.

Accounting interval

Configure an accounting interval in minutes within the range of 0-60, to
allow Instant APs to periodically post accounting information to the
RADIUS server.
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Table 23: Internal Captive Portal Configuration Parameters

Parameter Description

Encryption Select Enabled to configure encryption parameters. Select an encryption
(Applicable for WLAN SSIDs only) and configure a passphrase.

Splash Page Visuals Under Splash Page Visuals, use the editor to specify display text and
colors for the initial page that will be displayed to the users when they
connect to the network. The initial page asks for user credentials or email,
depending on the splash page type (Internal - Authenticated or Internal -
Acknowledged).

To customize the splash page design, perform the following steps:

® To change the color of the splash page, click the Splash page rectangle

and select the required color from the Background Color palette.

® To change the welcome text, click the first square box in the splash
page, type the required text in the Welcome text box, and click OK.
Ensure that the welcome text does not exceed 127 characters.

® To change the policy text, click the second square box in the splash
page, type the required text in the Policy text box, and click OK.
Ensure that the policy text does not exceed 255 characters.

® To upload a custom logo, click Upload your own custom logo Image,
browse the image file, and click upload image. Ensure that the image
file size does not exceed 16 KB.

® To redirect users to another URL, specify a URL in Redirect URL.

® Click Preview to preview the captive portal page.

NOTE: You can customize the captive portal page using double-byte
characters. Traditional Chinese, Simplified Chinese, and Korean are a few
languages that use double-byte characters. Click the banner, term, or
policy in the Splash Page Visuals to modify the text in the red box. These
fields accept double-byte characters or a combination of English and
double-byte characters.

4. Click Next to configure access rules.

The following CLI commands configure internal captive portal authentication:

(Instant AP) (config)# wlan ssid-profile <name>

(Instant AP) (SSID Profile <name>)# essid <ESSID-name>

(Instant AP) (SSID Profile <name>)# type <Guest>

(Instant AP) (SSID Profile <name>)# captive-portal <internal-authenticated> exclude-
uplink {3G|4G|Wifi|Ethernet}

(Instant AP) (SSID Profile <name>)# mac-authentication

(Instant AP) (SSID Profile <name>)# auth-server <serverl>

(Instant AP) (SSID Profile <name>)# radius-reauth-interval <Minutes>

The following CLI commands configure internal captive portal authentication for a wired profile:

(Instant AP) (config)# wired-port-profile <name>

(Instant AP) (wired ap profile <name>)# type <guest>

(Instant AP) (wired ap profile <name>)# captive-portal {<internal-
authenticated>|<internal-acknowledged>} exclude-uplink {3G|4G|Wifi|Ethernet}
(Instant AP) (wired ap profile <name>)# mac-authentication

(Instant AP) (wired ap profile <name>)# auth-server <serverl>

(Instant AP) (wired ap profile <name>)# radius-reauth-interval <Minutes>

The following CLI commands customize internal captive portal splash page:
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(Instant AP) (config)# wlan captive-portal

(Instant AP) (Captive Portal)# authenticated

(Instant AP) (Captive Portal)# background-color <color-indicator>
(Instant AP) (Captive Portal)# banner-color <color-indicator>
(Instant AP) (Captive Portal)# banner-text <text>

(Instant AP) (Captive Portal)# decoded-texts <text>

(Instant AP) (Captive Portal)# redirect-url <url>

(Instant AP) (Captive Portal)# terms-of-use <text>

(Instant AP) (Captive Portal)# use-policy <text>

The following CLI command configures a customized logo from a TFTP server to the Instant AP:

(Instant AP)# copy config tftp <ip-address> <filename> portal logo

Configuring External Captive Portal for a Guest Network

This section provides the following information:

m External Captive Portal Profiles on page 154

® (Creating an External Captive Portal Profile on page 154

®m Configuring an SSID or Wired Profile to Use External Captive Portal Authentication on page 156

External Captive Portal Redirect Parameters on page 158

External Captive Portal Profiles

You can now configure external captive portal profiles and associate these profiles to a user role or
SSID. You can create a set of captive portal profiles in the External Captive Portal window (accessed
from the Security tab of the old WebUI and the Configuration > Security tab of the new WebUI) and
associate these profiles with an SSID or a wired profile. You can also create a new captive portal profile
on the Security tab of the WLAN wizard or a Wired Network window. In the current release, you can
configure up to 16 external captive portal profiles.

When the captive portal profile is associated to an SSID, it is used before user authentication. If the
profile is associated to a role, it is used only after the user authentication. When a captive portal profile
is applied to an SSID or wired profile, the users connecting to the SSID or wired network are assigned a
role with the captive portal rule. The guest user role allows only DNS and DHCP traffic between the
client and the network, and directs all HTTP or HTTPS requests to the captive portal unless explicitly
permitted to allow all types of traffic.

Creating an External Captive Portal Profile

The following procedure describes how to create an external captive portal profile:

Navigate to Configuration > Security page.
Expand External Captive Portal.

Click +. The New popup window is displayed.
Specify values for the following parameters:

AN =

Table 24: External Captive Portal Profile Configuration Parameters

Parameter Description

Name Enter a name for the profile.

Type Select any one of the following types of authentication:
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Parameter Description

® Radius Authentication—Select this option to enable user authentication against
a RADIUS server.

= Authentication Text—Select this option to specify an authentication text. The
specified text will be returned by the external server after a successful user
authentication.

IP or hostname

Enter the IP address or the host name of the external splash page server.

(Available only if
RADIUS Authentication
is selected)

URL Enter the URL for the external captive portal server.
Port Enter the port number.
Use https Select Enabled to enforce clients to use HTTPS to communicate with the captive

portal server.

Captive Portal failure

Allows you to configure Internet access for the guest clients when the external captive
portal server is not available. Select Deny Internet to prevent clients from using the
network, or Allow Internet to allow the guest clients to access Internet when the
external captive portal server is not available.

Automatic URL

Select Enabled to enable the automatic allowlisting of URLs. On selecting the check

(Available only if
Authentication Text is
selected)

Allowlisting box for the external captive portal authentication, the URLs that are allowed for the
unauthenticated users to access are automatically allowlisted. The automatic URL
allowlisting is disabled by default.

Auth Text If the External Authentication splash page is selected, specify the authentication text

to be returned by the external server after successful authentication.

Server Offload

Select Enabled to enable server offload. The server offload feature ensures that the
non-browser client applications are not unnecessarily redirected to the external
portal server and thereby reducing the load on the external captive portal server. The
Server Offload option is Disabled by default.

Prevent frame
overlay

When the Prevent frame overlay option is enabled, a frame can display a page only
if it is in the same domain as the main page. This option is Disabled by default and
can be used to prevent the overlay of frames.

Use VC IP in Redirect
URL

Sends the IP address of the virtual controller in the redirection URL when external
captive portal servers are used. This option is disabled by default.

Redirect URL

Specify a redirect URL if you want to redirect the users to another URL.

5. Click OK.

The following CLI commands configure an external captive portal profile:

(Instant AP) (config)# wlan external-captive-portal

[profile name]

(Instant AP) (External Captive Portal)# server <server>

(Instant AP) (External Captive Portal)
(Instant AP) (External Captive Portal)
(Instant AP) (External Captive Portal)
(Instant AP) (External Captive Portal)
(Instant AP) (External Captive Portal)

# port <port>

url <url>

https

redirect-url <url>
server—-fail-through

#
#
#
#
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(Instant AP) (External Captive Portal)#
(Instant AP) (External Captive Portal)#
(Instant AP) (External Captive Portal)# switch-ip
(Instant AP) (External Captive Portal)#
(Instant AP) (External Captive Portal)#

no auto-allowlist-disable
server-offload

prevent-frame-overlay
out-of-service-page <url>

The out-of-service-page <url> parameter configures the Instant AP to display a custom captive
portal page when the internet uplink is down. This parameter can be configured only through the

HOTE Instant CLI.

Configuring an SSID or Wired Profile to Use External Captive Portal

Authentication

The following procedure describes how to configure external captive portal authentication when adding
or editing a guest network profile:

1. Navigate to the WLAN wizard or Wired window.
= To configure external captive portal authentication for a WLAN SSID, on the Networks tab,
click New to create a new network profile or edit to modify an existing profile.
® To configure external captive portal authentication for a wired profile, Go to More > Wired. In
the Wired window, click New under Wired Networks to create a new network, or click Edit to
select an existing profile.

2. Onthe Security tab, select External from the Splash page type drop-down list.

3. From the Captive Portal Profile drop-down list, select a profile. You can select and modify a
default profile, or an already existing profile, or click New and create a new profile.

4. Configure the following parameters based on the type of splash page you selected.

Table 25: External Captive Portal Configuration Parameters

Parameter Description

Captive-portal
proxy server

If required, configure a captive portal proxy server or a global proxy server to match
your browser configuration by specifying the IP address and port number in the
Captive-portal proxy server text box.

authentication

WISPr Select Enabled if you want to enable WISPr authentication. For more information on
WISPr authentication, see WISPr Authentication on page 182.
NOTE: The WISPr authentication is applicable only for the External and Internal-
Authenticated splash pages and is not applicable for wired profiles.

MAC Select Enabled if you want to enable MAC authentication. For information on MAC

authentication, see MAC Authentication on page 178.

Delimiter character

Specify a character (for example, colon or dash) as a delimiter for the MAC address
string. When configured, the Instant AP will use the delimiter in the MAC authentication
request. For example, if you specify colon as the delimiter, MAC addresses in the
XXXXXXxx:xx:xx format are used. If the delimiter is not specified, the MAC address in
the xxxxxxxxxxxx format is used.

NOTE: This option is available only when MAC authentication is enabled.
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Table 25: External Captive Portal Configuration Parameters

Parameter Description

Uppercase support

Set to Enabled to allow the Instant AP to use uppercase letters in MAC address string
for MAC authentication.

NOTE: This option is available only if MAC authentication is enabled.

Authentication
server 1 and
Authentication
server 2

To configure an authentication server, select any of the following options:
® |fthe server is already configured, select the server from the list.

® To create new external RADIUS server, select New. For more information, see
Configuring an External Server for Authentication on page 192.

Reauth interval

Specify a value for the reauthentication interval at which the Instant APs periodically
reauthenticate all associated and authenticated clients.

Accounting mode

Select an accounting mode from the Accounting mode drop-down list for posting
accounting information at the specified Accounting interval. When the accounting
mode is set to Authentication, the accounting starts only after client authentication is
successful and stops when the client logs out of the network. If the accounting mode is
set to Association, the accounting starts when the client associates to the network
successfully and stops when the client is disconnected.

Accounting interval

Configure an accounting interval in minutes within the range of 0-60, to allow Instant
APs to periodically post accounting information to the RADIUS server.

Denylisting

If you are configuring a wireless network profile, select Enabled to enable denylisting of
the clients with a specific number of authentication failures.

Max auth failures

If you are configuring a wireless network profile and Denylisting is enabled, specify the
maximum number of authentication failures after which users who fail to authenticate
must be dynamically denylisted.

Disable if uplink
type is

Select the type of the uplink to exclude.

Encryption

Select Enabled to configure encryption settings and specify the encryption parameters.

5. Click Next to continue and then click Finish to apply the changes.

The following CLI commands configure security settings for guest users of the WLAN SSID profile:

(Instant AP) (config)# wlan ssid-profile <name>

(Instant AP) (SSID
(Instant AP) (SSID
(Instant AP) (SSID

<types>] |external [exclude-uplink <types>|

(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant

AP) (SSID
AP) (SSID
AP) (SSID
AP) (SSID
AP) (SSID

Access Point
Access Point
Access Point

Profile <name>)# essid <ESSID-name>

Profile <name>)# type <Guest>

Profile <name>)# captive-portal{<type>[exclude-uplink

profile <name>[exclude-uplink <types>]]}
# captive-portal-proxy-server <IP> <port>

# denylist

Profile <name>
Profile <name>
Profile <name>)# mac-authentication

Profile <name>) # max—-authentication-failures <number>

Profile <name>)# auth-server <server-name>

(SSID Profile <name>)# radius-accounting

(SSID Profile <name>)# radius-interim-accounting-interval
(SSID Profile <name>)# radius-accounting-mode {user-

)
)
)
)

association|user-authentication}

(Instant AP) (SSID

Profile <name>)# wpa-passphrase <WPA key>
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(Instant AP) (SSID Profile <name>)# wep-key <WEP-key> <WEP-index>

The following CLI commands configure security settings for guest users of the wired profile:

(Instant AP) (config)# wired-port-profile <name>

(Instant AP) (wired ap profile <name>)# type <Guest>

(Instant AP) (wired ap profile <name>)# captive-portal{<type>[exclude-uplink
<types>] |external [exclude-uplink <types>| profile <name>[exclude-uplink <types>]]}
(Instant AP) (wired ap profile <name>)# mac-authentication

External Captive Portal Redirect Parameters

If the external captive portal redirection is enabled on a network profile, Instant AP sends an HTTP
response with the redirect URL to display the splash page and enforce captive portal authentication by
clients. The HTTP response from the Instant AP includes the following parameters:

Table 26: External Captive Portal Redirect Parameters

Parameter Example Value Description

cmd login Type of operation

mac 34:02:86:c6:d2:3e Client MAC address

essid guest-ecp-109 ESSID

ip 192.0.2.0 Client IP address

apname 9c:1c:12:cb:a2:90 Instant AP host name

apmac 9c:1c:12:cb:a2:90 Instant AP MAC address

vcname instant-C8:1D:DA" Virtual controllername

switchip securelogin.arubanetworks.com Captive portal domain used for
external captive portal
authentication

url http://www.google.com/ original URL

Configuring External Captive Portal Authentication Using
ClearPass Guest

You can configure Instant to point to ClearPass Guest as an external captive portal server. With this
configuration, the user authentication is performed by matching a string in the server response and that
in the RADIUS server (either ClearPass Guest or a different RADIUS server).

Creating a Web Login Page in ClearPass Guest

The ClearPass Guest Visitor Management Appliance provides a simple and personalized Ul through
which operational staff can quickly and securely manage visitor network access. With ClearPass Guest,
the users can have a controlled access to a dedicated visitor management user database. Through a
customizable web portal, the administrators can easily create an account, reset a password, or set an
expiry time for visitors. Visitors can be registered at reception and provisioned with an individual guest
account that defines the visitor profile and the duration of their visit. By defining a web login page on
the ClearPass Guest Visitor Management Appliance, you can to provide a customized graphical login
page for visitors accessing the network.
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For more information on setting up the RADIUS web login page, refer to the RADIUS Services section in
the ClearPass Guest Deployment Guide

Configuring an External RADIUS Server for Captive Portal
Authentication

The following procedure describes how to configure Instant to point to ClearPass Guest as an external captive
portal server:

1. Select the WLAN SSID for which you want to enable external captive portal authentication with
ClearPass Policy Manager. You can also configure the RADIUS server when configuring a new SSID
profile.

a. Navigate to the Configuration > Networks page.
b. Select the WLAN SSID profile from the Networks list and click edit.

2. Select the Security tab and select External from the Splash page type drop-down list.

3. Select + from the Captive portal profile drop-down list to create a captive portal profile, and
configure the following:

. In the Name text box, enter the name of the profile.

Q

=

In the Type drop-down list, select the authentication type.

c. Inthe IP or hostname text box, enter the IP address of the ClearPass Guest server. Obtain
the ClearPass Guest IP address from your system administrator.

d. Inthe URL text box enter /page_name.php. This URL must correspond to the Page Name
configured in the ClearPass Guest RADIUS Web Login page. For example, if the Page Name is
Aruba, the URL should be /Aruba.php in the WebUI.

e. Enter the Port number (generally should be 80). The ClearPass Guest server uses this port for
HTTP services.

f. Click OK.

4. To create an external RADIUS server, select +from the Authentication server 1 drop-down list.
For information on authentication server configuration parameters, see Configuring an External
Server for Authentication on page 192.

Click Next and until Finish.
To verify, connect the updated SSID.
Open any browser and type any URL. Instant redirects the URL to ClearPass Guest login page.

Log in to the network with the username and password specified while configuring the RADIUS
server.

© N oW

Configuring RADIUS Attribute for ClearPass Policy Manager Server
Load Balancing

Starting from Instant 6.4.3.4-4.2.1.0, the administrators can configure a RADIUS server IP address as one
of the parameters on ClearPass Policy Manager server for external captive portal user authentication.
Configuring a RADIUS server attribute for guest user authentication allows the administrators to
balance the load on the ClearPass Policy Manager servers.

When the RADIUS server IP address is configured under Extra Fields in the ClearPass Guest login page,
the RADIUS server IP parameter is submitted to the server as part of the HTTP or HTTPS POST data
when the guest users initiate an HTTP or HTTPS request. The Instant AP intercepts this information to
perform the actual RADIUS authentication with the server IP defined in the POST message. For more
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information on guest registration customization on ClearPass Guest, refer to the ClearPass Guest User
Guide.

Configuring Facebook Login

Instant supports the Facebook Wi-Fi feature that allows the captive portal clients using a Facebook
account to authenticate on an Instant AP. You can configure a guest network to use a customized
Facebook page as an external captive portal URL and allow the Instant AP to redirect clients to a
Facebook page when it receives an HTTP request. The users can select the appropriate option to
authenticate and access the Internet. By configuring the Facebook login feature, businesses can pair
their network with the Facebook Wi-Fi service, so that the users logging into Wi-Fi hotspots are
presented with a business page, before gaining access to the network.

The Facebook Wi-Fi integration with the Instant AP includes the following procedures:

m Setting up a Facebook Page

®  Configuring an SSID

® Configuring the Facebook Portal Page
m Accessing the Portal Page

Setting up a Facebook Page

To enable integration with the Instant AP, ensure that you have a Facebook page created as a local
business with a valid location.

= For more information on creating a Facebook page, see the online help available at
https://www.facebook.com/help.

= For more information on setting up and using Facebook Wi-Fi service, see
https://www.facebook.com/help/126760650808045.

Configuring an SSID

The following procedure describes how to configure guest network profile and enable Facebook login:

Navigate to the Configuration > Networks page.

Under Networks, click +.

Enter a name for the SSID.

In the Primary usage drop-down list, select Guest.

Configure other required parameters under Basic and VLAN tabs.

Under Security, select Facebook from the Splash page type drop-down list.
Configure the required settings.

Click Next until Finish.

The SSID with the Facebook option is created. After the SSID is created, the Instant AP
automatically registers with Facebook. If the Instant AP registration is successful, the Facebook
configuration link is displayed in the Security tab of the WLAN wizard.

Voo NeU A W=

The following CLI command configures an account for captive portal authentication:
(Instant AP) (config)# wlan ssid-profile <name>

(Instant AP) (SSID Profile <name>)# captive-portal {<type>[exclude-uplink
<types>] |external [exclude-uplink <types>|profile <name>[exclude-uplink <types>]]}

Example
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The following example configures a Facebook account for captive portal authentication:

(Instant AP) (config)# wlan ssid-profile guestNetwork
(Instant AP) (SSID Profile "guestNetwork")# captive-portal facebook

Configuring the Facebook Portal Page

The following procedure describes how to bind the virtual controller with the Facebook portal:

1. Open the SSID with the Facebook option enabled, navigate to the Security tab and click the
Facebook configuration link. The Facebook page is displayed.

NOTE: The Facebook configuration link is displayed only if the Instant AP is successfully registered with Facebook.

2. Login with your Facebook credentials. The Facebook Wi-Fi Configuration page is displayed.
3. Select the Facebook page.
4. Under Bypass Mode, select any of the following options:
m Skip Check-in link—When selected, the users are not presented with your business Facebook
page, but are allowed to access the Internet by clicking the Skip Check-in link.
® Require Wi-Fi code—When selected, the users are assigned a Wi-Fi code to gain access to the
Facebook page.
5. Customize the session length and terms of service if required.
6. Click Save Settings.

Accessing the Portal Page

The following procedure describes how to access the Facebook Portal page using the WebUI:

1. Connect to the SSID with the Facebook option enabled.

2. Launch a web browser. The browser opens the Facebook Wi-Fi page. If the Wi-Fi-code based login
is enabled, the users are prompted to enter the Wi-Fl code. If the Skip Check-in link is displayed,
click the link to skip checking in to the Facebook business page and proceed to access the
Internet.

3. If you want to check in the business page, click Check In and provide your credentials. After
checking in, click Continue Browsing to access the web page that was originally requested.

Configuring Facebook Express Wi-Fi

Aruba Instant APs support Facebook Express Wi-Fi feature that enables you to create wireless network
for Facebook Wi-Fi and use internet services. When a user connects to the Facebook Express Wi-Fi SSID,
they are assigned the base role defined in facebook-xwf-role parameter in the wlan ssid-profile. In
addition to the traffic allowed in the base role, the user also inherits access to traffic defined in the

XWEF traffic class. On successful authentication with the Facebook server, the user inherits either the
Facebook Services or Internet traffic class depending on their data subscription pack.

Configuring Facebook Express Wi-Fi for a WLAN
Use the following procedure to configure Facebook Express Wi-Fi for a WLAN SSID:

1. Create a user role for Facebook Express Wi-Fi users. This will be the pre-authentication role that is
assigned to users connecting to the Facebook Express Wi-Fi SSID. For more information on
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creating a user role, see Configuring User Roles.

2. Create Facebook Wi-Fi traffic classes using the wlan traffic-class <name> command. The
following traffic classes must be created:
= XWF traffic class - Defines the traffic allowed to the user before Facebook authentication.

m FBS traffic class - Defines the traffic allowed the user after Facebook authentication.

In addition to the above mentioned traffic classes, an ANY traffic class will be automatically
created and assigned for users with an active data subscription. The ANY traffic class allows
unrestricted internet access. The ANY traffic class can be assigned a different name using the
wlan traffic-class-any-alias command. It is recommended that the ANY traffic class is named
Internet. For more information on wlan traffic-class-any-alias command, refer to the Aruba
Instant 8.x CLI Reference Guide.

Configure the following parameters for XWF and FBS traffic classes using the wlan traffic-class

command:

wlan traffic-class X\WF wlan traffic-class FBS

index 2 index 1

domain *.expresswifi.com subnet 31.13.64.32 255.255.255.248
domain xwf-static.xx.fbcdn.net subnet 31.13.65.32 255.255.255.248
domain xwf-scontent.xx.focdn.net subnet 31.13.66.32 255.255.255.248
domain xwf.facebook.com subnet 31.13.67.32 255.255.255.248
domain xwf.fyi subnet 31.13.68.32 255.255.255.248
domain h.facebook.com subnet 31.13.69.32 255.255.255.248
domain graph.expresswifi.com subnet 31.13.70.32 255.255.255.248
domain *.facebook.com subnet 31.13.71.32 255.255.255.248

subnet 31.13.72.32 255.255.255.248
subnet 31.13.73.32 255.255.255.248
subnet 31.13.74.32 255.255.255.248
subnet 31.13.75.32 255.255.255.248
subnet 31.13.76.32 255.255.255.248
subnet 31.13.77.32 255.255.255.248
subnet 31.13.78.32 255.255.255.248
subnet 31.13.79.32 255.255.255.248
subnet 31.13.80.32 255.255.255.248
subnet 31.13.81.32 255.255.255.248
subnet 31.13.82.32 255.255.255.248
subnet 31.13.83.32 255.255.255.248
subnet 31.13.84.32 255.255.255.248
subnet 31.13.85.32 255.255.255.248
subnet 31.13.86.32 255.255.255.248
subnet 31.13.87.32 255.255.255.248
subnet 31.13.88.32 255.255.255.248
subnet 31.13.89.32 255.255.255.248
subnet 31.13.90.32 255.255.255.248
subnet 31.13.91.32 255.255.255.248
subnet 31.13.92.32 255.255.255.248
subnet 31.13.93.32 255.255.255.248
subnet 31.13.94.32 255.255.255.248
subnet 31.13.95.32 255.255.255.248
subnet 66.220.149.254 255.255.255.255
subnet 69.171.239.13 255.255.255.255
subnet 69.171.250.32 255.255.255.248
subnet 69.171.252.252 255.255.255.255
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XWEF Traffic Class FBS Traffic Class

subnet 69.171.255.13 255.255.255.255
subnet 102.132.96.32 255.255.255.248
subnet 102.132.97.32 255.255.255.248
subnet 102.132.98.32 255.255.255.248
subnet 102.132.99.32 255.255.255.248
subnet 102.132.100.32 255.255.255.248
subnet 102.132.101.32 255.255.255.248
subnet 102.132.102.32 255.255.255.248
subnet 102.132.103.32 255.255.255.248
subnet 102.132.104.32 255.255.255.248
subnet 102.132.105.32 255.255.255.248
subnet 102.132.106.32 255.255.255.248
subnet 102.132.107.32 255.255.255.248
subnet 102.132.108.32 255.255.255.248
subnet 102.132.109.32 255.255.255.248
subnet 102.132.110.32 255.255.255.248
subnet 102.132.111.32 255.255.255.248
subnet 157.240.0.32 255.255.255.248
subnet 157.240.1.32 255.255.255.248
subnet 157.240.2.32 255.255.255.248
subnet 157.240.3.32 255.255.255.248
subnet 157.240.4.32 255.255.255.248
subnet 157.240.5.32 255.255.255.248
subnet 157.240.6.32 255.255.255.248
subnet 157.240.7.32 255.255.255.248
subnet 157.240.8.32 255.255.255.248
subnet 157.240.9.32 255.255.255.248
subnet 157.240.10.32 255.255.255.248
subnet 157.240.11.32 255.255.255.248
subnet 157.240.12.32 255.255.255.248
subnet 157.240.13.32 255.255.255.248
subnet 157.240.14.32 255.255.255.248
subnet 157.240.15.32 255.255.255.248
subnet 157.240.16.32 255.255.255.248
subnet 157.240.17.32 255.255.255.248
subnet 157.240.18.32 255.255.255.248
subnet 157.240.19.32 255.255.255.248
subnet 157.240.20.32 255.255.255.248
subnet 157.240.21.32 255.255.255.248
subnet 157.240.22.32 255.255.255.248
subnet 157.240.23.32 255.255.255.248
subnet 157.240.24.32 255.255.255.248
subnet 157.240.25.32 255.255.255.248
subnet 157.240.26.32 255.255.255.248
subnet 157.240.27.32 255.255.255.248
subnet 157.240.28.32 255.255.255.248
subnet 157.240.29.32 255.255.255.248
subnet 157.240.30.32 255.255.255.248
subnet 157.240.31.32 255.255.255.248
subnet 157.240.192.32 255.255.255.248
subnet 157.240.193.32 255.255.255.248
subnet 157.240.194.32 255.255.255.248
subnet 157.240.195.32 255.255.255.248
subnet 157.240.196.32 255.255.255.248
subnet 157.240.197.32 255.255.255.248
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subnet 157.240.198.32 255.255.255.248
subnet 157.240.199.32 255.255.255.248
subnet 157.240.200.32 255.255.255.248
subnet 157.240.201.32 255.255.255.248
subnet 157.240.202.32 255.255.255.248
subnet 157.240.203.32 255.255.255.248
subnet 157.240.204.32 255.255.255.248
subnet 157.240.205.32 255.255.255.248
subnet 157.240.206.32 255.255.255.248
subnet 157.240.207.32 255.255.255.248
subnet 157.240.208.32 255.255.255.248
subnet 157.240.209.32 255.255.255.248
subnet 157.240.210.32 255.255.255.248
subnet 157.240.211.32 255.255.255.248
subnet 157.240.212.32 255.255.255.248
subnet 157.240.213.32 255.255.255.248
subnet 157.240.214.32 255.255.255.248
subnet 157.240.215.32 255.255.255.248
subnet 157.240.216.32 255.255.255.248
subnet 157.240.217.32 255.255.255.248
subnet 157.240.218.32 255.255.255.248
subnet 157.240.219.32 255.255.255.248
subnet 157.240.220.32 255.255.255.248
subnet 157.240.221.32 255.255.255.248
subnet 157.240.222.32 255.255.255.248
subnet 157.240.223.32 255.255.255.248
subnet 173.252.95.252 255.255.255.255
subnet 173.252.127.252 255.255.255.255
subnet 179.60.192.32 255.255.255.248
subnet 179.60.193.32 255.255.255.248
subnet 179.60.194.32 255.255.255.248
subnet 179.60.195.32 255.255.255.248
subnet 185.60.216.32 255.255.255.248
subnet 185.60.217.32 255.255.255.248
subnet 185.60.218.32 255.255.255.248
subnet 185.60.219.32 255.255.255.248

For more information on wlan traffic-class <name> command, refer to the Aruba Instant 8.x
CLI Reference Guide.

3. Create a new WLAN SSID profile or open the SSID settings of an existing WLAN SSID profile using
the wlan ssid-profile <profile-name> command. For more information on wlan ssid-profile
<profile name> command, refer to the Aruba Instant 8.x CLI Reference Guide.

4. Configure the facebook-xwf-role <role-name> parameter in the wlan SSID profile to enable
Facebook Express Wi-Fi on the SSID and assign the user role created in step 1. The following is an
example configuration of enabling Facebook Express Wi-Fi and assigning the user role FBClient to
facebook-xwf-role:

# wlan ssid-profile Express WiFi
(Instant AP) (SSID Profile "guestNetwork")# facebook-xwf-role FBClient

Configuring Guest Logon Role and Access Rules for Guest
Users

For captive portal profile, you can create any the following types of roles:
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® A pre-authenticated role—This role is assigned before the captive portal authentication. The user can
only access certain destinations with this role.

® A guestrole—This role is assigned after user authentication.

® A captive-portal role—This role can be assigned to any network such as Employee, Voice, or Guest.
When the user is assigned with this role, a splash page is displayed after opening a browser and the
users may need to authenticate.

You can configure up to 128 access rules for guest user roles through the Instant WebUI or the CLI. The
following procedure describes how to configure access rules for a guest SSID:

1. Navigate to the Configuration > Networks and select the guest network you want to configure
and click edit.

2. Select the Access tab, select any of the following types of access control from the Access Rules
drop-down list:

Unrestricted—Select this to set unrestricted access to the network.
Network-based—Select this to set common rules for all users in a network. The Allow any to
all destinations access rule is enabled by default. This rule allows traffic to all destinations. To
define an access rule:

a. Click +.

b. Select appropriate options in the New rule window.

c. Click OK.

Role-based—Select this to enable access based on user roles.
For role-based access control:
Create a user role if required. For more information, see Configuring User Roles.

Create access rules for a specific user role. For more information, see Configuring ACL Rules
for Network Services on page 220. You can also configure an access rule to enforce captive
portal authentication for an SSID with the 802.1X authentication method. For more
information, see Configuring Captive Portal Roles for an SSID on page 166.

Create a role assignment rule. For more information, see Configuring Derivation Rules on page
238. Instant supports role derivation based on the DHCP option for captive portal
authentication. When the captive portal authentication is successful, a new user role is
assigned to the guest users based on DHCP option configured for the SSID profile instead of
the pre-authenticated role.

3. Click Finish.

The following CLI command configures access control rules for a WLAN SSID:

(Instant AP) (config)# wlan access-rule <name>

(Instant AP) (Access Rule <name>)# rule <dest> <mask> <match> {<protocol> <start-port>
<end-port> {permit|deny|src-nat|dst-nat{<IP-address> <port>|<port>}}| app <app>
{permit|deny} | appcategory <appgrp>|webcategory <webgrp> {permit|deny} |webreputation
<webrep> [<optionl....option9>]

The following CLI command configures access control rules based on the SSID:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# set-role-by-ssid

The following CLI command configures role assignment rules:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# set-role <attribute>{{equals|not-equals|starts-
with|ends-with|contains|matches-regular-expression}<operator><role>|value-of}
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The following CLI command configures a pre-authentication role:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# set-role-pre-auth <role>

The following CLI command configures machine and user authentication roles:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# set-role-machine-auth <machine only> <user only>

The following CLI command configures unrestricted access:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# set-role-unrestricted

Example
The following example configures access rules for the wireless network:

(Instant AP) (config)# wlan access-rule WirelessRule

Configuring Captive Portal Roles for an SSID

You can configure an access rule to enforce captive portal authentication for SSIDs that use 802.1X
authentication to authenticate clients. You can configure rules to provide access to external or internal
captive portal, so that some of the clients using this SSID can derive the captive portal role.

The following conditions apply to the 802.1X and captive portal authentication configuration:

® |f 3 user role does not have captive portal settings configured, the captive portal settings configured
for an SSID are applied to the client's profile.

= |f the SSID does not have captive portal settings configured, the captive portal settings configured for
a user role are applied to the client's profile.

® |f captive portal settings are configured for both SSID and user role, the captive portal settings
configured for a user role are applied to the client's profile.

You can create a captive portal role for both Internal and External splash page types.
The following procedure describes how to configure a captive portal role:

Navigate to the Configuration > Networks page.

Select a guest SSID profile and click edit

select the Access tab, select Role-based from the Access Rules drop-down list.

Select a role or create a new one if required.

In the Access Rules for <network> window, click + to add a new rule. The New rule window is
displayed.

6. Inthe New Rule window, specify the parameters.

uhA N =

Table 27: Captive Portal Rule Configuration Parameters

Parameter Description

Rule type Select Captive Portal from the RuleType drop-down list.
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Table 27: Captive Portal Rule Configuration Parameters

Parameter Description

Splash Page
Type

Select any of the following attributes:
® Select Internal to configure a rule for internal captive portal authentication.

® Select External to configure a rule for external captive portal authentication.

Internal

If Internal is selected as splash page type, perform the following steps:

® Under Splash Page Visuals, use the editor to specify display text and colors
for the initial page that would be displayed to users connecting to the
network. The initial page asks for user credentials or email, depending on the
splash page type configured.

® To change the color of the splash page, click the Splash page rectangle and
select the required color from the Background Color palette.

® To change the welcome text, click the first square box in the splash page, type
the required text in the Welcome text box, and then click OK. Ensure that the
welcome text does not exceed 127 characters.

® To change the policy text, click the second square box in the splash page, type
the required text in the Policy text box, and click OK. Ensure that the policy
text does not exceed 255 characters.

® Specify the URL to which you want to redirect the guest users.

® To upload a custom logo, click Upload your own custom logo Image,
browse the image file, and click upload image.

® To preview the captive portal page, click Preview.

External

If External is selected, perform the following steps:
® Select a profile from the Captive portal profile drop-down list.
= |f you want to edit the profile, click Edit and update the following parameters:
* Type—Select either Radius Authentication (to enable user authentication
against a RADIUS server) or Authentication Text (to specify the
authentication text to be returned by the external server after a successful
user authentication).
* IP or hostname— Enter the IP address or the host name of the external
splash page server.

e URL— Enter the URL for the external splash page server.
e Port—Enter the port number.

* Use https—Select Enabled to enforce clients to use HTTPS to
communicate with the captive portal server. This option is available only if
RADIUS Authentication is selected

« Redirect URL—Specify a redirect URL if you want to redirect the users to
another URL.

« Captive Portal failure—The Captive Portal failure drop-down list allows
you to configure Internet access for the guest clients when the external
captive portal server is not available. Select Deny Internet to prevent
clients from using the network, or Allow Internet to allow the guest clients
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Table 27: Captive Portal Rule Configuration Parameters

Parameter Description

to access Internet when the external captive portal server is not available.

¢ Automatic URL Allowlisting—Select Enabled or Disabled to enable or
disable automatic allowlisting of URLs. On selecting the check box for the
external captive portal authentication, the URLs allowed for the
unauthenticated users to access are automatically allowlisted. The
automatic URL allowlisting is disabled by default.

» Server Offload—Select Enabled to enable server offload. The server
offload feature ensures that the non-browser client applications are not
unnecessarily redirected to the external portal server and thereby reducing
the load on the external captive portal server. The Server Offload option is
Disabled by default.

* Prevent frame overlay—When the Prevent frame overlay option is
enabled, a frame can display a page only if it is in the same domain as the
main page. This option is Enabled by default and can be used to prevent
the overlay of frames.

¢ Use VCIP in Redirect URL—Sends the IP address of the virtual controller
in the redirection URL when external captive portal servers are used. This
option is disabled by default.

¢ Auth Text—Indicates the authentication text returned by the external
server after a successful user authentication.

7. Click OK. The Enforce captive portal rule is created and listed as an access rule in the Access
Rules window.

= |n the Role Assighment Rules window, click + to create a role assignment rule based on the user
role to which the captive portal access rule is assigned. Click OK.

® (Click Finish.

The client can connect to this SSID after authenticating with username and password. After a successful
user login, the captive portal role is assigned to the client.

The following CLI command creates a captive portal role:

(Instant AP) (config)# wlan access-rule <Name>
(Instant AP) (Access Rule <Name>) # captive-portal {external [profile <name>]|internal}

Configuring Walled Garden Access

On the Internet, a walled garden typically controls access to web content and services. The walled
garden access is required when an external captive portal is used. For example, a hotel environment
where the unauthenticated users are allowed to navigate to a designated login page (for example, a
hotel website) and all its contents.

The users who do not sign up for the Internet service can view the allowed websites (typically hotel
property websites). The website names must be DNS-based and support the option to define wildcards.
When a user attempts to navigate to other websites that are not in the allowlist of the walled garden
profile, the user is redirected to the login page. Instant AP supports walled garden only for the HTTP
requests. For example, if you add yahoo.com in walled garden allowlist and the client sends an HTTPS
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request (https://yahoo.com), the requested page is not displayed and the users are redirected to the
captive portal login page.

In addition, a denylisted walled garden profile can also be configured to explicitly block the
unauthenticated users from accessing some websites.

The following CLI command configures walled garden access:

(Instant AP) (config)# wlan walled-garden
(Instant AP) (Walled Garden)# white-list <domain>
(Instant AP) (Walled Garden) # black-list <domain>

Disabling Captive Portal Authentication

The following procedure describes how to disable captive portal authentication:
To disable captive portal authentication:

1. Navigate to the Configuration > Networks tab.
2. Select a wireless guest or a wired guest profile and click Edit.

You can also customize splash page visuals on the Security tab of New WLAN (WLAN

o wizard) and New Wired Network (wired profile window) when configuring a new profile.

3. Select the Security tab.

4. Select None from the Splash page type drop-down list. Although the splash page is disabled,
you can enable MAC authentication, configure authentication servers, set accounting parameters,
denylist clients based on MAC authentication failures, and configure encryption keys for
authorized access.

5. Ifrequired, configure the security parameters.
Click Next and until Finish to apply the changes.

7. Click Next and until Finish to apply the changes.
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Chapter 13

Authentication and User Management

This chapter provides the following information:

® Qverview of Instant AP Users on page 170

®m Supported Authentication Methods on page 175

®m Supported EAP Authentication Frameworks on page 185

®m Configuring Authentication Servers on page 191

® Supported Encryption Types on page 201

® Authentication Survivability on page 202

® 802.1X Authentication on page 176

® 802.1X Supplicant Support on page 209

= MAC Authentication on page 178

= MAC Authentication with 802.1X Authentication on page 179
= MAC Authentication with Captive Portal Authentication on page 181
= WISPr Authentication on page 182

® Denylisting Clients on page 211

®m Authentication Certificates on page 213

Overview of Instant AP Users

The Instant AP users can be classified as follows:

= Administrator—An admin user who creates SSIDs, wired profiles, and DHCP server configuration
parameters; and manages the local user database. The admin users can access the virtual controller
Management Ul.

®  Guest administrator—A guest interface management user who manages guest users added in the
local user database.

= Administrator with read-only access—The read-only admin user does not have access to the Instant
CLI. The WebUI will be displayed in the read-only mode for these users.

= Employee users—Employees who use the enterprise network for official tasks.

® Guest users—Visiting users who temporarily use the enterprise network to access the Internet.

The user access privileges are determined by Instant AP management settings in the AirWave
Management client and Aruba Central, and the type of the user. The following table outlines the access
privileges defined for the admin user, guest management interface admin, and read-only users.
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Table 28: User Privileges

Instant AP in
Monitor Mode
User Category Aruba Central or AMP in Management Mode or without

AMP or Aruba
Central

administrator Access to local user database only Complete access
to the Instant AP

read-only administrator No write privileges No write
privileges

guest administrator Access to local user database only Access to local
user database
only

Configuring Instant AP Users

The Instant user database consists of a list of guest and employee users. The addition of a user involves
specifying the login credentials for a user. The login credentials for these users are provided outside the
Instant system.

A guest user can be a visitor who is temporarily using the enterprise network to access the Internet.
However, if you do not want to allow access to the internal network and the Intranet, you can segregate
the guest traffic from the enterprise traffic by creating a guest WLAN and specifying the required
authentication, encryption, and access rules.

An employee user is the employee who is using the enterprise network for official tasks. You can create
Employee WLANS, specify the required authentication, encryption and access rules, and allow the
employees to use the enterprise network.

The user database is also used when an Instant AP is configured as an internal RADIUS server.

MNOTE The local user database of Instant APs can support up to 512 user entries.

The following procedure describes how to add a new Instant AP user using the WebUI:

Navigate to the Configuration > Security page.
Expand Users.
Under Users click + to add a new user.

In the Add new user window, update the user name, password, and select the type of user from
the Type drop-down list.

5. Click OK.

AN =

The following procedure describes how to edit an Instant AP user using the WebUI:

1. Select the user you want to modify from the Users list in the table and click Edit.
2. Make the necessary changes to the user profile.
3. Click OK.

The following procedure describes how to delete a new Instant AP user using the WebUI:
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1. Select the user you want to delete from the Users list in the table and click Delete.
2. To delete all or multiple users at a time, click Delete All.

Deleting a user only removes the user record from the user database, and will not disconnect the

NoT e online user associated with the user name.

The following CLI snippet allows you to configure an employee user:

(Instant AP) (config)# user <username> <password> radius

The following CLI snippet allows you to configure a guest user:

(Instant AP) (config)# user <username> <password> portal

Configuring Management Users

Internal, RADIUS, or TACACS authentication servers can be configured to authenticate and authorize
management users of an Instant AP. The authentication servers determine if the user has access to
administrative interface. The privilege level for different types of management users is defined on the
RADIUS or TACACS server instead of the Instant AP. The Instant APs map the management users to the
corresponding privilege level and provide access to the users based on the attributes returned by the
RADIUS or TACACS server.

The following procedure describes how to configure authentication parameters for local admin, read-
only, and guest management administrator account settings through the WebUI:

Navigate to the Configuration > System page.
2. Expand Admin.

3. Configure the settings defined in the Authentication Parameters for Management Users table
below.

4. Click Save.

Table 29: Authentication Parameters for Management Users

Type of User Authentication Options Steps to Follow
Local Internal Select Internal Authentication if you want to specify
Administrator a single set of user credentials. If using an internal

authentication server:

1. Select Internal in the Authentication drop-down
list.

2. Specify the Username and Password.
Retype the password to confirm.

Authentication Server Select Authentication server if you want to use an
Authentication server to authenticate the
management user.

1. Select Authentication server in the
Authentication drop-down list. You can add up
to 2 authentication servers.

2. Auth server 1 and Auth server 2—Specify the
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Table 29: Authentication Parameters for Management Users

Type of User

Authentication Options

Steps to Follow

4.

authentication servers to be used in the Auth
server 1 and Auth server 2 drop-down list. You
can either select existing servers from the drop-
down list or create a new one by clicking the

+ option.

Load balancing—If two servers are configured,
users can use them in the primary or backup
mode, or load balancing mode. To enable load
balancing, select Enabled. For more information
on load balancing, see Dynamic Load Balancing
between Two Authentication Servers on page 191.
TACACS accounting—If a TACACS server is
selected, click the TACACS accountingtoggle
switch to report management commands, if
required.

Authentication server with
fallback to Internal

Select Authentication server w/fallback to Internal
if you want to use Authentication server as a primary
authentication method and Internal authentication as
a backup authentication option. The Instant AP will fall
back to internal authentication in the following
scenarios:

When the response from the authentication server
times out.

When the authentication request is rejected by the
authentication server.

When there is a mismatch in the authentication
server shared secret.

Select Authentication server w/fallback to
Internal in the Authentication drop-down list.
You can add up to 2 authentication servers.

Auth server 1 and Auth server 2—Specify the
authentication servers to be used in the Auth
server 1 and Auth server 2 drop-down list. You
can either select existing servers from the drop-
down list or create a new one by clicking the

+ option.

Load balancing—If two servers are configured,
users can use them in the primary or backup
mode, or load balancing mode. To enable load
balancing, select Enabled. For more information
on load balancing, see Dynamic Load Balancing
between Two Authentication Servers on page 191.

TACACS accounting—If a TACACS server is
selected, click the TACACS accounting toggle
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Table 29: Authentication Parameters for Management Users
Type of User Authentication Options Steps to Follow

switch to report management commands, if
required.

5. Specify a Username and Password for local
authentication.

6. Retype the password to confirm.

NOTE: To configure the Instant AP to fall back to local
authentication only when the authentication server
response times out, configure the mgmt-auth-server-
timout-local-backup command. Configuring this will
stop the AP from falling back to internal authentication
when the authentication request is rejected by the
server or there is a mismatch in authentication server
shared secret. For more information, see Aruba
Instant 8.x CLI Reference Guide.

View Only Internal Select Internal to specify a single set of user
credentials.
If using an internal authentication server:

1. Specify the Username and Password.

2. Retype the password to confirm.

Authentication server If a RADIUS or TACACS server is configured, select
Authentication server for authentication.

Guest Registration | Internal Select Internal to specify a single set of user
Only credentials.
If using an internal authentication server:

1. Specify the Username and Password.

2. Retype the password to confirm.

Authentication server If a RADIUS or TACACS server is configured, select
Authentication server for authentication.

The following CLI snippet allows you to configure a local admin user:
(Instant AP) (config)# mgmt-user <username> [password]

The following CLI snippet allows you to configure guest management administrator credentials:
(Instant AP) (config)# mgmt-user <username> [password] guest-mgmt

The following CLI snippet allows you to configure a user with read-only privilege:
(Instant AP) (config)# mgmt-user <username> [password] read-only

The following CLI snippet allows you to configure management authentication settings:
(Instant AP) (config)# mgmt-auth-server <serverl>
(Instant AP) (config)# mgmt-auth-server <server2>
(Instant AP) (config)# mgmt-auth-server-load-balancing

(Instant AP) (config)# mgmt-auth-server-local-backup

The following CLI snippet allows you to enable TACACS accounting:
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(Instant AP) (config)# mgmt-accounting command all

Denylisting Unauthorized Users

An unauthorized user can attempt logging in to the Instant AP as an administrator using invalid
credentials. Such unauthorized users can be denylisted and blocked from the network by the
administrator. The administrator can configure the count for unsuccessful login attempts, exceeding
which the user will be blocked out of the system and the duration for which the user will be denylisted.

When configured, the unauthorized user's IP address will be denylisted in the show mgmt-login-
denylist table and will be barred from attempting logins to the network for the time period defined in
mgmt-login-denylist-period. The denylist maintained for invalid users can contain up to 256 entries.
The denylist will be cleared when the number of entries exceed 256 or in the event of an AP reboot.

Configuring Denylist for Unauthorized Users

Two parameters should be configured to denylist an unauthorized user, the number of unsuccessful
login attempts allowed and the time duration the unauthorized user should be denylisted. This can be
configured only through the CLI.

To configure the count for allowed unsuccessful login attempts, before the user is denylisted, use the
following command syntax:

mgmt-login-threshold <1-65535>
The following CLI commands configure the time period for denylisting the user:
mgmt-login-denylist-period <10-65535>, the value is measured in seconds.

(Instant AP) # configure terminal

(Instant AP) # mgmt-login-threshold <1-65535>
(Instant AP) # mgmt-login-denylist-period <10-65535>
(Instant AP) #exit

The denylisting feature can be turned off using the no mgmt-login-threshold command.

(Instant AP) # no mgmt-login-threshold

Adding Guest Users through the WebUI

The following procedure describes how to add guest users through the Instant WebUI:

1. Login to the WebUI with the guest management interface administrator credentials. The guest
management interface is displayed.

To add a user, click +. The User window is displayed.
Specify a Username and Password.

Retype the password to confirm.

Click OK.

u A W

Supported Authentication Methods

Authentication is a process of identifying a user through a valid username and password or based on
the user's MAC addresses. The following authentication methods are supported in Instant:

= 802.1X Authentication
= MAC Authentication
= MAC Authentication with 802.1X Authentication
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= MAC Authentication with Captive Portal Authentication
®  Captive Portal Authentication

® 802.1X Authentication with Captive Portal Role

= WISPr Authentication

® Enhanced Open Authentication

802.1X Authentication

802.1Xis an IEEE standard that provides an authentication framework for WLANs. The 802.1X standard
uses the EAP to exchange messages during the authentication process. The authentication protocols
that operate inside the 802.1X framework include EAP-TLS, PEAP, and EAP-TTLS. These protocols allow
the network to authenticate the client while also allowing the client to authenticate the network. For
more information on EAP authentication framework supported by the Instant APs, see Supported EAP
Authentication Frameworks on page 185.

The 802.1X authentication method allows anlnstant AP to authenticate the identity of a user before
providing network access to the user. The RADIUS protocol provides centralized authentication,
authorization, and accounting management. For authentication purpose, the wireless client can
associate to a NAS or RADIUS client such as a wireless Instant AP. The wireless client can pass data
traffic only after a successful 802.1X authentication. Arubalnstant supports the IMSI authentication
process for device encryption. The EAP-AKA protocol is used with 802.1X to authenticate client access to
a client network. The EAP-AKA makes use of IMSI as a permanent identity in the authentication
exchange. Itis a unique encryption method that is used to track device movement and protect user
privacy.

This section consists of the following procedures:

® Configuring 802.1X Authentication for Wireless Network Profiles on page 177

= Configuring 802.1X Authentication for Wired Profiles on page 177

The Instant network supports internal RADIUS server and external RADIUS server for 802.1X
authentication.

The steps involved in 802.1X authentication are as follows:

The NAS requests authentication credentials from a wireless client.

The wireless client sends authentication credentials to the NAS.

The NAS sends these credentials to a RADIUS server.

The RADIUS server checks the user identity and authenticates the client if the user details are
available in its database. The RADIUS server sends an Access-Accept message to the NAS. If the
RADIUS server cannot identify the user, it stops the authentication process and sends an Access-
Reject message to the NAS. The NAS forwards this message to the client and the client must re-
authenticate with appropriate credentials.

5. After the client is authenticated, the RADIUS server forwards the encryption key to the NAS. The
encryption key is used for encrypting or decrypting traffic sent to and from the client.

AN =

In the 802.1X termination-disabled mode, if the identity in the EAP-ID-Resp message is longer than or
equal to 248 octets and the identity contains @FQDN at the end, then the EAP-ID-Resp message is not
dropped. The RADIUS User-Name attribute contains the truncated-string (up to 127 octets) from the
original identify before the last @FQDN followed by the last @FQDN.

The NAS acts as a gateway to guard access to a protected resource. A client connecting to the wireless

network first connects to the NAS.
HNOTE
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Configuring 802.1X Authentication for Wireless Network Profiles

The following procedure describes how to configure 802.1X authentication for a wireless network profile
using the WebUI:

1.

8.

In the Configuration > Networks page, click + to create a new WLAN network profile or select an

existing profile for which you want to enable 802.1X authentication and click edit.

Ensure that all required WLAN and VLAN attributes are defined, and then click Next.

Under Security tab, specify the following parameters for the Enterprise security level:

Select any of the following options from the Key management drop-down list.

= WPA2 Enterprise

= WPA Enterprise

= Both (WPA2 & WPA)

= Dynamic WEP with 802.1x. If you do not want to use a session key from the RADIUS server to
derive pairwise unicast keys, select the Use Session Key for LEAP check-box.

To terminate the EAP portion of 802.1X authentication on the Instant AP instead of the RADIUS

server, toggle the EAP Offload switch.

By default, for 802.1X authentication, the client conducts an EAP exchange with the RADIUS
server, and the Instant AP acts as a relay for this exchange. When EAP Offload is enabled, the
Instant AP by itself acts as an authentication server and terminates the outer layers of the EAP
protocol, only relaying the innermost layer to the external RADIUS server.

Specify the type of authentication server to use and configure other required parameters. You
can also configure two different authentication servers to function as primary and backup servers
when EAP Offload is enabled. For more information on RADIUS authentication configuration
parameters, see External RADIUS Server on page 192.

Click Next to define access rules, and then click Finish to apply the changes.

The following CLI commands configures 802.1X authentication for a wireless network:

(Instant AP) (config)# wlan ssid-profile <name>

(Instant AP) (SSID Profile <name>)# type {<Employee>|<Voice>}

(Instant AP) (SSID Profile <name>)# opmode {wpaZ-aes|wpa-tkip|wpa-tkip,wpa2-
aes|dynamic-wep}

(Instant AP) (SSID Profile <name>
(Instant AP)
(Instant AP)
(Instant AP)
(Instant AP)
(Instant AP)
(Instant AP)
(Instant AP)

# leap-use-session-key

# termination

# auth-server <serverl>
SSID Profile <name>)# auth-server <server2>

#

#

(SSID Profile <name>

(

(

(SSID Profile <name> radius-reauth-interval <minutes>
(

(

(

)
)
SSID Profile <name>)
)
)
SSID Profile <name>) auth-survivability

SSID Profile <name>)# exit
config)# auth-survivability cache-time-out <hours>

Configuring 802.1X Authentication for Wired Profiles

The following procedure describes how to configure 802.1X authentication for a wired profile using the
WebUI:

1.
2.

Go to the Configuration > Networks page.

Click + under the Networks window to create a new network or select an existing profile for
which you want to enable 802.1X authentication and then click +.

Under the Basic tab ensure that the required Wired and VLAN attributes are defined, and then
click Next.

In the Security tab, toggle the 802.1X authentication switch to enable.
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5. Specify the type of authentication server to use and configure other required parameters. For
more information on configuration parameters, see Configuring Security Settings for a Wired
Profile on page 133.

6. Click Next to define access rules and then click Finish to apply the changes.

7. Assign the profile to an Ethernet port. For more information, see Assigning a Profile to Ethernet
Ports on page 136.

The following CLI commands configures 802.1X authentication for a wired profile:

(Instant AP) (config)# wired-port-profile <name>

(Instant AP) (wired ap profile <name>)# type {<employee>|<guest>}
(Instant AP) (wired ap profile <name>)# dotlx

(Instant AP) (wired ap profile <name>) auth-server <serverl>

(Instant AP) (wired ap profile <name>) auth-server <server2>

(Instant AP) (wired ap profile <name>) server-load-balancing

(Instant AP) (wired ap profile <name>) radius-reauth-interval <Minutes>

#
#
#
#

MAC Authentication

MAC authentication is used for authenticating devices based on their physical MAC addresses. MAC
authentication requires that the MAC address of a machine matches a manually defined list of
addresses. This authentication method is not recommended for scalable networks and the networks
that require stringent security settings.

MAC authentication can be used alone or it can be combined with other forms of authentication such as
WEP authentication. However, it is recommended that you do not use the MAC-based authentication.
The following MAC authentication combinations can be configured for a wired or wireless network
profile.

®m Configuring MAC Authentication for Wireless Network Profiles on page 178
= Configuring MAC Authentication for Wired Network Profiles on page 179

Configuring MAC Authentication for Wireless Network Profiles

The following procedure describes how to configure MAC authentication for a wired profile using the
WebUI:

1. In the Configuration > Networks page, click + to create a new network profile or select an
existing profile for which you want to enable MAC authentication and click Edit.

2. Ensure that all required WLAN and VLAN attributes are defined, and then click Next.

3. Inthe Security tab, toggle the MAC authentication switch for the Personal or the Open security
level.

4. Inthe Authentication server 1 drop-down list, specify the type of authentication server to use.

5. To allow the Instant AP to use a delimiter in the MAC authentication request, specify a character
(for example, colon or dash) as a delimiter for the MAC address string in the Delimiter character
text box. For example, if you specify colon as the delimiter, MAC addresses in the XX:XX:XX:XX:XX:XX
format are used. If the delimiter is not specified, the MAC address in the xxxxxxxxxxxx format is
used.

6. To allow the Instant AP to use uppercase letters in the MAC address string, toggle the Uppercase
support switch to enable.

The Delimiter character and Uppercase support parameters are displayed only when MAC
authentication is enabled.

NOTE
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7. Configure other parameters as required.
8. Click Next to define access rules, and then click Finish to apply the changes.

The following CLI commands configure MAC-address based authentication with external server:

(Instant AP
(Instant AP
(Instant AP
(Instant AP
(Instant AP

) (config)# wlan ssid-profile <name>

)

)

)

)
(Instant AP)

)

)

)

)

(

(SSID Profile <name>)# type {<Employee>|<Voice>|<Guest>}

(SSID Profile <name>)# mac-authentication

(SSID Profile <name>)# mac-authentication-delimiter <delim>

(SSID Profile <name>)# mac-authentication-upper-case

(SSID Profile <name>)# external-server
(Instant AP) (SSID Profile <name>)# auth-server <server-namel>
(Instant AP) ( #
(Instant AP) ( #
(Instant AP) ( #

SSID Profile <name> auth-server <server-name2>
SSID Profile <name> server-load-balancing
SSID Profile <name> radius-reauth-interval <minutes>

)
)
)
)
)
)
)
)

The following CLI command adds users for MAC authentication based on internal authentication server:

(Instant AP) (config)# user <username> [<password>] [portal|radius]

Configuring MAC Authentication for Wired Network Profiles

The following procedure describes how to configure MAC authentication for a wired profile using the
WebUI:

1. In the Configuration > Networks page, click + to create a new network profile or select an
existing profile for which you want to enable MAC authentication and click Edit.

Ensure that all required wired and VLAN attributes are defined, and then click Next.

Under Security tab, toggle the MAC authentication switch to enable.

In the Authentication server 1 drop-down list, specify the type of authentication server to use.
Configure other parameters as required.

Click Next to define access rules, and then click Finish to apply the changes.

o v A WN

The following CLI commands configure MAC-address-based authentication with external server:

(Instant AP) (config)# wired-port-profile <name>

(Instant AP) (wired ap profile <name>)# type {<employee>|<guest>}
(Instant AP) (wired ap profile <name>)# mac-authentication

(Instant AP) (wired ap profile <name>)# auth-server <server-1>

(Instant AP) (wired ap profile <name>)# auth-server <server-2>

(Instant AP) (wired ap profile <name>)# server-load-balancing

(Instant AP) (wired ap profile <name>)# radius-reauth-interval <Minutes>

The following CLI command adds users for MAC authentication based on internal authentication server:

(Instant AP) (config)# user <username> [<password>] [portal|radius]

MAC Authentication with 802.1X Authentication
MAC Authentication with 802.1X Authentication method has the following features:

= MAC authentication precedes 802.1X authentication—The administrators can enable MAC
authentication for 802.1X authentication. MAC authentication shares all the authentication server
configurations with 802.1X authentication. If a wireless or wired client connects to the network, MAC
authentication is performed first. If MAC authentication fails, 802.1X authentication does not trigger.
If MAC authentication is successful, 802.1X authentication is attempted. If 802.1X authentication is
successful, the client is assigned an 802.1X authentication role. If 802.1X authentication fails, the
client is assigned a deny-all role or mac-auth-only role.

Authentication and User Management |



= MAC authentication only role—Allows you to create a mac-auth-only role to allow role-based access
rules when MAC authentication is enabled for 802.1X authentication. The mac-auth-only role is
assigned to a client when the MAC authentication is successful and 802.1X authentication fails. If
802.1X authentication is successful, the mac-auth-only role is overwritten by the final role. The mac-
auth-only role is primarily used for wired clients.

® |2 authentication fall-through—Allows you to enable the 12-authentication-falithrough mode.
When this option is enabled, the 802.1X authentication is allowed even if the MAC authentication
fails. If this option is disabled, 802.1X authentication is not allowed. The I2-authentication-
fallthrough mode is disabled by default.

® For more information on configuring aninstant AP to use MAC as well as 802.1X authentication, see
802.1X Authentication on page 176.

This section consists of the following procedures:

= Configuring MAC and 802.1X Authentications for Wireless Network Profiles

® Configuring MAC and 802.1X Authentications for Wireless Network Profiles

Configuring MAC and 802.1X Authentications for Wireless Network Profiles

The following procedure describes how to configure MAC and 802.1x authentication for wireless
network profiles:

1. In the Configuration > Networks section, click + to create a new network profile or select an
existing profile for which you want to enable MAC and 802.1X authentications and click Edit.

2. Ensure that all required WLAN and VLAN attributes are defined, and then click Next.

3. Under Security tab, select Enterprise from the Security Level drop-down list. Ensure that the
required parameters for MAC authentication and 802.1X authentication are configured.

4. Select the Perform MAC authentication before 802.1X check box to use 802.1X authentication
only when the MAC authentication is successful.

5. Select the MAC authentication fail-thru check box to use 802.1X authentication even when the

MAC authentication fails.

6. Click Next and until Finish to apply the changes.

The following CLI commands configure MAC and 802.1X Authentications for a Wireless Network profile:

(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant
(Instant

AP) (config)# wlan ssid-profile <name>

AP) (SSID
AP) (SSID
AP) (SSID
AP) (SSID
AP) (SSID
AP) (SSID
AP) (SSID

Profile
Profile
Profile
Profile
Profile
Profile
Profile

<name>) #
<name>) #
<name>)
<name>)
<name>)
<name>)
<name>) #

#
#
#
#

type {<Employee>|<Voice>|<Guest>}
mac-authentication
12-auth-failthrough

auth-server <server-namel>
radius-reauth-interval <minutes>
auth-survivability

exit

AP) (config)# auth-survivability cache-time-out <hours>

Configuring MAC and 802.1X Authentications for Wired Network Profiles

The following procedure describes how to configure MAC and 802.1X authentications for a wired profile
in the WebUI:

1. In the Configuration > Networks section, click + to create a new network profile or select an
existing profile for which you want to enable MAC and 802.1X authentications and click Edit.

2. Ensure that all required WLAN and VLAN attributes are defined, and then click Next.
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5.

Under Security tab, perform the following steps:

a. Toggle the MAC authentication switch to enable.

b. Toggle the 802.1X authentication switch to enable.

c. Toggle the MAC authentication fail-thru switch to enable.

In the Authentication server 1 drop-down list, specify the type of authentication server to use
and configure other required parameters. For more information on configuration parameters,
see Configuring Security Settings for a Wired Profile on page 133.

Click Next to define access rules, and then click Finish to apply the changes.

The following CLI commands enable MAC and 802.1X authentications for a wired profile:

(Instant AP)
(Instant AP)
(Instant AP)
(Instant AP)
(Instant AP)
(Instant AP)
(Instant AP)
(Instant AP)

(config) # wired-port-profile <name>

(wired ap profile "<name>")# type {<employee>|<guest>}

(wired ap profile "<name>")# mac-authentication

(wired ap profile "<name>")# dotlx

(wired ap profile "<name>")# 12-auth-failthrough

(wired ap profile "<name>")# auth-server <name>

(wired ap profile "<name>")# server-load-balancing

(wired ap profile "<name>")# radius-reauth-interval <Minutes>

)
)
)
)

MAC Authentication with Captive Portal Authentication

You can enforce MAC authentication for captive portal clients. The following configuration conditions
apply to MAC and captive portal authentication method:

= |f the captive portal splash page type is Internal-Authenticated or External-RADIUS Server, MAC
authentication reuses the server configurations.

® [f the captive portal splash page type is Internal-Acknowledged or External-Authentication Text
and MAC authentication is enabled, a server configuration page is displayed.

Configuring MAC Authentication with Captive Portal Authentication

The following procedure describes how to configure the MAC authentication with captive portal
authentication for a network profile using the WebUI:

1.

In the Configuration > Networks section, click + to create a new network profile or select an
existing profile for which you configure internal captive portal authentication for a WLAN SSID or
a wired profile and click Edit.

profile, click the Security tab on the New WLAN window and the New Wired Network
HOTE window.

G To enable MAC authentication with captive portal authentication on a new WLAN SSID or wired

Select the Security tab and specify the following parameters:

a. Toggle the MAC authentication switch to enable MAC authentication for captive portal
users. If the MAC authentication fails, the captive portal authentication role is assigned to the
client.

b. In case of a wired profile for employee access, toggle the 802.1X authentication switch to
enable. This is in addition to enabling MAC authentication.
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¢. In case of a wired profile for guess access, select a profile from the Captive portal profile
drop-down list. This is in addition to enabling MAC authentication.

d. To enforce MAC authentication, go to the Access tab, select Role-based from the Access
Rules drop-down list, and toggle the Enforce MAC auth only role switch to enable.

3. Click Next and then click Finish to apply the changes.

The Enforce MAC auth only role parameter is not supported on a WLAN profile for employee
access.

HOTE

The following CLI commands configure MAC authentication with captive portal authentication for a
wireless profile:

(Instant AP) (config)# wlan ssid-profile <name>

(Instant AP) (SSID Profile <name>)# type <guest>

(Instant AP) (SSID Profile <name>)# mac-authentication

(Instant AP) (SSID Profile <name>)# captive-portal {<type> [exclude-uplink
<types>] |external [Profile <name>] [exclude-uplink <types>]}

(Instant AP) (SSID Profile <name>)# set-role-mac-auth <mac-only>

The following CLI commands configure MAC authentication with captive portal authentication for a
wired profile:

(Instant AP) (config)# wired-port-profile <name>

(Instant AP) (wired ap profile <name>)# type <guest>

(Instant AP) (wired ap profile <name>)# mac-authentication

(Instant AP) (wired ap profile <name>)# captive-portal <type>

(Instant AP) (wired ap profile <name>)# captive-portal {<type> [exclude-uplink
<types>] |external [Profile <name>] [exclude-uplink <types>]}

(Instant AP) (wired ap profile <name>)# set-role-mac-auth <mac-only>

Captive Portal Authentication

Captive portal authentication is used for authenticating guest users. For more information on captive
portal authentication, see Captive Portal for Guest Access

802.1X Authentication with Captive Portal Role

This authentication mechanism allows you to configure different captive portal settings for clients on
the same SSID. For example, you can configure an 802.1X SSID and create a role for captive portal
access, so that some of the clients using the SSID derive the captive portal role. You can configure rules
to indicate access to external or internal captive portal, or none. For more information on configuring
captive portal roles for an SSID with 802.1X authentication, see Configuring Captive Portal Roles for an
SSID on page 166.

WISPr Authentication

WISPr authentication allows the smart clients to authenticate on the network when they roam between
WISP even if the wireless hotspot uses an ISP with whom the client may not have an account.

If a hotspot is configured to use WISPr authentication in a specific ISP and a client attempts to access the
Internet at that hotspot, the WISPr AAA server configured for the ISP authenticates the client directly
and allows the client to access the network. If the client only has an account with a partner ISP, the
WISPr AAA server forwards the client’s credentials to the partner ISP's WISPr AAA server for
authentication. When the client is authenticated on the partner ISP, it is also authenticated on the
hotspot's own ISP as per their service agreements. The Instant AP assigns the default WISPr user role to
the client when the client's ISP sends an authentication message to the Instant AP.
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Configuring WISPr Authentication
Instant supports the following smart clients:

® jPass
= Boingo

These smart clients enable client authentication and roaming between hotspots by embedding iPass
Generic Interface Specification redirect, authentication, and logoff messages within HTML messages that
are sent to the Instant AP.

WISPr authentication is supported only for the Internal - Authenticated and External captive portal
authentication. Select the Internal - Authenticated or the External option from the Splash page
NOTE type drop-down list to configure WISPr authentication for a WLAN profile.

The following procedure describes how to configure WISPr authentication using the WebUI:

Navigate to the Configuration > System page.

Click Show advanced options at the bottom of the page.

Expand WISPr.

In the ISO country code text box enter the ISO Country Code for the WISPr Location ID.

In the E.164 country code text box enter the E.164 Country Code for the WISPr Location ID.
In the E.164 area code text box enter the E.164 Area Code for the WISPr Location ID.

In the SSID/Zone text box enter the SSID or the zone name for the WISPr Location ID.

In the Operator name text box enter the operator name of the hotspot.

In the Location name text box enter the name of the Hotspot location. If no name is defined, the
name of the Instant AP to which the user is associated is used.

10. Click Save to apply the changes.

W NoU ks wN =

The WISPr RADIUS attributes and configuration parameters are specific to the RADIUS server used by
your ISP for the WISPr authentication. Contact your ISP to determine these values. You can find a list of
ISO and ITU country and area codes at the ISO and ITU websites (www.iso.org and http://www.itu.int).

A Boingo smart client uses a NAS identifier in the <CarrierID>_<VenuelD> format for location
identification. To support Boingo clients, ensure that you configure the NAS identifier parameter in
NOTE the RADIUS server profile for the WISPr server.

The following CLI commands configure WISPr authentication:

(Instant AP) (config)# wlan wispr-profile

(Instant AP) (WISPr)# wispr-location-id-ac

(Instant AP) (WISPr)# wispr-location-id-cc

(Instant AP) (WISPr)# wispr-location-id-isocc

(Instant AP) (WISPr)# wispr-location-id-network
(Instant AP) (WISPr)# wispr-location-name-location
(Instant AP) (WISPr)# wispr-location-name-operator-name

Enhanced Open Authentication

Enhanced open provides improved data encryption in open Wi-Fi networks and protects data from
sniffing. Enhanced open replaces open system as the default option. With enhanced open, the client
and WLAN perform Diffie-Hellman key exchange during the access procedure and use the resulting
pairwise key with a 4-way handshake.
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Aruba Instant supports the following Enhanced Open authentication types:

® Enhanced Open without PMK caching
® Enhanced Open with PMK caching
= Enhanced Open transition mode

Enhanced Open Without PMK Caching

In the Enhanced Open opmode without PMK caching, the 802.11 beacon, probe response frame, and
authentication request or response frame are generic. However, 802.11 association request or response
are specific for enhanced open that does not include PMK caching.

Aruba Instant advertises support for enhanced open by using an AKM suite selector in all beacons and
probe response frames. Besides, PMF is set to required (MFPR=1). Authentication request and
authentication response use open authentication.

A client that wishes to perform data encryption in an open Wi-Fi network using enhanced open,
indicates enhanced open AKM in the 802.11 association request with PMF is required (MFPR=1). The
DHPE contains group and the Diffie-Hellman public Key from the client. Instant supports Diffie-Hellman
256-bit Elliptic Curve groups 19, 20, and 21.

Instant includes the enhanced open AKM and DHPE in the 802.11 association response after agreeing to
enhanced open with PME is required (MFPR=1). The DHPE contains group and the Diffie-Hellman public
key from Instant. If Instant does not support the group indicated in the received 802.11 association
request, it responds with an 802.11 association response having the status code 77. A status code 77
indicates unsupported finite cyclic group.

After completing the 802.11 association, PMK and its associated PMKID are created. Instant initiates a 4-
way handshake with the client using the generated PMK. The result of the 4-way handshake is the
encryption key to protect bulk unicast data and broadcast data between the client and Instant.

Enhanced Open With PMK Caching

If enhanced open has been established earlier, a client that wishes to perform enhanced open with PMK
caching includes a PMKID in its 802.11 association request in addition to the enhanced open AKM,
DHPE, and PMF is required(MFPR=1). If Aruba Instant has cached the PMK identified by that PMKID, it
includes the PMKID in its 802.11 association response but does not include the DHPE. If Instant has not
cached the PMK identified by that PMKID, it ignores the PMKID and proceeds with enhanced open
association by including a DHPE. The 4-way handshake is initiated subsequently.

Enhanced Open Transition Mode

The enhanced open transition mode enables a seamless transition from open unencrypted WLAN
connections without adversely impacting the end user experience. It provides the ability for enhanced
open and non-enhanced open clients to connect to the same open system virtual AP.

Two different SSIDs are created for each configured 802.11 open system virtual AP, one for enhanced
open authentication and another for open networks. Both SSIDs operate either in the same band and
channel or the band and channel of the other SSID (the enhanced open transition mode information
element includes the band and channel information). Aruba Instant always uses the same band and
channel.

802.11 beacon and probe response frames of the open BSS include an enhanced open transition mode
information element to encapsulate BSSID and SSID of the enhanced open BSS.

802.11 beacon and probe response frames from the enhanced open BSS include an enhanced open
transition mode information element to encapsulate the BSSID and SSID of the open BSS. Besides, the
beacon frame from the enhanced open BSS has zero length SSID and indicates enhanced open in robust
security network element.
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In enhanced open transition mode, Aruba Instant uses more virtual APs than configured . The number
of virtual APs pushed depends on multizone parameters, if configured (maximum SSIDs per zone).
During enhanced open transition mode, depending on the available VAP slots, Instant will either push
both open and enhanced open virtual APs or only enhanced-open virtual APs. There will be no impact
on other virtual APs configured. An additional enhanced-open virtual AP will be pushed to an AP only if
it has an available extra slot.

During transition, if there are many enhanced-open enabled virtual APs, based on the availability of
slots, the AP will choose to transition all enhanced-open virtual APs or configure them as enhanced-
open-only virtual APs. That is, if there are 2 enhanced-open virtual APs and 4 available slots, the AP will
create 2 enhanced-open-only virtual APs and 2 open virtual APs. If the available slots are 3, the AP will
create 2 enhanced-open-only virtual APs and no open virtual APs.

Configuring Enhanced Open

The following procedure describes how to enable enhanced open security using the New WebUI:

1. Navigate to the WLAN wizard (To add a new profile, go to Configuration > Networks and click +.
To modify an existing profile, go to Configuration > Networks , select a WLAN SSID from the list
of networks to edit.

2. Click the Security tab.

3. Select Open from the Security Level drop-down list. The authentication options applicable to the
Open network are displayed.

4. The Enhanced Open toggle switch is disabled by default. Slide the toggle switch to the right-side
to enable the enhanced open function.

The following CLI commands enable enhanced open:

(Instant AP) (config)# wlan ssid-profile <profile name>
(Instant AP) (SSID Profile "<profile name>")# opmode enhanced-open

The following CLI commands disable enhanced open:

(Instant AP) (config)# wlan ssid-profile <profile name>
(Instant AP) (SSID Profile "<profile name>")# no opmode

The following CLI commands enable opmode transition:

(Instant AP) (config)# wlan ssid-profile <profile name>
(Instant AP) (SSID Profile "<profile name>")# opmode-transition

The following CLI commands disable opmode transition:

(Instant AP) (config)# wlan ssid-profile <profile name>
(Instant AP) (SSID Profile "<profile name>")# opmode-transition-disable

Supported EAP Authentication Frameworks

The following EAP authentication frameworks are supported in the Instant network:

® EAP-TLS—The EAP-TLS method supports the termination of EAP-TLS security using the internal
RADIUS server . The EAP-TLS requires both server and CA certificates installed on the Instant AP. The
client certificate is verified on the virtual controller (the client certificate must be signed by a known
CA) before the username is verified on the authentication server.

® EAP-TTLS —The EAP-TTLS method uses server-side certificates to set up authentication between
clients and servers. However, the actual authentication is performed using passwords.
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= EAP-PEAP—EAP-PEAP is an 802.1X authentication method that uses server-side public key certificates
to authenticate clients with server. The PEAP authentication creates an encrypted SSL/TLS tunnel
between the client and the authentication server. Exchange of information is encrypted and stored in
the tunnel ensuring the user credentials are kept secure.

® | EAP—LEAP uses dynamic WEP keys for authentication between the client and authentication server.

To use the Instant AP’s internal database for user authentication, add the usernames and passwords of
the users to be authenticated.

Aruba does not recommend the use of LEAP authentication, because it does not provide any

resistance to network attacks.
HNOTE

Authentication Termination on Instant AP

Instant APs support EAP termination for enterprise WLAN SSIDs. The EAP termination can reduce the
number of exchange packets between the Instant AP and the authentication servers. Instant allows EAP
termination for PEAP-GTC and PEAP-MS-CHAV2. PEAP-GTC termination allows authorization against a
LDAP server and external RADIUS server while PEAP-MS-CHAV?2 allows authorization against an external
RADIUS server.

This allows the users to run PEAP-GTC termination with their username and password to a local
Microsoft Active Directory server with LDAP authentication.

® EAP-GTC—This EAP method permits the transfer of unencrypted usernames and passwords from the
client to the server. The main uses for EAP-GTC are procuring one-time token cards such as SecurelD
and using LDAP or RADIUS as the user authentication server. You can also enable caching of user
credentials on the Instant AP to an external authentication server for user data backup.

= FAP-MSCHAPv2—This EAP method is widely supported by Microsoft clients. A RADIUS server must be
used as the back-end authentication server.

Supported Authentication Servers

Instant supports the following server types for client authentication:

® |nternal RADIUS Server on page 186
m External RADIUS Server on page 186
m TACACS Servers on page 191

Instant supports load balancing between two authentication servers to maximize efficiency by switching
between the configured authentication servers without the intervention of the administrator. To know
more, read Dynamic Load Balancing between Two Authentication Servers.

Internal RADIUS Server

Each Instant AP has an instance of free RADIUS server operating locally. When you enable the internal
RADIUS server option for the network, the client on the Instant AP sends a RADIUS packet to the local IP
address. The internal RADIUS server listens and replies to the RADIUS packet. Instant serves as a
RADIUS server for 802.1X authentication. However, the internal RADIUS server can also be configured as
a backup RADIUS server for an external RADIUS server.

External RADIUS Server

Aruba Instant 8.9.0.0 User Guide



In the external RADIUS server, the IP address of the virtual controller is configured as the NAS IP
address. Instant RADIUS is implemented on the virtual controller and this eliminates the need to
configure multiple NAS clients for every Instant AP on the RADIUS server for client authentication.
Instant RADIUS dynamically forwards all the authentication requests from a NAS to a remote RADIUS
server. The RADIUS server responds to the authentication request with an Access-Accept or Access-
Reject message, and the clients are allowed or denied access to the network depending on the
response from the RADIUS server. When you enable an external RADIUS server for the network, the
client on the Instant AP sends a RADIUS packet to the local IP address. The external RADIUS server then
responds to the RADIUS packet.

Instant supports the following external authentication servers:

= RADIUS
= | DAP
® (ClearPass Policy Manager Server for AirGroup CoA

To use an LDAP server for user authentication, configure the LDAP server on the virtual controller, and
configure user IDs and passwords. To use a RADIUS server for user authentication, configure the
RADIUS server on the virtual controller.

RADIUS Server Authentication with VSA

An external RADIUS server authenticates network users and returns to the Instant AP the VSA that
contains the name of the network role for the user. The authenticated user is placed into the
management role specified by the VSA.

Instant supports the following VSAs for user role and VLAN derivation rules:

= AP-Group

= AP-Name

= ARAP-Features

= ARAP-Security

®  ARAP-Security-Data
® ARAP-Zone-Access

®  Acct-Authentic

® Acct-Delay-Time

® Acct-Input-Gigawords
® Acct-Input-Octets

® Acct-Input-Packets

® Acct-Interim-Interval
® Acct-Link-Count

® Acct-Multi-Session-Id
® Acct-Output-Gigawords
® Acct-Output-Octets

® Acct-Output-Packets
® Acct-Session-ld

® Acct-Session-Time

® Acct-Status-Type

® Acct-Terminate-Cause
® Acct-Tunnel-Packets-Lost
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®  Add-Port-To-IP-Address

= Aruba-AP-Group

® Aruba-AP-IP-Address

" Aruba-AS-Credential-Hash

" Aruba-AS-User-Name

" Aruba-Admin-Path

= Aruba-Admin-Role

® Aruba-AirGroup-Device-Type
= Aruba-AirGroup-Shared-Group
" Aruba-AirGroup-Shared-Role
® Aruba-AirGroup-Shared-User
= Aruba-AirGroup-User-Name
= Aruba-AirGroup-Version

" Aruba-Auth-SurvMethod

" Aruba-Auth-Survivability

= Aruba-CPPM-Role

® Aruba-Calea-Server-Ip

® Aruba-Device-Type

" Aruba-Essid-Name

" Aruba-Framed-IPv6-Address
= Aruba-Location-Id

= Aruba-Mdps-Device-Iccid

" Aruba-Mdps-Device-Imei

= Aruba-Mdps-Device-Name
= Aruba-Mdps-Device-Product
" Aruba-Mdps-Device-Profile
®  Aruba-Mdps-Device-Serial

= Aruba-Mdps-Device-Udid

= Aruba-Mdps-Device-Version
= Aruba-Mdps-Max-Devices

= Aruba-Mdps-Provisioning-Settings
® Aruba-Named-User-Vlan

® Aruba-Network-SSO-Token
= Aruba-No-DHCP-Fingerprint
" Aruba-Port-Bounce-Host

= Aruba-Port-Id

= Aruba-Priv-Admin-User

= Aruba-Template-User

" Aruba-User-Group

® Aruba-User-Role

" Aruba-User-Vlan

= Aruba-WorkSpace-App-Name
®  Authentication-Sub-Type
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Authentication-Type
CHAP-Challenge
Callback-Id
Callback-Number
Chargeable-User-ldentity
Cisco AV-Pair

Class

Connect-Info
Connect-Rate
Crypt-Password
DB-Entry-State
Digest-Response
Domain-Name
EAP-Message
Error-Cause
Event-Timestamp
Exec-Program
Exec-Program-Wait
Expiration
Fall-Through

Filter-1d
Framed-AppleTalk-Link
Framed-AppleTalk-Network
Framed-AppleTalk-Zone
Framed-Compression
Framed-IP-Address
Framed-IP-Netmask
Framed-IPX-Network
Framed-IPv6-Pool
Framed-IPv6-Prefix
Framed-IPv6-Route
Framed-Interface-Id
Framed-MTU
Framed-Protocol
Framed-Route
Framed-Routing
Full-Name

Group

Group-Name

Hint
Huntgroup-Name
Idle-Timeout
Location-Capable
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® | ocation-Data

® | ocation-Information
= |Login-IP-Host

= | ogin-IPv6e-Host

® | ogin-LAT-Node

= |ogin-LAT-Port

® | ogin-LAT-Service

® | ogin-Service

= Login-TCP-Port

= Menu

= Message-Auth

= NAS-IPv6-Address

= NAS-Port-Type

®m QOperator-Name

= Password

® Password-Retry

= Port-Limit

= Prefix

= Prompt

® Rad-Authenticator

® Rad-Code

= Rad-ld

® Rad-Length

= Reply-Message

® Requested-Location-Info
= Revoke-Text

= Server-Group

= Server-Name

= Service-Type

® Session-Timeout

® Simultaneous-Use

= State

= Strip-User-Name

= Suffix

® Termination-Action
® Termination-Menu

® Tunnel-Assignment-Id
® Tunnel-Client-Auth-Id
= Tunnel-Client-Endpoint
® Tunnel-Connection-Id
® Tunnel-Medium-Type
® Tunnel-Preference

® Tunnel-Private-Group-Id
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= Tunnel-Server-Auth-Id

® Tunnel-Server-Endpoint
® Tunnel-Type

m User-Category

®m User-Name

® User-Vlan

® Vendor-Specific

= fw_mode

m dhcp-option

= dot1x-authentication-type
® mac-address

® mac-address-and-dhcp-options

TACACS Servers

You can now configure a TACACS server as the authentication server to authenticate and authorize all
types of management users, and account user sessions. When configured, the TACACS server allows a
remote access server to communicate with an authentication server to determine if the user has access
to the network. The Instant AP users can create several TACACS server profiles and associate these
profiles to the user accounts to enable authentication of the management users.

TACACS supports the following types of authentication:

= ASCI
= PAP
= CHAP
= ARAP
= MS-CHAP
The TACACS server cannot be attributed to any SSID or wired profile in general as the authentication
NoTE server and is configured only for the Instant AP management users.

Dynamic Load Balancing between Two Authentication Servers

Two authentication servers can be configured to serve as a primary and backup RADIUS server and
enable load balancing between these servers. Load balancing of authentication servers ensures that the
authentication load is split across multiple authentication servers and enables the Instant APs to
perform load balancing of authentication requests destined to authentication servers such as RADIUS
or LDAP.

The load balancing in Instant AP is performed based on outstanding authentication sessions. If there
are no outstanding sessions and if the rate of authentication is low, only primary server will be used.
The secondary is used only if there are outstanding authentication sessions on the primary server. With
this, the load balance can be performed across RADIUS servers of asymmetric capacity without the need
to obtain inputs about the server capabilities from the administrators.

Configuring Authentication Servers

This section describes the following procedures:
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m Configuring an External Server for Authentication on page 192
® Enabling RADIUS Communication over TLS (RadSec) on page 197
® Configuring Dynamic RADIUS Proxy Parameters on page 199

External RADIUS Server

In the external RADIUS server, the IP address of the virtual controller is configured as the NAS IP
address. Instant RADIUS is implemented on the virtual controller and this eliminates the need to
configure multiple NAS clients for every Instant AP on the RADIUS server for client authentication.
Instant RADIUS dynamically forwards all the authentication requests from a NAS to a remote RADIUS
server. The RADIUS server responds to the authentication request with an Access-Accept or Access-
Reject message, and the clients are allowed or denied access to the network depending on the
response from the RADIUS server. When you enable an external RADIUS server for the network, the
client on the Instant AP sends a RADIUS packet to the local IP address. The external RADIUS server then
responds to the RADIUS packet.

Instant supports the following external authentication servers:

= RADIUS
= |DAP
® (learPass Policy Manager Server for AirGroup CoA

To use an LDAP server for user authentication, configure the LDAP server on the virtual controller, and
configure user IDs and passwords. To use a RADIUS server for user authentication, configure the
RADIUS server on the virtual controller.

Configuring an External Server for Authentication

The following procedure describes how to configure RADIUS, TACACS, LDAP, and ClearPass Policy
Manager servers using the WebUI:

Navigate to the Configuration > Security page.
2. Expand Authentication Servers.
3. Tocreate a new server, click +. The New Authentication Server window for specifying details for
the new server is displayed.
4. Configure parameters based on the type of sever.
= RADIUS—To configure a RADIUS server, specify the attributes described in the RADIUS Server
Configuration Parameters table below. To assign the RADIUS authentication server to a
network profile, select the newly added server when configuring security settings for a wireless
or wired network profile.

You can also add an external RADIUS server by selecting the New option when configuring
a WLAN or wired profile. For more information, see Points to Remember on page 113 and
NOTE Configuring Security Settings for a Wired Profile on page 133.

= LDAP—To configure an LDAP server, select the LDAP option and configure the attributes
described in the LDAP Server Configuration Parameters table below.

= TACACS—To configure TACACS server, select the TACACS option and configure the attributes
described in the TACACS Server Configuration parameters table below.
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HOTE

You can also add TACACS server by selecting the New option when configuring
authentication parameters for management users. For more information, see Configuring
Management Users on page 172.

® CoA only for AirGroup CoA—To configure a ClearPass Policy Manager server used for
AirGroup CoA, select the CoA only check box and configure the attributes defined in the
ClearPass Policy Manager Server Configuration Parameters for AirGroup CoA table below. The
RADIUS server is automatically selected.

L)

HOTE

5. Click OK.

The ClearPass Policy Manager server acts as a RADIUS server and asynchronously provides
the AirGroup parameters for the client device including shared user, role, and location.

Table 30: RADIUS Server Configuration Parameters

Parameter Description

Name

Enter a name for the server.

IP address

Enter the host name or the IP address of the external RADIUS server.

NOTE: The hose name value will be accepted only if the RadSec parameter is enabled.

RadSec

Set RadSec to Enabled to enable secure communication between the RADIUS server and
Instant AP by creating a TLS tunnel between the Instant AP and the server.
If RadSec is enabled, the following configuration options are displayed:
m RadSec port—Communication port number for RadSec TLS connection. By default, the
port number is set to 2083.

= RFC 3576

= RFC 5997

® NAS IP address
= NAS identifier

® Service type framed user

For more information on RadSec configuration, see Enabling RADIUS Communication over
TLS (RadSec) on page 197.

Auth port

Enter the authorization port number of the external RADIUS server within the range of 1-
65,535. The default port number is 1812.

Accounting
port

Enter the accounting port number within the range of 1-65,535. This port is used for sending
accounting records to the RADIUS server. The default port number is 1813.

Shared key

Enter a shared key for communicating with the external RADIUS server.

Retype key

Re-enter the shared key.

Timeout

Specify a timeout value in seconds. The value determines the timeout for one RADIUS
request. The Instant AP retries to send the request several times (as configured in the Retry
count) before the user gets disconnected. For example, if the Timeout is 5 seconds, Retry
counter is 3, user is disconnected after 20 seconds. The default value is 5 seconds.
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Table 30: RADIUS Server Configuration Parameters

Parameter Description

Retry count

Specify a number between 1 and 5. Indicates the maximum number of authentication
requests that are sent to the server group, and the default value is 3 requests.

RFC 3576

Select Enabled to allow the Instant APs to process RFC 3576-compliant CoA and disconnect
messages from the RADIUS server. Disconnect messages cause a user session to be
terminated immediately, whereas the CoA messages modify session authorization attributes
such as data filters.

RFC 5997

This helps to detect the server status of the RADIUS server. Every time there is an
authentication or accounting request timeout, the Instant AP will send a status request
enquiry to get the actual status of the RADIUS server before confirming the status of the
server to be DOWN.

= Authentication—Select this check-box to ensure the Instant AP sends a status-server

request to determine the actual state of the authentication server before marking the
server as unavailable.

= Accounting—Select this check-box to ensure the Instant AP sends a status-server request

to determine the actual state of the accounting server before marking the server as
unavailable.

NOTE: You can choose to select either the Authentication or Accounting check-boxes or
select both check-boxes to support RFC5997.

NAS IP
address

Allows you to configure an arbitrary IP address to be used as RADIUS attribute 4, NAS IP
Address, without changing source IP Address in the IP header of the RADIUS packet.

NOTE: If you do not enter the IP address, the virtual controller IP address is used by default
when Dynamic RADIUS Proxy is enabled.

NAS Identifier

Allows you to configure strings for RADIUS attribute 32, NAS Identifier, to be sent with RADIUS
requests to the RADIUS server.

Dead Time Specify a dead time for authentication server in minutes.
When two or more authentication servers are configured on the Instant AP and a server is
unavailable, the dead time configuration determines the duration for which the
authentication server would be available if the server is marked as unavailable.

Dynamic Specify the following dynamic RADIUS proxy parameters:

RADIUS proxy | 4 ppp |p—ip address to be used as source IP for RADIUS packets.

parameters

= DRP Mask—Subnet mask of the DRP IP address.
= DRP VLAN—VLAN in which the RADIUS packets are sent.

= DRP Gateway—Gateway IP address of the DRP VLAN.

For more information on dynamic RADIUS proxy parameters and configuration procedure,
see Configuring Dynamic RADIUS Proxy Parameters on page 199.

Service type
framed user

Sets the service type value to frame for the following authentication methods:
®  802.1X—Changes the service type to frame for 802.1X authentication.
®  Captive Portal—Changes the service type to frame for Captive Portal authentication.

= MAC—Changes the service type to frame for MAC authentication.
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Table 31: LDAP Server Configuration Parameters

Parameter Description

Name Enter a name for the server.

IP address Enter the IP address of the LDAP server.

Auth port Enter the authorization port number of the LDAP server. The default port number is 389.
NOTE: Secure LDAP over SSL is currently not supported on Instant APs. Changing the
authentication port to 636 will not enable secure LDAP over SSL.

Admin-DN Enter a DN for the admin user with read/search privileges across all the entries in the LDAP
database (the user need not have write privileges, but the user must be able to search the
database, and read attributes of other users in the database).

Admin Enter a password for administrator.

password

Base-DN Enter a DN for the node that contains the entire user database.

Filter Specify the filter to apply when searching for a user in the LDAP database. The default filter

string is (objectclass=%*).

Key Attribute

Specify the attribute to use as a key while searching for the LDAP server. For Active Directory,
the value is sAMAccountName

Timeout

Enter a value between 1 and 30 seconds. The default value is 5.

Retry count

Enter a value between 1 and 5. The default value is 3.

Dead Time

Specify a dead time for the authentication server in minutes within the range of 1-1440
minutes. The default dead time interval is 5 minutes.

When two or more authentication servers are configured on the Instant AP and a server is
unavailable, the dead time configuration determines the duration for which the
authentication server would be available if the server is marked as unavailable.

Table 32: TACACS Configuration Parameters

Parameter Description

Name Enter a name for the server.

IP address Enter the IP address of the TACACS server.

Auth Port Enter a TCPIP port used by the server. The default port number is 49.

Shared Key Enter a secret key of your choice to authenticate communication between the TACACS+
client and the server.

Retype Key Re-enter the shared key.

Timeout Enter a number between 1 and 30 seconds to indicate the timeout period for TACACS+

requests. The default value is 20 seconds.
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Table 32: TACACS Configuration Parameters

Parameter Description

Retry Count Enter a number between 1 and 5 to indicate the maximum number of authentication
attempts. The default value is 3.

Dead time Specify a dead time in minutes within the range of 1-1440 minutes. The default dead time
interval is 5 minutes.

Session Enables or disables session authorization. When enabled, the optional authorization
authorization session is turned on for the admin users. By default, session authorization is disabled.

Table 33: ClearPass Policy Manager Server Configuration Parameters for AirGroup CoA

Parameter Description

Name Enter a name of the server.

IP address Enter the host name or IP address of the server.

Air Group CoA | Enter a port number for sending AirGroup CoA on a port different from the standard CoA

port port. The default value is 5999.
Shared key Enter a shared key for communicating with the external RADIUS server.
Retype key Re-enter the shared key.

The following CLI commands configure a RADIUS server with DRP parameters:

(Instant AP) (config)# wlan auth-server <profile-name>

(Instant AP) (Auth Server <profile-name>)# ip <host>

(Instant AP) (Auth Server <profile-name>)# key <key>

(Instant AP) (Auth Server <profile-name>)# port <port>

(Instant AP) (Auth Server <profile-name>)# acctport <port>

(Instant AP) (Auth Server <profile-name>)# nas-id <NAS-ID>

(Instant AP) (Auth Server <profile-name>)# nas-ip <NAS-IP-address>
(Instant AP) (Auth Server <profile-name>)# timeout <seconds>

(Instant AP) (Auth Server <profile-name>)# retry-count <number>

(Instant AP) (Auth Server <profile-name>)# rfc3576

(Instant AP) (Auth Server <profile-name>)# rfc5997 {auth-only|acct-only}
(Instant AP) (Auth Server <profile-name>)# deadtime <minutes>

(Instant AP) (Auth Server <profile-name>)# drp-ip <IP-address> <mask> vlan <vlan>
gateway <gateway-IP-address)

The following CLI commands enable RadSec:

(Instant AP) (config)# wlan auth-server <profile-name>

(Instant AP) (Auth Server "name")# ip <host>

(Instant AP) (Auth Server "name")# radsec [port <port>]

(Instant AP) (Auth Server "name")# rfc3576

(Instant AP) (Auth Server "name")# rfc5997 {auth-onlyl|acct-only}
(Instant AP) (Auth Server "name")# nas-id <id>

(Instant AP) (Auth Server "name")# nas-ip <ip>

The following CLI commands configure an LDAP server:

(Instant AP) (config)# wlan ldap-server <profile-name>
(Instant AP) (LDAP Server <profile-name>)# ip <IP-address>
(Instant AP) (LDAP Server <profile-name>)# port <port>
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(Instant AP
(Instant AP
(Instant AP
(Instant AP

) admin-dn <name>
)
)
)
(Instant AP)
)
)
)

admin-password <password>

(LDAP Server <profile-name>) #
(LDAP Server <profile-name>) #
(LDAP Server <profile-name>)# base-dn <name>
(LDAP Server <profile-name>)# filter <filter>
(LDAP Server <profile-name>)# key-attribute <key>
(Instant AP) ( ) #
(Instant AP) ( ) #
(Instant AP) ( ) #

LDAP Server <profile-name> timeout <seconds>
LDAP Server <profile-name> retry-count <number>
LDAP Server <profile-name> deadtime <minutes>

The following CLI commands configure a TACACS+ server:

(Instant AP) (config)# wlan tacacs-server <profile-name>

(Instant AP) (TACACS Server <profile-name>)# ip <IP-address>

(Instant AP) (TACACS Server <profile-name>)# port <port>

(Instant AP) (TACACS Server <profile-name>)# key <key>

(Instant AP) (TACACS Server <profile-name>)# timeout <seconds>

(Instant AP) (TACACS Server <profile-name>)# retry-count <number>
AP) ( ) #

(Instant TACACS Server <profile-name> deadtime <minutes>

The following CLI commands configure a ClearPass Policy Manager server used for AirGroup CoA:

(Instant AP) (config)# wlan auth-server <profile-name>

(Instant AP) (Auth Server <profile-name>)# ip <host>

(Instant AP) (Auth Server <profile-name>)# key <key>

(Instant AP) (Auth Server <profile-name>)# cppm-rfc3576-port <port>
(Instant AP) (Auth Server <profile-name>)# cppm-rfc3576-only

Customizing the RADIUS Attributes

Starting from Aruba Instant 8.3.0.0, the users can now configure RADIUS modifier profile to customize
the attributes that are included, excluded and modified in the RADIUS request before it is sent to the
authentication server. The RADIUS modifier profile can be configured and applied to either Access-
Request or Accounting-Request or both on a RADIUS authentication server.

This profile can contain up to 64 RADIUS attributes with static values that are used either to add or
update in the request and another 64 RADIUS attributes to be excluded from the Requests.

Two new parameters have been added in the RADIUS authentication-server profile :

® | auth-modifier: When assigned, it references to a RADIUS modifier profile which is applied to all
Access-Requests sending to this RADIUS authentication-server.

® | acct-modifier: When assigned, it references to a RADIUS modifier profile which is applied to all
Accounting-Requests sending to this RADIUS authentication-server.

Enabling RADIUS Communication over TLS (RadSec)

You can configure an Instant AP to use TLS tunnel and to enable secure communication between the
RADIUS server and Instant AP. Enabling RADIUS communication over TLS increases the level of security
for authentication that is carried out across the cloud network. When configured, this feature ensures
that the RadSec protocol is used for safely transmitting the authentication and accounting data between
the Instant AP and the RadSec server.

The following conditions apply to RadSec configuration:

= When the TLS tunnel is established, RADIUS packets will go through the tunnel.

® By default, the TCP port 2083 is assigned for RadSec. Separate ports are not used for authentication,
accounting, and dynamic authorization changes.

® |nstant supports dynamic CoA (RFC 3576) over RadSec and the RADIUS server uses an existing TLS
connection opened by the Instant AP to send the request.
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® By default, the Instant AP uses its device certificate to establish a TLS connection with RadSec server.
You can also upload your custom certificates on to Instant AP.For more information on uploading
certificates, see Authentication Certificates on page 213.

Configuring a RadSec Server

The following procedure describes how to configure a RadSec using the WebUI:

Navigate to the Configuration > Security page.
2. Expand Authentication Servers.

3. Tocreate a new server, click +. The New Authentication Server window for specifying details for
the new server is displayed.

4. Select the RADIUS server type and configure the following parameters:

a. Enter the name of the server.

b. Enter the host name or the IP address of the server.

c. Toggle the RadSec switch to enable RadSec.

d. Ensure that the port defined for RadSec is correct in the RadSec port text box. By default, the
port number is set to 2083.

e. To allow the Instant APs to process RFC 3576-compliant CoA and disconnect messages from
the RADIUS server, select the Dynamic Authorization toggle switch. Disconnect messages
cause a user session to be terminated immediately, whereas the CoA messages modify
session authorization attributes such as data filters.

f. If Dynamic Authorization is enabled, specify an AirGroup CoA port, if required.

Enter the NAS IP address.

h. Specify the NAS identifier to configure strings for RADIUS attribute 32 and to send it with

RADIUS requests to the RADIUS server.
5. Click OK.

The following CLI command configures the RadSec server:

(Instant AP) (config)# wlan auth-server <profile-name>
(Instant AP)# ip <host>

(Instant AP) (Auth Server "name")# radsec [port <port>]
(Instant AP) (Auth Server "name")# rfc3576

(Instant AP) (Auth Server "name")# nas-id <id>
(Instant AP) (Auth Server "name")# nas-ip <ip>

Associating the RadSec Server Profile with a Network Profile

The following procedure associates the server profile with a network profile using the WebUI:

1. Access the WLAN wizard or the Wired Settings window (Go to the Configuration > Networks
page, select a WLAN or a wired profile and click edit).

You can also associate the authentication servers when creating a new WLAN or wired profile.

NOTE

2. Select the Security tab.
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3. If you are configuring the authentication server for a WLAN SSID profile, move the slider to
Enterprise security level and select an authentication type from the Key management drop-
down list.

4. For a wired profile, enable the MAC authentication or 802.1X authentication toggle switch.

5. From the Auth server 1 drop-down list, select the server on which RadSec is enabled. You can
also create a new server with Radsec enabled by clicking +.

6. Click Next and until Finish.

7. To assign the RADIUS authentication server to a network profile, select the newly added server
when configuring security settings for a WLAN or wired network profile.

The following CLI command associates an authentication server to a WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# auth-server <server-name>

The following CLI command associates an authentication server to a wired profile:

(Instant AP) (config)# wired-port-profile <name>
(Instant AP) (wired ap profile <name>)# auth-server <name>

Configuring Dynamic RADIUS Proxy Parameters

The RADIUS server can be deployed at different locations and VLANSs. In most cases, a centralized
RADIUS or local server is used to authenticate users. However, some user networks can use a local
RADIUS server for employee authentication and a centralized RADIUS-based captive portal server for
guest authentication. To ensure that the RADIUS traffic is routed to the required RADIUS server, the
dynamic RADIUS proxy feature must be enabled.

In a multi-AP cluster, DRP does not work with Radsec. Member APs will directly establish TLS

R connection with the Radsec server, and not through the Conductor AP.

If the Instant AP clients need to authenticate to the RADIUS servers through a different IP address and
VLAN, ensure that the following steps are completed:

1. Enable dynamic RADIUS proxy.
2. Configure dynamic RADIUS proxy IP, VLAN, netmask, and gateway for each authentication server.
3. Associate the authentication servers to SSID or a wired profile to which the clients connect.

After completing the configuration steps mentioned above, you can authenticate the SSID users against
the configured dynamic RADIUS proxy parameters.

Enabling Dynamic RADIUS Proxy

The following procedure describes how to enable RADIUS server support using the WebUI:
Navigate to the Configuration > System page.

Expand General.

Toggle the Dynamic RADIUS Proxy switch to enable.
Click Save.

A wnh =

Authentication and User Management |



When dynamic RADIUS proxy is enabled, the virtual controller network uses the IP Address of the

virtual controller for communication with external RADIUS servers. Ensure that the virtual controller IP

Address is set as a NAS IP when configuring RADIUS server attributes with dynamic RADIUS proxy

enabled. For more information on configuring RADIUS server attributes, see External RADIUS Server
NOTE on page 192.

In case of VPN deployments, the tunnel IP received when establishing a VPN connection is used as the
NAS IP. In such cases, the virtual controller IP need not be configured for the external RADIUS servers.

The following CLI command enables the dynamic RADIUS proxy feature:

(Instant AP) (config)# dynamic-radius-proxy

Configuring Dynamic RADIUS Proxy Parameters

The following procedure describes how to configure DRP parameters for the authentication server by
using the WebUI:

Navigate to the Configuration > Security page.
2. Expand Authentication Servers.

3. Tocreate a new server, click + and configure the required RADIUS server parameters as described
in Table 30.

4. Ensure that the following dynamic RADIUS proxy parameters are configured:
a. DRP IP—IP address to be used as source IP for RADIUS packets.

b. DRP Mask—Subnet mask of the DRP IP address.
¢. DRP Vlan—VLAN in which the RADIUS packets are sent.
d. DRP Gateway—Gateway IP address of the DRP VLAN.

5. Click OK.

The following CLI commands configures a dynamic RADIUS proxy parameters:

(Instant AP) (config)# wlan auth-server <profile-name>

(Instant AP) (Auth Server <profile-name>)# ip <IP-address>
(Instant AP) (Auth Server <profile-name>)# key <key>

(Instant AP) (Auth Server <profile-name>)# port <port>

(Instant AP) (Auth Server <profile-name>)# acctport <port>
(Instant AP) (Auth Server <profile-name>)# nas-id <NAS-ID>
(Instant AP) (Auth Server <profile-name>)# nas-ip <NAS-IP-address>
(Instant AP) (Auth Server <profile-name>)# timeout <seconds>
(Instant AP) (Auth Server <profile-name>)# retry-count <number>
(Instant AP) (Auth Server <profile-name>)# deadtime <minutes>
(Instant AP) (Auth Server <profile-name>)# drp-ip <IP-address> <mask> vlan <vlan>
gateway <gateway-IP-address>

Associate DRP Server Profile to a Network Profile

The following procedure describes how to associate the DRP server profiles with a network profile by
using the WebUI:

1. Access the WLAN wizard or the Wired Settings window (Go to the Configuration > Networks,
select a WLAN or a wired profile and click Edit).

NOTE: You can also associate the authentication servers when creating a new WLAN or wired profile.
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2. Select the Security tab.

3. If you are configuring the authentication server for a WLAN SSID profile, move the slider to
Enterprise security level and select an authentication type from the Key management drop-
down list.

For a wired profile, enable the MAC authentication or 802.1X authentication toggle switch.

5. From the Auth server 1 drop-down list, select the server name on which dynamic RADIUS proxy
parameters are enabled. You can also create a new server with dynamic RADIUS proxy
parameters enabled by selecting +.

6. Click Next and until Finish.

7. To assign the RADIUS authentication server to a network profile, select the newly added server
when configuring security settings for a WLAN or wired network profile.

You can also add an external RADIUS server by selecting New for Authentication Server when
configuring a WLAN or wired profile. For more information, see Points to Remember on page 113 and
NOTE Configuring Security Settings for a Wired Profile on page 133.

The following CLI commands associates an authentication server to a WLAN SSID:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# auth-server <server-name>

The following CLI commands associates an authentication server to a wired profile:

(Instant AP) (config)# wired-port-profile <name>
(Instant AP) (wired ap profile <name>)# auth-server <name>

Supported Encryption Types

Encryption is the process of converting data into a cryptic format or code when it is transmitted on a
network. Encryption prevents unauthorized use of the data.

Instant supports the following types of encryption:

® WEP—WEP is an authentication method where all users share the same key. WEP is not as secure as
other encryption types such as TKIP.

® TKIP—TKIP uses the same encryption algorithm as WEP. However, TKIP is more secure and has an
additional message integrity check.

= AES—The AES encryption algorithm is a widely supported encryption type for all wireless networks
that contain any confidential data. AES in Wi-Fi leverages 802.1X or PSKs to generate per-station keys
for all devices. AES provides a high level of security like IPsec clients.

WEP and TKIP are limited to WLAN connection speed of 54 Mbps. The 802.11n connection supports
only AES encryption. Aruba recommends AES encryption. Ensure that all devices that do not support
NOTE AES are upgraded or replaced with the devices that support AES encryption.

WPA and WPA2

WPA is created based on the draft of 802.11i, which allowed users to create more secure WLANs. WPA2
encompasses the full implementation of the 802.11i standard. WPA2 is a superset that encompasses
the full WPA feature set.

The following table summarizes the differences between the two certifications:
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Table 34: WPA and WPAZ2 Features

Certification Authentication Encryption
WPA m PSK TKIP with message integrity check
m |EEE 802.1X with
EAP
WPA2 m PSK AES—Counter Mode with Cipher Block Chaining
m |EEE 802.1X with Message Authentication Code
EAP

WPA and WPAZ2 can be further classified as follows:

= Personal—Personal is also called PSK. In this type, a unique key is shared with each client in the
network. Users have to use this key to securely log in to the network. The key remains the same until
it is changed by authorized personnel. You can also configure key change intervals .

= Enterprise—Enterprise is more secure than WPA Personal. In this type, every client automatically
receives a unique encryption key after securely logging in to the network. This key is automatically
updated at regular intervals. WPA uses TKIP and WPA2 uses the AES algorithm.

Recommended Authentication and Encryption Combinations

The following table summarizes the recommendations for authentication and encryption combinations
for the Wi-Fi networks.

Table 35: Recommended Authentication and Encryption Combinations

Network Type Authentication Encryption

Employee 802.1X AES

Guest Network Captive portal None

Voice Network or 802.1X or PSK as supported AES if possible, TKIP or WEP if

Handheld devices by the device necessary (combine with security
settings assigned for a user role).

Supported Encryption types for Instant AP Authentication

Instant supports the following encryption types to authenticate wired Instant APs for 802.1X supplicants,
Mesh and Wi-Fi uplink stations.

= TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
= TLS_DHE_RSA_WITH_AES_256_CBC_SHA

® TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
= TLS_DHE_RSA_WITH_AES_128_CBC_SHA

= TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA

Authentication Survivability

The authentication survivability feature supports a survivable authentication framework against any
remote link failures when working with external authentication servers. When enabled, this feature
allows the Instant APs to authenticate the previously connected clients against the cached credentials if
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the connection to the authentication server is temporarily lost. This feature is now available for
WLAN SSIDs with open, personal (MPSK-AES) and enterprise security levels.

Instant supports the following authentication standards for authentication survivability:

= EAP-MSCHAPv2: The PEAP, also known as Protected EAP, is a protocol that encapsulates EAP within
a potentially encrypted and authenticated TLS tunnel.

® EAP-TLS: EAP-TLS is an IETF open standard that uses the TLS protocol.

= MAC Authentication: MAC-based authentication is a standard that authenticates devices based on
their physical media access control (MAC) address.

When the authentication survivability feature is enabled, the following authentication process is used:

1. Upon successful authentication, the associated Instant AP caches the authentication credentials
of the connected clients for the configured duration. The cache expiry duration for authentication
survivability can be set within the range of 1-99 hours, with 24 hours being the default cache
timeout duration.

2. Ifthe client roams or tries to reconnect to the Instant AP and the remote link fails due to the
unavailability of the authentication server, the Instant AP uses the cached credentials in the
internal authentication server to authenticate the user. However, if the client tries to reconnect
after the cache expiry, the authentication fails.

3. When the authentication server is available and if the client tries to reconnect, the Instant AP
detects the availability of server and allows the client to authenticate to the server. Upon
successful authentication, the Instant AP cache details are refreshed.

Starting from Aruba Instant 8.4.0.0, access credentials, user roles, and other key attributes are cached
when clients are authenticated by an external authentication server.

Below are the cached RADIUS attributes:

= ARUBA_NAMED_VLAN

= ARUBA_NO_DHCP_FINGERPRINT
= ARUBA ROLE

= ARUBA_VLAN

= MS_TUNNEL_MEDIUM_TYPE

= MS_TUNNEL_PRIVATE_GROUP_ID
= MS_TUNNEL_TYPE

= PW_SESSION_TIMEOUT

= PW_USER_NAME

Important Points to Remember

® Any client connected through ClearPass Policy Manager and authenticated through Instant AP
remains authenticated with the Instant AP even if the client is removed from the ClearPass Policy
Manager server during the ClearPass Policy Manager downtime.

® Do not make any changes to the authentication survivability cache timeout duration when the
authentication server is down.

® For EAP-PEAP authentication, ensure that the ClearPass Policy Manager 6.0.2 or later version is used
for authentication. For EAP-TLS authentication, any external or third-party server can be used.
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® For EAP-TLS authentication, ensure that the server and CA certificates from the authentication
servers are uploaded on the Instant AP. For more information, see Authentication Certificates on
page 213.

®  Authentication cache will be lost if the Instant AP on which the user credentials are cached, is
rebooted.

= EAP-PEAP authentication survivability is supported on Aruba CPPM Server version 6.0.2 or later
versions.

Limitations

Authentication survivability is not supported under the following conditions:

1.
2.
3.

When EAP Termination is enabled.
When the RadSec server is used as an authentication server.
When the internal server is used as a secondary authentication server.

Enabling Authentication Survivability

The following procedure describes how to enable authentication survivability for a wireless network
profile through the WebUI:

1.

AR S

7.

In the Configuration > Networks page,
a. Click + to create a new WLAN SSID profile, or

b. Select an existing profile for which you want to enable authentication survivability and click
edit.

Ensure that the required WLAN and VLAN attributes are defined under Basic and VLAN tabs.
Under Security tab, select Open, Personal (MPSK-AES) or Enterprise in Security Level list box.
Select an existing authentication server or create a new server by clicking +.

To enable authentication survivability, toggle the Authentication survivability switch. On
enabling this, the Instant AP authenticates the previously connected clients using EAP-PEAP, EAP-
TLS, and MAC authentication when connection to the external authentication server is
temporarily lost.

In the Cache timeout (global) text box, specify the cache timeout duration, after which the
cached details of the previously authenticated clients expire. You can specify a value within the
range of 1-99 hours and the default cache timeout duration is 24 hours.

Click Next and until Finish to apply the changes.

The following CLI commands configures authentication survivability for a wireless network:

(Instant AP) (config)# wlan ssid-profile <name>

(Instant AP) (SSID Profile <name>)# type {<Employee>|<Voice>|<Guest>}
(Instant AP) (SSID Profile <name>)# auth-server <server-namel>
(Instant AP) (SSID Profile <name>)# auth-survivability

(Instant AP) (SSID Profile <name>)# exit

(Instant AP) (config)# auth-survivability cache-time-out <hours>

The following CLI command shows the cache expiry duration:

(Instant AP)# show auth-survivability time-out

The following CLI command shows information on auth-survivability cached by the Instant AP:

(Instant AP)# show auth-survivability cached-info
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The following CLI command shows logs for debugging:

(Instant AP)# show auth-survivability debug-log

Priority for Local Cache Authentication

Priority for Local Cache Authentication for wireless networks is based on the Authentication Survivability
framework of Aruba Instant. When Priority for Local Cache Authentication is enabled, the Instant AP first
attempts to authenticate clients with the local cache data maintained for authentication survivability
and uses the RADIUS server to authenticate only those clients whose data is not available in the local
cache. This feature can be used only if Authentication Survivability is enabled.

Configuring Priority for Local Cache Authentication
Priority for Local Cache Authentication is only available for clients authenticated through MAC and
802.1x authentication.

The following procedure describes how to prioritize local cache for authentication using the New
WebUI:

1. Select the network for which you want to enable local authentication in the Configuration>
Networks page and click edit.

Navigate to the Security Tab.

Enable Authentication Survivability.

Toggle the Priority for Local Cache Authentication button to enable or disable the feature.
Click Next to configure Access settings for the WLAN network and click Finish.

AR

The following CLI commands enables Priority for Local Cache Authentication for an WLAN SSID profile
using the CLI:

(Instant AP) (config)# wlan ssid-profile <profile name>
(Instant AP) (SSID Profile "<profile name>")# auth-survivability
(Instant AP) (SSID Profile "<profile name>")# priority-use-local-cache-auth

The following CLI commands disables Priority for Local Cache Authentication for an WLAN SSID profile:

(Instant AP) (config)# wlan ssid-profile <profile name>
(Instant AP) (SSID Profile "<profile name>")# no priority-use-local-cache-auth

WPA3 Security

Aruba Instant supports WPA3 security improvements that include:

= Simultaneous Authentication of Equals (SAE)—Replaces WPA2-PSK with password-based
authentication that is resistant to dictionary attacks.

= WPA3-Enterprise 192-Bit Mode—Aruba Instant supports WPA3-Enterprise authentication modes
which include Suite-B 192-bit security suite that is alighed with Commercial National Security
Algorithm (CNSA) for enterprise network. SAE-based keys are not based on PSK and are therefore
pairwise and unique between clients and the AP. Suite B restricts the deployment to one of two
options:
e 128-bit security
» 192-bit security without the ability to mix-and-match ciphers, Diffie-Hellman groups, hash

functions, and signature modes

SAE
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SAE replaces the less-secure WPA2-PSK authentication. Instead of using the PSK as the PMK, SAE arrives
at a PMK, by mapping the PSK to an element of a finite cyclic group, PassWord Element (PWE), doing FCG
operations on it, and exchanging it with the peer.

Aruba Instant supports:

= SAE without PMK caching
= SAE with PMK caching
= SAE or WPA2-PSK mixed mode

SAE Without PMK Caching

Instant advertises support for SAE by using an AKM suite selector for SAE in all beacons and probe
response frames. Besides, PMF is set to required (MFPR=1).

A client that wishes to perform SAE sends an 802.11 authentication request with authentication
algorithm set to value 3 (SAE). This frame contains a well-formed commit message, that is,
authentication transaction sequence set to 1, an FCG, commit-scalar, and commit-element.

Instant supports group 19, a 256-bit Elliptic Curve group. Instant responds with an 802.11 authentication
containing its own commit message.

Instant and the client compute the PMK and send the confirm message to each other using an
authentication frame with authentication transaction sequence set to 2.

The client sends an association request with the AKM suite set to SAE and Instant sends an association
response.

Instant initiates a 4-way key handshake with the client to derive the PTK.

SAE With PMK Caching

If SAE has been established earlier, a client that wishes to perform SAE with PMK caching sends an
authentication frame with authentication algorithm set to open. Instant sends an authentication
response and the client sends a reassociation request with AKM set to SAE and includes the previously
derived PMKID.

Instant checks if the PMKID is valid and sends an association response with the status code success.
Instant initiates a 4-way key handshake with the client to derive the PTK.

SAE or WPA2-PSK Mixed Mode

SAE or WPA2-PSK mixed mode allows both SAE clients and clients that can only perform WPA2-PSK to
connect to the same BSSID. In this mode, the beacon or probe responses contain a AKM list which
contains both PSK (00-0F-AC:2) and SAE (00-OF-AC:8). Clients that support SAE send an authentication
frame with SAE payload and connect to the BSSID.

Clients that support only WPA2-PSK send an authentication frame with authentication algorithm set to
open.

Instant initiates a 4-way key handshake similar to WPA2.

WPA3-Enterprise

WPA3-Enterprise enforces top secret security standards for an enterprise Wi-Fi in comparison to secret
security standards. Top secret security standards includes:

= Deriving at least 384-bit PMK/MSK using Suite B compatible EAP-TLS.
® Securing pairwise data between STA and authenticator using AES-GCM-256.
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® Securing group addressed data between STA and authenticator using AES-GCM-256.
® Securing group addressed management frames using BIP-GMAC-256

WPA3-Enterprise compatible 802.1X authentication occurs between STA and the RADIUS server.

G The WPA3-Enterprise CSNA (192-bit) mode requires a compatible EAP server (such as Aruba ClearPass
NOTE Policy Manager 6.8 or later versions) and requires EAP-TLS.

WPA3-Enterprise advertises or negotiates the following capabilities in beacons, probes response, or
802.11 association:

®m AKM Suite Selector as 00-0F-AC:12

® Pairwise Cipher Suite Selector as 00-OF-AC:9

®  Group data cipher suite selector as 00-0F-AC:9

® Group management cipher suite (MFP) selector as 00-OF-AC:12

If WPA3-Enterprise is enabled, STA is successfully associated only if it uses one of the four suite
selectors for AKM selection, pairwise data protection, group data protection, and group management
protection. If a STA mismatches any one of the four suite selectors, the STA association fails.

WPA3 Opmodes

Aruba Instant supports the WPA3-AES-CCM-128, WPA3-CNSA, WPA3-AES-CCM-256, and WPA3-SAE-AES
opmodes.

WPA3 opmodes are not supported in 203H Series, 203R Series, and 207 Series access points.

HOTE

Before using the WPA3-SAE-AES opmode, disable opmode-transition and configure a WPA hexkey or
WPA passphrase as a pre-shared key. Use the WPA3 with SAE and PSK mode for SAE mixed mode
operation during transition. The opmode-transition is not applicable to WPA3-AES-CCM-128 and WPA3-
CNSA opmodes.

WPA2-PSK-AES virtual APs will be not be automatically upgraded to WPA3-SAE-AES virtual APs. Hence,
WPA2-PSK-AES virtual APs will not automatically work in mixed mode. Configure a WPA3-SAE-AES virtual
AP with opmode-transition for the virtual AP to operate in mixed mode.

Configuring WPA3
To support WPA3, configure the opmode and opmode-transition parameters under the wlan ssid-
profile command.

The opmode-transition parameter is enabled by default and provides backward compatibility for
authentication and WPA3-SAE-AES opmode. Use the opmode-transition parameter as a fallback option
if a client faces connectivity issues on the enhanced open authentication or WPA3-SAE-AES transition
mode virtual APs.

The following CLI commands disable opmode transition:

(Instant AP) (config)# wlan ssid-profile <profile name>
(Instant AP) (SSID Profile "<profile name>")# opmode-transition-disable

The following CLI commands enable opmode transition:

(Instant AP) (config)# wlan ssid-profile <profile name>
(Instant AP) (SSID Profile "<profile name>")# opmode-transition
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The following procedure describes how to configure WPA3 for Enterprise using the WebUI:

1. Navigate to the WLAN wizard (To add a new profile, go to Configuration > Networks and click +.
To modify an existing profile, go to Configuration > Networks , select a WLAN SSID from the list
of networks to edit.

2. Click the Security tab.

3. Select Enterprise from the Security Level drop-down list. The authentication options applicable
to the Enterprise network are displayed.

4. Select one of the following from the Key Management drop-down list:
a. WPA3-Enterprise (CNSA)—WPA3 with AES GCM-256 encryption using CNSA (192 bit). The

WPA3-Enterprise CSNA (192-bit) mode requires a compatible EAP server (such as Aruba
ClearPass Policy Manager 6.8 or later versions) and requires EAP-TLS.

b. WPA3-Enterprise (CCM 128)—WPA3 with AES CCM encryption and dynamic keys using
802.1X.

c. WPA3-Enterprise (CCM 256)—WPA3 with AES GCM-256 encryption.
5. Click Next and the click Finish.

The following CLI commands configure WPA3 opmode for Enterprise security:

(Instant AP) (config)# wlan ssid-profile wpa3 mode

(Instant AP) (SSID Profile "wpa3 mode")# opmode wpa3-aes-ccm-128

(Instant AP) (SSID Profile "wpa3 mode")# opmode wpa3-cnsa
The following procedure describes how to configure WPA3 opmode for Personal security using the
WebUI:

1. Navigate to the WLAN wizard (To add a new profile, go to Configuration > Networks and click +.
To modify an existing profile, go to Configuration > Networks, select a WLAN SSID from the list
of networks to edit.

2. Click the Security tab.

3. Select Personal from the Security Level drop-down list. The authentication options applicable to
the Personal network are displayed.

4. Select WPA3 Personal from the Key Management drop-down list.

5. Click Next and the click Finish.

The following CLI commands configure WPA3 opmode for Personal security:

(Instant AP) (config)# wlan ssid-profile wpa3 mode
(Instant AP) (SSID Profile "wpa3 mode")# opmode wpa3-sae-aes

Using the WPA3-SAE-AES opmode requires a pre-shared key. Configure either a WPA hexkey or WPA
passphrase as a pre-shared key.

NOTE

The following CLI commands disable WPA3 opmode:

(Instant AP) (config)# wlan ssid-profile wpa3 mode
(Instant AP) (SSID Profile "wpa3 mode")# no opmode

Fast BSS Transition Support for WPA3

Aruba Instant supports Fast BSS Transition (802.1r) for the following WPA3 modes in both tunnel-
forwarding and decrypt-tunnel modes for all APs which support WPA3:
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= WPA3-Personal - SAE

= WPA3-Personal - SAE/WPA2-PSK Mixed mode

® WPAS3-Enterprise Basic option

® WPA3-Enterprise 192-bit Security option

= WPA3-Enterprise non-CNSA mode with GCMP-256 Cipher Suite

® WPA3-Enterprise CNSA (WPA3-AES-GCM-256)

802.1X Supplicant Support

The 802.1X authentication protocol prevents unauthorized clients from gaining access to the network
through publicly accessible ports. If the ports to which the Instant APs are connected are configured to
use the 802.1X authentication method, ensure that you configure the Instant APs to function as an
802.1X client or supplicant. If the network requires all wired devices to authenticate using PEAP or

TLS protocol, you need to configure the Instant AP uplink ports for 802.1X authentication, so that the
switch grants access to the Instant AP only after completing the authentication as a valid client.

To enable the 802.1X supplicant support on an Instant AP, ensure that the 802.1X authentication
parameters are configured on all Instant APs in the cluster and are stored securely in the Instant AP
flash.

The 802.1X supplicant support feature is not supported with mesh and Wi-Fi uplink deployments.

NOTE

Conbfiguring an Instant AP for 802.1X Authentication Using the
WebUI

Complete the below procedures to configure 802.1X supplicant support on an Instant AP :

1. Configure the 802.1X authentication mode.
2. Configure the uplink port for 802.1X authentication.

Configuring the 802.1X authentication mode

There are two 802.1X authentication modes on an Instant AP. Choose either one of these methods for
802.1X authentication based on the controller configuration:

® PEAP Authentication
m Certificate Authentication

PEAP Authentication

In PEAP based authentication, the Instant AP is validated by verifying its username and password
against the uplink controller. The following procedure describes how to configure PEAP based 802.1X
authentication using the WebUI:

1. In the Configuration > Access Points page, select the Instant AP for which you want to configure
802.1X authentication, and click on Edit.

2. Inthe Edit Access Point <access point> page, expand the Uplink tab.

3. Expand PEAP User.

4. Enter the Username and Password for PEAP authentication. The Instant AP stores the username

and password in its flash and uses the credentials for 802.1X authentication. When the Instant AP
boots, the /tmp/ap1xuser and /tmp/ap 1xpassword files are created based on these credentials.

Authentication and User Management |



5.

6.

The default inner authentication protocol for PEAP is MS-CHAPV2.

NOTE

To validate the authentication server, upload the CA certificate for AP1X on the Instant AP. To
upload CA certificate for AP1X, use the following procedure:

| | Aruba recommends that a CA certificate is uploaded to the Instant AP to verify the identity of

the authentication server.
HOTE

a. Expand Upload Certificates.

b. Enter the URL of the CA certificate in the URL field.
c. Setthe Certificate type to CA.

d. Click on Upload Certificate.

Click Save.

The following CLI command sets username and password used by the PEAP protocol-based 802.1X
authentication:

(Instant AP)# aplx-peap-user <aplxuser> <password>

The following CLI command installs the CA certificate that is used to validate the authentication server:

(Instant AP)# download-cert aplxca <url> format pem

Certificate Authentication

In certificate based 802.1X authentication, a certificate is uploaded to the Instant AP which is used by
the controller to the validate the AP. The following procedure describes how to configure certificate-
based 802.1X authentication:

1.

O N w kA wN

In the Configuration > Access Points page, select the Instant AP on which you want to configure
certificate based 802.1X authentication, and click Edit.

In the Edit Access Point <access point> page, expand the Uplink tab.

Select Upload Certificate tab.

Specify the URL of the certificate in the URL field.

Set the Certificate type to Cert.

Enter the password for the certificate in the Passphrase and Retype passphrase fields.
Click on Upload certificate to save the certificate on the AP.

To validate the authentication server used for 802.1X authentication, upload the CA certificate to
the Instant AP. To upload the CA certificate, use the following procedure:

Aruba recommends that a CA certificate is uploaded to the Instant AP to verify the identity of

the authentication server.
MOTE

Expand Upload Certificates.

Enter the URL of the CA certificate in the URL field.
Set the Certificate type to CA.

d. Click on Upload Certificate.

n oo

Click Save.
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The following CLI commands downloads user certificates from a TFTP, FTP, or web server for 802.1X
authentication:

(Instant AP)# download-cert aplx <url> format pem [psk <psk>]

The following CLI command installs the CA certificate that is used to validate the authentication server:

(Instant AP)# download-cert aplxca <url> format pem

Configuring Uplink Port for 802.1X Authentication

To configure 802.1X authentication on the uplink port of the Instant AP, complete the following steps:

1. Go to Configuration > System page.
2. Click Show advanced options at the bottom of the page and expand Uplink.
3. Under AP1X, select PEAP or TLS in the AP1X type drop-down list. When TLS is selected, the

certificate type changes to User by default. The User type certificate is the Cert type certificate
uploaded on the AP for certificate based 802.1X authentication.

4. To validate the server credentials, toggle the Validate server switch to enable. Ensure that the
CA certificate for validating server credentials is uploaded to Instant AP database. The
CA certificate for 802.1X authentication is uploaded in the Configuration > Access Point page of
the Instant AP.

5. Click Save.

Reboot the Instant AP.

The following CLI command sets the 802.1X authentication type to PEAP:
(Instant AP) (config)# aplx peap [validate-server]
The following CLI command sets 802.1X authentication type to TLS:
(Instant AP) (config)# aplx tls <user> [validate-server]
The following CLI command sets the authentication timeout interval for the 802.1X authentication:
(Instant AP) (config)# aplx-timeout <seconds>
The following CLI command shows the certificate details for 802.1X:
(Instant AP)# show aplxcert

The verify the 802.1X configuration, use any of the following commands:

® show ap1x config
= show ap1x debug-logs
® show ap1x status

For more information on the commands, refer to the Aruba Instant 8.x CLI Reference Guide.

Denylisting Clients

A denylisted is not allowed to associate with an Instant AP in the network. If a client is connected to the
network when it is denylisted, a deauthentication message is sent to force client disconnection.

This section describes the following procedures:
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® Denylisting Clients Manually on page 212

® Denylisting Clients Dynamically on page 212

Denylisting Clients Manually

Manual denylisting adds the MAC address of a client to the denylist. These clients are added into a
permanent denylist. These denylisted clients are not allowed to connect to the network unless they are
removed from the denylist.

The following procedure describes how to add a client to the denylist manually using the WebUI:

Navigate to the Configuration > Security page.

Expand Denylisting.

Under Manual Denylisting, click +.

Enter the MAC address of the client to be denylisted in the MAC address to add text box.

Cal A

For the denylisting to take effect on the MAC address, you must enable denylisting in the SSID

R profile. For more information, see Denylisting on page 107.

5. Click OK. The Denylisted Since column in the Manual Denylisting window displays the time at
which the current denylisting has started for the client.

6. To delete a client from the manual denylist, select the MAC Address of the client under the
Manual Denylisting window and click Delete.

7. Click Save.

The following CLI command denylists a client:

(Instant AP) (config)# denylist-client <MAC-Address>

The following CLI commands enable denylisting in the SSID profile:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# denylist

The following CLI command shows the denylisted clients:

(Instant AP)# show denylist-client
Denylisted Clients

MAC Reason Timestamp Remaining time (sec) AP name

00:1¢c:b3:09:85:15 wuser-defined 17:21:29 Permanent =

Denylisting Clients Dynamically

The clients can be denylisted dynamically when they exceed the authentication failure threshold or
when a denylisting rule is triggered as part of the authentication process. Users can be denylisted by the
following methods:

= Authentication Failure Denylisting - When a client takes time to authenticate and exceeds the
configured failure threshold, it is automatically denylisted by an Instant AP.

= Session Firewall-Based Denylisting - In session firewall-based denylisting, an ACL rule is used to
enable the option for dynamic denylisting. When the ACL rule is triggered, it sends out denylist
information and the client is denylisted.

Configuring Denylist Duration

Aruba Instant 8.9.0.0 User Guide



The following procedure describes how to set the denylist duration using the WebUI:

Navigate to the Configuration > Security page.

Expand Denylisting.

Expand Dynamic Denylisting.

In the Auth failure denylist time field enter the duration after which the clients must be
denylisted.

5. Inthe PEF rule denylist time field enter the duration after which the clients can be denylisted
due to an ACL rule trigger.

6. Click Save.

b=

To enable session-firewall-based denylisting, click + in the Configuration > Networks tab, navigate to
the Basic > VLAN > Security > Access window, click + under Access Rules for <network> and click
the Denylist check box in the New rule window.

HOTE You can configure a maximum number of authentication failures by the clients, after which a client
must be denylisted. For more information on configuring maximum authentication failure attempts,
see Points to Remember on page 113.

The following CLI commands dynamically denylists clients:

(Instant AP) (config)# auth-failure-denylist-time <seconds>
(Instant AP) (config)# denylist-time <seconds>

The following CLI commands enable denylisting in the SSID profile:

(Instant AP) (config)# wlan ssid-profile <name>
(Instant AP) (SSID Profile <name>)# denylist

The following CLI commands show the denylisted clients:

(Instant AP)# show denylist-client config
Denylist Time : 60

Auth Failure Denylist Time :60

Manually Denylisted Clients

MAC Time

Dynamically Denylisted Clients

Dyn Denylist Count :0

Authentication Certificates

A certificate is a digital file that certifies the identity of the organization or products of the organization.
It is also used to establish your credentials for any web transactions. It contains the organization name,
a serial number, expiration date, a copy of the certificate-holder's public key, and the digital signature of
the certificate-issuing authority so that a recipient can ensure that the certificate is real.

There is a default server certificate installed in the controller to demonstrate the authentication of the
controller for Captive Portal and WebUIl management access. However, this certificate does not
guarantee security in production networks. Aruba strongly recommends that you replace the default
certificate with a custom certificate issued for your site or domain by a trusted CA.

Instant supports the following certificate types in either PEM or DER format:
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Public Certificate
Server Certificate
Trusted CA Certificate
Client Certificate

Uploading Public Certificates

Public certificates must be bundled with the intermediate certificate, root certificate, and the private key
issued by the certificate authority to be supported by the Instant AP. The system will reject the public
certificate if it is not bundled with the supporting certificates and the private key. Use the following
procedure to bundle public certificates for Instant APs:

1. Open the certificate file using a text editor.

2. Copy and paste the Intermediate certificate, root certificate, and the private key below the
certificate in the following order:

a. Certificate
b. Intermediate certificate
c. Root certificate

d. Private key

3. Save the certificate file.

Ensure that there are no blank spaces or blank lines in the certificate file.

NOTE

Installing Certificates on the Instant AP

Starting from Aruba Instant 8.7.0.0, certificates must be imported and assigned to an application to take
effect. This 