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TIBCO MFT Internet Server Clients Overview

TIBCO® Managed File Transfer Internet Server provides you with a Transfer client and a File
Share client to conduct file transfers and share files.

If your account is configured with TransferRight, open a web browser and go to https://
[HostName]:[Port]. Log in to the TIBCO Managed File Transfer (MFT) Internet Server transfer
client, and the Transfers page is displayed. If you are configured as a FileShare user, you
can click the File Share option to switch to the File Share page. The File Share option is
only displayed when the logged on user is defined as a File Share user.

e Use the Transfer client to transfer files that were pre-defined for you by an MFT
Admin.

¢ Use the File Share client to share files. For more details, see File Share Client. You
can also use the Mailbox feature to securely send email attachments.

INTERNET = -
Tl BC% M F TRANSFER CLIENT™ = T Administrator account.
4t Transfers B
b fl‘ Transfers o cind =
@ History
& File Share

Name = Type Size Date Modified
Upload Folder 4/12/16 12:00 AM
Download And Upload Folder 4/12/16 12:00 AM

Download Folder 4/12/16 12:00 AM

Transfer client and File Share client are section 508 compliant. Section 508 compliance
allows visually impaired users to use computer applications, which provide the ability to
tab to all fields on a page and to announce words or letters using a screen reader.
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Global Settings

The Transfer client and File Share client have a set of common settings such as logout,
history, and security settings.

The following are the global settings shared between the clients:

Menu

Click = to display the menu on the top of the page or on the left of the page.

Font

Click * to change the font size.

Refresh

Click © to refresh the page.

Search

Enter the file name in the Find field to search the specified file.

Client Switch

Click the client name from the top menu or the left menu to switch to the corresponding
client page.

History

Click the History option to view up to 150 transfers audit records for the previous month.

Help

Click your account > Help to see the online help page for the details about the client.

Logout

Click your account > Logout to sign off after completing transfer configurations, and then
close the browser settings. Click your account > Settings to see the settings page
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Transfer Client

The Transfer client provides the functionality to conduct file transfer requests through a
web browser client.

Note: Ensure that you have configured the Transfer client settings in the TIBCO
MFT Internet Server Administration web browser.

For more details, see TIBCO Managed File Transfer Internet Server User's Guide.

Browser Client

You can use the browser client to conduct file transfer requests and view the transfer
history. You can also perform the following operations using the browser client:

Note: The below operations can only be performed if they have been enabled by
an administrator in TIBCO Managed File Transfer Command Center.

Delete File

Rename File

Create Directory

Rename Directory

Delete Directory

In the instance below, a user can perform the Rename File and Delete File operations.

f.‘ Transfers / SSHUploadDownload x © () a o Find 4
Name ~ Type Size Date Modified

#  afterr~—- Download And Upload Folder Feb 20 2018, 14:31:05
® Delete Folder

& aften Download And Upload Folder Sep 19 2017, 16:17:10
& Rename

M Bukipuowmownps Download And Upload Folder Feb 22 2018, 12:49:10

B Douciood vt P e 9 lun 209047 40:14:90

TIBCO® Managed File Transfer Internet Server Transfer and File Share Clients User's Guide



6| Transfer Client

Rename:'aftercopy’

New name:

Rename_File_or_Folder ‘

Close Rename

Transfers

You can conduct transfer file requests on the Transfer page.
Transfer requests are set by an administrator for end users.

The following figure shows the various types of transfer requests that you can see after
signing on:

t Transfers
1 ‘E'l} Transfers
¥ History
& File Share
Mame - Type
X DirectoryDownload Download Folder
A&  DirectoryUpload Upload Folder
¥ DirUploadDownload Download And Upload Folder

For this client, only Directory Downloads and Directory Uploads are introduced as there is
not any difference between a directory or single file download/upload as with the other
clients. Based on permissions defined by the administrator, you may be able to delete or
rename files and folders. If allowed to delete or rename files and folders, icons will be
displayed at the top of the page. You can also right click to delete or rename files and
folders.

Directory Downloads

In the above example, the DirectoryDownload folder has been configured for users to
access and download files.

If you want to download any files from a folder, click the folder to open it, and then click
the file, the download will automatically start. This folder contains subdirectories with the
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files that can be downloaded.

€ ' Transfers / DirectoryDownload

4

e

Mame ~
X Sub Folder One
X Sub Folder Two

testfile

Directory Uploads
The DirectoryUpload folder has been configured for users to access and upload files.

If you want to upload files, first click the folder to open it. Then, drag and drop the files
you want to upload, or click click here to upload to select and upload files in the "File
upload to folder" window.

You can drag and drop file(s) into this folder for upload
or click here to upload

testfile

TIBCO® Managed File Transfer Internet Server Transfer and File Share Clients User's Guide



8| Transfer Client

Note: In some cases, you will be able to see the files in the folder but will not be
able to download them based on the permissions.

Change Password

You can click your_account > Settings to change the password corresponding to your user
name in the Change Password tab on the Settings page.

Current Password:
MNew Password:

Confirm New Password:

Change Password D

The following table lists the fields in the Change Password tab:

Field

Current Password

New Password
Confirm New Password

Change Password

Clear

Description

Type the password being used for sign on.

Type the new password that you want to use.

Type the new password again.

Click this button after typing the passwords correctly in the
Current Password, New Password and Confirm New

Password fields.

Click this button to clear the typed passwords.
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Keys

You need to upload or download encryption keys and certificates when data encryption is
required.

If a PGP encryption is used to encrypt data or certificates for either an FTP or SSH transfer
are required, you will either upload your public keys or download the server's FTP, PGP or
SSH public keys from the Settings page. You can click your_account > Settings to upload
or download the following keys:

e PGP Public Keys
e SSH Public Keys
e FTP Public Keys

o Note: The Key tabs are not displayed for all users. The MFT Admin must
configure your user to be able to see the keys tabs.

PGP Public Keys

When using PGP encryption to secure data, you have to download the PGP public keys
from the server or upload your PGP public keys to the server.

TIBCO MFT Internet Server has the ability to encrypt and decrypt PGP encrypted files. To
do this, the client and the server must exchange the PGP public keys to encrypt and
decrypt data. The following figure shows the PGP Public Key tab used to configure the

PGP public key:
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FTP Public Key Back To Home

Change Password PGP Public Key

PGP: Display System Public Key  List PGP Public Keys

Enter Public PGP Key:

Uploading the PGP Public Key

You can upload your PGP public key to the system to encrypt files being sent to you in the
PGP Public Key tab if you have got the authority to do this.

To upload the PGP public key, copy and paste an exported Base64 formatted PGP public
key into the Enter Public PGP Key box. Then, click Continue to upload the key. Ensure
that the key contains the entire text entry from the BEGIN statement to the END statement.
See the PGP software documentation for details about how to export public keys. The
following figure shows an example:

G iBEERSVWoAREACEIZ z9r e EfGF V1rCAxxLOBVeQEf Tep/ 3wE0GEnVOE 13 +1 Milve
EaQ4CITZlf955HdHZVDDcFIE§§§+VhT?gHEHnyGOdOaSQvJZDbzeyTDervazPE
5EGxGERCsz1rT2A?QpGDUdc?kaDAgD+Q1c6XYz?ijQJuNECYQDDDVO?SbDMBTu
|09/ EvEiU3 6V Ewa s34 ey L TEPE4f 4 a1 b0/ MROv14LGO30rrem0asSc3 iEBLy
I F1luSI¥nELS TwkrhexWEzsebxallu¥Yshvw lDoooA i feasg i Gop T kaxhSWeeDudihes
| 2D ¥ lgGhivc AJFuSsWSFO+53ahl3dfA0p Iv0aXounl TEETwaeNoD ISwOL YEE ) M7 Cm
[2Ewgluc e300/ H+341PrV71LeHETw+Eduth+pPaFme 105unTx It kETO0t gad D oeliuo

[gnESEEswVEQ Te0kdy3 ARPOTOz03 A3y 0ILPefa3FA+1ChiveteypJELZ inwF 1GEE
5GBECACEFAkkSvDDFCQlDpH4HkaIBwIDBAHMAQIFFQIBAwUChAEACngBSNOcLRJ
ifJJ4HwCeJBsgSXKNDEN%BSBQDCBjfESAQDcAnS1RINprKlPAEHY14EijUSDaSQ
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Downloading the PGP Public Key

You have to download the PGP public key of TIBCO MFT Internet Server to encrypt files
that are sent out to TIBCO MFT Internet Server.

To download the PGP public key, click PGP: Display System Public Key. The Base64
formatted TIBCO MFT Internet Server PGP public key is displayed. You can copy and paste
the key into a text file, and then import the file into your PGP program. See the PGP
software documentation for details about how to import public keys.

SSH Public Keys

When using SSH certificates to secure data, you have to download the SSH public keys
from the server or upload your SSH public keys to the server.

Many times the same files that can be downloaded and uploaded through the browser
client can also be done through SSH. An Administrator may require a certificate to be used
for authentication when using SSH clients to transfer files.

Uploading the SSH Public Key

You can upload your SSH public key to the TIBCO MFT Internet Server system to encrypt
files being sent to you in the SSH Public Key tab.

To upload the SSH public key, copy and paste an exported Base64 formatted SSH public
key into the Enter Public SSH Key box. Then, click Continue to upload the key. Ensure
that the key contains the entire text entry from the BEGIN statement to the END statement.
See the SSH software documentation for details about how to export public keys.

Downloading the SSH Public Key

You have to download the ’s SSH public key to encrypt files that will be sent out to the
server.

To download the SSH public key, click SSH: Display System Public Key. The Base64
formatted TIBCO MFT Internet Server SSH public key will be displayed. You can copy and
paste the key into a text file, and then import the file into your SSH program. See the SSH
software documentation for details about how to import public keys.

FTP Public Keys

When using FTP certificates to secure data, you have to download the FTP public keys from
the server or upload your FTP public keys to the server.
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Many times the same files that can be downloaded and uploaded through the browser
client can also be done through FTP. An Administrator may require a certificate to be used
for authentication when using FTP clients to transfer files.

Uploading the FTP Public Key

You can upload your FTP public key to the TIBCO MFT Internet Server system to encrypt
files being sent to you in the FTP Public Key tab if you have got the authority to do this.

To upload the FTP public key, copy and paste an exported Base64 formatted FTP public
key into the Enter Public FTP Key box. Then, click Continue to upload the key. Ensure
that the key contains the entire text entry from the BEGIN statement to the END statement.
See the FTP software documentation for details about how to export public keys. The
following figure shows an example:

Downloading the FTP Public Key

You have to download the FTP public key of TIBCO MFT Internet Server to encrypt files that
are sent out to the server.

To download the FTP public key, click FTP: Display System Public Key. The Base64
formatted TIBCO MFT Internet Server FTP public key is displayed. You can copy and paste
the key into a text file, and then import the file into your FTP program. See the FTP
software documentation for details about how to import public keys.
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File Share Client

The File Share client provides the functionality to share files, delete files, and archive files.
If the file share function is disabled in the File Share Configuration page (System
Configuration > FileShare > Configuration), then you cannot use this function.

Note: Ensure that you have configured the File Share client settings in the TIBCO
MFT Internet Server Administration web browser.

For more details, see TIBCO Managed File Transfer Internet Server User's Guide.

Home

On the Home page, you can upload files to TIBCO Managed File Transfer Internet Server,
create folders and share them to collaborators, send files to collaborators, and so on.

Creating Folders

Create a folder to store and group files.

Procedure
1. Open the Home page of the File Share client, click to create a folder under the
Home page, or click a folder and click to create a sub folder under the selected
folder.
2. Enter a folder name in the New folder name field.
3. Select the Set folder as confidential check box if you want to mark the folder as
confidential.

With this option selected, the folder is marked with the icon in the Properties
column. Confidential folders do NOT restrict access to the folder. They are just a
reminder that the folder may contain confidential information.

4. Enter a description for the created folder in the Comment field.

5. Click Create.
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Uploading Files
Upload one or more files to TIBCO MFT Internet Server to share.

To upload files to TIBCO MFT Internet Server, you can go to the location where you want

to upload files and drag and drop the files, or click to upload files as described in the
following procedure.

Procedure
1. Open the Home page of the File Share client, click to upload one or more files to

the Home page, or click a folder and click to upload one or more files to the
selected folder.

2. Enter a description in the Comment field.

3. Click Add files to select the files to be uploaded.

The selected files are displayed in the file panel.

File upload to folder : 'Documents’

Comment: | Work Document

conditionedFeatures txt 0.27 KB

Cloud_Docs_Quick_Start.docx 905.22 KB

Close

4. If you want to delete an added file, click Cancel next to the corresponding file.
5. Click Upload All to upload all the added files to TIBCO MFT Internet Server.
6. If you want to cancel the uploading, click Cancel upload.

7. Click Close when the operation is completed.
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Sending Files

With the File Share client, you can send an existing file to collaborators and grant specific
user roles to the collaborators.

If a file to be sent has been shared, it can also be sent through email. See Sending a File for
more details.

Sending a File

The File Share client provides the functionality to send an existing file to one or more users
with specified user roles.

Procedure
1. Right-click the file that you want to send and click Send File from the menu, or select

the file to be sent and click .

2. Enter the user ID or the email address to find the user that you want to send the file
to or directly select the user from the User list.

3. Specify the user to be added to the To, CC or BCC list.

The added users are displayed in the Recipients section.

TIBCO® Managed File Transfer Internet Server Transfer and File Share Clients User's Guide
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Send File - file for share: ' web.xml '

Type userid or email address Q x Expiration: 2016-05-29
User list: @ [ Expire the same day after all files have been
downloaded
Name Email
) ) To -»>
Administrato... admin@YourComp... Notify me when files are downloaded
Amanda amanda@example. cc -
@ P Recipients:
James Wang jameswang@exam... BCC - Type Name  Email Remove *
Richard richard@exampl... To  Amanda amanda@exa... x
BCC Richard richard@ex x
CC James  jameswang@... x

Wa...

Subject

Message

Cancel Send

4. Click [(*] next to a use to remove the user from the recipients list.

5. Set an expiration time.

The files cannot be downloaded from the Inbox when reaching the specified
expiration time.

6. If you want to make the file expired when the file is downloaded, select the Expire
the same day after all files have been downloaded check box.

7. If you do not want to receive a notification when the sent file is downloaded, clear
the Notify me when files are downloaded check box.

This option is selected by default.
8. Enter a subject in the Subject field.
9. Enter a message in the Message field.

10. Click Send.

Sending a Shared File Using Email

The File Share client provides the functionality to send a shared file using email.

Procedure
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1.

2
3.
4

Open a shared folder and select the shared file to be sent.

. Right-click the shared file and click Send Email from the menu.

Enter a message in the Message section.

. Select the recipients:

e Select the Send to all collaborators to send the file to all the collaborators. Or
select one or more collaborators by selecting the check boxes next to
collaborators

» Select the Send to me check box to send the file to yourself.

Click Send.

Sharing Folders

With the File Share client, you can share a folder to collaborators and grant specific user
roles to the collaborators. If you are the owner of a file share folder, you can see the
history of changes made to any file in the folder.

Procedure

1.

Choose one of the following ways to share a folder:

® Click the folder to be shared and click .

» Right-click the folder to be shared and click Share Options from displayed
menu.

If you are sharing a confidential folder, click OK in the popped up dialog to confirm
the sharing.

Enter the user ID or the email address to find the user that you want to share the
folder to or directly select the user from the User list.

Select a user role from the following options:

e Owner: with this role assigned, the user can add, update, delete files in the
shared folder and also can share the folder to others.

» Editor: with this role assigned, the user can add, update, delete files in the
shared folder but cannot share the folder to others.

e Viewer: with this role assigned, the user can only view the files in the shared
folder.
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The selected user with the assigned role is added to the Collaborators section.

Set the share options for folder : ' HR Policy Documentation ' :

Type userid or email address a = Expiration: o

User list @ Collaborators:
~
Name Email Owner - User Role  Status Remove
ini James Wan Editor x
Administrato. . admin@YourComp... Editor - g
Amanda amanda@example... Richard Viewer x
Viewer  =*
James Wang jameswang@exam... Amanda QOwner x
Richard richard@exampl... Administrator Owner x .

Message

5. If you want to remove a user from sharing list, click [%] next to the corresponding
user.

6. Set an expiration time for the collaborators with the Editor and Viewer roles
assigned.

The share operation is revoked when reaching the expiration time.
7. Enter a message in the Message section as a reference to the collaborators.

8. Click Share.

Result
The folder icon is changed to if the folder is shared.

4 / Image @ : A& 8w O Find... T
Mame = Type Size
& Documents Shared by me
icons Not shared

Restoring or Archiving Files

All the deleted files are stored in the recycle bin. The files can be deleted after several days,
or archived to a folder, or restored.
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Whether the file is deleted forever or archived depends on the file sharing settings
configured in TIBCO MFT Internet Server Administration. See TIBCO Managed File Transfer
Internet Server User's Guide for more details.

Procedure
1. Click ¥ from the menu.

2. Select the file that you want to restore.

3. If you want to add a new name for the restored file, enter the name in the Specify a
new name field.

4. Click Un-delete.

Notifications

When a folder is shared to you, you will receive a notification. You can choose to accept or
decline.

Procedure
1. Click Notifications from the menu.

All the shared folders are displayed.

2. Click Accept to accept the shared folder.

Once clicking Accept, the shared folder is opened. You can view and edit the files in
it.

3. Click Decline to reject the shared folder.

Mailbox

The File Share client provides a Mailbox function with which you can send multiple files as
attachment.

If the mailbox function is disabled in the File Share Configuration page (System
Configuration > FileShare > Configuration), then you cannot use this function. The
Mailbox page consists of the following components:

» Send Files: click this option to send files. For more details, see Sending Files Using
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Mailbox.
 Inbox: click this option to view all the received files.

e Sent Items: click this option to view all the sent files.

~ X - -

fa7  Mailbo Advance Search O Find Q
Send Files Inbox Sent ltems
Select. Al None  Completed  Not Downloaded  Parial 1-3 ltems
To Subject Attachment(s) Sent Download Status
Richard Contact Backup contacts.zip; 4/29/16 6:49 PM Not Downloaded
James Wang Resign Request -- DEV&RSH Resign.zip; 4/29/16 6:48 PM Downloaded
AmandazJames Wang This is first version of HR Hiring HR Hiring Process.docx; 4/29/16 6:46 PM Partial Downloaded

The following options are available to manage the received and sent files:

¢ Remove: click Remove to delete the selected file.

All: click All to display all the files.

Completed: click Completed to view the files that have been downloaded.

Not Downloaded: click Not Downloaded to view the files that have not been
downloaded.

Partial: click Partial to view the files that are partially downloaded.

Sending Files Using Mailbox

You can send multiple files to specified users by using the Mailbox.

Procedure
1. On the Home page of the File Share client, click Mailbox from the menu.

2. Enter the email addresses of the recipients in the To field.

3. Enter the email addresses of the user that you want to inform in the CC or BCC field.

Note: Click the Show BCC link on the right-corner of the Send page to
enable the BCC field.
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4. Click Check Name to check whether the entered addresses are valid.

5. Set an expiration time.

The files cannot be downloaded from the Inbox when reaching the specified
expiration time.

6. If you want to make the file expired when the file is downloaded , select the Expire
the same day after all files have been downloaded check box.

7. Enter a subject in the Subject field.

8. Click Attach Files to select the files to send.
o Note: The total file size cannot exceed 2 MB.

9. Click Add Signature to add the predefined signature.

See Account Settings for more details about how to add a signature.

10. Click Send.

Account Settings

Use the account settings function to change password, add signature and specify the
columns to display.

Procedure
1. Click your_account > Settings.

2. Click the Change Password option to change your login password.

3. Click the Signature option to enter a signature.

If you want to automatically add the signature to the message, select the Add
signature automatically to new messages check box.

4. Click the Select Columns option to select the column that you want to display for
File Share folders and files, Mailbox Inbox, Mailbox Sent Items.

5. Click Back To Home when you finish configuring your account settings.

TIBCO® Managed File Transfer Internet Server Transfer and File Share Clients User's Guide
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TIBCO Documentation and Support Services

For information about this product, you can read the documentation, contact TIBCO
Support, and join TIBCO Community.

How to Access TIBCO Documentation

Documentation for TIBCO products is available on the TIBCO Product Documentation
website, mainly in HTML and PDF formats.

The TIBCO Product Documentation website is updated frequently and is more current than
any other documentation included with the product.

Product-Specific Documentation

Documentation for TIBCO® Managed File Transfer Internet Server is available on the TIBCO®
Managed File Transfer Internet Server Product Documentation page.

The following documents for this product can be found in the TIBCO Documentation site:
e TIBCO® Managed File Transfer Internet Server Managed File Transfer Overview
e TIBCO® Managed File Transfer Internet Server Installation
» TIBCO® Managed File Transfer Internet Server Quick Start Guide
e TIBCO® Managed File Transfer Internet Server User's Guide
e TIBCO® Managed File Transfer Internet Server Utilities Guide
e TIBCO® Managed File Transfer Internet Server APl Guide

e TIBCO® Managed File Transfer Internet Server Transfer and File Share Clients User's
Guide

» TIBCO® Managed File Transfer Internet Server Desktop Client User's Guide
e TIBCO® Managed File Transfer Internet Server Security Guide
» TIBCO® Managed File Transfer Internet Server Container Deployment

e TIBCO® Managed File Transfer Internet Server Release Notes

How to Contact TIBCO Support

Get an overview of TIBCO Support. You can contact TIBCO Support in the following ways:
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e For accessing the Support Knowledge Base and getting personalized content about
products you are interested in, visit the TIBCO Support website.

» For creating a Support case, you must have a valid maintenance or support contract
with TIBCO. You also need a user name and password to log in to TIBCO Support
website. If you do not have a user name, you can request one by clicking Register on
the website.

How to Join TIBCO Community

TIBCO Community is the official channel for TIBCO customers, partners, and employee
subject matter experts to share and access their collective experience. TIBCO Community
offers access to Q&A forums, product wikis, and best practices. It also offers access to
extensions, adapters, solution accelerators, and tools that extend and enable customers to
gain full value from TIBCO products. In addition, users can submit and vote on feature
requests from within the TIBCO Ideas Portal. For a free registration, go to

TIBCO Community.
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Legal and Third-Party Notices

SOME TIBCO SOFTWARE EMBEDS OR BUNDLES OTHER TIBCO SOFTWARE. USE OF SUCH EMBEDDED
OR BUNDLED TIBCO SOFTWARE IS SOLELY TO ENABLE THE FUNCTIONALITY (OR PROVIDE LIMITED
ADD-ON FUNCTIONALITY) OF THE LICENSED TIBCO SOFTWARE. THE EMBEDDED OR BUNDLED
SOFTWARE IS NOT LICENSED TO BE USED OR ACCESSED BY ANY OTHER TIBCO SOFTWARE OR FOR
ANY OTHER PURPOSE.

USE OF TIBCO SOFTWARE AND THIS DOCUMENT IS SUBJECT TO THE TERMS AND CONDITIONS OF A
LICENSE AGREEMENT FOUND IN EITHER A SEPARATELY EXECUTED SOFTWARE LICENSE AGREEMENT,
OR, IF THERE IS NO SUCH SEPARATE AGREEMENT, THE CLICKWRAP END USER LICENSE AGREEMENT
WHICH IS DISPLAYED DURING DOWNLOAD OR INSTALLATION OF THE SOFTWARE (AND WHICH IS
DUPLICATED IN THE LICENSE FILE) OR IF THERE IS NO SUCH SOFTWARE LICENSE AGREEMENT OR
CLICKWRAP END USER LICENSE AGREEMENT, THE LICENSE(S) LOCATED IN THE “LICENSE” FILE(S) OF
THE SOFTWARE. USE OF THIS DOCUMENT IS SUBJECT TO THOSE TERMS AND CONDITIONS, AND
YOUR USE HEREOF SHALL CONSTITUTE ACCEPTANCE OF AND AN AGREEMENT TO BE BOUND BY THE
SAME.

This document is subject to U.S. and international copyright laws and treaties. No part of this
document may be reproduced in any form without the written authorization of TIBCO Software Inc.

TIBCO, the TIBCO logo, the TIBCO O logo, TIBCO Managed File Transfer, TIBCO Managed File Transfer
Internet Server, TIBCO Managed File Transfer Command Center, TIBCO Managed File Transfer
Platform Server, TIBCO Managed File Transfer Platform Server Agent, and Slingshot are either
registered trademarks or trademarks of TIBCO Software Inc.. in the United States and/or other
countries.

Java and all Java based trademarks and logos are trademarks or registered trademarks of Oracle
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