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[E]# % : No workarounds available
Cisco /Y% ID : CSCvn77158

CSCvn77159 CSCvn77153

CSCvn77154 CSCvn77155

CSCvn77156 CSCvn77150

CSCvn77151 CSCvn77152

CSCvn89138 CSCvn89137

CSCvn77205 CSCvn77249

CSCvn77207 CSCvn77168

CSCvn77201 CSCvn77245

CSCvn77169 CSCvn77202

CSCvn77246 CSCvn77248

CSCvn77166 CSCvn77167

CSCvn77160 CSCvp42792

CSCvn77162 CSCvn77170

CSCvn89140 CSCvn77209

CSCvn89146 CSCvn89145

CSCvn89144 CSCvn89143

CSCvn77219 CSCvn77212

CSCvn77175 CSCvn77171

CSCvn77172 CSCvn77180

CSCvn77181 CSCvn89150

CSCvn77147 CSCvn77142

CSCvn77143 CSCvn77220

CSCvn77182 CSCvn77183

CSCvn77184 CSCvn77141

CSCvn77185 CSCvn77191

RTHY, KEREXEDETH


http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
http://tools.cisco.com/security/center/cvssCalculator.x?version=3.0&vector=CVSS:3.0/AV:L/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H/E:X/RL:X/RC:X
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77158
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77159
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77153
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77154
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77155
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77156
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77150
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77151
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77152
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn89138
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn89137
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77205
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77249
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77207
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77168
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77201
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77245
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77169
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77202
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77246
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77248
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77166
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77167
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77160
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp42792
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77162
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77170
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn89140
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77209
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn89146
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn89145
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn89144
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn89143
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77219
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77212
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77175
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77171
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77172
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77180
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77181
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn89150
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77147
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77142
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77143
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77220
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77182
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77183
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77184
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77141
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77185
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvn77191
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1649
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1649
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-1649
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Cisco ASA 5506-X



https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190513-secureboot
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20190513-secureboot
https://bst.cloudapps.cisco.com/bugsearch/bug/BUGID
https://tools.cisco.com/bugsearch/bug/CSCvn77246

Cisco ASA 5506H-X

Cisco ASA 5506W-X

Cisco ASA 5508-X

Cisco ASA 5516-X

Cisco Firepower 2100 1) —X

Cisco Firepower 4000 1) —X

Cisco Firepower 9000 /1) —X

[Routing and Switching - Enterprise and Service Provider
[10/40/100G MR XY J AR T . BS{LABHEZ 1 2 A ( NCS2K-MR-MXP-LIC)
|Cisco NCS 2000 > ') — A& KU Cisco ONS 15454 MSTP A 10 Gbps XlES1LZ7 14 2 71— R ( 154F

ASRO03 IL—%, R4 Y F2J 70y HEH RV MNA—7 - 400G ( A900-RSP3C-400-S )

ASRO07 L—&, R4V F2J 70ty HH XTI MO—7 - 400G ( A900-RSP3C-400-W )

CBR-8 ON—> R 7O—RNV R I)L—4&

Catalyst 6800 16 R— k 10GE, #&Z DFC4 ( C6800-16P10G )

Catalyst 6800 32 R— N 10GE, &5 17 )L DFC4 ( C6800-32P10G )



https://tools.cisco.com/bugsearch/bug/CSCvn77246
https://tools.cisco.com/bugsearch/bug/CSCvn77246
https://tools.cisco.com/bugsearch/bug/CSCvn77246
https://tools.cisco.com/bugsearch/bug/CSCvn77246
https://tools.cisco.com/bugsearch/bug/CSCvn77248
https://tools.cisco.com/bugsearch/bug/CSCvn77249
https://tools.cisco.com/bugsearch/bug/CSCvn77249
https://tools.cisco.com/bugsearch/bug/CSCvn77191
https://tools.cisco.com/bugsearch/bug/CSCvn77191
https://tools.cisco.com/bugsearch/bug/CSCvn77169
https://tools.cisco.com/bugsearch/bug/CSCvn77169
https://tools.cisco.com/bugsearch/bug/CSCvn77185
https://tools.cisco.com/bugsearch/bug/CSCvn77182
https://tools.cisco.com/bugsearch/bug/CSCvn77182

Catalyst 6800 8 R— k 10GE. #&% DFC4 ( C6800-8P10G )

Cisco Catalyst 6800 ( 40 GE R— K~ X 8, HA&E 717 )L DFC4-EXL X2 ) ( C6800-8P40G-XL )

Cisco1 R— KN FHEY N A —HFXYNWANRKYRD—D A2 B—TIAAEZ1—)L (NIM-1C
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Cisco 1240 Connected Grid JL—2&

Cisco2 R— KN FHAEY N A —HRXYNWANRY RD—D 42 B—TITARAEZ1—)L (NIM-2C

Cisco 3000 ' —RXE¥RtF1UFT41 FTS5AT A

Cisco 4000 > ) —AX H—EAREEIL—FX NTY N1024 Fr¥ X EGZEEZFEDSPE>1—)L (S

Cisco 4000 ) —X H—EAMERI—2 NTY N 2048 Fr X EBEZTEDSP EX1—-J)L (S

Cisco 4000 ) —AX H—EAREEIL—X NTY N3080 FrRXILGZEEZFEDSPEZ1—J)L (S



https://tools.cisco.com/bugsearch/bug/CSCvn77182
https://tools.cisco.com/bugsearch/bug/CSCvn77182
https://tools.cisco.com/bugsearch/bug/CSCvn77218
https://tools.cisco.com/bugsearch/bug/CSCvn89140
https://tools.cisco.com/bugsearch/bug/CSCvn89137
https://tools.cisco.com/bugsearch/bug/CSCvn77218
https://tools.cisco.com/bugsearch/bug/CSCvn89146
https://tools.cisco.com/bugsearch/bug/CSCvn77212
https://tools.cisco.com/bugsearch/bug/CSCvn77212
https://tools.cisco.com/bugsearch/bug/CSCvn77212
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Cisco 4451-X H—E XK EH ) —&
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|Cisco ASR 1000 > U—A JL—b 70Ot Y 5 3 ( Cisco ASR1000-RP3 )

|Cisco ASR 1001-HX L —%Z

|Cisco ASR 1001-X

|Cisco ASR 1002-HX Jl — X

Cisco ASR900 ¥ U—X JL— K RAA Yy F 7Ot Y4 (2 ~ 128 G, EXRT—)L ) ( A900-RSP2A-

CiscoASR900 ) —X JL—h R4 v F 7OEYH (2 ~ 64 G, EXAT—)L) ( A900-RSP2A-6

Cisco ASR900 ¥ U—X JL—h R4 Yy F 7Ot YH (3 ~ 200G, KFEEZ—JL ) ( A900-RSP3

Cisco ASR 9000 ) —X 16 R— KM 100 FHEY N 1 —H Y N T4 HH— R (A99-16X100GE-)
|Cisco ASR9000 >~ J—A 16 h—KN 100 FAEY N /1 —HB XY N T4 HH— R ( A9K-16X100GE-



https://tools.cisco.com/bugsearch/bug/CSCvn77212
https://tools.cisco.com/bugsearch/bug/CSCvn77153
https://tools.cisco.com/bugsearch/bug/CSCvn77156
https://tools.cisco.com/bugsearch/bug/CSCvn77156
https://tools.cisco.com/bugsearch/bug/CSCvn77156
https://tools.cisco.com/bugsearch/bug/CSCvn77155
https://tools.cisco.com/bugsearch/bug/CSCvn77155
https://tools.cisco.com/bugsearch/bug/CSCvn77154
https://tools.cisco.com/bugsearch/bug/CSCvn77150
https://tools.cisco.com/bugsearch/bug/CSCvn89138
https://tools.cisco.com/bugsearch/bug/CSCvn89143
https://tools.cisco.com/bugsearch/bug/CSCvn77159
https://tools.cisco.com/bugsearch/bug/CSCvn89144
https://tools.cisco.com/bugsearch/bug/CSCvn89144
https://tools.cisco.com/bugsearch/bug/CSCvn77160
https://tools.cisco.com/bugsearch/bug/CSCvn77158
https://tools.cisco.com/bugsearch/bug/CSCvn77167
https://tools.cisco.com/bugsearch/bug/CSCvn77162
https://tools.cisco.com/bugsearch/bug/CSCvn89145
https://tools.cisco.com/bugsearch/bug/CSCvn77166
https://tools.cisco.com/bugsearch/bug/CSCvn77168
https://tools.cisco.com/bugsearch/bug/CSCvn77168
https://tools.cisco.com/bugsearch/bug/CSCvn77169
https://tools.cisco.com/bugsearch/bug/CSCvn77180
https://tools.cisco.com/bugsearch/bug/CSCvn77180

Cisco ASR 9000 1) —X 32 7R— K 100 FHEY N 1 —H XY N T4 H— K ( A99-32X100GE-T

Cisco ASR 9000 ¥ U—ZX JL—h A4 Y F 7O+t YH 5 (N7 v NEEA ) ( AIK-RSP5-TR )

Cisco ASR 9000 ¥ U—ZX JL— N R4 Y F 7O+t YH 5 (H—ER I YT M) ( AIK-RSP5-SE )
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ACUB &LV 4 ~ 10GE ) FY1—)LE PSU ( ASR-920-20SZ-M )

Cisco ASR 920 ¥ U—X FPHUS—2 3> H—E R JL—& (1/10 GE SFP X 12, AC EFIL ) ( AS

Cisco ASR920 U —AX FJ U —>3> H—ERX JL—% (110 GE SFP X 12, DC EF/)L ) ( AS

Cisco ASR920 ¥ —X PHUS— 3> H—ER JL—& (12GE $& T 2 ~ 10 GE, AC EF/L

CiscoASR920 ¥ U—X PHUSF—2 3> H—E R JL—% (12GE & 2 ~ 10 GE, DC EFIL

Cisco ASR920 U —AX FJ VT =232 H—EAI—2 (24 GE RS LT 4 ~ 10GE, £ 1
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Cisco ASR 920 Y =X FPH S =2 3> $—E A L—& (2GE & T 4 ~ 10 GE, AC EFIL )

Cisco ASR920 U —AX FJUT—>3> H—ERX JL—& 2GE $ &V 4-10GE - DC EFJ)L ( ASR

CiscoASR920 =X TPV —2a>r H—ERIIN—K (A7 #—<I)L A—FT 1% : 12GE

Cisco ASR 9900 JL—k 7O+t v 3 (/N7 Y NE#EA ) ( A99-RP3-TR )

Cisco ASR 9900 JL—k 7O+t v H 3 (H—ER I YA ) (AI9-RP3-SE)

Cisco ASR920 1) —X - 12GE & &K T 4-10GE, 1IM AAQY k ( ASR-920-12SZ-IM )

Cisco ASR 920 1) —X - 24GE 8 & T 4-10GE - €2 15 PSU & KU IM ( ASR-920-24SZ-IM )

Cisco Catalyst 6800 ( 16 R— K~ 10 GE, #&# DFC4-XL ) ( C6800-16P10G-XL )
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Cisco Catalyst 6800 ( 8 R— ~ 10 GE, #&% DFC4-XL ) ( C6800-8P10G-XL )

Cisco Catalyst 6800 ( 8 R— 40 GE, #&& 717 )L DFC4-EXL X2) ( C6800-8P40G-XL )

Cisco Catalyst 6800 > 1) —X A—/\/NA#H T2 2> 6T ( C6800-SUP6T )

Cisco Catalyst 6800 > 1) —X A—/V/N1# I <> 6T XL ( C6800-SUP6T-XL )
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https://tools.cisco.com/bugsearch/bug/CSCvn77180
https://tools.cisco.com/bugsearch/bug/CSCvn77175
https://tools.cisco.com/bugsearch/bug/CSCvn77175
https://tools.cisco.com/bugsearch/bug/CSCvn77171
https://tools.cisco.com/bugsearch/bug/CSCvn77171
https://tools.cisco.com/bugsearch/bug/CSCvn77171
https://tools.cisco.com/bugsearch/bug/CSCvn77171
https://tools.cisco.com/bugsearch/bug/CSCvn77171
https://tools.cisco.com/bugsearch/bug/CSCvn77172
https://tools.cisco.com/bugsearch/bug/CSCvn77172
https://tools.cisco.com/bugsearch/bug/CSCvn77171
https://tools.cisco.com/bugsearch/bug/CSCvn77171
https://tools.cisco.com/bugsearch/bug/CSCvn77170
https://tools.cisco.com/bugsearch/bug/CSCvn77175
https://tools.cisco.com/bugsearch/bug/CSCvn77175
https://tools.cisco.com/bugsearch/bug/CSCvn77170
https://tools.cisco.com/bugsearch/bug/CSCvn77172
https://tools.cisco.com/bugsearch/bug/CSCvn77182
https://tools.cisco.com/bugsearch/bug/CSCvn77182
https://tools.cisco.com/bugsearch/bug/CSCvn77182
https://tools.cisco.com/bugsearch/bug/CSCvn77182
https://tools.cisco.com/bugsearch/bug/CSCvn77181
https://tools.cisco.com/bugsearch/bug/CSCvn77181
https://tools.cisco.com/bugsearch/bug/CSCvn77183
https://tools.cisco.com/bugsearch/bug/CSCvn77183
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Cisco Catalyst 9500 ) —X A4 Y F (440G FHEY M 1 —HFZY k X12) (C9500-12Q)
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Cisco Catalyst 9500 ¥ J—ZX A4 Y F (110G F¥HE Y N 1 —HZ Y Kk X40) ( C9500-40X )
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https://tools.cisco.com/bugsearch/bug/CSCvn77183
https://tools.cisco.com/bugsearch/bug/CSCvn77183
https://tools.cisco.com/bugsearch/bug/CSCvn77209
https://tools.cisco.com/bugsearch/bug/CSCvn89150
https://tools.cisco.com/bugsearch/bug/CSCvn89150
https://tools.cisco.com/bugsearch/bug/CSCvn89150
https://tools.cisco.com/bugsearch/bug/CSCvn89150
https://tools.cisco.com/bugsearch/bug/CSCvn77220
https://tools.cisco.com/bugsearch/bug/CSCvn77220
https://tools.cisco.com/bugsearch/bug/CSCvn77220
https://tools.cisco.com/bugsearch/bug/CSCvn77220
https://tools.cisco.com/bugsearch/bug/CSCvn95346
https://tools.cisco.com/bugsearch/bug/CSCvn77165
https://tools.cisco.com/bugsearch/bug/CSCvn77163
https://tools.cisco.com/bugsearch/bug/CSCvp42792
https://tools.cisco.com/bugsearch/bug/CSCvn77141
https://tools.cisco.com/bugsearch/bug/CSCvn77191
https://tools.cisco.com/bugsearch/bug/CSCvn77202
https://tools.cisco.com/bugsearch/bug/CSCvn77202
https://tools.cisco.com/bugsearch/bug/CSCvn77202
https://tools.cisco.com/bugsearch/bug/CSCvn77202
https://tools.cisco.com/bugsearch/bug/CSCvn77202
https://tools.cisco.com/bugsearch/bug/CSCvn77201
https://tools.cisco.com/bugsearch/bug/CSCvn77201
https://tools.cisco.com/bugsearch/bug/CSCvn77201
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