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25.6Tbps
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6.4Tbps

3.6Tbps

1.8Thps
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CY16
Legend
Features FT— Flow Table
Density FTE — Flow Table Event
i SSX — Streaming Statistics Export
Density +

Features

INT —In-band Telemetry

CY17

CY18-CY19

LS6400 GX

Smart Buffer
FT, FTE, SSX, INT-XD
16x 400G, SRv6

CY20

1525600 GX2A

High Density 400G
Smart Buffer, MACsec, CloudSec
64x 400G, SRv6

LS12800 GX2B

High Density 400G
Smart Buffer, MACSec, CloudSec
32x 400G, SRv6
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Cisco Nexus 9300 Cloud Scale 40/100/400G Switches

64p 400G + 2p 10G
Nexus 9364D-GX2A

32p 400G + 2p 10G
Nexus 9332D-GX2B
400G/100G

Lea/Spine =

16p40/100/400G 28p40/100G & 8p 40/100/400G 64p40/100G
Nexus 9316D-GX Nexus 93600CD-GX Nexus 9364C-GX
400G/100G -
Leat/spine B - - -
32p 40/100G 64p40/100G
Nexus 9332C Nexus 9364(2_;
100G/40G Spine
i
e ———
360 40/100G 36p40/100G
100G/40G Leaf Nexups 933/6(2-FX2 Nexus 9336C-FX2-E
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Legend ACI Leaf/Spine & NX-0S ACI Spine & NX-0S ACI Leaf & NX-0S NX-OS Only

Check ACl and NXOS release notes for available software support



Cisco Nexus 9000 Fixed Cloud Scale 1/10/25G Switches

48p 1/10/25G SFP +6p 40/100G

Nexus 93180YC-FX3S

Nexus 9300 FX3

96p 100M/1/10GT+ 12p 40/100G 48p 1/10/25GSFP + 12p40/100G 96p 1/10/25GSFP + 12p 40/100G
Nexus 93216 TC-FX2 Nexus 93240YC-FX2 Nexus 93360YC-FX2
48p 100M/1/10GT + 6p 40/100G 48p 1/10/25G +6p 40/100G 48p 100M/1GT + 4p 1/10/25G +2p 40/100G
Nexus 93108TC-FX Nexus 93180YC-FX Nexus 9348GC-FXP

Nexus 9300 FX

48p 100M/1GT + 4p 1/10/25G +2p 40/100G
Nexus 92348GC-X

Nexus 9200 s
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Nexus 9504 Nexus 9508 Nexus 9516
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sl Data Center Network Manager 4 @ amn B

Dashboard
éﬁ(d)l{ﬁ 5R€Bﬂ% s Topology

Tol !Olog sz & Control
MBI —DERGIESR © Monitor Good afternoon, admin!
Control ].0 Administration Letls get Sta rted .
Fabricd % &
Monitor
YR =D R EEIE
Administration
DCNM £ D EEE
Applications
Add-on 7)) DEETE .. KR

Q Applications

=

DCNM Licenses Fabric Builder Networks & VRFs Documentation
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© . Data Center Network Manager
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@ Dashboard

ﬁ T ILEALIRER

ubric : VXLAN-EVPN-Site2

Quick Search
* Topology Host name (vCenter)

Host IP
@ Control (>
Host MAC
]
Mutticast Group RA2
© Monitor ©
VXLAN ID (VNI) A
o - . VAN A
X" Administration ©
VXLAN OAM

Q Applications \
Fabric : VXLAN_EVPN_Sitel
| "

Site2-Ls

Site1tBG1 sjm’f-asz
/I <
Site1/Sping1 Site1/Spine2
NGRS \

ANJLARRTT L= )
B TR p TP

Site1-Leaf3

B cusomsavediorou

eafd Site2-Leaf2

o
Site2-BG1

Site2/Spinez Site?/Spinet
2%

Site2-Leaft

Ethernet1/51
Site1-BG2

40Gb

{) Ethernet1/51
Site1-Spine2

Summary

Status: v ok

24 Hour Traffic

Avg Max Min
Rx 32.3 Bytes 46 Bytes 4 Bytes

Tx 32.8 Bytes 50 Bytes 4 Bytes

Ver V@

A A

Tuesday, February 12, 2019 at 5:44:56 PM
Pacific Standard Jim.

© Site2-Leaf2

1.57.52.9
N9K-C9372PX

Summary

Status: v ok
Serial number:

CPU

Memory:

VPC Domain ID: 1

Role:

Peer:

Peerlink State:
Keep Alive State:
Consistency State:
Send Interface:

Receive Interface:

Health

ns

0/63

Events marked in waming or  1/1000
higher

Tags

System Tags
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« ZEAALYFDCPU R Memory D{FEFRE Traffic DT ELEDAT—EREHREZING AT RE
c Y IIEAALLFTR, EXN)AVIEHR (1H, LER, 148, 18) ®RITH IS

A Monitor / Switch / CPU
Switch CPU G274 E9)vo§5HE Towls (I Q@ B L3
[ET BET (:737§§7T< Last Day v | Show | Quick Filter v

Monitor

Dashboard
~ Scope SVV IP Address Avg % ¥ Peak %
Top o|0g\‘,n Licences
Default_LAN ok-co3azpa 1 1023.234.77 7 (138 38
Switch
Default_LAN l34108TCV 1 10,23.234 107 7 (2:50) 50
Control CPU Default_LAN 10.23.234.78 7 (133 33
Memory Default_LAN s1108TCV 2 10,23.234.108 5 (17 37
. Traffic Default_LAN s6720p 1 1023.234.199 32y 23
Monitor Temperature
Defaull_LAN 56720p 2 10.23.234.200 2 (0-20) 20
Accounting 77.c7702-2 10.23.234.97 0 (0.9 )

Administration  © Eve

LAN 24 Hours CPU for NIR-C9332PQ_1

Last Day v € X

Ethernet

Applications

Link
vPC

Endpoint Locato

Timo
LAN Telemetry [ y
0
Explore 01812019, 15:50 101182015, 17:30 1011812019, 19:10 101872019, 2050 10152015, 22:30 10162015, 0010 10182019, D1:50 1071672019, 0330 101672015, 05:10 10182015, 06:50 10V18/2019, 0830 1041612015, 10:10 10/1872010, 1150 1011672015, 13:30 V1612018, 15-10

W e
Alarms

Alanma Show v | xf¥ || v Wadnesday, October 16, 2019 at 3:47:23 PM Japan Standard Time

Alarm Policies
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® SZE: Network(L2VNI) YERK

i $F == AN
Control > Fabrics > Networks CiscofE £ 5% TE A

Create Network R RH X
e Center Network Manager ¥ Network Information
o e Dot * Network ID | 30000 YERLL F-VRFZEIR
- - * Network Name | MyNetwork_30000 (VR F%ﬁ'iﬁ,{"ﬁ EZ-'E,E)
Fabric Selected: commlive-vxian-i * VRF Name | MyVRF_50000 v |+
Networks ) Layer 2 Only [ Network(LZ VNI)mO)
2 ® . Network Templ.ate Default_Network_Universal v Haiiﬁfd:VLAN IDE g EJJEQE
Network Name A Network D VRF Name IPv4 Gatew Hetwer E':et::::: Defaull_Network_Extension_Univer v
F—H1L VLANID | 2300 Propose VLAN g
¥ Network Profile
| Gateway i
pr— [va4 Gateway/NetMask | 192.168.1.254/24 (Anyca st Gateway)ic'gﬁff
IPv6 Gateway/Prefix © example 2001:db8::1/64
Vlan Name @ if > 32 chars enable:system vlan long-name
Interface Description Q
MTU for L3 interface © 68-9216
IPv4 Secondary GW1 @ example 192.0.2.1/24
IPv4 Secondary GW2 © example 192.0.2.1/24
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Cisco ACI Anywhere

Any Workload. Any Location. Any Cloud.
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- EE E E PR — EE EE “““““““ "ﬂm II Microsoft Azure
| 1AL DAL TSRS

Edge / Remote DC Regional/Central Location

Public or Private Cloud

Security Everywhere @ Analytics Everywhere @ Policy Everywhere

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public




SDNY!) 21— ACID ¥
SDNavrA—3(2&b—xEE - HBIME (TX IS
{REL2/LINWER S ITHEBRYET—HO~REE

RIARIRME DX 1) T1ENWEIEKIZE A

4 BE, VM, 22T+, HoB D HD71Z5E M

JE—F.O5IF. Ho S G ~EA

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Public.




v SDNIOUFO—ZIZ&S—TBE - BEEIZTHIG

Spine Switch

IS-IS/VXLAN/COOP/MP-BGP
Leaf Switch
APIC(ObA—3) Endooint/4h 2 4

3IE~DITRE

WU-7TINA R SV ERIL—43,
H—N\PETI REITI) -

o AV A RV

HEIFAPIC(AV FO—Z) N EEIRLEZEEZT7 I )V INBEI TR



AUk Y AT A DEIFR

VA4 n - —_ .
;’; LRI ACIT ALY

4 ZR#LTHAY

v DCDL2/3Stub Ky +kT—% E—
© 2020 Cisco apd/or its aff Wlth .U._EZ4>.U._:/E> V I\jj / JI\* Jl\ Ij 7




v REL2/LBNWZRZIZYEBRAYNT —ONEH

RIBHT S

ACI Z771)v%

VRF (Context) Eﬁfiﬁ"]fd:L.?)NW

Bridge Domain Bridge Domain Bridge Domain g Eﬁ}EMULZNW \

IVRRAb

EPG EPG N

VT F . FW,LBER ELRE)




vV RIOAMNRAREDEX 1) TAZNWERIZE R

Subject
Filter

Subject
Filter

1

IRRAUk
$<—; (IEH—/\ VM,
aTF . FW,LBE ETE L)

RITAR) AR D
X7+

Contract
(Subject & Filter)

ACI Z771)v%

_— e e e .




v JE—F I75VF HoP B G ~E

EPG EPG
A B

Contract

Subject
Filter

Contract P=
-~

& A

Public
Cloud

IRRA
(EH—/\, VM,
O TF . FW,LBZEERE)

RIOA M) R E
DEx)Tq

Subject
Filter

Contract
(Subject & Filter)

A, JE—RY AL NTVVIOTIRGEEH L B 5T ~E ATl AE

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco AClI Anywhere

ViiE Ry —OE R
v—rnEESERBEIE
viRERYET—HODER

v7 ) r—avIZEBLT:
X7 TREGNST490
avkO—)LEER

vihoP5ELDEH oW HIGEFT
TiE A “ACl Anywhere”




NAVAANMVAANMVAAN
[ INNCINN NN/
RS
NAVAR VAV VAV WA

s Insights Suite |

BENEErZEIHIT AV TR T

[ Nexu



A

0009@
Trading sU gpende ed at Global
stock Exchang€ due to faﬂed r A
Two outages at
lnternahona\ guropean
mising

ank compro

software upgrade r, -
LJ———————————————— H N
uge S B
Maj Vstem fa;
JOor AII'] fallu
ine re at
L / A

Fo2 B4 t
S10M FE S € holiday
f share A~
L Qj @- eekend. 600K K11 |“7‘/'|j'9:/5|s
$72|\/| in fines

$$$ HF'm—/\
NILML—T 42T DEK \
7 — Q
5000 A DERD BT ne
J

$68M BEADHF
2.8% HRIED T %

& == JUIZEBES
AT LDSA EDRAA

JHA S/ \7|~
EDLIET IO %g)w Z#511%Day2 Ops GE
AT LRSI IV mjg %’?’?L_?) DEEMH
KDM?

>
>
>



BEEIZRITT DAV IV T
Cisco Data Center [ Nexus Insights |

P
/

1’
@ AR
¢ TECHRBEA—BLTH#E
4 SNTWNAIEEFERE ]

/7
/,
Eﬁﬂm%i ) AT T MR BARIR
' EDRRICHEEEZ SIS = i > B e
Fnﬂ%’&ﬁ’q’:fij ! rﬁio)lﬁiﬁwqu\bil%t&é

/

T—REHRR )
e

AV IR T DHHTERELEIC
L ITITA4I (EF)DERMNSTATIT4T (%F) DERAN

© 2019 G



Nexus Insights DY) T 7FERk

.
Network Insights Network Assurance Engine
FyRT—U 2RO IBELAIRIE AT A(VIIEE =R DREE
(HWUY—XR -Bpi%k-F Oy T - BT - #35R) (Bug, PSIRT, Notice, #2327 v T—h) (PRI EREE

FYRT—O2ARDIRSE O DHEED
FybT—0&tFX2)T1DIRED)

Consistent User Integrated Scalable, Efficient
Experience Workflows Shared Data lake

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public

* JFEMIZIE—DDTT)r—aVIHEETE



HKERFEFTOERDOEER

Syslog SyslogH—/\
Oy —IL-3—3F)L
CLl .
H—/\
NetFlow NetFlowaL o4
s 2o SPAN FRHTEETE - Wireshark

EHRDOLEE S HE TCHEDEEOKBERIHLE- -

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Nexus InsightsD 787 F %

H DT 1w .
(il il 21110107 10w . R 10101 10
20110001110107 1. omplex
Syslog PSIR'I-'I-(-:sch-sul-‘JPOrt 1010110011066: correltion 11?8?]370?1 Process
2110001110107 100011 N 2
Accounting ~ RIB FIB 10101100110 . 10110
Logs Debug Logs 11100011107 extraction 10007
Stregaming I cu S?%‘géé?ﬁ’lé l 01011
i / 11000
Telemetry ~ Environmentals 11101011001 110101 %
Event Topology Cores 100110001110 correateaganst @, 10011000
J00111010110011. Database 20111010118 SW-Version / PSirts,

Histo 1 i i
"Y' Consistency Field notices, 100110 ,101100110 Protocols

Checkers 1101077 Lt
Mac Table R J“».mm

Telemetry Data f&%RiR

Network insights

Network Assurance | & }_’ ‘
Engine

Knowledge Exhaustive
Base Checks

=
O+ %

F— IR QENHEETIL  BHERSR

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



EXBEYICEENRBREN TSN FIVY

Delta Analysis 1

= o ater Epoch : 01/06/2020 5:56:30 PM POT Time Range - A ~ "
REEHND L S | . T VT4
% PR A . o i, T RENER

Before After

v REREOFRIC, BINEE ISFREE L R E D EEFIEDORYNT—INDEELE ST
(FTTHOF—LRATHIAVIT«HILE 21— AV TAT AT ADIEFHEIE

v ENTHIRITOBEARNTCLES . OVT45 REZTEICERBEYICTONWOR S ZHE R |

L—oar, CNIFERLEY TIEZE LY - -




TV r—a v EReRE=RIVY

s - et
MRS ] : ; ROy BIERE

- e®

Before After
v TITIIZEENRELER. SFHhhdRybT—5 vV TLAN)T—RZFRALTUTZILEALDAIRIE
v SPANYPOTU KRG EHLD HFERTIHEHRZUNE vV RELET—ARELEITHEBEE ICLIEERE
v BIEENGWNMSEIZE., BEfRE TR - v BEORELGHOIBE. TOTIT4TITEH

vV ST ILFEH. STV a—Ta0 T HREIZEER



BERRDE

—2R1) HEMSBRENENEERNH T,
NICHEELEZA, Z7A4 LY —/\AIFTIZKEDEEL
RELTW =AY, TnFIEOH-FERMNIUEK

7—R2) ERXRICTIFAT7 U ADEER— FZEHERL
EZFIZ, TOEEET AV MITHBERMNAFEELTL

* o7,
. NITI Y KR4 > kA AgingOut L TWLVBDhhmY EFL T,

YYD ITORIZII>=, ATEHBADT, SHDIE->TH
5 &L TEL

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Nexus Dashboard: #yra—2ARL—a>0iBET5yNIA— 1

ARL—HDE 1— BIEENE1-

Nexus Multi-Site
Insights Orchestrator (MSO)
(NI)

Network

Assurance

Engine (NAE)

L = L

= A RMAEORIE

e e ARL—33A TSN F v
. NVZIRRIEER(CS 2T AvS 1R — R Q B2 — )b

ER(CAS T TR

O-JIIR=ZDUI E1— HBOY-EXHHEZEIE

AppY—ERDIATHA ) 2 EIR

ITUR, BLEBIZIROHFDT A hD

ST, s
AppH—ERZFIAIBHD>IUI e

ARL =232 Y I5ANS I F v DERR




Reactive’:3& FH H\ 5 ProactiveZi @ FA
Nexus Insights Suite



[ INNINNCIN Y/
NAVAANMVAARMVEAN
[ INNINNCIN Y/
NAVAANRVAANRVAAN
NAVZRVAVARVAVER W

Cl

BIREEZ R IHFPGAY 123>
355031)—X. Nexus NI

[ Nexus



nano second



Nexus 3550 1) — X D 4342

=SEE R (HF BT = ERE AT
> 20208E2H (CEHthExablazg(i\ %ﬁf;(;Cisco Nexus® 3550 /
Cisco Nexus SmartNICsAUT S>> dEnFxuic
o LAV—RIFTLIY-RA4vF /1003 /LD ROLA 7221V F
o EFREIRFPGAIZEINIC
> SHOSSHEERS I‘?\‘y RO — D SABIRIEE 2 A wF ERBFE S ny b
FA LRG> THEBEDSRSDBNTUVE T
o EEFEESIPROEE|IDO7, M ESE, iR1T IS5 1E
» Ciscoldld Fend-to-endVYV1—33>%igHUFT WEIfET—2—t>2—DFA~
Cisco Nexus 3550LA17—1, 22 wF 3 x’@ T
- Cisco Nexus 3548 L{17—3 ZAvF ® . —
. EBSIHECPGAIEEINIC

|

SRR R

1 BB BIERA YT IEEIEENE | YT —IDHEST . 5GRA/ML, &
EEREEZRDIEEME|ITSYNIA— L TOBEIGMNARETT .




Cisco Nexus 3550-H Hydra L1 144/160

- BEE. BIEEEMEBEIMYTFY
« ~5ns BYE LT /1y F /e AN ETRE
- FALIHERE

o« BYET/INYTF |
TN 36QSFP‘I'\ 144106 (1.4)

 —————

—_— —— e a——=m e —— e

* 1G/10Gb/
- 1/0 {551

20 QSFP- DD7I'\—|~160x 10G (1: 8)




Cisco Nexus 3550-F Fusion

o L1, RIVLFILOY— L2, EFEESA LRI THEE
(HPT) ®ETILD3FELE

o BIKEIEL/L2RAYTF
o EDa2T—E%ET(1 RU)
. IQL'I*%HE.
ByET 1189 F/ TP R E)ER
e 11, 1:N

* 100M/1G/10Gb/
/O {5 Hl{E

TV S5—a%EH(1RU




Cisco Nexus SmartNIC X10/X40 X25/X100

NEW: X25 NEW: X100

2 X SFP+ /R—k +  2xQSFP+ 7Rk—hk +  2xSFP28 R—k + 2 xQSFP28 7R—k

2 x 10GbE «  8x10GbE «  2x10GbE +  8x10GbE
10GbE/1GbE/100M «  PPSin/out « 2x25GbE GEHFE) + 8x25GbE GEH¥FE)
R—r25—1) T HRE o 6.2nNSAALRB THERE +  10GbE/1GbE/100M + 9GBDDR4 (F7i3v)
R—rJ) v HeE *  4GBDDR4 (#7av) +  PPSin/out

PPS in/out + PPSin/out o AnsBALRRTHERE
6.2nsA A L A3 THERE o AnSBALRATHERE

FCITERS FKRBENIC



EF/INYTFINRIL /By T

i

. AZHIRABHDT—4— L —%T, .
JE—MSYERSORELE A A4

Switch

« UNEHOE=ZIUT BV T INYFE
H(IcU =1L AP IZ K-> TR ETTEE

R AK160x10GZ 1RUIZTHR—ITT




A—R7—R . EEER5]
WEIfrans— 3> (G@#Colo)

Market data Order GW Market data Order GW

ll!l I!I ll!l I!I

I BGP
~240ns LL:I: : - > uﬂ:l ~42ns
BGP ﬂ Exchange

Colo

Colo o PIM L1 fanout 5ns
WARP SPAN 50 ns 38 [ R 2

Cisco Nexus 3548 _.‘. 3
TWARP 190ns

Exchange

L15 (FPGA) 39ns

Cisco Nexus 3548
Trader

MD Order
G avigel router Nexus-F Fusion RJLFTLIH—HEET, £ 200 ns DREHEA AT HE

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Pub



AHOA

v T=HEA-RYFOFFH T ) AZA(YFEDENE ?

v NexusSU—ZX D31 >y T ERFE

v 1BRREIEYINIT7IDCNM]

v SDNYY1—-23>[ACIL]

v BEnE#rzXEIRIDAIYINIT7 [ Nexus Insights Suite]

v BREEZEIRITBFPGAY)1—>3>[Nexus 355031)—X Nexus NIC|

)




NIy
CISCO



