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Authentication Flow on Controller

1 Introduction

With support for authentication, authorization, and accounting (AAA), the controller allows network
administrators to effectively manage network access, control network usage and monitor user

activities.

In this technical guide, the authentication flow on the controller is illustrated using a flowchart. With
this flowchart, readers would be able to understand the order in which authentication methods are
presented on the controller, so they could better plan the authentication methods they’d like to

leverage as well as better understand how they could troubleshoot if necessary.

Furthermore, as will be seen from the flowchart, a variety of authentication methods are available on

the controller for network access control, including web-based, 802.1X, WISPr and MAC authentication.

How each authentication method works and where to configure its settings are also explained.
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2 Authentication Flow on Controller

Flowchart below illustrates the authentication flow on the controller.
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As can be seen from the flowchart, the authentication flow on the controller goes in the general order
of MAC Access Control List > Privilege List > Walled Garden > Non-web Authentication > Web-based

Authentication.

For all clients, MAC Access Control List (ACL) is the first “gate”. When MAC ACL is enabled, if a client
device is not on the Allow List or if it is on the Deny List, it would not be able to obtain a DHCP IP

address, and thus would not see the Login Page and be denied network access through the controller.

Clients can be granted network access directly based on their MAC address and/or IP address through
the MAC/IP Privilege List. Note that clients authenticated through this method would not appear in

“Online Users” but in “Non-Login Devices”.

3 Authentication Methods

3.1 MAC Access Control List (ACL)

MAC Access Control is used to grant or deny permission to access the User Login Page. As mentioned
earlier, if a client device is denied access to the network based on this list, it would not even obtain a

DHCP IP address and thus would not be able to access the Login Page.

When the List Type is “Allow”, the list can be considered as a whitelist because only the MAC addresses
on this list can access network. When the list type is “Deny”, the list can be considered as a blacklist.

“Allow” type is usually used for closed systems.

3.2 IP Privilege List

IPv4 addresses of client devices can be added to the IP Privilege List so that these devices can be
granted network access without login. Each device/IP address can be assigned to a Group so that Group
Policy can be enforced on the device. For each entry on the list, the client device’s MAC address can
be optionally added to bind to its IPv4 address.

IP Privilege List can be used with client devices having static IP addresses. Alternatively, it can be used
with a DHCP server for assigning DHCP IP addresses to client devices.

3.3 MAC Privilege List

MAC addresses of devices can be added to the MAC Privilege List so that these devices can be granted




Authentication Flow on Controller

network access without login. Note that Default Policy (excluding QoS) of the particular Service Zone
will be enforced on clients authenticated this way. To configure Default Policy, go to System > Service
Zone > Service Zone Configuration, and disable Authentication under Authentication Settings to reveal

Default Policy. Note that this Default Policy still applies even when Authentication is set to “Enable”.

With IP Privilege List, IP address based Group Policy enforcement can be achieved. However, with MAC
Privilege List, QoS in Group Policy cannot be applied. Thus, to achieve MAC address based Group Policy
enforcement with QoS, one can combine the use of IP Privilege List with DHCP Reserved IP List. An

example of this will be provided later in Section 4.3.1.

3.4 Walled Garden List

Client devices can access destinations on the Walled Garden List without login, where the destinations
are defined by their domain name, IP address or subnet.

Traffic to Walled Garden List can be blocked by User Firewall Rules under Policy.
3.5 802.1X Authentication

802.1X authentication is to be used in conjunction with back-end authentication server configured on
the controller. When enabled, if the connected device has its credentials stored on the back-end server,
the controller will automatically authenticate and grant network access to provide transparent login.

For 802.1X authentication, the controller must be the RADIUS server configured on the AP (or switch).

3.6 MAC Authentication

MAC Authentication is to be used in conjunction with a RADIUS server configured on the controller.
When enabled, if the connected device has its MAC address stored on the RADIUS Server, the controller

will automatically authenticate and grant network access to provide transparent login.

3.7 WISPr Authentication

Similar to WebSheet (Captive Network Assistant) on iOS devices, some devices have built-in Smart
Client. The Smart Client will detect if the WLAN is a Captive Network by sending requests to a URL as
defined by the manufacturer. When WISPr authentication is configured and the Smart Client on a client
device is connected to the WLAN, the controller will automatically authenticate and grant network

access to provide transparent login for the device.

Some Android devices do not have built-in Smart Client. For Windows systems, built-in Network
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Connectivity Status Indicator (msftncsi) is available for Windows 7 and above.
3.8 Web-based Authentication

If client devices cannot be granted network access by all of above methods, a browser or browser-like
may pop up, or the user has to open browser to visit a web site then redirect to login page (Captive
Portal).

Web-based authentication also called Universal Access Method (UAM).

4 Configurations

4.1 MAC Access Control List

a. Go to User > Additional Controls, scroll down to “MAC Access Control List” and click

“Configure” to enter the configuration page.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Groups ) ==
Session Timeout 120 minute(s) #(5-43200)
Authentication Servers I d
Internal Authentication e Timeout 10 iUl Y1 5040)
External Authentication Interim Update 5 minute(s) *(1-120)
DnBea dccodis Certificate Default CERT ¥
Schedule
Policies P :
Remaining Quota Reminder
Blacklists
—
Privilege Lists
Additional Controls Time and Cut-off Reminder Enable @ Disable
Volume Reminder Enable ® Disable
Reminder Refresh Time ® 10mins 15mins 20mins

MAC Access Control List

MAC Access Control List

Configure the MAC Access Control List

a. Click “Add MACs” to start adding entries to the list.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Groups Main » Users » Additional Control » MAC Address Contro
Authentication Servers
Internal Authentication List Type Allow Deny '® Disable Apply

External Authentication

On-Demand Accounts

Access Control List

Schedule

Palicies

Blacklists Delete | Backup List | Restore List

Privilege Lists

oo I S T S

(Total:0/1000) MeFirst & Prev Next< Last#! GotoPage| ¥ | (Page:1/1) Row per Page: |20 ¥
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Click “Add MACs” button

c. Enter the MAC address(es) of the client device(s) and click “Apply”.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups Main » Users » Additional Contral » MAC Address Control > Add MAC
Authentication Servers
Internal Authentication Add MAC Access Control

External Authentication

On-Demand Accounts

1000 R ining MAC
Schedule gl

Polici
o] i e wc i
Blacklists
Privilege Lists 1 00:00:00:DD:DD:DD 2

Additional Controls 3 4

Enter the client device’s MAC address

d. Select List Type “Deny” and click Apply. As mentioned earlier, client devices with their MAC
addresses on the Deny List would not be able to 1) get a DHCP IP address from the

controller, 2) access the Login Page; and 3) have network access through the controller.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups Main » Users » Additional Control » MAC Address Contro

Authentication Servers

Internal Authentication List Type Allow Disablel
External Authentication

On-Demand Accounts

Access Control List

Schedule
e
Policles
Blacklists Add MACs | Delete | BackupList | Restare List

Privilege Lists

e i —— e
i

00-:00:00:DD-DD:DD

Configure List Type to “Deny”
4.2 |P Privilege List

a. Goto Users > Privilege Lists > IP Privilege Lists, click “Add”.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups Main > Users » Privilege List> IP Privilege List
Authentication Servers

Internal Authentication IP Privilege List

External Authentication

On-Demand Accounts

Schedule

Policies
- T —
Blacklists
Privilege Lists (Total:0/2000) #eFirst «Prev Next= Last#1 Go To Page| v | (Page:1/1) Row per Page: |10 ¥

IP Privilege List

Add.. Delete | Backup List | Restore List Search IP.

IPV6 Privilege List
MAC Privilege List
Additional Controls

Click Add button
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b. Enter the client device’s IP address and click “Apply”. The device can access the network
without redirection to login page, and be authorized based on its Group Policy. However,
only Firewall, Session Limit, QoS and Specific Routes will apply.

Privilege IP Address

1

192.168.1.2 00:00:00:00:00:02 Group 2 ¥
2 Group 1 v
3 Group1 v

Enter address to IP Privilege List

4.3 MAC Privilege List

a. Goto Users > Privilege Lists > MIAC Privilege Lists, click “Add”.

Blackiists

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups

Authentication Servers

Internal Authentication MAC Privilege List

External Authentication

On-Demand Accounts

Schedule

Poll

oy s —
(Total:0/2000) seFirst «Prev Next# Last#4GotoPage ¥ | (Page:1/1) Row per Page: 10 v

Privilege Lists otal:0

Additional Controls

Click “Add” button from MAC Privilege List

b. Add the client device’s MAC address to the list and click “Apply”. The device with this MAC
address can access network without redirect to login page.

Privilege MAC Address

1 00:00:00:00:00.03 VIP

Enter address to MAC Privilege List

4.3.1 Example: MAC Address Based Full Group Policy Enforcement (with QoS)

A client device will be given MAC address based privileged network access in multiple Service Zones

with full Group Policy enforcement (with QoS). The client device will have Privilege IP Addresses of
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192.168.1.10 in the Default Service Zone, 172.21.0.10 in SZ1 and 172.22.0.10 in SZ2, respectively.

a. Goto System > Service Zone > Service Zone Configuration > DHCP Configuration > Reserved

IP Address List in the Default Service Zone, add an entry with a Reserved IP Address of

192.168.1.10 with a MAC Address of AA:BB:CC:DD:EE:FF.

Reserved IP Address List - Service Zone Default

192.168.1.10 AABBCCDDEEFF

b. Go to the Reserved IP Address List in SZ1, add an entry with a Reserved IP Address of

172.21.0.10 with the same MAC Address.

c. Go to the Reserved IP Address List in SZ2, add an entry with a Reserved IP Address of

172.22.0.10 with the same MAC Address.

d. Go to Users > Privilege List > IP Privilege List, add multiple entries with the same client

device’s MAC address binding to different Privilege IP Addresses for different Service Zones.

Privilege IP Address

L)

192168‘\ 10

-172.21.0.10 in 521

in Default $Z AABB:CC:DD:EEF Privilege ¥

Same MAC
AA:BB:CC:DD:EE:f | address Privilege ¥

3 in SZ2 AA:BB:CC:DD:EE:F Privilege v
4 | Privilege ¥
5 Privilege ¥
6 Privilege ¥
4.4 Walled Garden List
a. Goto Network > Walled Garden, click “Add”.
SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

NAT

Monitor List

Walled Garden

VPN

Proxy Server

Local DNS Records
Dynamic Routing
DDNS

Client Mobility

Main > Network > Walled Garde

Walled Garden List

480 entries can be added to the Walled Garden List.
80 advertisement entries can be displayed on the user login page.

Delete | Backup Walled Garden List | Restore Walled Garden List

nm Domain Name/IP Address/URL Walled Garden / Advertisement

(Total:0/480) s«=First «Prev Next= Last#1 Go to Page | v | (Page:1/1) Row per Page:| 20 v
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Click “Add” button from Walled Garden List

b. Add the domain name, IP address or subnet of the desired destination to the list and click

“Apply”. Client devices can go to these destinations without redirection to the Login Page.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
AT Main > Network » Walled Garden » Add Walled Garden List
Monitor List
Walled Garden Add Walled Garden List
VPN
Proxy Server f 1
Domain Name/IP Address/URL{ 8.8.8.8 =
Local DNS Records
. 3 Walled Garden Advertisement

Dynamic Routing
DDNS Active:| ¥ Display|
Clfent Mobility Service Zone:| All Ad Protocol http ¥

Remark:| Google DNS Topic]

Description;]

Add destinations to Walled Garden List

c. Go to System > Service Zone > Service Zone Configuration, scroll down to “MAC
Authentication” of Service Zone and Enable this option. By default, the back-end RADIUS
server is “Server 2” (Configured in the Auth. Option for RADIUS).

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
General = 3 3
Authentication Settings
WAN
IPv6
LAN Ports Authentication ® Enable (' Disable Suspend
High Availability

Service Zones thess

Access Permission and

Port Location Mappin, Configure
LEUTE Authorization -

PMS Interface

Portal URL ®) Specific Original None
http://www.google.com *
MAC Authentication ® Enabled Disabled
MAC Auth. Server | Server 2(radius) ¥ |

PPP Authentication Enabled ® Disabled

MAC Authentication
4.5 802.1X Authentication

a. Goto Users > Authentication Servers, click Server Name “Server 2” in this case.

10
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SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups MBS
Authentication Servers

Internal Authentication Authentication Servers

» Authentication Servers

External Authentication

On-Demand Accounts

1

Policies Server 1 LOCAL e None
Blacklists 2 - RADIUS radius None
Privilege Lists

=} Server 3 NTDOMAIN ntdomain None
Additional Controls

4 Server 4 LDAP Idap None

S Server 5 POP3 pop3 None

Authentication Servers

b. Configure Authentication Option. The postfix is “example.com” in this case.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

GFOUPS Main » Us
Authentication Servers

Internal Authentication Authentication Option - Server 2

External Authentication

s> Authentication Servers > Authentic:

ation Option

On-Demand Accounts

Seheanie Server No. 2
Policies Name Server 2 i
Blacklists User Postfix example.com [i
Privilege Lists
Remark
Additional Controls
Blacklist None v
Authentication RADIUS v

Configure Authentication Option

c. Goto Users > Internal Authentication > RADIUS, configure RADIUS Server settings.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Groups i
Primary RADIUS Server Authentication Server *(Domain Name/IP Address)

Authentication Servers
Internal Authentication Authentication Port *(Default: 1812)
External Authentication Authentication Secret Key i

POP3

Authentication Protocol CHAP v
LDAP
0

RADIUS Accounting Service Enable Disable

NT Domain Accounting Server *(Domain Name/IP Address)

ok Accounting Port | | *(Default: 1813)

Social Media

Accounting Secret Key *
‘On-Demand Accounts
Schedule
= SecandaryRADILS server Authentication Server (Domain Name/IP Address)

Policies
Blacklists Authentication Port
Privilege Lists Authentication Secret Key
Additional Controls Authentication Protocol CHAP ¥

Configure RADIUS Server settings

d. Enable “802.1X Authentication” and click “Apply”. Then, go to “802.1X Settings”.

11
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SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
T Main » Users » External Authentication » RADIUS
Authentlcatlon Servers
Internal Aurthentication ServerMo. | 2:Server2 ¥
e External RADIUS Server Settings
LDAP —
RADILIS
Group Group2 v
NT Domain i
e 8021 Authentication I ® Enablel D\sablelSOZ.‘\X Settings
Sacial Maolia Usernamea Format ® Leave Unmodified Complete (e.g user]@postfix) Only 1D (e.g userl)
On-Demand Accounts NAS Identifier
Sthedule —
+ e
e hiae NAS Port Type 19 *{Default 19, Range: 0-23)
Blackllsts Accounting Delay Timea 0 *{Deafult: 0
Privilege Lists Service Type 1 *{Default: 1, Range: 1-11)
Additlanal Controls
Class

Enable 802.1X Authentication

e. Add the subnet or IP address of the 802.1X authenticator (AP or switch) to the RADIUS
Client Device List, and select default RADIUS server for the client credential only with ID

(without the email-like postfix “@example.com”).

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
(el Main > Users » External Authentication » RADIUS > Roaming COut & §02.1%
Authentlcatlon Servers
Intarnal Authentlcation 802.1X Auth Setting
External Authentication
POPs
10AP Default Auth Server Server 2 (Postfix example.comn) ¥ |(The Auth server is for usernarme only with ID, e 2 userl)
RADIIS
NT Domain . . "
RADIUS Client Device Settings
S0P
Social Media
On-Demand Accaunts H IF Address Subret Mask Secret Key SNMP Community
Schedule A -
1 8021% | 192.168.1.0 255.255.255.0(/24] Y| jeeeeenn
Policles
Blacklists 2 Disable X 255.255.255.255(/32) ¥
Privilege Lists 3 [Disage v 255.755.255.255 /32) ¥
Additional Cantrols -
4 Disable v | 250.235.205.235(/32] ¥

Configure RADIUS client device list

f. Configure control as RADIUS server in AP, and security should be WPA2-Enterprise.

12
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g H» y - =

System Wireless| Firewall Utilities Status

VAP Overview .‘I General .‘-l‘ VAP Config Y Security [ Repeater .\-I Advanced .‘-[\ Access Control .‘-l‘ Hotspot 2.0 "-.\

A )

Home > Wireless > Security Settings

Security Settings

Profile Name : RFCard A : VAP-1 ¥

Security Type : || wWpa-Enterprise ¥ 802.11r roaming
Cipher Suite : || wpa2 v

Protected Management Frames : || Disable ¥

Group Key Update Period : | 36400 second(s)*(60 - 86400, 0:Disablz)
Primary RADIUS Server : . .
Host @ 192.168.1.254 *(Domain Name / IP Address)
Authentication Port ;| 1812 *

Secret Key 1 12345678

Configure RADIUS server in AP

g. When client device connected to the WLAN, the controller will automatically authenticate

and grant network access to provide transparent login.

4.6 MAC Authentication

a. Goto System > Service Zones. In this example, “Default” Service Zone is selected.

SYSTEM USERS NETWORK UTILITIES STATUS

General Main» 5
WAN

IPV6 Service Zone Settings
LAN Ports

—_—
Port Locatian Mapping Service Zone Name IP Address IPv6 Address | VLAN Tag Default Auth. Option Network Allas DHCP Pool
PMS Interface
s Es 192.168.1.1~
ETas 192.168.1.254 NIA NIA Server 1 N/A it

172.21.00 ~

521 17221.0.254 NIA 1 Server 1 NIA
R 2 i 172.21.0100

= 172.22.0.1 ~
S -] sz2 172220254 NIA 2 Server 1 N/A o

To configure Default Service Zone

b. Scroll down to “MAC Authentication” of Service Zone and Enable this this option. By default,

the back-end RADIUS server is “Server 2” (Configured in the Auth. Option for RADIUS).

13
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SYSTEM USERS

DEVICES NETWORK UTILITIES STATUS
General MAC Authentication * Enabled Disabled
WAN r
MAC At Serve
IPv6
LAN Ports e A
.
PPP Authentication Enabled Disabled
Port Location Mapping SIP Interface Configuration Enabled ® Disabled
PMS Interface WISPr Settings Configure
Authentication Options Auth. Option  |Auth. Database m Enabled
Server 1 : local . <
| Server 2 RADIUS radius =l |
Server 3 NTDOMAIN ntdomain el
Server 4 LDAP ldap i«
Server 5 POP3 pop3 L4
Ain Pamand MRINCAAARIN Andammand >l
MAC Authentication
c. Goto Users > External Authentication > RADIUS, enter settings of RADIUS server.
SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Groups i
£ Primary RADIUS Server Authentication Server *(Domain Name/IP Address)
Authentication Servers
Internal Authentication Authentication Port | *(Default: 1812)
External Authentication Authentication Secret Key i
RORY Authentication Protocol CHAP v
LDAP
°
RADIUS Accounting Service Enable © Disable
NT Domain Accounting Server *(Domain Name/IP Address)
o Accounting Port *(Default: 1813)
Social Media
Accounting Secret Key *
On-Demand Accounts
Schedule
S Secondary RADIUS Server Authentication Server (Domain Name/IP Address)
Policies
Blacklists Authentication Port
Privilege Lists Authentication Secret Key

Additional Controls Authentication Protocol CHAP v

Configure RADIUS server

d. When the connected device has its MAC address stored on the RADIUS Server, the
controller will automatically authenticate and grant network access to provide transparent

login.

4.7 WISPr Authentication

a. Goto System > Service Zones > Service Zone Configuration, configure WISPr Settings.

14
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SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

General Authentication Settings
WAN
1P
LAN Ports Authentication ® Enable Dizable Suspend
High Avallabllity When Authentication s set to Suspended, users would see a

suspend message from General Settings
Service Zones )

Access Permission and Autharization  Configure

Part Lacatien Mapping
PMS Interface Fortal URL & Specific Criginal hone

hitp:Awiny. Z00g]e .com 2

{e.g, hitp:iwen.ezample.com)

MAC Authantication Enabled '® Disabled
RADIUS Authentication using MAC address

PPP Authentication Enabled '® Disabled

SIP Interface Configuration Enabled '® Disabled

e
Authentiet oniGotiony Auth.Option  |Auth. Databasa M Enabled

Configure “WISPr Settings”

b. Enable WISPr Smart Client and enter related parameters.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
et Main > System > Service Zone » Service Zone Configuration » WISPr Configuration
WAN
IPve WISPr Configuration
LAN Ports
High Avallabllity
i .
WISFr Smart Client Enabled Dizabled
Port Lacatlon Mapping Smart Client Black List Enabled ® Disabled
PMS Interface (Separate by commal|
WISFr Location ID 150 Country Code f{e.g US)
E.164 Country Code leg 1)
E.164 Area Code ez 408)
Metwork (SSID/ZONE) (e.g MYWIFI)
WISPr Location Mame Hotspat Operator (e.g. MYISPI
Location le g Lobby_of_Airport)
WISFr Billing Tima 0 ¥ |:|0 ¥ |(HH:MM)

Enter WISPr Parameters

c. When Smart Client on a client device is connected to the WLAN, the controller will
automatically authenticate the device and grant network access to provide transparent

login.

5 Remarks

Please contact Technical Support Team for additional inquiries.

15
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	c. Go to System > Service Zone > Service Zone Configuration, scroll down to “MAC Authentication” of Service Zone and Enable this option. By default, the back-end RADIUS server is “Server 2” (Configured in the Auth. Option for RADIUS).

	4.5 802.1X Authentication
	a. Go to Users > Authentication Servers, click Server Name “Server 2” in this case.
	b. Configure Authentication Option. The postfix is “example.com” in this case.
	c. Go to Users > Internal Authentication > RADIUS, configure RADIUS Server settings.
	d. Enable “802.1X Authentication” and click “Apply”. Then, go to “802.1X Settings”.
	e. Add the subnet or IP address of the 802.1X authenticator (AP or switch) to the RADIUS Client Device List, and select default RADIUS server for the client credential only with ID (without the email-like postfix “@example.com”).
	f. Configure control as RADIUS server in AP, and security should be WPA2-Enterprise.
	g. When client device connected to the WLAN, the controller will automatically authenticate and grant network access to provide transparent login.

	4.6 MAC Authentication
	a. Go to System > Service Zones. In this example, “Default” Service Zone is selected.
	b. Scroll down to “MAC Authentication” of Service Zone and Enable this this option. By default, the back-end RADIUS server is “Server 2” (Configured in the Auth. Option for RADIUS).
	c. Go to Users > External Authentication > RADIUS, enter settings of RADIUS server.
	d. When the connected device has its MAC address stored on the RADIUS Server, the controller will automatically authenticate and grant network access to provide transparent login.

	4.7 WISPr Authentication
	a. Go to System > Service Zones > Service Zone Configuration, configure WISPr Settings.
	b. Enable WISPr Smart Client and enter related parameters.
	c. When Smart Client on a client device is connected to the WLAN, the controller will automatically authenticate the device and grant network access to provide transparent login.
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