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Max. 10 shared interfaces per instance
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| Max. 14 instances
per shared interface

Instance 1

FIHf RS R R T R, I RATREAD I O . M, ISR DIAE— AN e 2 AN B 1 A
% 500 D VLAN 701, %F?{@E SEA) 22 181K 4> VLAN.

FCERR VN, T 2 AT R A A i 2000 10 R R X 2 e e 52 ke

1.

et - LRI R, s S A R ARG 0 18 DRI R 418 55 15 45

i, Al —N K% EtherChannel LUK BT AT 285 D84 —ile, 4R )5 3L =% EtherChannel 1] T
B2 5 HEIE 1.1004 200 F1 300 1A AL 0 i Ol IE 2 Al HHGEIE 3. HEARQmIL =
Y2 /EtherChannel £ I8¢ FHz AL, MEILE AT H R, VLAN 4IRS0 @i Fs k&
Ay

W RS — @ &I Aﬁﬂfé/\ﬁﬁﬁﬁm ML e A% (E2 VLAN 4D .
filtm, BB 1. 2 N3 3L EIE 1.100 F1200 (—/l\ VLAN 41) , A2 585k
1 A2 =i H5miE 1.100, Hﬁf%ﬁiﬂm%ﬂn_z/\% HfiE 1.200 (P9 VLAN 4]) .

o - AT TR

=
=

fn, LR A 1.100. iﬁﬁmiﬁii;zzooﬁniﬁmiﬁaid300ﬁﬁ$%ﬁﬁﬁmiﬁté1\ sty 1 IE 2 A
THIE 3. BARIXFE 5k R T AU A — R 71, (BT A VLAN 41,

Uik 13
g 7e - HEBARREO (Y EtherChannel) -

E

B sEngeE



| #oemE

sgxnERs

BT B e R A H i %

H=EOERRG

FRB LRI R Ty e, ES 0 N K. DU s —ANE T S =2 1
P/EtherChannel 2 LR SCIUVE B, F1 Y — AN A T H 7H: D 4B EL EtherChannel #2111, HT-528
] F

* % 1: Firepower 9300 (% =4~ SM-44) {4 #/EtherChannel # I FISZf] , 55 5 1L
* % 2: Firepower 9300 (¥ =/~ SM-44) Lf{—AN Q8 LG i RIS, 25 8 1T
* 3% 3: Firepower 9300 (¥4 —/> SM-44) L [{)#¥/EtherChannel £ I F15261] , 25 10 7T

* 3K 4: Firepower 9300 (A —~ SM-44) L[{— MBI FE RIS, 55 12 0L

Firepower 9300 (i%H =4 SM-44)

T 2638 H T FH )38 9% 11 8%, Etherchannel [ 9300 _F [ =4 SM-44 24 ik, 78 R 182 0 145 o
T, ORI, Wi, SHEZAFROMLEE, IS AR 0 BTl i & 2R v IR
FZ,

FFAS SM-44 BEH IR 2 0] 4 14 NSl g L, RGP [m i sef], DUE S 5di £
FERRE YO

% 1: Firepower 9300 (i&%5 = SM-44) 94938 /EtherChannel 3% #0152 15)

LHED #2480 S BARERAEDLL
32: 0 4: 16%
* 8 * S 1
° 8 * 24 2
-8 * 500 3
*8 * S 4
30: 0 2: 14%
* 15 * S
<15 . S 2
14: 1 14: 46%
* 14 (BRSNS « SE 1 AL 14
I AL H T
1)

goegE I



HEROERTS

goge |

TR#EZN

SKEIE

HARERBDIL

33:

o 11 CRE NS4
1 MER T
1)

11 (RS
1 MER T
1)

11 (BN
1 MER T
1)

33:
o S| 1 = 11
o S 12 ZE S 22

o SR 23 SR 33

98%

33

11 (A5
1B
1)

11 (A58
1B
1)

12 (AN
1B
1)

34:
o SR 1 ERS 11
o SEf 12 Fsf] 22

o S 23 Z S 34

102%
FEIEAEH

30:

30 (HBEANSEH
1 A5
=)

o SEH 1 SEH] 6

25%

30:

10 CRESSEHI
5N %
D

10 CRESSEH1
5N
D

10 CRESSEH1
5N %
D

o S 1 B EEH) 2
o SEAF 2 F S 4

* SEH 5 A5 6

23%

B sEngeE



| #oemE

sgxnERs

EHEN H=ENO S E BARERES L
30: 2 5 28%
* 30 (EENSH) o S 1 AL 5
6 &
1)
30: 4. 5. 26%
© 12 (FEANSEHI| o2 o S 1 Z S 2
6 & . .
o ) o S 2 BEEH S
< 18 (REANSEA
6 &
1)
24: 7 4: 44%
*6 « SEf) 1
*6 )
*6 * SEf) 3
*6 * S 4
24: 14: 4: 41%
<12 (A o7 R EE R
6 L& o N
) *7 o S 2 Z S 4
« 12 (BN
6 L&
1)

s H T A2 T EE 4 0 E A 9300 1Y = SM-44 e file, Hiltn, flgg— K8
EtherChannel DURH T 2008 OHR48 A —iE, K5 IL551Z% EtherChannel ) FH: 0. SILEE2AFH
FAHEE, JEE2 AN HEE DT (5 Rk R R EFE L .

KA SM-44 BB 2 0] SCHF 14 DS WATIAEL, ARG RYRM IR RSB, DORE Se K e £y
AR

goegE I



B s=zoemse

3 2 Firepower 9300 (i&B =1 SM-44) L —AR¥EOMFIEOFMSEH

gnemE |

TRATEO

f=FEO

SN

BARERBDL

168:

« 168 (HEANSE
w4 AL T
B

<o

42:
o S 1 FESH 42

33%

224:

224 (445
ol 16 % 1]
THEID

14:
S 1 RS 14

27%

14:

14 (R SEp)
1 N H T
1)

14:
o S 1 S 14

46%

33:

11 (RS SE48
1 ANEHF 8
)

11 (RS SE45
1 ANEHTF#
=)

11 (RS SE48
1 ANEH T8
=)

33:
o S 1 Z S 1
o S 12 RS 22

o SEAF| 23 S 33

98%

70:

70 CREASA
5L T
mp)

14:
« S 1 RS 14

46%

B sEngeE



| #oemE
sgxnERs

TRT#EO HEF#ENO ST HrRERED
165: 3: 33: 98%

* 55 (&N o1 o S| 1 = 11
54 ‘
D;?ﬂﬁ% .1 o S 12 ZE 5 22

v ss gzl ! * S 23 F2 54 33
5 N H TR
1)

* 55 (&N
SAEGH T
1)

70: 2 14: 46%

« 70 (EEANSEH o SZf 1 S 14
SAEH T
1)

165: 6: 33: 98%

© 55 (REASEHI| o2 o S 1 S 11

f;‘;gﬁﬁ?% ) o SEf 12 S 22
.55 (sl C 2 « S 23 FE5E4) 33
SAERT R
1)

* 55 (&S
SAGHT#
)

70: 10 14: 46%

70 (HEsEf] o S 1 RS 14
5L T
D

goegE I



HEROERTS

gogeE |

TRATEO L= 7O

M

SKEIE

HARERBDIL

165: 30:

o 55 (K1 < 10
SAETE |
1)
.55 (A | 10
SAL TR
1)

« 55 (BRASSEH
SAEH T
1)

33:
BRI
o S 12 ZSH 22

o SA6 23 RS 33

102%
I I8

Firepower 9300 (i&#&—1> SM-44)

2R 3E TS FH 4 #1251 Etherchannel (1) Firepower 9300 (% —4> SM-44) . {fER & T
OUT, O EREEZ R 1Ah, SILEZA-FROML, IS 2 N O T e k3R Bt

T

Firepower Firepower 9300 (A7 —A> SM-44) 15 % ] 3CKF 14 AS24

% 3: Firepower 9300 (i&%E—1 SM-44) L Hy4938 /EtherChannel 3% #0152 15)

EAENO =8O RS BRRERAEDL
32: 0 4: 16%
8 © S 1
* 8 * S 2
* 8 * 541 3
°8 * S 4
30: 0 2: 14%
<15 * S 1
<15 * S 2
14: 1 14: 46%
* 14 (RS « SEF 1 RS 14
AR
1)

B sEngeE



sgznEaws ]

E/REN H£=30O LIS HrRERED
14: 2: 14: 37%
© 7 (AL -1 RS )
N .
Ifﬂﬁﬁé 1 9] § 7921 14
7 (AR
N
)
32: 1 4 21%
*8 S
*8 * S 2
*8 * S 3
8 * S 4
32: 2 4: 20%
* 16 (BN o S 1 A 2
8 ML
0 o S 3 5] 4
* 16 CREANSEA)
8 ML
=)
32: 2 4: 25%
<8 * SEH 1
-8 S 2
-8 * S 3
-8 * S 4
32: 4. 4. 24%
* 16 (BEPSEH | o2 o S 1 E S 2
o ) o« S 3 FR 5 4
« 16 (BRI
8 N %
)

goegE I



B s=zoemse

THREO H=3ZEO S BARERES L
24: 8 3: 37%
.8 S 1
10: 10 5. 69%
* 10 (BEANSEH R
2 AE A
)
10: 20: 5. 59%
© 6 (FFSLfI2) <10 o S 1 F S 3
* 10 o S 4 Z 5 5
© 4 (R NSE)2
MERBD)
14: 10 7. 109%
o 12 CRRANS Y NECY ZE LA
2B R
1)

N IE T P T B 1 B2 T Firepower 9300 (A —>SM-44) . filtm, fAilg— Kk
74 EtherChannel LUK BT E L0 OHRERE —2, R85 35 1% EtherChannel 1 T30, S5 ELZ AT
BeOMEL, EZAYEE OIS AEREEL .,

Firepower 9300 (H —4~ SM-44) 152 n] 32 FF 14 A5,

3 4: Firepower 9300 (i&5— SM-44) EHI—ANR¥EOMFIEOFSEH

TRATEO

f£=FEO

SN

BARERBDL

112:

e 112 (B sz
) 8 AL H T
B

<

14:
o S 1 SRS 14

17%

224:

224 (AL
1 16 AL
FHD

14:
o S 1 S 14

17%

B sEngeE



| BogsE

sxznemAzo 1l

TRATEO

\

L= FiEO

SKEIE

HARERBDIL

14:

14 (i

LA T
mp

[

14:

o S 1 FRSH 14

46%

14:

7 GRS
DT
B

7 CREASSEHI 1
N7
mp)

14:

o SEf 1 S 7

* SEf 8 425 14

37%

112:

112 (REANSE

B 8 N
B0

14:

o S 1 S5 14

46%

112:

* 56 (FRANS4

8 ML HI T
mp

* 56 CREANSA]

8 ML HI T
mp

14:

« S 1 s 7

« S 8 S 14

37%

112:

112 (REANSE

B 8 NL T
B0

14:

o S 1 FS 14

46%

112:

* 56 (BEANSEH

8 ML T
mp

* 56 (BEANSEH

8 ML T
mp

14:

« S 1 ESE) T

o S5 8 S5 14

37%

goegE I



It

gogeE |

TRATEO L= 7O SKEIE HARERBDIL

M

140: 10 14: 46%

* 140 (HsK o S2f 1 FEE 14
%1 10 AN
FHEID

140: 20: 14: 37%

© 70 CREANSEHT | <10 o SEAE) 1 Z s 7
104~ )
o THTE S 8 %50l 14
* 70 (RS
10406 1%
)

i |

\

/)

ot

e
ik

jm

FAFERERFRN VLAN 44 F 500, 15 7Escope fabric-interconnect i N 4ii A\ show detail #7 % .
i

Firepower# scope fabric-interconnect
DFirepower /fabric-interconnect # show detail

Fabric Interconnect:
ID: A
Product Name: Cisco FPRI9K-SUP
PID: FPRYK-SUP
VID: V02
Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision: O
Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14
OOB Gateway: 10.10.5.1
OOB Netmask: 255.255.255.0
OOB IPv6 Address:
OOB IPv6 Gateway:
Prefix: 64
Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:

B sEngeE



| mogeE
Firepower BN BF it Bk sk s ietE [

Firepower B i B 1) B ) BX &2 8 B A 7S 1R 18
PSR T S RO, 45 P (V5 i A BT S, ISR R T 22
AT TR b, T T RE AR B 4. I L T P BT A R, 2, B )
W35, AR 1 L BT 7 B 7 AN TR

AL FTD W] P E A RERIF 0 I BEROIRE LB, FTD 2317 FXOS HUR A% A BREE I B2 51 473
FERCR AL ERA, ARG MR WTITIN, HUATRE B 2350 T P IREE LR RS =AMk 2
BRMIE DB ATIN, 238 AR AR IaqT. HA)iidl, ek ME DR ROR AT
o, WU 2 G S SO OB Hofh 1 SR IRAS DL S JEILIE . TR, MR 2 5 2 4 PP RIA] 1%
FEREHOIRAS 08 AR T 28 I AL T bR 2R 10 0 208 B 6 L 1 S BT Bk 2 1 530 P o 2 30
Birh, BERCIRES LR A .

Firepower $3 [ B/ U FA PR 5

VLAN 70
« w2 ] LLAIEE 500 4~ VLAN ID.

o DOCFFEROE B L e 1 B A R
s RO CRISR O AR 70 e 2 s 92l o

A\

AR UK A L R A AR S,z R AU IS AR bR IC (F VLAND i
o BRAFBAREE ARG R, SA TR .

* THSIE B N I LR BRI AR LRI, LK LS PR
* AHH DT FTD B BT sh 4 1

© WA TR DO bR DI, WZACHE 1R BB T AR T I R i
Bro AR T IR s U e, s SRS AR R

HIEX=ZENO
o FEAMLER R Z 14 DL Bdn, e LU LUK 1/1 2B s 1 524 14.
B ERZ 10 AN FEEE O Flan, EarPULOKREE D 1/1.1 BPUKM#E2 A 1/1.10 43Rl 3 5L
%l 1.

O
|



B rirepower i man AR

Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
B per shared interface
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scope eth-uplink

scope fabric a

AR

enter interface interface id
enable

T

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

AR BRGSOV b i B A 1B 1 o G SRR AR byl V@ 3 0 (9 1 A enter
interface 5\ scope interface A%, KW E 4RI E, VWX RAFAAE. NAEAEH
enter interface iy 2445 11, AR5 LEKHH2 1 I 21ty 1 838
(ATi%) BB NFRA,
set port-type {data | data-sharing | mgmt | firepower-eventing | cluster}

i

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data JCHEF N ERIN R . RGNS Frdata-sharingS 2 . 15 7) L H cluster JCEE T BRIATEOL T,
RYiox Az (e HMIE 48 LA AR T HERE .

AR BB PR A RIS i3 1 SR
set auto-negotiation {on | off}

T

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

BCE T .
set admin-speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}

T

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

PR DA T AL,
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510 Etherchannel (ix0iEiE) ]

set admin-duplex {fullduplex [halfduplex}

il

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex

IR R T BRI RS, e O TR . ARG TR, RN TR
TS N B R RS R, 2R 25 UL

set flow-control-policy name

i

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

TRAFICE -

commit-buffer

P

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

i~7n EtherChannel Cim[iEiE)

\}

EtherChannel (AR s HIEIE) 52 il LS 16 MR — ARG S 1 o BER IR I M (LACP)
R AE P A 9 24588 96 2 1) AZ BB 2R 42 1Rl D iSC8dis 1.0 (LACPDU), IR 3% 11

#& 0] LUKG EtherChannel H A 4FAN Y BB Y B0 L 4 LG & R

* Active - RIEMZEW LACP 3. T EtherChannel 7] LA 5 3= 1 8% 4% 1] EtherChannel 37 3% 4% .
B A4 75 B B K PR Mg/ LACP iR, 35 0 Ad = AR .

* JFJit - EtherChannel 432 JFJii, JF HAMEH LACP.  “JFJii” [ EtherChannel H fig 1553 —4 “JF
Ja 7 W] EtherChannel &7 i%E$%,

PR

G0 G AR AN FT I S O 32 BN BB SO FTIRIRAS, WA BB G 222 0k =43 B Py B TR) A~ e Al
EtherChannel # N4k 4.

AR E 1 1 R TR

LACP ¥ rif 5 2h7s In A B8 17 EtherChannel FI%%5Hz, M ST H 7 T 7l. LACP Ib 2 AbBERC B AN
P, R R D AR R R IE A A SR 1 R A R LR A R R
“TF” B A BRI E A & HEE .
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Firepower 4100/9300 HL4 £17 EtherChannel I, EtherChannel ¥ At T3E#2AR & (4T F3) LACP 4
A BESKHPIRE W T9T9F LACP #::0) , BHEMGIL IS v, RIS B AE K &% 11
EtherChannel 75 LA &L N4 E H3E#E (Suspended) IR7%:

* # EtherChannel 3 Ik Bl 3738 45 15045 1 5040 s 2L o 1

* ¥ EtherChannel ¥4 J& T-HEGe— 070 IF0E B 046 (106 B 1) RS 12 1 i i

* ¥ EtherChannel #8100 J& T-HE4E— B0 I s M8 1, JF HEDf N oceinA

i S

IEVE R, EtherChannel 7E #8004 ¢ /0 BC R B A AT AN S 1B TAE. N2 H 15 % % EtherChannel
BRI 4 5 4%, EtherChannel ¥4k 5 hiEf2 ok LIRS .

UK

Ni

B AR IEG.

scope eth-uplink

scope fabric a

PIR2 QI I
create port-channel id
enable

HEI RN

create member-port interface_id

T

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/eth-uplink/fabric/port-channel* # create member-port
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port
/eth-uplink/fabric/port-channel/member-port* # exit

P4 (AT WERRIER,

set port-type {data | data-sharing | mgmt | firepower-eventing | cluster}

T

Firepower

/eth-uplink/fabric/port-channel # set port-type data

Ethernetl/1

Ethernetl/2

Ethernetl/3

Ethernetl/4

data JCHET R BRIARAL . 2888 5L B0 Fidata-sharingZ$ . 5 2)EHE cluster SCHET:, FRAEZLEIL
Sy 1 I T P AE AR U BE RS, A BN L

B sEngeE
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WS CRIE) Wy I (T A R PR LR
set speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}

-
Firepower /eth-uplink/fabric/port-channel* # set speed lgbps
L6 (k) BEE G I IE T R TRAT

set duplex {fullduplex | halfduplex}

i

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

Ni
g
~

JEHEAEHT BBl Py Can SRR i3 SRR
set auto-negotiation {on | off}

i

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

PERS  WEMERAEE =R O LACP s L EA A
T ARER AR L = 1, BRI
set port-channel-mode {active | on}

T

Firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on

PR WREG T BRGNS, e C N TR D ARSI TR, R LN TR A,
TS PN B, 2 25 UL,
set flow-control-policy name

IR

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

SIE10 IR E

commit-buffer

A A KGRI VLAN F# 0
00 LU 500 A FH: BRI UAT,

O
|



B o=ssmmmvan 70

gogeE |

FANEEIY VLAN ID #sZ A M —1E, JF HAERLS LN, VLANID £ S 0 L
IEAAME—E. HE RS0 VLAN ID e B AR R 75 as s, Sat nl DLZE $oplos 1 Bg i e
1o AR, BAEEREAS 42 CE ARG 1D, X ez TR v AN BRAH .

P AHSEA], AL AT E N N A VLAN 420 . X2, 808 n LEARS B g X FXO0S
VLAN F42 8 0 BN H N A VLAN 7810, X2 LA FXOS BRI S dEBAemsA
BEAE RGO T8 TV H T R 2% 3 B RS N idef o iltur, AL P01, I J0AE FXOS Rt 4%
Fo filf FXOS T4 L5 — g st g A2 0 BBl 7 4 ALy e B 2 AN i, 18
AR 4 45438 P o 133 1 5524 A B VLAN 2-11. 526 B _E ) VLAN 12-21 F1524] C /) VLAN
22-31. WIS AE R AR IX Be 4 11, IAZIAE FXOS H3b A28 M, (HIXARe A GIE. AK
A LA T SE B R se ) = Rlorik, ES TR

Scenario 1
Port-channell
FXOS Paia
VLAN 2—-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3
SCenaKio.2 Port-channeli
EXOS Data-sharing
Application
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3
SEEMN0S emetiA Etherneti/2 Ethernet1/3
EXOS Data Data Data
Application
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

B sEngeE
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UK

HEANAZ R AR
scope eth-uplink
scope fabric a

i

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric #

N BRI TR R

enter {interface | port-channel} interface id

AR VR INE S 1T O 2 B R A& R . R R O AR L e, )
TR AL T, St m] LA IR 1) 182 11

DOECF R s e = R 1 B i i

i

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface #

(S A E

enter subinterface id

*id - WHEAT 1 F14294967295 Z W) ID. I ID K Fn#5C# 0 1D, 1E4
interface_id.subinterface_id. {01, WEREKE T8 LS INE] ID 24 100 LK L 1/1, )4
FIID KR DRI 1/1.1000 8 AT BLH 77 (8 H % ID A VLAN ID 358 R AH B VLR,
R U AR

i

Firepower /eth-uplink/fabric/interface # enter subinterface 100
Firepower /eth-uplink/fabric/interface/subinterface* #

% H VLAN.

set vlan id

o id - WENT 1 F14095 2 7] VLAN ID.
w5l

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 100

goegE I
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PIRS BCEBNEN,
set port-type {data |data-sharing}

i

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data

PESRADIANT AL LM i, fm) DL A S = A0 LM 3 11 o BRI A0 Mol
PER6 PRAFILE.

commit-buffer

IR

Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer
Firepower /eth-uplink/fabric/interface/subinterface #

Gt
PUR7-BIE LUK 1/1 _EBIEE 3 S0, JFREOZE s B o) B =i 0

Firepower# scope eth-uplink

Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # enter interface Ethernetl/1

Firepower /eth-uplink/fabric/interface # enter subinterface 10

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 10

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # exit

Firepower /eth-uplink/fabric/interface # enter subinterface 11

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 11

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # exit

Firepower /eth-uplink/fabric/interface # enter subinterface 12

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 12

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer

Firepower /eth-uplink/fabric/interface/subinterface #

= Ak

LU R R A T i 53 2 2k 45 LUE Firepower 4100/9300 HLAEAE ] o #48m] LU FH 23 S2 R i it 4 A
10 Gbps i I, AL A~ 40 Gbps i [

FHIa Z Bl
ANV Ay 7y S I RE B R A R SRAT D REAIE 11

B sEngeE
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UK

SR QIS BT S
a) HEAATLBI:
scope cabling
scope fabric a

b) AU

create breakout network_module_slot port

T

Firepower /cabling/fabric/ # create breakout 2 1

C) %%if@ﬂ%i:

commit-buffer

manernzn ]

RORFIERR ENE R . BCEZ DS, NAEK H commit-buffer fir 4 2 F QI ITAT 73 3.

P2 WRN/ME > S, WAL R i
a) BEARZ OB
scope eth-uplink
scope fabric a

scope aggr-interface network_module_slot port

iR REERBIA S DAy g 1 S 8 D PR 1 o SRS A Ay i 10038 8 A (14 11 E A F enter
1nterfacestc0pe interface iy %, W B— KRB R, VXN SALAAE. NAAEH

enter interface My 2 4m4H1: 0, ARJ5EF: D7 N3 o 0 1@ 1E

b) A# ] set a4 L 4z 0TS A 20,
1§ Ff] enable B¥, disable 4 &% K A BUR A
C) ﬁ%dﬁ@ﬂgi:

commit-buffer

fic & i = = SR %

Uit R P A A 2 ) PR DX I, UK 3 112 15 AR AR TEEE 802.3x 7 {5 o
LU st SR A% e 1 45 AR B LR, HEIZE M IX CIHER Eﬁim%ZlEﬂE’Jma}“%JE%I

PE,  AZBUIRIENS J5 P A B 26 X6 L PR B2 ORI A I it 4 1) 2 4
BRI SR B AR A=l R BB PR -

goegE I
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BEANLDOR I _EATHER,, AR5 HE N TR B
scope eth-uplink
scope flow-control

i

firepower-4110# scope eth-uplink
firepower-4110 /eth-uplink # scope flow-control
firepower-4110 /eth-uplink/flow-control #

2 4 1) S A A ) SR
enter policy name
URAR G R ER A SR, TSR default £E24 4 FK.

Tl

firepower-4110 /eth-uplink/flow-control # enter policy default
firepower-4110 /eth-uplink/flow-control/policy* #

BRI .

set prio {auto | on}

DS 2 v B2 A5 W) i B3 I BL B () PP
Tl

firepower-4110 /eth-uplink/flow-control/policy* # set prio on

JR FH B P O R P R R £

set receive {on | off}
* B - EE IR, % BATEER I D LRI R AR, BB M AR IO R SR O 1k
« BRH - WOk B ISR IR, SR RS IR L .

-

firepower-4110 /eth-uplink/flow-control/policy* # set receive on

JR FH B PO R AR A
set send {on | off}

* BA - R NEHR TR K, Firepower 4100/9300 43 ] 9 4% R IBFHE1E R . 5 (R EF L=
M, HEREEENIEF K.

B sEngeE
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R

wEn i

« B - I ERVEIE R A, Joie s e

i

firepower-4110

TRAFRCE -

commit-buffer

Tl

firepower-4110
firepower-4110

Gt

/eth-uplink/flow-control/policy* # set send on

/eth-uplink/flow-control/policy* # commit-buffer
/eth-uplink/flow-control/policy #

PR 79 0 L T 9 e 1 SR

firepower-4110# scope eth-uplink

firepower-4110
firepower-4110
firepower-4110
firepower-4110
firepower-4110
firepower-4110
firepower-4110

/eth-uplink # scope flow-control

/eth-uplink/flow-control # enter policy FlowControlPolicy23
/eth-uplink/flow-control/policy* # set prio auto
/eth-uplink/flow-control/policy* # set receive on
/eth-uplink/flow-control/policy* # set send on
/eth-uplink/flow-control/policy* # commit-buffer
/eth-uplink/flow-control/policy #

* show interface

R

goegE I
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Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show interface

Interface:
Port Name Port Type Admin State Oper State
Allowed Vlan State Reason

Ethernetl/2 Data Enabled Up
All

Ethernetl/4 Mgmt Enabled Up
All

Ethernetl/5 Data Enabled Up
Untagged

Ethernetl/7 Firepower Eventing Enabled Up
All

Ethernetl/8 Data Disabled Sfp Not Present
All Unknown

Ethernet2/1 Data Disabled Sfp Not Present
All Unknown

Ethernet2/2 Data Disabled Sfp Not Present
All Unknown

Ethernet2/3 Data Disabled Sfp Not Present
All Unknown

Ethernet2/4 Data Disabled Sfp Not Present
All Unknown

Ethernet2/5 Data Disabled Sfp Not Present
All Unknown

Ethernet2/6 Data Disabled Sfp Not Present
All Unknown

Ethernet2/7 Data Disabled Sfp Not Present
All Unknown

Ethernet2/8 Data Disabled Sfp Not Present
All Unknown

* show port-channel

BRI LI IERES .

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show port-channel

Port Channel:
Port Channel Id Name Port Type Admin State Oper State
Port Channel Mode Allowed Vlan State Reason

1 Port-channell Data Enabled Up
Active Untagged

2 Port-channel?2 Data Enabled Failed
Active All No operational members

48 Port-channel4s8 Cluster Enabled Up
Active All

B sEngeE
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show detail

BRI DR KR VLAN 4UE IS .

Firepower# scope fabric-interconnect
DFirepower /fabric-interconnect # show detail

Fabric Interconnect:
ID: A
Product Name: Cisco FPROK-SUP
PID: FPRY9K-SUP
VID: V02
Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision: 0
Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14
OOB Gateway: 10.10.5.1
OOB Netmask: 255.255.255.0
OOB IPv6 Address:
OOB IPv6 Gateway:
Prefix: 64
Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:

show subinterface

BIRG RO,

Firepower# scope eth-uplink

Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # enter interface ethernetl/8
Firepower /eth-uplink/fabric/interface # show subinterface
Sub Interface:

Sub-If Id Sub-Interface Name VLAN Port Type
10 Ethernetl1/8.10 11 Data
11 Ethernetl/8.11 12 Data

show mac-address

BRI MAC bk 2 Fe s ot .

Firepower# scope ssa

Firepower /ssa # scope auto-macpool

Firepower /ssa/auto-macpool # show mac-address

Mac Address Item:
Mac Address

Owner Profile Owner Name

A2:46:C4:00:00:1E ftd1l3 Port-channell4
A2:46:C4:00:00:20 ftdl4 Port-channell5
A2:46:C4:00:01:7B ftdl Ethernetl/3

A2:46:C4:00:01:7C ftdlz Port-channelll
A2:46:C4:00:01:7D ftd1l3 Port-channell4
A2:46:C4:00:01:7E ftdl4 Port-channell5

wEn i
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A2:46:C4:00:01:7F ftdl Ethernetl/2
A2:46:C4:00:01:80 ftdl2 Ethernetl/2
A2:46:C4:00:01:81 ftdl3 Ethernetl/2
A2:46:C4:00:01:82 ftdl4 Ethernetl/2
A2:46:C4:00:01:83 ftd2 Ethernet3/1/4
A2:46:C4:00:01:84 ftd2 Ethernet3/1/1
A2:46:C4:00:01:85 ftd2 Ethernet3/1/3
A2:46:C4:00:01:86 ftd2 Ethernet3/1/2
A2:46:C4:00:01:87 ftd2 Ethernetl/2
A2:46:C4:00:01:88 ftdl Port-channel2l
A2:46:C4:00:01:89 ftdl Ethernetl/8

HEBR I O 8 f&

iR MR EEFZEL 1076, BHIIRE 1024, REHMED, HBRLOREBERITH
£ZEOMYE, BOAZROMNSERENNEINHERELZFED. WRENMRTFZED,
BREBILES, BARFLTBEMURKEELLEN R IRINERERR. BXERAREGIMBREIHKE
HREE, BSAX0SEERmM. €A “X|EFEER” T “BRFERER” EFYETZHN
HABEFRITE

UNRAE SR B R B A M L 7 I B A, DU DR A 3 T A S e v I v o e 7
PO WA e g5 A AN RS G 0 P ORI RI 4L AR B 4 o W SR N — AN B A 15 S N B L 2 1 4%
F, 5T R/ E S E 2 VLAN 41, JEBRILBRARE, R R A R0 . BLfg vt in) @, 752248 H CLI
A A B S22 10, DR [RI 412 8 v 4% A R AR A 1 T2
HRVEAME B, SRR 5. X85 W DU 82 0 RZ 4 B4 TG -
o i) AR FRE LR RO S I8 1.100 (VLAN 100). 3 381 1.200 (VLAN 200).
¥ 1383 1.300 (VLAN 300)

o WIRW A, LD1. LD2. LD3 fl LD4

W1 A—PiZiERE EMRTED, BRESEEHMBERE

AR A, RS AEN IR E P A 73 D RIAT . A R 70, — BT
LRI D RCRE,  DIARSEHE N R .

W2 N—MiZEiRE EHRESHRIIE FZD
M CLI B2 et EMIERES P RIPTAT T, R)a R ECE RS IER S R .

1. A VLAN A (%) . £V, 4 1 4455 VLAN 100, 200 fi1 300, Fox 3 MLET
B,

firepower# connect fxos

[...]

firepower (fxos) # show ingress-vlan-groups

D Class ID Status INTF Vlan Status

1 1 configured
100 present
200 present
300 present

B sEngeE
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2048 512 configured

0 present
2049 511 configured

0 present
firepower (fxos) # exit
firepower#

B e A U AR B R AL R

firepower# scope ssa
firepower /ssa # scope logical-device LD1
firepower /ssa/logical-device # show external-port-link

External-Port Link:

Name Port or Port Channel Name Port Type App Name
Description

Ethernetl4 ftd Ethernetl/4 Mgmt ftd
PC1.100_ftd Port-channell.100 Data Sharing ftd
PC1.200_ftd Port-channell.200 Data Sharing ftd
PC1.300_ftd Port-channell.300 Data Sharing ftd

MBS EMBR 0, ARG R E

firepower /ssa/logical-device # delete external-port-link PC1.100 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.200 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # commit-buffer

firepower /ssa/logical-device #

WURIEAE BRI R PR AT TRCE,, WIERZK LR 2 A VLAN 41, 3K Al g™ AT B U A kAR
RIF LS RAFRC

& 3. NEPMAIZERE LRRTEZED
M CLI LA T &4 ieas BB 74210, )5 ORAFBC B LA IR A5 B Bl

1.

TE VLAN 4 (ft22%) . e M, 40 1 45 VLAN 100, 200 F1 300, £7x 3 MLs=T
B,

firepower# connect fxos
[...]
firepower (fxos) # show ingress-vlan-groups
ID Class ID Status INTF Vlan Status
1 1 configured
100 present
200 present
300 present
2048 512 configured
0 present
2049 511 configured
0 present

goegE I
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2. AENETANEHEANED, IRl X O A b,
AR T VLAN 4, JF5 5 show ingress-vlan-groups %% AHUCH: . 7F Firepower N4 &
M, LR s RS A A T O b, DUE R IR 82 2 e A W e 52 431

1 S HEROMIHIH

VIBGICLE-C8  Hardware Bypass

Interface Type
@] MGMT Management
4 W port-channelt data

Port-channel1.100
Port-channel1.200

Port-channel1.300 data-sharing <

@] Ethernet1/3

, B3
WY Port-channel2 data

data-sharing =

data-sharing <=

Admin Speed

1gbps

1gbps

Operational Speed

1gbps

1gbps

7 CLI L, WICLEA P72 v A& AR AL, B3 C I 1 .

firepower# scope ssa

firepower /ssa # show logical-device expand

Logical Device:
Name: LD1
Description:
Slot ID: 1
Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetl4d ftd

Port or Port Channel Name:

Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100 ftd

Port or Port Channel Name:
Port Type: Data Sharing

App Name: ftd
Description:

Name: PC1.200 ftd

Port or Port Channel Name:
Port Type: Data Sharing

App Name: ftd
Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:25

Name: PC1.300 ftd

Port or Port Channel Name:
Port Type: Data Sharing

App Name: ftd

B sEngeE

Ethernetl/4

Port-channell.100

Port-channell.200

Port-channell.300

Instances VLAN
LD4... @ 100
L3

LD4... @ /nterface is shared by 4 instanges

LD4
LD4... o3

LD2
LD
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Description:

Name: LD2
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetl4d ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:28

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

Name: LD3
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetld ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

| goegE I
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Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:2B

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

Name: LD4
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetl4d ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:2E

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

3. WEREANZAE B BRI, KA DRATICE

firepower /ssa # scope logical device LD1
firepower /ssa/logical-device # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

B sEngeE
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firepower /ssa* # scope logical-device LD2

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

firepower /ssa* # scope logical-device LD3

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

firepower /ssa* # scope logical-device LD4

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # commit-buffer

firepower /ssa/logical-device #

IR R 3R As T E, B ZOR B 2 A VLAN 4, X ] e AR A b U A At it o F
BHL LB PR AT E 5

BR 4 BFEORME—AHE MEERE
5 CLI Hofg 1 DI B A I P A @ 4 e 6, AR5 DRAFIC B LLRID IS I B
L RO RSN SR S, RaRFIE.

firepower# scope ssa

firepower /ssa # scope logical-device LD1

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD2

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD3

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD4

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # commit-buffer

firepower /ssa/logical-device/external-port-link #

WURIEAEBRAE I RE PR AT TRCE, MIERZR LR 2 A VLAN 4, 3K 0l g7 A AT B U A kAR
BRIF R B R AP C

2. AT LA AT #E 1.400 VLAN ID 2 INE VLAN 41 1.

firepower /ssa/logical-device/external-port-link # connect fxos
[...]
firepower (fxos) # show ingress-vlan-groups
D Class ID Status INTF Vlan Status
1 1 configured
200 present
100 present
300 present
400 present
2048 512 configured
0 present
2049 511 configured

goegE I
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0 present
firepower (fxos) # exit
firepower /ssa/logical-device/external-port-link #

EORE

LIREZFR FERRA hEEE R
500 4 VLAN, JCidhdifk 2.7.1 DART, Be#S2H 250 £ 500 4~ VLAN,

ELARTR R A 42 11 o) 50 R A 350 38 e
Ho DUAE, EWalLLERT B BN i
500 > VLAN,

FH T 25285241 1) VLAN 74511 241 PR R TE R D, W DAAE

FXOS % VLAN 7410, ] LL7E

LS 2 LR,

iR BESRAEH 6.3 55 A
FTD.

PG MU fT 4 : create subinterface,
set vlan, show interface,show

subinterface
BT /ME UK Firepower 8 B LS HL
T
W& > WEEE > wmE K> ZEOE
£

FHT 2548 S i B 3L =4 11 24.1 BRI R O, AT

SEf) 2 R A,

R ZORAEAT 6.3 s RS
FTD.,

BB T4 set port-type
data-sharing. show interface

YRR N 4 Etherchannel | 2.4.1 HLLETT LUK MR R 2522 Btherchannel

WEHN “FEH” LACP BiXEl “frkE”

. HAhZSAY Etherchannel {37 ¥
“TH B

BEMESI 4 set

port-channel-mode

B sEngeE
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TIREAFR

Dised

IIIIP

B
o

Y FTDWN BEAE A7) Etherchannel

BLAE AT L] FTD A IBEEE AR
EtherChannel.

FTD SZHF K A I B R A A% 47k

2.0.1

HEAE FTD N A B P IBEAE e
PORSALEIT, FTD 2310 FXOS HIAH &
LN S0 . BERRIRAS AL =k
oy NI — MO R, MU
B B G A IR O )28 AN

FrfMESUN 4 : show fault |grep
link-down, show interface detail

FTD S Hr A48T 9 2 Fi e

2.0.1

B G AT Ty DR e DR R [R) 4R S AE 2
FOGS Z [l a0 o A2 SRR A s
I, BEDRET ] T-4EFy R 45 1R

B /& T Firepower & HLHULN 32 L
Tiji

W& > IREEE > O > RHEYIEED

FI-F FTD [¥] Firepower F/1-2 7 % 1

o] LUBR: O §8 %2 9 T FTD ¥ Firepower
A . R T FTD Wk 5
PREL. BAF L, BZI/EFTD
CLI LJic I 1P Huhb FSLAh 24, 11
i, AT DO ER R S S (a0 )
i) horkatick. EZSH
(Firepower B HIHULICE R “ARE
BCHE” & “CEEED

BB MUY FXOS #iv4: set port-type
firepower-eventing. show interface
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