Replacing the certificates on Windows offline machines using ipins.

1 Clients affected

HMI Advanced. + M-IT client in offline mode
HMI Advanced. + AMM update client in offline mode
Sinumerik Operate + Sinumerik Integrate Client in offline mode on a Windows XP SP3 platform

2 Description of the procedure for offline certificate replacement

2.1 Copying the ipins.exe file

On the machine, copy into the local directory D:\Install either from a USB flash drive or across
a local area network.

2.2  Restarting the machine (PCU)

The ipins.exe file is automatically executed when the PCU is restarted and the required certificate is
updated. After execution, the program removes itself from the directory.

Note: To do this, the ipins.exe file must be copied into directory D:\Install and no other files must be
located in this directory!

The certificates are

e stored in the registry under the following keys:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\SystemCertificates\AuthRoot\Certificates
e updated depending on the installed software component in the cacerts.pem file if
o AMM for HMI Advanced Client is installed, the update is performed here:
F:\add_on\siint\bin\cacerts.pem
o Sinumerik Operate (Windows XP) with Sinumerik Integrate Client is installed, the
update is performed in the following files:
F:\hmisl\siemens\sinumerik\hmi\cfg\cacerts.pem
F:\hmisNusersinumerik\hmi\cfg\cacerts.pem
o Sinumerik Operate (Windows 7) with Sinumerik Integrate Client is installed, the update
is performed in the following files:
C:\ProgramData\Siemens\MotionControl\siemens\sinumerik\hmi\cfg\cacerts.pem
C:\ProgramData\Siemens\MotionControl\user\sinumerik\nmi\cfg\cacerts.pem

Program execution is logged in a log file, which is located in E:\ipins.log. If replacement was successful,
an XML file is also created, which is stored in \tmp\Persistence\versions.xml. The content of this file is
uploaded together with the machine model as soon as a connection to the server is established.
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2.3  Content of the ipins.log file using Windows XP as an example
Installation is performed in the registry

0S: Windows XP SP3

Cacerts update started.

cacerts.pem file for PLSM found on following path:

F:\add on\siint\bin\cacerts.pem

Checking cert DF3C24F9BFD666761B268073FE06D1CC8D4F82A4 in the cacerts.pem
file

Cert found as no. 62 in the file

Checking cert D6AEE31631F7ABC56BO9DESABECCC4108A626B104 in the cacerts.pem
file

Cert found as no. 63 in the file

cacerts.pem file for SinInt Client on Operate not found on following
path:

F:\hmisl\user\sinumerik\hmi\cfg\cacerts.pem

cacerts.pem update not needed in this case.

cacerts.pem file for integrated client (old) found on following path:
F:\hmisl\siemens\sinumerik\hmi\cfg\cacerts.pem

Checking cert DF3C24F9BFD666761B268073FEO6D1ICC8D4F82A4 in the cacerts.pem
file

Cert found as no. 62 in the file

Checking cert D6AEE31631F7ABC56BI9DESABECCC4108A626B104 in the cacerts.pem
file

Cert found as no. 63 in the file

Cacerts update ended.

Installing certificate

Certificate has been installed.

Certificate test : OK

Installing certificate

Certificate has been installed.

Certificate test : OK

Creating versions.xml.

versions.xml was created.

The cacerts.pem from AMM is expanded with the new certificates
0S: Windows XP SP3
Cacerts update started.
cacerts.pem file for PLSM found on following path:
F:\add_on\siint\bin\cacerts.pem
Checking cert DF3C24F9BFD666761B268073FE06D1CC8D4F82A4 in the cacerts.pem
file
Cert not found in the .pem file
Certificate appended to F:\add on\siint\bin\cacerts.tmp
Checking cert D6AEE31631F7ABC56BO9DESABECCC4108A626B104 in the cacerts.pem
file
Cert not found in the .pem file
Certificate appended to F:\add on\siint\bin\cacerts.tmp
RotatePemFiles () moved F:\add on\siint\bin\cacerts.pem to
F:\add_on\siint\bin\cacerts.bak
RotatePemFiles () moved F:\add on\siint\bin\cacerts.tmp to
F:\add on\siint\bin\cacerts.pem
cacerts.pem file for SinInt Client on Operate not found on following
path:
F:\hmisl\user\sinumerik\hmi\cfg\cacerts.pem
cacerts.pem update not needed in this case.
cacerts.pem file for integrated client (old) found on following path:
F:\hmisl\siemens\sinumerik\hmi\cfg\cacerts.pem
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Checking cert DF3C24F9BFD666761B268073FEO06DICC8D4F82A4 in the cacerts.pem
file

Cert found as no. 62 in the file

Checking cert D6AEE31631F7ABC56BI9DESABECCC4108A626B104 in the cacerts.pem
file

Cert found as no. 63 in the file

Cacerts update ended.

The certificate is already installed.

The certificate is already installed.

Creating versions.xml.

versions.xml was created.

If the certificate is already present, the log file contains the following:

0S: Windows XP SP3

Cacerts update started.

cacerts.pem file for PLSM found on following path:

F:\add on\siint\bin\cacerts.pem

Checking cert DF3C24F9BFD666761B268073FEO06D1ICC8D4F82A4 in the cacerts.pem
file

Cert found as no. 62 in the file

Checking cert D6AEE31631F7ABC56BI9DESABECCC4108A626B104 in the cacerts.pem
file

Cert found as no. 63 in the file

cacerts.pem file for SinInt Client on Operate not found on following
path:

F:\hmisl\user\sinumerik\hmi\cfg\cacerts.pem

cacerts.pem update not needed in this case.

cacerts.pem file for integrated client (old) found on following path:
F:\hmisl\siemens\sinumerik\hmi\cfg\cacerts.pem

Checking cert DF3C24F9BFD666761B268073FEO06DICC8D4F82A4 in the cacerts.pem
file

Cert found as no. 62 in the file

Checking cert D6AEE31631F7ABC56BO9DESABECCC4108A626B104 in the cacerts.pem
file

Cert found as no. 63 in the file

Cacerts update ended.

The certificate is already installed.

The certificate is already installed.

Creating versions.xml.

versions.xml was created.

If an error has occurred, please send the content of file E:\ipins.log to the customer support responsible
for you.

In case of error, the following log entry can occur:
Certficate update has failed.
Err: The registry value was not found.
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3 Checking certificate replacement

All clients affected (see above) use the Windows XP SP3 operating system.

Check in the registry whether the certificate is installed.

e Open the registry editor (Start -> Run -> "regedit”)

e Navigate to the following path:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\SystemCertificates\AuthRoot\Certificates\

e Check whether the following entries are present:

DF3C24F9BFD666761B268073FE06D1CC8D4F82A4
D6AEE31631F7ABC56B9DESABECCC4108A626B104

Checking the cacerts.pem files
The cacerts.pem files must contain the following two certificates:

Certificate Information:

Common Name: DigiCert Global Root G2

Organization: DigiCert Inc

Organization Unit: www.digicert.com

Country: US

Valid From: August 1, 2013

Valid To: January 15, 2038

Issuer: DigiCert Global Root G2, DigiCert Inc., www.digicert.com
Serial Number: 033afle6a711a%9a0bb2864b11d09faeb

MIIDjjCCAnagAwIBAgIQAzrx5gqcRqaC7KGSxHQNn65TANBgkghkiGOwOBAQsFADBOh
MQOswCQYDVQQGEWJVUzZEVMBMGA1UEChMMRG1naUN1cnQgSW5jMRkwEFwYDVQQLEXB3
d3cuzGlnaWNlcnQu¥Y29tMSAwHgYDVQQDExdEaWdpQ2VydCBHbG91YWwgUm9OvdCBH
MjAeFw0xMzA4MDExM]jAwWMDBaFw0zODAXMTUxM]AwWMDBaMGExCzAJBgNVBAYTALVT
MRUwWEwWYDVQQKEwxEaWdpQ2VydCBJIbmMxGTAXBgNVBASTEHA3dy5kaWdpY2VydC5]
b20xIDAeBgNVBAMTFORpZ21D%ZXJ0IEdsb2JhbCBSb290IEcyMIIBIjANBgkghkiG
9wOBAQEFAAOCAQ8AMIIBCgKCAQEAUZ fNNNx7a8myadCtSnX/RrohCgiN9R1Uyful
2/0u8jqJIkTx659gsGGmvPrC30XgkkRLpimn7Wo6h+4FRIIAWsULecYxpsMNzaHxmx
1x7e/dfgy5SDN67sHONO3Xss0rOupS/kgbitOtSZpLY16ZtrAGCSYPIPIUkY92eQ
g2EGnI/yuum062Iya7XzV+hdG82MHauvVBJIVJ8zUt1luNJbd1l34/tJS7SsVQep]5Wz
tCOTTG1lF8PapspUwtP1IMVYwnS1cUfIKdzX0S0xZKBgyMUNGPHgm+F6HmMIcr 9g+UQ
vIO1CsRnKPZzFBQIRNbDhxSIITRNrwIFDKZJobg7nMWxMAMphQIDAQABOOIWQDAP
BgNVHRMBAf8EBTADAQH/MA4GA1UADWEBR/wQEAWIBhjAdBgNVHQ4EFgQUT1iJUIBiV
5uNub5g/6+rkS7QYXJjzkwDQYJKoZIhvecNAQELBQADggEBAGBnNKJRvDkhj 6zHd6meY
1Y19PMWLSn/pvtsrF9+wX3N3KJITOYFnQoQj8kVnNeyIv/iPsGEMNKSulEyExtv4
NeF22d+mQrvHRAiIGfzZ0JFrabAQUWTWI8kndth/JswlHKj2ZL7tcu7XUIOGZX1NG
Fdtom/DzMNU+MeKNhJ7jitralj4l1E6VE8P1wUHBHQRFXGU7A)64GxJUTFy8bJZ91
8rGOmaFvET7FBcf6IKshPECBV1/MUReXgRPTgh5Uykw7+U0b6LJ3/1yK5S9kJRaTe
pLiaWNObfVKfj1l1DiIGknibVb63dDcY3£fe0Dkhv1dl927jyNxFIWW6LZZm6zZNT £l
MrY=
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Certificate Information:

Common Name: DigiCert Global CA G2

Organization: DigiCert Inc

Organization Unit: www.digicert.com

Country: US

Valid From: August 1, 2013

Valid To: August 1, 2028

Issuer: DigiCert Global Root G2, DigiCert Inc., www.digicert.com
Serial Number: 0c8ee0c90d6a89158804061ee241f9af

MIIEizCCA30gAWIBAgIQDI7gyQlgiRWIBAYe4kH5rzANBgkghkiG9wOBAQsFADBh
MQswCQYDVQQGEwJVUzZEVMBMGA1UEChMMRG1naUN1cnQgSW5jMRkwFwYDVQQLEXB3
d3cuzZGlnaWNlcnQuY29tMSAwWHgYDVQODExdEaWdpQ2VydCBHbG 91 YWwgUm9vdCBH
MjAeFw0xMzA4MDExMjAwMDBaFw0yODA4MDExMjAwWMDBaMEQxCzAJBgNVBAYTALVT
MRUWEwWYDVQQKEwxEaWdpQ2VydCBJIbmMxHjAcBgNVBAMTFURpZ21DZXJ0IEdsb2Jh
bCBDQSBHMJCCASIWDQYJK0ZIhveNAQEBBQADggEPADCCAQOCggEBANNIEL72zBYZd
WI9UvhUS5L4TIatFaxhzluvPmoKR/uadpFgC4iprzc/cV35gmAvkVNIWT7 SHMArZagV+X
au4CLyMnuG3UsOcGAngLHLl ypmTb+ub6wbBfpXzYEQQGEWMItYNASWYb7QjHgXnxr5
IuYUL6NnG6AEfq/gmD6yOTSwyOR2Bm40cZbIc22GoiS9g5+vCShjEbyrpEJIJ7RER
ACvmfe8EiRROM6GyD5eHn70gzS+8L0y4g2gxPR/VSpAQGQUB1dYpd1lH5NnbQtwl6
OErXb4y/E3w57bqukPyV93t4CTZedIMeJfD/1K2uaGvG/w/VNfFVbkhJ+P1474754
8V4RdA6r fArMCAWEAAaOCAVOWggFWMBIGA1UJEWEB/wQIMAYBAf8CAQAWDgYDVROP
AQH/BAQDAgGGMDQGCCsGAQUFBWEBBCgwJjAkBggrBgEFBQCcWAYYYaHROcDovL2 9]
c3AuZGlnaWNlcnQuY29tMHsSGAIUdHWROMHIWNG6ALoDOGMWhOdHAG6LY 97 cmw0LmRp
7213ZXJ0LmNvbS9EaWdpQ2VydEdsb2IhbFJvb3RHM1 5jcmwwN6A10oDOGMWhOdHAG
Ly9jcmwzImRpZz21jZXJ0LmNvbS9EaWdpQ2VydEdsb2JhbFJIvb3RHMi 5 cmwwPQYD
VROgBDYWNDAYBGRVHSAAMCOWKAY IKwYBBQUHAGEWHGhOdHBZz018vd3d3LmRpZ217
ZXJ0LmNvbS 9DUFMwHQYDVROOBBYEFCRUKy3QapJRUSVpAagaR6aJ50AgMB8GA1Ud
IwQYMBaAFE4iVCAY1lebjbuYP+vgSEuOGF485MAOGCSgGSIb3DOEBCWUAA4IBAQAL
OYSR+ZfrqoGvh01a0JL84mxZvzbIRacxAxHhBsCsMsdaVSnaTOAC9aHes03ewP ]2
dz12uYf+QYB6z13jAMZbAuabeGLI3LhimnftiQjXS8X9QOViIyfEBF1tcT8jW+rz
8uckJ2/01YDblizkVIvP6hnZf1WZUXoOLRg9eFhSvGNoVwvdRLNXSmDmyHBwIW4co
atc7T1JFGa8kBpJIERgLrqwYElesA8u49L3KJIg6nwd3jM+/AVTANIVIONAM2BVIA
JxSZnE0qnsHhfTuveqdFuhOWKU4Z0BgYBvQ31Betoxi 6PrABDIXWKTUGNX31EGDk
92hiHuwZ4STyhxGs6QiA

The cacerts.pem files are to be found at the following paths
e If AMM is installed:
F\add_on\siint\bin\cacerts.pem
e If Sinumerik Operate and Sinumerik Integrate Client are installed
F:\hmishuser\sinumerik\hmi\cfg\cacerts.pem
e If Sinumerik Operate with integrated Sinumerik Integrate Client is installed
F:\hmisl\siemens\sinumerik\hmi\cfg\cacerts.pem

Unrestricted



