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About This Document

Intended Audience
This document provides the basic concepts, configuration procedures, and configuration
examples in different application scenarios of the System Monitor feature supported by the
NE5000E device.

This document describes how to configure the Basic Configurations feature.

This document is intended for:

l Data configuration engineers
l Commissioning engineers
l Network monitoring engineers
l System maintenance engineers

Related Versions (Optional)
The following table lists the product versions related to this document.

Product Name Version

HUAWEI NetEngine5000E
Core Router

V800R002C01

 

Symbol Conventions
The symbols that may be found in this document are defined as follows.

Symbol Description

Indicates a hazard with a high level of risk, which if not
avoided, will result in death or serious injury.

Indicates a hazard with a medium or low level of risk, which
if not avoided, could result in minor or moderate injury.
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Symbol Description

Indicates a potentially hazardous situation, which if not
avoided, could result in equipment damage, data loss,
performance degradation, or unexpected results.

Indicates a tip that may help you solve a problem or save time.

Provides additional information to emphasize or supplement
important points of the main text.

 

Command Conventions (Optional)
The command conventions that may be found in this document are defined as follows.

Convention Description

Boldface The keywords of a command line are in boldface.

Italic Command arguments are in italics.

[ ] Items (keywords or arguments) in brackets [ ] are optional.

{ x | y | ... } Optional items are grouped in braces and separated by
vertical bars. One item is selected.

[ x | y | ... ] Optional items are grouped in brackets and separated by
vertical bars. One item is selected or no item is selected.

{ x | y | ... }* Optional items are grouped in braces and separated by
vertical bars. A minimum of one item or a maximum of all
items can be selected.

[ x | y | ... ]* Optional items are grouped in brackets and separated by
vertical bars. Several items or no item can be selected.

&<1-n> The parameter before the & sign can be repeated 1 to n times.

# A line starting with the # sign is comments.

 

Change History
Updates between document issues are cumulative. Therefore, the latest document issue contains
all updates made in previous issues.

Changes in Issue 01 (2011-10-15)

The initial commercial release.
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1 NQA Configuration

About This Chapter

This chapter describes how to configure Network Quality Analysis (NQA) to monitor the
network operation status and collect network operation indicators in real time.

1.1 NQA Overview
This section describes the background of NQA and its functions.

1.2 NQA Features Supported by the NE5000E
This section describes the basic concepts of NQA tests, types of NQA test instances, and
scheduling methods.

1.3 Configuring NQA to Monitor an IP Network
When NQA is used to monitor an IP network, the following test instances can be configured.
Before configuring NQA to monitor an IP network, familiarize yourself with the applicable
environment of each test instance and complete the pre-configuration tasks.

1.4 Configuring NQA to Monitor an MPLS Network
When NQA is used to monitor an MPLS network, the test instances described in this section
can be configured. Before configuring NQA to monitor an MPLS network, familiarize yourself
with the applicable environment of each test instance and complete the pre-configuration tasks.

1.5 Configuring NQA to Monitor a Multicast Network
When NQA is used to monitor a multicast network, the test instances described in this section
can be configured. Before configuring NQA to monitor a multicast network, familiarize yourself
with the applicable environment of each test instance and complete the pre-configuration tasks.

1.6 Maintaining NQA
Maintaining NQA includes stopping or restarting NQA test instances, clearing statistics, and
clearing test records.

1.7 Configuration Examples
This section describes several NQA configuration examples, providing networking
requirements, configuration notes and roadmap, and configuration procedure for each example.
Configuration flowcharts provided in this section will help you understand the configuration
procedures.
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1.1 NQA Overview
This section describes the background of NQA and its functions.

As value-added services develop, users and carriers demand higher Quality of Service (QoS).
After voice over IP and video over IP services are carried out, carriers and users all tend to sign
Service Level Agreements (SLAs) to realize QoS guaranteed services.

To ensure committed bandwidth for users, network operators are required to collect statistics on
delay, jitter, and packet loss of devices. This helps them to analyze network performance in time.

The NE5000E provides NQA to meet the preceding requirements.

NQA measures the performance of each protocol running on a network and helps the network
operator to collect network operation indicators such as the delay of a TCP connection, packet
loss ratio, and path Maximum Transmission Unit (MTU). By controlling these indicators,
network operators provide users with differentiated services and charge users differently. NQA
is also an effective tool to diagnose and locate faults in a network.

1.2 NQA Features Supported by the NE5000E
This section describes the basic concepts of NQA tests, types of NQA test instances, and
scheduling methods.

Basic Concepts of NQA
l NQA test instance

An NQA test instance needs to be created before an NQA test is performed. Some test
parameters can be configured for the created NQA test instance, such as the test type,
destination address, and port number.
Each test instance has an instance name and an administrator name. The two names uniquely
identify a test group.

l Test and probe
After an NQA test is initiated, the test is performed at specified intervals. The length and
number of intervals can be set by users.
An NQA test performed each time comprises several consecutive probes. The number of
probes can be determined by users.

l NQA client and NQA server
A device that initiates an NQA test is called the NQA client. NQA test instances are created
on the NQA client.
The NQA server is responsible for processing the test packets sent from the NQA client,
as shown in Figure 1-1. The NQA server only responds to a test request that carries the
specified destination IP address and port number. In most test instances, only the NQA
client needs to be configured. In TCP test instances and UDP jitter test instances, the NQA
server must be configured.
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Figure 1-1 Relationships between the NQA client and the NQA server

NQA Client NQA Server

IP/MPLS
Network

 
The NQA server can be configured by using either of the following methods:
– Manual configuration

One or more TCP or UDP monitoring services can be configured on the NQA server.
Each monitoring service has a destination address and a port number that are different
from the destination address and port number for any other monitoring service on the
NQA server. The destination address specified on the NQA server must be the same as
the address of the NQA client, and port numbers specified on the server and client must
be the same.

– Auto-negotiation
In auto-negotiation mode, the NQA server automatically responds to test packets.

Characteristics of NQA
l Abundant test types and performance indicators

Table 1-1 NQA test types

Type Description Example

Ping Ping tests are used to check
network connectivity. Ping
tests provide only a few
performance indicators but
are quick. Therefore, ping
tests are usually used to
check the network
connectivity in real time.

ICMP tests, TCP tests, LSP
ping tests, and MPing tests

Trace Trace tests are used to
obtain path information. In
a trace test, addresses of all
reachable nodes along the
path to a destination can be
obtained. This helps to
quickly locate problems on
a network.

Trace tests, LSP trace tests,
and MTrace tests
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Type Description Example

Jitter Jitter tests are used to
measure network
performance. Jitter tests
provide a lot of
performance indicators
such as the delay, jitter,
packet loss ratio, and
packet sequence number
verification result but are
rather slow. Therefore,
jitter tests are usually used
to analyze network
performance bottlenecks.

UDP jitter tests, ICMP jitter
tests, path jitter tests, and
LSP jitter tests

 

NQA provides the following performance indicators:
– Connectivity
– Path information
– Path MTU
– Link performance

– Delay (one-way delay and round-trip delay)
– Jitter
– Packet loss ratio

l Flexible scheduling
NQA provides a flexible scheduling mechanism to reduce its interaction with the NMS
(this reduces the stress on the NMS) and save network bandwidth. A user can set the start
time, end time, and interval for a test instance. NQA will start or end the test instance based
on user configurations. In addition, the NQA scheduling mechanism can automatically
adjust the time of a test instance based on the workload on the current device to prevent
the test instance from affecting other services running on the device.
NQA has three start modes:
– Start now: After the start mode is configured, an NQA test instance will be started

immediately.
– Start at: After the start mode is configured, an NQA test instance will be started at a

specified time.
– Start delay: After the start mode is configured, an NQA test instance will be started after

a delay.
– Start daily: After the start mode is configured, an NQA test instance will be started at

a fixed time every day.
NQA has three end modes:
– End at: After the end mode is configured, an NQA test instance will be ended at a

specified time.
– End delay: After the end mode is configured, an NQA test instance will be ended after

a delay.
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– End lifetime: After the end mode is configured, an NQA test instance will be ended
within a certain period after its startup.

l Flexible threshold alarms
When detecting network faults, NQA can report alarms to the NMS. Thresholds are set for
the following items. If one of these thresholds is exceeded, NQA will generate an alarm:
– Number of test failures
– One-way delay (OWD) and round-trip delay (RTD)

1.3 Configuring NQA to Monitor an IP Network
When NQA is used to monitor an IP network, the following test instances can be configured.
Before configuring NQA to monitor an IP network, familiarize yourself with the applicable
environment of each test instance and complete the pre-configuration tasks.

Applicable Environment

Table 1-2 Applicable environments for NQA test instances in IP network monitoring

Test Type Applicable Environment

ICMP test An ICMP test can be used to monitor the end-
to-end connectivity, packet loss ratio, and
delay on an IP network.

TCP test A TCP test can be used to monitor the
connectivity, packet loss ratio, and delay of a
TCP connection on an IP network. The
devices on the two ends of a TCP connection
must be Huawei devices.

Trace test A trace test can be used to monitor the
connectivity, packet loss ratio, and delay hop
by hop on an IP network and the packet
forwarding path.

UDP jitter test A UDP jitter test can be used to detect end-
to-end jitter for various services or simulate a
voice test. The devices on the two ends of the
tested link must be both Huawei devices.
Although the ICMP reply function may be
disabled on devices on the public network to
guard against network attacks, the UDP jitter
test can still be conducted because the test is
based on UDP.

ICMP jitter test An ICMP jitter test can be used to simulate
end-to-end jitter for various services. The
devices at the two ends of the tested link can
be both Huawei devices or not.

Path MTU test A path MTU test is used to check the MTU
size.
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Test Type Applicable Environment

Path jitter path A path jitter test is used to detect the jitter hop
by hop.

 

Pre-configuration Tasks
Before configuring NQA to monitor an IP network, complete the following task:

l Configuring static routes or an Interior Gateway Protocol (IGP) to make devices routable

Configuration Procedure
Choose one or more configuration tasks (excluding "Checking the Configuration") as needed.

Related Tasks
1.7.1 Example for Configuring NQA to Check Response Time on an IP Network
1.7.2 Example for Configuring NQA to Check VoIP Service Jitter

1.3.1 Configuring an ICMP Test
An ICMP test can be used to monitor the end-to-end connectivity, packet loss ratio, and delay
on an IP network.

Context
The configuration roadmap is as follows:

1. Create an NQA test instance and set the test instance type to ICMP.
2. Configure the destination address for the test instance.
3. (Optional) Configure optional parameters for the test instance to simulate packets.
4. (Optional) Configure test failure conditions.
5. (Optional) Configure the NQA statistics function.
6. (Optional) Configure the sending of traps.
7. (Optional) Configure a VPN instance name for the test instance on an L3VPN.
8. Schedule the test instance.

Procedure

Step 1 Run:
system-view

The system view is displayed.

Step 2 Create an NQA test instance and set the test instance type to ICMP.
1. Run:

nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.
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2. Run:
test-type icmp

The test type is set to ICMP.
3. Run:

description description

A description is configured for the NQA test instance.

Step 3 Run:
destination-address { ipv4 ip-address | ipv6 ipv6-address }

The destination address (that is, the NQA server address) of the client is specified.

Step 4 Configure optional parameters for the test instance to simulate packets.
1. Run:

datafill fillstring

Padding characters in NQA test packets are configured.

By default, there are no padding characters in the Data field of NQA test packets.
2. Run:

datasize size

The size of an NQA test packet is set.

By default, the size of an NQA test packet is 0 bytes.
3. Run:

probe-count number

The number of probes in a test is set for the NQA test instance.

By default, the number of probes is 3.
4. Run:

interval { milliseconds interval | seconds interval }

The interval at which NQA test packets are sent is set for the NQA test instance.

In the case of a jitter test instance, the default interval at which test packets are sent is 20
milliseconds; in the case of other test instances, the default interval at which test packets
are sent is 4 seconds.

5. Run:
sendpacket passroute

The NQA test instance is configured to send packets without searching the routing table.

By default, an NQA test instance sends packets without searching the routing table.
6. Run:

source-address { ipv4 ip-address | ipv6 ipv6-address }

The source IP address of NQA test packets is set.
7. Run:

source-interface interface-type interface-number

The source interface for NQA test packets is set.
8. Run:

tos value
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The ToS value in NQA test packets is set.

The default ToS value is 0.
9. Run:

ttl number

The TTL value in NQA test packets is set.

By default, the TTL value is 30.

Step 5 (Optional) Configure test failure conditions.
1. Run:

timeout time

The response timeout period is set.

If no response packets are received before the set period expires, the probe is regarded as
a failure.

By default, the timeout period is 3s.
2. Run:

fail-percent percent

The failure percentage is set for the NQA test instance.

If the percentage of failed probes is equal to or greater than the failure percentage, the test
is regarded as a failure.

By default, the failure percentage is 100%.A test is regarded as a failure only when all the
probes fail.

Step 6 (Optional) Configure the NQA statistics function.

Run:

records { history number | result number }

The maximum number of history records and the maximum number of result records that can
be saved for the NQA test instance are set.

By default, a maximum of 50 history records and a maximum of five result records can be saved
for an NQA test instance.

Step 7 (Optional) Configure the sending of traps.
1. Run:

test-failtimes times

The NQA test instance is configured to send a trap message to the NMS when the number
of continuous probe failures reaches the specified value.

2. Run:
threshold rtd rtd-value

The RTD threshold is set.

By default, the threshold is not set.
3. Run:

send-trap{ all | [ rtd | testfailure ]* }
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The condition for triggering a trap is configured.

Step 8 Run:
vpn-instance vpn-instance-name

The VPN instance name is configured for the NQA test instance.

Step 9 Schedule the test instance.
1. (Optional) Run:

frequency interval

The test period is set for the NQA test instance.

By default, no interval is set. An NQA test instance is performed once.
2. Run:

start

An NQA test is started.

The start command has multiple formats. Choose one of the following as needed.

l To start an NQA test immediately, run the start now [ end { at [ yyyy/mm/dd ]
hh:mm:ss | delay { seconds second | hh:mm:ss } | lifetime { seconds second |
hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time, run the start at [ yyyy/mm/dd ]
hh:mm:ss [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second | hh:mm:ss } |
lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance after a specified delay, run the start delay { seconds
second | hh:mm:ss } [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second |
hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time every day, run the start daily
hh:mm:ss to hh:mm:ss [ begin yyyy/mm/dd ] [ end yyyy/mm/dd ] command.

Step 10 Run:
commit

The configuration is committed.

----End

1.3.2 Configuring a TCP Test
A TCP test can be used to monitor the connectivity, packet loss ratio, and delay of a TCP
connection on an IP network. The devices on the two ends of a TCP connection must be Huawei
devices.

Context
The configuration roadmap is as follows:

l Configure the NQA server for the TCP test.
– Manual configuration: configure the IP address and number of the interface used for

monitoring TCP services on the NQA server.
– Auto-negotiation: enable auto-negotiation on the NQA server.

l Configure the NQA client for the TCP test.
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1. Create an NQA test instance and set the test instance type to TCP.
2. Configure the destination address and destination port number for the test

instance.
3. (Optional) Enable auto-negotiation on the NQA client.
4. (Optional) Configure optional parameters for the test instance to simulate

packets.
5. (Optional) Configure test failure conditions.
6. (Optional) Configure the NQA statistics function.
7. (Optional) Configure a VPN instance name for the test instance on an L3VPN.
8. Schedule the test instance.

Procedure
l Configure the NQA server for the TCP test.

– Manual configuration

1. Run:
system-view
The system view is displayed.

2. Run:
nqa-server tcpconnect [ vpn-instance vpn-instance-name ] ip-address 
port-number

The IP address and number of the port used for monitoring TCP services are
configured on the NQA server.

3. Run:
commit
The configuration is committed.

– Auto-negotiation

1. Run:
system-view
The system view is displayed.

2. Run:
nqa-server auto-negotiation enable
Auto-negotiation is enabled on the NQA server.
If lots of test instances need to be performed or the test instance is performed
frequently, manual configuration takes a long time. Auto-negotiation enabled on
the client and server can reduce the configurations on the server.

3. Run:
commit
The configuration is committed.

l Configure the NQA client for the TCP test.
1. Run:

system-view

The system view is displayed.
2. Create an NQA test instance and set the test instance type to TCP.
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(1) Run:
nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.
(2) Run:

test-type tcp

The test instance type is set to TCP.
(3) Run:

description description

A description is configured for the test instance.
3. Configure the destination address and destination port number for the test instance.

(1) Run:
destination-address ipv4 ip-address

The destination address (that is, the NQA server address) of the client is specified.
(2) (Optional) Run:

destination-port port-number

The destination port number is specified for the NQA test instance.
By default, the destination port number of a TCP test is 7.

4. (Optional) Enable auto-negotiation on the NQA client.

(1) (Optional) Run:
auto-negotiate enable

Auto-negotiation is enabled on the client.
If lots of test instances need to be performed or the test instance is performed
frequently, manual configuration takes a long time. Auto-negotiation enabled on
the client and server can reduce the configurations on the server.

5. (Optional) Configure optional parameters for the test instance to simulate packets.

(1) Run:
probe-count number

The number of probes is set for an NQA test instance.
By default, the number of probes is 3.

(2) Run:
interval { milliseconds interval | seconds interval }

The interval at which NQA test packets are sent is set for the NQA test instance.
In the case of a jitter test instance, the default interval at which test packets are
sent is 20 milliseconds; in the case of other test instances, the default interval at
which test packets are sent is 4 seconds.

(3) Run:
sendpacket passroute

The NQA test instance is configured to send packets without searching the
routing table.
By default, an NQA test instance sends packets without searching the routing
table.

(4) Run:
source-address ipv4 ip-address
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The source IP address of NQA test packets is set.
(5) Run:

source-interface interface-type interface-number
The source interface for NQA test packets is set.

(6) Run:
tos value
The ToS value in NQA test packets is set.
The default ToS value is 0.

(7) Run:
ttl number
The TTL value in NQA test packets is set.
By default, the TTL value is 30.

6. (Optional) Configure test failure conditions.
– Run:

timeout time
The response timeout period is set.
If no response packets are received before the set period expires, the probe is
regarded as a failure.
By default, the timeout period is 3s.

– Run:
fail-percent percent
The failure percentage is set for the NQA test instance.
If the percentage of failed probes is equal to or greater than the failure percentage,
the test is regarded as a failure.
By default, the failure percentage is 100%.A test is regarded as a failure only when
all the probes fail.

7. (Optional) Configure the NQA statistics function.

Run:

records { history number | result number }

The maximum number of history records and the maximum number of result records
that can be saved for the NQA test instance are set.

By default, a maximum of 50 history records and a maximum of five result records
can be saved for an NQA test instance.

8. Run:
vpn-instance vpn-instance-name

The VPN instance name is configured for the NQA test instance.
9. Schedule the test instance.

(1) (Optional) Run:
frequency interval
The test period is set for the NQA test instance.
By default, no interval is set. An NQA test instance is performed once.

(2) Run:
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start

An NQA test is started.
The start command has multiple formats. Choose one of the following formats
as needed.
– To start an NQA test instance immediately, run the start now [ end { at

[ yyyy/mm/dd ] hh:mm:ss | delay { seconds second | hh:mm:ss } | lifetime
{ seconds second | hh:mm:ss } } ] command.

– To start an NQA test instance at a specified time, run the start at [ yyyy/mm/
dd ] hh:mm:ss [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds
second | hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ] command.

– To start an NQA test instance after a specified delay, run the start delay
{ seconds second | hh:mm:ss } [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay
{ seconds second | hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ]
command.

– To start an NQA test instance at a specified time every day, run the start
daily hh:mm:ss to hh:mm:ss [ begin yyyy/mm/dd ] [ end yyyy/mm/dd ]
command.

10. Run:
commit

The configuration is committed.

----End

1.3.3 Configuring a Trace Test
A trace test can be used to monitor the connectivity, packet loss ratio, and delay hop by hop on
an IP network and the packet forwarding path.

Context
The configuration roadmap is as follows:

1. Create an NQA test instance and set the test instance type to trace.
2. Configure the destination address and destination port for the test instance.
3. (Optional) Configure optional parameters for the test instance to simulate packets.
4. (Optional) Configure test failure conditions.
5. (Optional) Configure the NQA statistics function.
6. (Optional) Configure the sending of traps.
7. (Optional) Configure a VPN instance name for the test instance on an L3VPN.
8. Schedule the test instance.

Procedure

Step 1 Run:
system-view

The system view is displayed.

Step 2 Create an NQA test instance and set the test instance type to trace.
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1. Run:
nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.
2. Run:

test-type trace

The test instance type is set to trace.
3. Run:

description description

A description is configured for the NQA test instance.

Step 3 Configure the destination address and destination port number for the test instance.

1. Run:
destination-address ipv4 ip-address
The destination address (that is, the NQA server address) of the client is specified.

2. (Optional) Run:
destination-port port-number
The destination port number is specified for the NQA test instance.
By default, the destination port number of a Trace test is 33434.

Step 4 (Optional) Configure optional parameters for the test instance to simulate packets.
1. Run:

datafill fillstring

Padding characters in NQA test packets are configured.

By default, there are no padding characters in the Data field of NQA test packets.
2. Run:

datasize size

The size of an NQA test packet is set.

By default, the size of an NQA test packet is 0 bytes.
3. Run:

probe-count number

The number of probes in a test is set for the NQA test instance.

By default, the number of probes is 3.
4. Run:

sendpacket passroute

The NQA test instance is configured to send packets without searching the routing table.

By default, an NQA test instance sends packets without searching the routing table.
5. Run:

source-address { ipv4 ip-address | ipv6 ipv6-address }

The source IP address of NQA test packets is set.
6. Run:

tracert-livetime first-ttl first-ttl max-ttl max-ttl

The TTL of test packets is set.
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By default, the initial TTL of packets is 1 and the maximum TTL of packets is 30.

Step 5 (Optional) Configure test failure conditions.
1. Run:

timeout time

The response timeout period is set.

If no response packets are received before the set period expires, the probe is regarded as
a failure.

By default, the timeout period is 3s.
2. Run:

tracert-hopfailtimes times

The maximum number of hop failures in a probe is set.

By default, a probe is regarded as a failure when there are five hop failures in the probe.

Step 6 (Optional) Configure the NQA statistics function.

Run:

records { history number | result number }

The maximum number of history records and the maximum number of result records that can
be saved for the NQA test instance are set.

By default, a maximum of 50 history records and a maximum of five result records can be saved
for an NQA test instance.

Step 7 (Optional) Configure the sending of traps.
1. Run:

test-failtimes times

The NQA test instance is configured to send a trap message to the NMS when the number
of continuous probe failures reaches the specified value.

2. Run:
threshold rtd rtd-value

The RTD threshold is set.

By default, the threshold is not set.
3. Run:

send-trap{ all | [ rtd | testfailure ]* }

The condition for triggering a trap is configured.

Step 8 Run:
vpn-instance vpn-instance-name

The VPN instance name is configured for the NQA test instance.

Step 9 Schedule the test instance.
1. (Optional) Run:

frequency interval

The test period is set for the NQA test instance.
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By default, no interval is set. An NQA test instance is performed once.
2. Run:

start

An NQA test is started.

The start command has multiple formats. Choose one of the following as needed.

l To start an NQA test immediately, run the start now [ end { at [ yyyy/mm/dd ]
hh:mm:ss | delay { seconds second | hh:mm:ss } | lifetime { seconds second |
hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time, run the start at [ yyyy/mm/dd ]
hh:mm:ss [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second | hh:mm:ss } |
lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance after a specified delay, run the start delay { seconds
second | hh:mm:ss } [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second |
hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time every day, run the start daily
hh:mm:ss to hh:mm:ss [ begin yyyy/mm/dd ] [ end yyyy/mm/dd ] command.

Step 10 Run:
commit

The configuration is committed.

----End

1.3.4 Configuring a UDP Jitter Test
A UDP jitter test can be used to detect end-to-end jitter for various services or simulate a voice
test. The devices on the two ends of the tested link must be both Huawei devices. Although the
ICMP reply function may be disabled on devices on the public network to guard against network
attacks, the UDP jitter test can still be conducted because the test is based on UDP.

Context

The configuration roadmap is as follows:

l Configure the NQA server for the UDP jitter test.
– Manual configuration: configure the IP address and number of the port used for

monitoring UDP services on the NQA server.

– Auto-negotiation: enable auto-negotiation on the NQA server.

l Configure the NQA client for the UDP jitter test.

1. (Optional) Configure the packet version for the UDP jitter test.
2. Create an NQA test instance and set the test instance type to UDP jitter.
3. Configure the destination address and destination port number for the test

instance.
4. (Optional) Enable auto-negotiation on the NQA client.
5. (Optional) Configure the code type and advantage factor for simulated voice test

calculation if the UDP jitter test is used to simulate a voice test.
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6. (Optional) Configure optional parameters for the test instance to simulate
packets.

7. (Optional) Configure test failure conditions.
8. (Optional) Configure the NQA statistics function.
9. (Optional) Configure a VPN instance name for the test instance on an L3VPN.
10. Schedule the test instance.

Procedure
l Configure the NQA server for the UDP jitter test.

– Manual configuration

1. Run:
system-view

The system view is displayed.
2. Run:

nqa-server udpecho [ vpn-instance vpn-instance-name ] ip-address port-
number

The IP address and number of the port used for monitoring UDP services are
configured on the NQA server.

3. Run:
commit

The configuration is committed.
– Auto-negotiation

1. Run:
system-view

The system view is displayed.
2. Run:

nqa-server auto-negotiation enable

Auto-negotiation is enabled on the NQA server.
If lots of test instances need to be performed or the test instance is performed
frequently, manual configuration takes a long time. Auto-negotiation enabled on
the client and server can reduce the configurations on the server.

3. Run:
commit

The configuration is committed.
l Configure the NQA client for the UDP jitter test.

1. Run:
system-view

The system view is displayed.
2. (Optional) Run:

nqa-jitter tag-version version-number

The packet version is configured for a UDP jitter test instance.

The default packet version is 1.
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Packet statistics collected in version 2 is more accurate than those in version 1. Setting
the packet version to 2 is recommended.

Packet versions on the server and client must be identical.
3. Create an NQA test instance and set the test instance type to UDP jitter.

(1) Run:
nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.
(2) Run:

test-type jitter

The test instance type is set to UDP jitter.
(3) Run:

description description

A description is configured for the test instance.
4. The destination address and destination port number are set for the test instance.

(1) Run:
destination-address ipv4 ip-address

The destination address (that is, the NQA server address) of the client is specified.
(2) Run:

destination-port port-number

The destination port number is specified for the UDP Jitter test.
5. (Optional) Enable auto-negotiation on the NQA client.

(1) (Optional) Run:
auto-negotiate enable

Auto-negotiation is enabled on the NQA client.
If lots of test instances need to be performed or the test instance is performed
frequently, manual configuration takes a long time. Auto-negotiation enabled on
the client and server can reduce the configurations on the server.

6. (Optional) Configure the code type and advantage factor for simulated voice test
calculation.

(1) Run:
jitter-codec { g711a | g711u | g729a }

The code type is set for the simulated voice test.
If the code type is not configured, an UDP jitter test instance is used to detect the
jitter of common services by default, not voice services.

(2) Run:
adv-factor factor-value

The advantage factor for simulated voice test calculation is configured.
By default, the advantage factor for simulated voice test calculation is 0.

7. (Optional) Configure optional parameters for the test instance to simulate packets.

(1) Run:
datasize size

The size of an NQA test packet is set.
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By default, if the value of jitter-codec is g711a or g711u, the default size of the
test packet is 172.If the value of jitter-codec is g729a, the default size of the test
packet is 32.

(2) Run:
jitter-packetnum number
The number of packets sent each time in a probe is set.
By default, 20 packets are sent each time in probe.

(3) Run:
probe-count number
The number of probes is set for an NQA test instance.
By default, the number of probes is 3.

(4) Run:
interval { milliseconds interval | seconds interval }
The interval at which NQA test packets are sent is set for the NQA test instance.
In the case of a jitter test instance, the default interval at which test packets are
sent is 20 milliseconds; in the case of other test instances, the default interval at
which test packets are sent is 4 seconds.

(5) Run:
sendpacket passroute
The NQA test instance is configured to send packets without searching the
routing table.
By default, an NQA test instance sends packets without searching the routing
table.

(6) Run:
source-address ipv4 ip-address
The source IP address of NQA test packets is set.

(7) Run:
source-port port-number
The source port number is set for the NQA test instance.

(8) Run:
tos value
The ToS value in NQA test packets is set.
The default ToS value is 0.

(9) Run:
ttl number
The TTL value in NQA test packets is set.
By default, the TTL value is 30.

8. (Optional) Configure test failure conditions.
– Run:

timeout time
The response timeout period is set.
If no response packets are received before the set period expires, the probe is
regarded as a failure.
By default, the timeout period is 3s.
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– Run:
fail-percent percent
The failure percentage is set for the NQA test instance.
If the percentage of failed probes is equal to or greater than the failure percentage,
the test is regarded as a failure.
By default, the failure percentage is 100%.A test is regarded as a failure only when
all the probes fail.

9. (Optional) Configure the NQA statistics function.

Run:
records { history number | result number }

The maximum number of history records and the maximum number of result records
that can be saved for the NQA test instance are set.

By default, a maximum of 50 history records and a maximum of five result records
can be saved for an NQA test instance.

10. Run:
vpn-instance vpn-instance-name

The VPN instance name is configured for the NQA test instance.
11. Schedule the test instance.

(1) (Optional) Run:
frequency interval
The test period is set for the NQA test instance.
By default, no interval is set. An NQA test instance is performed once.

(2) Run:
start
An NQA test is started.
The start command has multiple formats. Choose one of the following formats
as needed.
– To start an NQA test instance immediately, run the start now [ end { at

[ yyyy/mm/dd ] hh:mm:ss | delay { seconds second | hh:mm:ss } | lifetime
{ seconds second | hh:mm:ss } } ] command.

– To start an NQA test instance at a specified time, run the start at [ yyyy/mm/
dd ] hh:mm:ss [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds
second | hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ] command.

– To start an NQA test instance after a specified delay, run the start delay
{ seconds second | hh:mm:ss } [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay
{ seconds second | hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ]
command.

– To start an NQA test instance at a specified time every day, run the start
daily hh:mm:ss to hh:mm:ss [ begin yyyy/mm/dd ] [ end yyyy/mm/dd ]
command.

12. Run:
commit

The configuration is committed.

----End
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1.3.5 Configuring an ICMP Jitter Test
An ICMP jitter test can be used to simulate end-to-end jitter for various services. The devices
at the two ends of the tested link can be both Huawei devices or not.

Context
The configuration roadmap is as follows:

1. Create an NQA test instance and set the test instance type to ICMP jitter.
2. Configure the destination address for the test instance.
3. (Optional) Configure optional parameters for the test instance to simulate packets.
4. (Optional) Configure test failure conditions.
5. (Optional) Configure the NQA statistics function.
6. (Optional) Configure a VPN instance name for the test instance on an L3VPN.
7. Schedule the test instance.

Procedure

Step 1 Run:
system-view

The system view is displayed.

Step 2 Create an NQA test instance and set the test instance type to ICMP jitter.
1. Run:

nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.
2. Run:

test-type icmpjitter

The test instance type is set to ICMP jitter.
3. Run:

description description

A description is configured for the NQA test instance.

Step 3 Run:
destination-address ipv4 ip-address

The destination address (that is, the NQA server address) of the client is specified.

Step 4 Configure optional parameters for the test instance to simulate packets.
1. Run:

datafill fillstring

Padding characters in NQA test packets are configured.

By default, there are no padding characters in the Data field of NQA test packets.
2. Run:

datasize size

The size of an NQA test packet is set.
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By default, the size of an NQA test packet is 0 bytes.
3. Run:

jitter-packetnum number

The number of packets sent each time in a probe is set.

By default, 20 packets are sent each time in probe.
4. Run:

probe-count number

The number of probes in a test is set for the NQA test instance.

By default, the number of probes is 3.
5. Run:

interval { milliseconds interval | seconds interval }

The interval at which NQA test packets are sent is set for the NQA test instance.

In the case of a jitter test instance, the default interval at which test packets are sent is 20
milliseconds; in the case of other test instances, the default interval at which test packets
are sent is 4 seconds.

6. Run:
source-address ipv4 ip-address

The source IP address of NQA test packets is set.
7. Run:

ttl number

The TTL value in NQA test packets is set.

By default, the TTL value is 30.

Step 5 (Optional) Configure test failure conditions.
1. Run:

timeout time

The response timeout period is set.

If no response packets are received before the set period expires, the probe is regarded as
a failure.

By default, the timeout period is 3s.
2. Run:

fail-percent percent

The failure percentage is set for the NQA test instance.

If the percentage of failed probes is equal to or greater than the failure percentage, the test
is regarded as a failure.

By default, the failure percentage is 100%.A test is regarded as a failure only when all the
probes fail.

Step 6 (Optional) Configure the NQA statistics function.

Run:

records { history number | result number }
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The maximum number of history records and the maximum number of result records that can
be saved for the NQA test instance are set.

By default, a maximum of 50 history records and a maximum of five result records can be saved
for an NQA test instance.

Step 7 Run:
vpn-instance vpn-instance-name

The VPN instance name is configured for the NQA test instance.

Step 8 Schedule the test instance.
1. (Optional) Run:

frequency interval

The test period is set for the NQA test instance.

By default, no interval is set. An NQA test instance is performed once.
2. Run:

start

An NQA test is started.

The start command has multiple formats. Choose one of the following as needed.

l To start an NQA test immediately, run the start now [ end { at [ yyyy/mm/dd ]
hh:mm:ss | delay { seconds second | hh:mm:ss } | lifetime { seconds second |
hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time, run the start at [ yyyy/mm/dd ]
hh:mm:ss [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second | hh:mm:ss } |
lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance after a specified delay, run the start delay { seconds
second | hh:mm:ss } [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second |
hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time every day, run the start daily
hh:mm:ss to hh:mm:ss [ begin yyyy/mm/dd ] [ end yyyy/mm/dd ] command.

Step 9 Run:
commit

The configuration is committed.

----End

1.3.6 Configuring a Path MTU Test
A path MTU test is used to check the MTU size.

Context
The configuration roadmap is as follows:

1. Create an NQA test instance and set the test instance type to path MTU.
2. Configure the destination address for the path MTU test.
3. (Optional) Configure optional parameters for the test instance to simulate packets.
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4. (Optional) Configure test failure conditions.
5. (Optional) Configure the NQA statistics function.
6. (Optional) Configure a VPN instance name for the test instance on an L3VPN.
7. Schedule the test instance.

Procedure

Step 1 Run:
system-view

The system view is displayed.

Step 2 Create an NQA test instance and set the test instance type to path MTU.
1. Run:

nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.
2. Run:

test-type pathmtu

The test instance type is set to path MTU.
3. Run:

description description

A description is configured for the NQA test instance.

Step 3 Run:
destination-address ipv4 ip-address

The destination address (that is, the NQA server address) of the client is specified.

Step 4 Configure optional parameters for the test instance to simulate packets.
1. Run:

discovery-pmtu-max pmtu-max

The maximum path MTU that the path MTU test instance can detect is set.

By default, the maximum path MTU that a path MTU test instance can detect is 1500 bytes.
2. Run:

step step

The incremental step for the packet length is set for the path MTU test instance.

By default, the incremental step for the packet length is 10 bytes.
3. Run:

probe-count number

The number of probes in a test is set for the NQA test instance.

By default, the number of probes is 3.
4. Run:

source-address ipv4 ip-address

The source IP address of NQA test packets is set.
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5. Run:
source-interface interface-type interface-number

The source interface for NQA test packets is set.

Step 5 (Optional) Configure test failure conditions.
1. Run:

timeout time

The response timeout period is set.

If no response packets are received before the set period expires, the probe is regarded as
a failure.

By default, the timeout period is 3s.

Step 6 (Optional) Configure the NQA statistics function.

Run:

records { history number | result number }

The maximum number of history records and the maximum number of result records that can
be saved for the NQA test instance are set.

By default, a maximum of 50 history records and a maximum of five result records can be saved
for an NQA test instance.

Step 7 Run:
vpn-instance vpn-instance-name

The VPN instance name is configured for the NQA test instance.

Step 8 Schedule the test instance.
1. (Optional) Run:

frequency interval

The test period is set for the NQA test instance.

By default, no interval is set. An NQA test instance is performed once.
2. Run:

start

An NQA test is started.

The start command has multiple formats. Choose one of the following as needed.

l To start an NQA test immediately, run the start now [ end { at [ yyyy/mm/dd ]
hh:mm:ss | delay { seconds second | hh:mm:ss } | lifetime { seconds second |
hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time, run the start at [ yyyy/mm/dd ]
hh:mm:ss [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second | hh:mm:ss } |
lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance after a specified delay, run the start delay { seconds
second | hh:mm:ss } [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second |
hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time every day, run the start daily
hh:mm:ss to hh:mm:ss [ begin yyyy/mm/dd ] [ end yyyy/mm/dd ] command.
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Step 9 Run:
commit

The configuration is committed.

----End

1.3.7 Configuring a Path Jitter Test
A path jitter test is used to detect the jitter hop by hop.

Context
The configuration roadmap is as follows:

1. Create an NQA test instance and set the test instance type to path jitter.
2. Configure the destination address for the test instance.
3. (Optional) Configure optional parameters for the test instance to simulate packets.
4. (Optional) Configure test failure conditions.
5. (Optional) Configure the NQA statistics function.
6. (Optional) Configure a VPN instance name for the test instance on an L3VPN.
7. Schedule the test instance.

Procedure

Step 1 Run:
system-view

The system view is displayed.

Step 2 Create an NQA test instance and set the test instance type to path jitter.
1. Run:

nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.
2. Run:

test-type pathjitter

The test instance type is set to path jitter.
3. Run:

description description

A description is configured for the NQA test instance.

Step 3 Run:
destination-address ipv4 ip-address

The destination address (that is, the NQA server address) of the client is specified.

Step 4 Configure optional parameters for the test instance to simulate packets.
1. Run:

datasize size

The size of an NQA test packet is set.
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By default, the size of an NQA test packet is 0 bytes.
2. Run:

icmp-jitter-mode { icmp-echo | icmp-timestamp }

The mode for an ICMP jitter test is set.

By default, an ICMP jitter test is in icmp-timestamp mode.
3. Run:

jitter-packetnum number

The number of packets sent each time in a probe is set.

By default, 20 packets are sent each time in probe.
4. Run:

probe-count number

The number of probes in a test is set for the NQA test instance.

By default, the number of probes is 3.
5. Run:

tracert-livetime first-ttl first-ttl max-ttl max-ttl

The TTL of test packets is set.

By default, the initial TTL of packets is 1 and the maximum TTL of packets is 30.
6. Run:

interval { milliseconds interval | seconds interval }

The interval at which NQA test packets are sent is set for the NQA test instance.

In the case of a jitter test instance, the default interval at which test packets are sent is 20
milliseconds; in the case of other test instances, the default interval at which test packets
are sent is 4 seconds.

7. Run:
source-address ipv4 ip-address

The source IP address of NQA test packets is set.
8. Run:

tos value

The ToS value in NQA test packets is set.

The default ToS value is 0.

Step 5 (Optional) Configure test failure conditions.
1. Run:

tracert-hopfailtimes times

The maximum number of hop failures in a probe is set.

By default, a probe is regarded as a failure when there are five hop failures in the probe.
2. Run:

timeout time

The response timeout period is set.

If no response packets are received before the set period expires, the probe is regarded as
a failure.
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By default, the timeout period is 3s.
3. Run:

fail-percent percent

The failure percentage is set for the NQA test instance.

If the percentage of failed probes is equal to or greater than the failure percentage, the test
is regarded as a failure.

By default, the failure percentage is 100%.A test is regarded as a failure only when all the
probes fail.

Step 6 (Optional) Configure the NQA statistics function.

Run:

records { history number | result number }

The maximum number of history records and the maximum number of result records that can
be saved for the NQA test instance are set.

By default, a maximum of 50 history records and a maximum of five result records can be saved
for an NQA test instance.

Step 7 Run:
vpn-instance vpn-instance-name

The VPN instance name is configured for the NQA test instance.

Step 8 Schedule the test instance.
1. (Optional) Run:

frequency interval

The test period is set for the NQA test instance.

By default, no interval is set. An NQA test instance is performed once.
2. Run:

start

An NQA test is started.

The start command has multiple formats. Choose one of the following as needed.

l To start an NQA test immediately, run the start now [ end { at [ yyyy/mm/dd ]
hh:mm:ss | delay { seconds second | hh:mm:ss } | lifetime { seconds second |
hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time, run the start at [ yyyy/mm/dd ]
hh:mm:ss [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second | hh:mm:ss } |
lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance after a specified delay, run the start delay { seconds
second | hh:mm:ss } [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second |
hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time every day, run the start daily
hh:mm:ss to hh:mm:ss [ begin yyyy/mm/dd ] [ end yyyy/mm/dd ] command.

Step 9 Run:
commit
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The configuration is committed.

----End

1.3.8 Checking the Configuration
After the test is completed, use the following commands to view test results.

Prerequisite
NOTE
NQA test results are not displayed automatically on the terminal. To view test results, run the display nqa
results command. By default, the command output only shows the results of the last five tests.

Procedure
l Run the display nqa results [ collection ] [ test-instance admin-name test-name ]

command to check NQA test results.
l Run the display nqa results [collection] this command to check NQA test results in a

specified NQA test instance view.
l Run the display nqa history [ test-instance admin-name test-name ] command to check

history NQA test records.
l Run the display nqa history this command to check history statistics on NQA tests in a

specified NQA test instance view.
l Run the display nqa-server command to check the status of the NQA server.

----End

Example
Run the display nqa results command to view NQA test results.

<HUAWEI> display nqa results admin icmp
 NQA entry(admin, icmp) :testFlag is inactive ,testtype is icmp
  1 . Test 1 result   The test is finished
   Send operation times: 3                     Receive response times: 3
   Completion:success                          RTD OverThresholds number: 0
   Attempts number:1                           Drop operation number:0   
   Disconnect operation number:0               Operation timeout number:0
   System busy operation number:0              Connection fail number:0   
   Operation sequence errors number:0          RTT Stats errors number:0
   Destination ip address:10.1.1.2
   Min/Max/Average Completion Time: 31/46/36   
   Sum/Square-Sum  Completion Time: 108/4038
   Last Good Probe Time: 2006-8-2 10:7:11.4    
   Lost packet ratio: 0 % 

Run the display nqa results [collection] this command to view NQA test results in a specified
NQA test instance view.

<HUAWEI> system-view 
[~HUAWEI] nqa test-instance admin icmp
[~HUAWEI-nqa-admin-icmptest-type icmp
[~HUAWEI-nqa-admin-icmpdisplay nqa results this
NQA entry(admin, icmp) :testFlag is inactive ,testtype is icmp
1 . Test 1 result The test is finished
    Send operation times: 3              Receive response times: 3 
    Completion:success                   RTD OverThresholds number: 0
    Attempts number:1                    Drop operation number:0
    Disconnect operation number:0        Operation timeout number:0
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    System busy operation number:0       Connection fail number:0
    Operation sequence errors number:0   RTT Stats errors number:0
    Destination ip address:10.1.1.2
    Min/Max/Average Completion Time: 31/46/36
    Sum/Square-Sum Completion Time: 108/4038
    Last Good Probe Time: 2006-8-2 10:7:11.4
    Lost packet ratio: 0 % 

Run the display nqa history command to view history NQA test records.

<HUAWEI> display nqa history test-instance admin trace
NQA entry(admin, trace) history:
Index     T/H/P     Response(ms)    Status     Address     Time
1     1/1/1     32     success     10.1.1.2     2006-8-5 14:38:57.268
2     1/1/2     47     success     10.1.1.2     2006-8-5 14:38:57.315
3     1/1/3     46     success     10.1.1.2     2006-8-5 14:38:58.361
4     1/2/1     79     success     10.2.1.2     2006-8-5 14:38:58.440
5     1/2/2     78     success     10.2.1.2     2006-8-5 14:38:58.518
6     1/2/3     31     success     10.2.1.2     2006-8-5 14:38:58.549 

Run the display nqa history this command to view history statistics on NQA tests in a specified
NQA test instance view.

<HUAWEI> system-view 
[~HUAWEI] nqa test-instance admin trace
[~HUAWEI-nqa-admin-trace] test-type trace
[~HUAWEI-nqa-admin-trace] display nqa history this
NQA entry(admin, trace) history:
Index     T/H/P     Response    Status     Address     Time
1     1/1/1     32     success     10.1.1.2     2006-8-5 14:38:57.268
2     1/1/2     47     success     10.1.1.2     2006-8-5 14:38:57.315
3     1/1/3     46     success     10.1.1.2     2006-8-5 14:38:58.361
4     1/2/1     79     success     10.2.1.2     2006-8-5 14:38:58.440
5     1/2/2     78     success     10.2.1.2     2006-8-5 14:38:58.518
6     1/2/3     31     success     10.2.1.2     2006-8-5 14:38:58.549 

Run the display nqa-server command to view the status of the NQA server.

<HUAWEI> display nqa-server 
NQA Server Max: 5000             NQA Server Num: 2 
NQA Concurrent TCP Server: 1     NQA Concurrent UDP Server: 1 

 nqa-server tcpconnect 1.1.1.1 22 ACTIVE nqa-server udpecho 1.1.1.1 22 ACTIVE

1.4 Configuring NQA to Monitor an MPLS Network
When NQA is used to monitor an MPLS network, the test instances described in this section
can be configured. Before configuring NQA to monitor an MPLS network, familiarize yourself
with the applicable environment of each test instance and complete the pre-configuration tasks.

Applicable Environment

Table 1-3 Applicable environments for NQA test instances in MPLS network monitoring

Test Type Applicable Environment

LSP ping test An LSP ping test can be used to check the
end-to-end connectivity, packet loss ratio,
and delay on an MPLS network.
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Test Type Applicable Environment

LSP trace test An LSP trace test can be used to check the
connectivity, packet loss ratio, and delay hop
by hop on an MPLS network and the
forwarding path for MPLS packets.

LSP jitter test An LSP jitter test is used to detect end-to-end
jitter of service transmission on an MPLS
network.

 

Pre-configuration Tasks
Before configuring NQA to monitor an MPLS network, complete the following task:

l Configuring basic MPLS functions

Configuration Procedures
Choose one or more configuration tasks (excluding "Checking the Configuration") as needed.

Related Tasks
1.7.3 Example for Configuring NQA to Check Connectivity on an MPLS Network

1.4.1 Configuring an LSP Ping Test
An LSP ping test can be used to check the end-to-end connectivity, packet loss ratio, and delay
on an MPLS network.

Context
The configuration roadmap is as follows:

1. Create an NQA test instance and set the test instance type to LSP ping.
2. Specify the LSP type, and configure the destination address or tunnel interface based

on the LSP type.
3. (Optional) Configure optional parameters for the test instance to simulate packets.
4. (Optional) Configure test failure conditions.
5. (Optional) Configure the NQA statistics function.
6. Schedule the test instance.

Procedure

Step 1 Run:
system-view

The system view is displayed.

Step 2 Create an NQA test instance and set the test instance type to LSP ping.
1. Run:
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nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.
2. Run:

test-type lspping

The test instance type is set to LSP ping.
3. Run:

description description

A description is configured for the NQA test instance.

Step 3 (Optional) Run:
lsp-type { ipv4 | te }

The LSP type is specified for the NQA test instance.

The default LSP test type is IPv4.

Step 4 Configure the destination address or tunnel interface based on the type of the checked LSP.
l To configure the destination address for a checked LDP LSP, run:

destination-address ipv4 ip-address { lsp-masklen masklen | lsp-loopback 
loopback-address }*

l To configure the tunnel interface for a checked TE tunnel, run:
lsp-tetunnel tunnel interface-number

Step 5 Configure optional parameters for the test instance to simulate packets.
1. Run:

lsp-exp exp

The LSP EXP value is set for the NQA test instance.

By default, the LSP EXP value is 0.
2. Run:

lsp-replymode { no-reply | udp }

The reply mode in the NQA LSP test instance is configured.

By default, an UDP packet is used to respond to an NQA test request.
3. Run:

datafill fillstring

Padding characters in NQA test packets are configured.

By default, there are no padding characters in the Data field of NQA test packets.
4. Run:

datasize size

The size of an NQA test packet is set.

By default, the size of an NQA test packet is 0 bytes.
5. Run:

probe-count number

The number of probes in a test is set for the NQA test instance.

By default, the number of probes is 3.
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6. Run:
interval { milliseconds interval | seconds interval }

The interval at which NQA test packets are sent is set for the NQA test instance.

In the case of a jitter test instance, the default interval at which test packets are sent is 20
milliseconds; in the case of other test instances, the default interval at which test packets
are sent is 4 seconds.

7. Run:
source-address ipv4 ip-address

The source IP address of NQA test packets is set.
8. Run:

ttl number

The TTL value in NQA test packets is set.

By default, the TTL value is 30.

Step 6 (Optional) Configure test failure conditions.
1. Run:

timeout time

The response timeout period is set.

If no response packets are received before the set period expires, the probe is regarded as
a failure.

By default, the timeout period is 3s.
2. Run:

fail-percent percent

The failure percentage is set for the NQA test instance.

If the percentage of failed probes is equal to or greater than the failure percentage, the test
is regarded as a failure.

By default, the failure percentage is 100%.A test is regarded as a failure only when all the
probes fail.

Step 7 (Optional) Configure the NQA statistics function.

Run:

records { history number | result number }

The maximum number of history records and the maximum number of result records that can
be saved for the NQA test instance are set.

By default, a maximum of 50 history records and a maximum of five result records can be saved
for an NQA test instance.

Step 8 Schedule the test instance.
1. (Optional) Run:

frequency interval

The test period is set for the NQA test instance.

By default, no interval is set. An NQA test instance is performed once.
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2. Run:
start

An NQA test is started.

The start command has multiple formats. Choose one of the following as needed.

l To start an NQA test immediately, run the start now [ end { at [ yyyy/mm/dd ]
hh:mm:ss | delay { seconds second | hh:mm:ss } | lifetime { seconds second |
hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time, run the start at [ yyyy/mm/dd ]
hh:mm:ss [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second | hh:mm:ss } |
lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance after a specified delay, run the start delay { seconds
second | hh:mm:ss } [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second |
hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time every day, run the start daily
hh:mm:ss to hh:mm:ss [ begin yyyy/mm/dd ] [ end yyyy/mm/dd ] command.

Step 9 Run:
commit

The configuration is committed.

----End

1.4.2 Configuring an LSP Trace Test
An LSP trace test can be used to check the connectivity, packet loss ratio, and delay hop by hop
on an MPLS network and the forwarding path for MPLS packets.

Context
The configuration roadmap is as follows:

1. Create an NQA test instance and set the test instance type to LSP trace.
2. Specify the LSP type, and configure the destination address or tunnel interface based

on the LSP type.
3. (Optional) Configure optional parameters for the test instance to simulate packets.
4. (Optional) Configure test failure conditions.
5. (Optional) Configure the NQA statistics function.
6. Schedule the test instance.

Procedure

Step 1 Run:
system-view

The system view is displayed.

Step 2 Create an NQA test instance and set the test instance type to LSP trace.
1. Run:

nqa test-instance admin-name test-name
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An NQA test instance is created, and the view of the test instance is displayed.
2. Run:

test-type lsptrace

The test instance type is set to LSP trace.
3. Run:

description description

A description is configured for the NQA test instance.

Step 3 (Optional) Run:
lsp-type { ipv4 | te }

The LSP type is specified for the NQA test instance.

The default LSP test type is IPv4.

Step 4 Configure the destination address or tunnel interface based on the type of the checked LSP.
l To configure the destination address for a checked LDP LSP, run:

destination-address ipv4 ip-address { lsp-masklen masklen | lsp-loopback 
loopback-address }*

l To configure the tunnel interface for a checked TE tunnel, run:
lsp-tetunnel tunnel interface-number

Step 5 (Optional) Configure optional parameters for the test instance to simulate packets.
1. Run:

lsp-exp exp

The LSP EXP value is set for the NQA test instance.

By default, the LSP EXP value is 0.
2. Run:

lsp-replymode { no-reply | udp }

The reply mode in the NQA LSP test instance is configured.

By default, an UDP packet is used to respond to an NQA test request.
3. Run:

probe-count number

The number of probes in a test is set for the NQA test instance.

By default, the number of probes is 3.
4. Run:

source-address ipv4 ip-address

The source IP address of NQA test packets is set.
5. Run:

tracert-livetime first-ttl first-ttl max-ttl max-ttl

The TTL of test packets is set.

By default, the initial TTL of packets is 1 and the maximum TTL of packets is 30.

Step 6 (Optional) Configure test failure conditions.
1. Run:
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timeout time

The response timeout period is set.

If no response packets are received before the set period expires, the probe is regarded as
a failure.

By default, the timeout period is 3s.
2. Run:

tracert-hopfailtimes times

The maximum number of hop failures in a probe is set.

By default, a probe is regarded as a failure when there are five hop failures in the probe.

Step 7 (Optional) Configure the NQA statistics function.

Run:

records { history number | result number }

The maximum number of history records and the maximum number of result records that can
be saved for the NQA test instance are set.

By default, a maximum of 50 history records and a maximum of five result records can be saved
for an NQA test instance.

Step 8 Schedule the test instance.
1. (Optional) Run:

frequency interval

The test period is set for the NQA test instance.

By default, no interval is set. An NQA test instance is performed once.
2. Run:

start

An NQA test is started.

The start command has multiple formats. Choose one of the following as needed.

l To start an NQA test immediately, run the start now [ end { at [ yyyy/mm/dd ]
hh:mm:ss | delay { seconds second | hh:mm:ss } | lifetime { seconds second |
hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time, run the start at [ yyyy/mm/dd ]
hh:mm:ss [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second | hh:mm:ss } |
lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance after a specified delay, run the start delay { seconds
second | hh:mm:ss } [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second |
hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time every day, run the start daily
hh:mm:ss to hh:mm:ss [ begin yyyy/mm/dd ] [ end yyyy/mm/dd ] command.

Step 9 Run:
commit

The configuration is committed.

----End
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1.4.3 Configuring an LSP Jitter Test
An LSP jitter test is used to detect end-to-end jitter of service transmission on an MPLS network.

Context
The configuration roadmap is as follows:

1. Create an NQA test instance and set the test instance type to LSP jitter.
2. Specify the LSP type, and configure the destination address or tunnel interface based

on the LSP type.
3. (Optional) Configure optional parameters for the test instance to simulate packets.
4. (Optional) Configure test failure conditions.
5. (Optional) Configure the NQA statistics function.
6. Schedule the test instance.

Procedure

Step 1 Run:
system-view

The system view is displayed.

Step 2 Create an NQA test instance and set the test instance type to LSP jitter.
1. Run:

nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.
2. Run:

test-type lspjitter

The test instance type is set to LSP jitter.
3. Run:

description description

A description is configured for the NQA test instance.

Step 3 (Optional) Run:
lsp-type { ipv4 | te }

The LSP type is specified for the NQA test instance.

The default LSP test type is IPv4.

Step 4 Configure the destination address or tunnel interface based on the type of the checked LSP.
l To configure the destination address for a checked LDP LSP, run:

destination-address ipv4 ip-address { lsp-masklen masklen | lsp-loopback 
loopback-address }*

l To configure the tunnel interface for a checked TE tunnel, run:
lsp-tetunnel tunnel interface-number

Step 5 (Optional) Configure optional parameters for the test instance to simulate packets.
1. Run:

lsp-exp exp
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The LSP EXP value is set for the NQA test instance.

By default, the LSP EXP value is 0.
2. Run:

lsp-replymode { no-reply | udp }

The reply mode in the NQA LSP test instance is configured.

By default, an UDP packet is used to respond to an NQA test request.
3. Run:

datafill fillstring

Padding characters in NQA test packets are configured.

By default, there are no padding characters in the Data field of NQA test packets.
4. Run:

datasize size

The size of an NQA test packet is set.

By default, the size of an NQA test packet is 0 bytes.
5. Run:

jitter-packetnum number

The number of packets sent each time in a probe is set.

By default, 20 packets are sent each time in probe.
6. Run:

probe-count number

The number of probes in a test is set for the NQA test instance.

By default, the number of probes is 3.
7. Run:

interval { milliseconds interval | seconds interval }

The interval at which NQA test packets are sent is set for the NQA test instance.

In the case of a jitter test instance, the default interval at which test packets are sent is 20
milliseconds; in the case of other test instances, the default interval at which test packets
are sent is 4 seconds.

8. Run:
source-address ipv4 ip-address

The source IP address of NQA test packets is set.
9. Run:

ttl number

The TTL value in NQA test packets is set.

By default, the TTL value is 30.

Step 6 (Optional) Configure test failure conditions.
1. Run:

timeout time

The response timeout period is set.
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If no response packets are received before the set period expires, the probe is regarded as
a failure.

By default, the timeout period is 3s.
2. Run:

fail-percent percent

The failure percentage is set for the NQA test instance.

If the percentage of failed probes is equal to or greater than the failure percentage, the test
is regarded as a failure.

By default, the failure percentage is 100%.A test is regarded as a failure only when all the
probes fail.

Step 7 (Optional) Configure the NQA statistics function.

Run:
records { history number | result number }

The maximum number of history records and the maximum number of result records that can
be saved for the NQA test instance are set.

By default, a maximum of 50 history records and a maximum of five result records can be saved
for an NQA test instance.

Step 8 Schedule the test instance.
1. (Optional) Run:

frequency interval

The test period is set for the NQA test instance.

By default, no interval is set. An NQA test instance is performed once.
2. Run:

start

An NQA test is started.

The start command has multiple formats. Choose one of the following as needed.

l To start an NQA test immediately, run the start now [ end { at [ yyyy/mm/dd ]
hh:mm:ss | delay { seconds second | hh:mm:ss } | lifetime { seconds second |
hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time, run the start at [ yyyy/mm/dd ]
hh:mm:ss [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second | hh:mm:ss } |
lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance after a specified delay, run the start delay { seconds
second | hh:mm:ss } [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second |
hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time every day, run the start daily
hh:mm:ss to hh:mm:ss [ begin yyyy/mm/dd ] [ end yyyy/mm/dd ] command.

Step 9 Run:
commit

The configuration is committed.

----End

HUAWEI NetEngine5000E Core Router
Configuration Guide - System Monitor 1 NQA Configuration

Issue 01 (2011-10-15) Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

39



1.4.4 Checking the Configuration
After the test is completed, use the following commands to view test results.

Prerequisite
NOTE
NQA test results are not displayed automatically on the terminal. To view test results, run the display nqa
results command. By default, the command output only shows the results of the last five tests.

Procedure
l Run the display nqa results [ collection ] [ test-instance admin-name test-name ]

command to check NQA test results.
l Run the display nqa results [collection] this command to check NQA test results in a

specified NQA test instance view.
l Run the display nqa history [ test-instance admin-name test-name ] command to check

history NQA test records.
l Run the display nqa history this command to check history statistics on NQA tests in a

specified NQA test instance view.
l Run the display lspv statistics command to check LSPV statistics.

----End

Example
Run the display nqa results command to view NQA test results.

<HUAWEI> display nqa results test-instance admin lspping
NQA entry(admin, lspping) :testflag is active ,testtype is lspping
  1 . Test 1 result   The test is finished
   Send operation times: 3                Receive response times: 3
   Completion:success                     RTD OverThresholds number:0
   Attempts number:1                      Drop operation number:0
   Disconnect operation number:0          Operation timeout number:0
   System busy operation number:0         Connection fail number:0
   Operation sequence errors number:0     RTT Stats errors number:0
   Destination ip address:2.2.2.2
   Min/Max/Average Completion Time: 2/4/2
   Sum/Square-Sum  Completion Time: 8/24
   Last Good Probe Time: 2011-03-12 09:34:37.4
   Lost packet ratio: 0 %                                

Run the display nqa results [collection] this command to view NQA test results in a specified
NQA test instance view.

<HUAWEI> system-view 
[~HUAWEI] nqa test-instance admin icmp
[~HUAWEI-nqa-admin-icmptest-type icmp
[~HUAWEI-nqa-admin-icmpdisplay nqa results this
NQA entry(admin, icmp) :testFlag is inactive ,testtype is icmp
1 . Test 1 result The test is finished
    Send operation times: 3              Receive response times: 3 
    Completion:success                   RTD OverThresholds number: 0
    Attempts number:1                    Drop operation number:0
    Disconnect operation number:0        Operation timeout number:0
    System busy operation number:0       Connection fail number:0
    Operation sequence errors number:0   RTT Stats errors number:0
    Destination ip address:10.1.1.2
    Min/Max/Average Completion Time: 31/46/36
    Sum/Square-Sum Completion Time: 108/4038
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    Last Good Probe Time: 2006-8-2 10:7:11.4
    Lost packet ratio: 0 % 

Run the display nqa history command to view history NQA test records.

<HUAWEI> display nqa history test-instance admin lspping
NQA entry(admin,lspping) history:
--------------------------------------------------------------------------------
 Index  T/H/P     Response Status       Address         Time

--------------------------------------------------------------------------------
 1      1/1/1          4ms success      2.2.2.2         2011-03-12 09:34:29.414

 2      1/1/2          2ms success      2.2.2.2         2011-03-12 09:34:33.419

 3      1/1/3          2ms success      2.2.2.2         2011-03-12 09:34:37.415

--------------------------------------------------------------------------------

Run the display nqa history this command to view history statistics on NQA tests in a specified
NQA test instance view.

<HUAWEI> system-view 
[~HUAWEI] nqa test-instance admin trace
[~HUAWEI-nqa-admin-trace] test-type trace
[~HUAWEI-nqa-admin-trace] display nqa history this
NQA entry(admin, trace) history:
Index     T/H/P     Response    Status     Address     Time
1     1/1/1     32     success     10.1.1.2     2006-8-5 14:38:57.268
2     1/1/2     47     success     10.1.1.2     2006-8-5 14:38:57.315
3     1/1/3     46     success     10.1.1.2     2006-8-5 14:38:58.361
4     1/2/1     79     success     10.2.1.2     2006-8-5 14:38:58.440
5     1/2/2     78     success     10.2.1.2     2006-8-5 14:38:58.518
6     1/2/3     31     success     10.2.1.2     2006-8-5 14:38:58.549 

Run the display lspv statistics command to view LSPV statistics.

<HUAWEI> display lspv statistics
Total sent: 1329 packet(s)
Total received: 1329 packet(s)
MPLS echo request sent: 2 packet(s), received: 1327 packet(s)
MPLS echo reply sent: 1327 packet(s), received: 2 packet(s)

1.5 Configuring NQA to Monitor a Multicast Network
When NQA is used to monitor a multicast network, the test instances described in this section
can be configured. Before configuring NQA to monitor a multicast network, familiarize yourself
with the applicable environment of each test instance and complete the pre-configuration tasks.

Applicable Environment

Table 1-4 Applicable environments for NQA test instances in multicast network monitoring

Test Type Applicable Environment

MPing test An MPing test can be used to check the end-
to-end connectivity, packet loss ratio, and
delay on a multicast network.
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Test Type Applicable Environment

MTrace test (checking the path from a
multicast source to a querier)

An MTrace test can be used to check the
connectivity, packet loss ratio, and delay of
the path from a multicast source to a querier
hop by hop.

MTrace test (checking the path from a
multicast source to a destination host)

An MTrace test can be used to check the
connectivity, packet loss ratio, and delay of
the path from a multicast source to a
destination host hop by hop.

 

Pre-configuration Tasks
Before configuring NQA to monitor a multicast network, complete the following task:

l Configuring basic multicast functions

Configuration Procedures
Choose one or more configuration tasks (excluding "Checking the Configuration") as needed.

Related Tasks
1.7.4 Example for Configuring NQA to Check the RPF Path from a Multicast Source to the
Router

1.5.1 Configuring an MPing Test
An MPing test can be used to check the end-to-end connectivity, packet loss ratio, and delay on
a multicast network.

Context
The configuration roadmap is as follows:

1. Create an NQA test instance and set the test instance type to MPing.
2. Configure the destination address and source interface for the test instance.
3. (Optional) Configure optional parameters for the test instance to simulate packets.
4. (Optional) Configure test failure conditions.
5. (Optional) Configure the NQA statistics function.
6. Schedule the test instance.

Procedure

Step 1 Run:
system-view

The system view is displayed.

Step 2 Create an NQA test instance and set the test instance type to MPing.
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1. Run:
nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.
2. Run:

test-type mping

The test instance type is set to MPing.
3. Run:

description description

A description is configured for the NQA test instance.

Step 3 Run:
destination-address ipv4 ip-address

The destination address (that is, the NQA server address) of the client is specified.

Step 4 Run:
source-interface interface-type interface-number

The source interface for NQA test packets is set.

Step 5 Configure optional parameters for the test instance to simulate packets.
1. Run:

datafill fillstring

Padding characters in NQA test packets are configured.

By default, there are no padding characters in the Data field of NQA test packets.
2. Run:

datasize size

The size of an NQA test packet is set.

By default, the size of an NQA test packet is 0 bytes.
3. Run:

probe-count number

The number of probes in a test is set for the NQA test instance.

By default, the number of probes is 3.
4. Run:

interval { milliseconds interval | seconds interval }

The interval at which NQA test packets are sent is set for the NQA test instance.

In the case of a jitter test instance, the default interval at which test packets are sent is 20
milliseconds; in the case of other test instances, the default interval at which test packets
are sent is 4 seconds.

5. Run:
sendpacket passroute

The NQA test instance is configured to send packets without searching the routing table.

By default, an NQA test instance sends packets without searching the routing table.
6. Run:
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source-address ipv4 ip-address

The source IP address of NQA test packets is set.
7. Run:

tos value

The ToS value in NQA test packets is set.

The default ToS value is 0.
8. Run:

ttl number

The TTL value in NQA test packets is set.

By default, the TTL value is 30.

Step 6 (Optional) Configure test failure conditions.
1. Run:

timeout time

The response timeout period is set.

If no response packets are received before the set period expires, the probe is regarded as
a failure.

By default, the timeout period is 3s.

Step 7 (Optional) Run:
records result number

The maximum number of result records is set for the NQA test instance.

By default, a maximum of five result records can be saved for an NQA test instance.

Step 8 Schedule the test instance.
1. (Optional) Run:

frequency interval

The test period is set for the NQA test instance.

By default, no interval is set. An NQA test instance is performed once.
2. Run:

start

An NQA test is started.

The start command has multiple formats. Choose one of the following as needed.

l To start an NQA test immediately, run the start now [ end { at [ yyyy/mm/dd ]
hh:mm:ss | delay { seconds second | hh:mm:ss } | lifetime { seconds second |
hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time, run the start at [ yyyy/mm/dd ]
hh:mm:ss [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second | hh:mm:ss } |
lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance after a specified delay, run the start delay { seconds
second | hh:mm:ss } [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second |
hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ] command.
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l To start an NQA test instance at a specified time every day, run the start daily
hh:mm:ss to hh:mm:ss [ begin yyyy/mm/dd ] [ end yyyy/mm/dd ] command.

Step 9 Run:
commit

The configuration is committed.

----End

1.5.2 Configuring an MTrace Test to Check the Path from a
Multicast Source to a Querier

An MTrace test can be used to check the connectivity, packet loss ratio, and delay of the path
from a multicast source to a querier hop by hop.

Context
The configuration roadmap is as follows:

1. Create an NQA test instance and set the test instance type to MTrace.
2. Configure the multicast source address, multicast group address, and MTrace

response address (namely, the destination address of the IGMP Tracert Response
message) based on the checked path.

3. (Optional) Configure optional parameters for the test instance to simulate packets.
4. (Optional) Configure test failure conditions.
5. (Optional) Configure the NQA statistics function.
6. (Optional) Configure a VPN instance name for the test instance on an L3VPN.
7. Schedule the test instance.

Procedure
Step 1 Run:

system-view

The system view is displayed.

Step 2 Create an NQA test instance and set the test instance type to MTrace.
1. Run:

nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.
2. Run:

test-type mtrace

The test instance type is set to MTrace.
3. Run:

description description

A description is configured for the NQA test instance.

Step 3 Configure the multicast source address and multicast group address based on the checked path.
l If NQA is used to check the RPF path from a multicast source to a querier, run the following

command to specify the multicast source address:
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mtrace-source-address ipv4 ip-address

l If NQA is used to check the multicast path from a multicast source to a querier, run the
following commands in sequence to specify the multicast source address and multicast group
address:

1. mtrace-source-address ipv4 ip-address

2. mtrace-group-address ipv4 ip-address
The multicast group address must be the address of a common multicast group.

Step 4 (Optional) Run:
mtrace-response-address ipv4 ip-address [ ttl value ]

The response address, namely, the destination address of the IGMP Tracert Response message,
is configured for the MTrace test instance.

Step 5 (Optional) Configure optional parameters for the test instance to simulate packets.
1. Run:

probe-count number

The number of probes in a test is set for the NQA test instance.

By default, the number of probes is 3.
2. Run:

source-address ipv4 ip-address

The source IP address of NQA test packets is set.
3. Run:

tracert-livetime first-ttl first-ttl max-ttl max-ttl

The TTL of test packets is set.

By default, the initial TTL of packets is 1 and the maximum TTL of packets is 30.
4. Run:

ttl number

The TTL value in NQA test packets is set.

By default, the TTL value is 30.

Step 6 (Optional) Configure test failure conditions.
1. Run:

timeout time

The response timeout period is set.

If no response packets are received before the set period expires, the probe is regarded as
a failure.

By default, the timeout period is 3s.

Step 7 (Optional) Configure the NQA statistics function.

Run:

records { history number | result number }

The maximum number of history records and the maximum number of result records that can
be saved for the NQA test instance are set.

HUAWEI NetEngine5000E Core Router
Configuration Guide - System Monitor 1 NQA Configuration

Issue 01 (2011-10-15) Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

46



By default, a maximum of 50 history records and a maximum of five result records can be saved
for an NQA test instance.

Step 8 Run:
vpn-instance vpn-instance-name

The VPN instance name is configured for the NQA test instance.

Step 9 Schedule the test instance.
1. (Optional) Run:

frequency interval

The test period is set for the NQA test instance.

By default, no interval is set. An NQA test instance is performed once.
2. Run:

start

An NQA test is started.

The start command has multiple formats. Choose one of the following as needed.

l To start an NQA test immediately, run the start now [ end { at [ yyyy/mm/dd ]
hh:mm:ss | delay { seconds second | hh:mm:ss } | lifetime { seconds second |
hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time, run the start at [ yyyy/mm/dd ]
hh:mm:ss [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second | hh:mm:ss } |
lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance after a specified delay, run the start delay { seconds
second | hh:mm:ss } [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second |
hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time every day, run the start daily
hh:mm:ss to hh:mm:ss [ begin yyyy/mm/dd ] [ end yyyy/mm/dd ] command.

Step 10 Run:
commit

The configuration is committed.

----End

1.5.3 Configuring an MTrace Test to Check the Path from a
Multicast Source to a Destination Host

An MTrace test can be used to check the connectivity, packet loss ratio, and delay of the path
from a multicast source to a destination host hop by hop.

Context
The configuration roadmap is as follows:

1. Create an NQA test instance and set the test instance type to MTrace.
2. Configure the multicast source address, destination host address, multicast group

address, and MTrace start mode based on the checked path.
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3. (Optional) Configure the MTrace source address and response address.
4. (Optional) Configure optional parameters for the test instance to simulate packets.
5. (Optional) Configure test failure conditions.
6. (Optional) Configure the NQA statistics function.
7. (Optional) Configure a VPN instance name for the test instance on an L3VPN.
8. Schedule the test instance.

Procedure

Step 1 Run:
system-view

The system view is displayed.

Step 2 Create an NQA test instance and set the test instance type to MTrace.
1. Run:

nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.
2. Run:

test-type mtrace

The test instance type is set to MTrace.
3. Run:

description description

A description is configured for the NQA test instance.

Step 3 Configure the multicast source address, destination host address, multicast group address, and
MTrace start mode based on the checked path.
l Configure NQA to check the RPF path from a multicast source to a destination host.

1. Run:
mtrace-source-address ipv4 ip-address

The multicast source address is configured.
2. Run:

destination-address ipv4 ip-address

The target host address is configured.
3. (Optional) Configure the start mode for the MTrace test instance.

The default start mode is multicast-tree.
When being used to check the RPF path from the multicast source to the target host, an
MTrace test instance can be started in either of the following modes:
– last-hop: applies to the scenario where the address of the last-hop router is known

and the current router and the last-hop router can exchange unicast packets. In last-
hop mode, you must specify the IP address of the last-hop router.

a. Run:
mtrace-query-type last-hop

The last-hop router is configured to initiate the MTrace test instance to trace
the RPF path to the source.
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If multiple routers are connected to the specified host, RPF paths may start from
different routers. Specifying the last-hop router uniquely identifies an RPF
path.

b. Run:
mtrace-last-hop-address ipv4 ip-address
The IP address of the last-hop router is specified.

– multicast-tree: applies to the scenario where the current router is on the multicast
path from the multicast source to the target host.
Run:
mtrace-query-typemulticast-tree
The multicast-tree mode is specified for the MTrace test instance.

l Configure NQA to check the multicast path from a multicast source to a destination host.

1. Run:
mtrace-source-address ipv4 ip-address
The multicast source address is configured.

2. Run:
destination-address ipv4 ip-address
The target host address is configured.

3. Run:
mtrace-group-address ipv4 ip-address
The multicast group address is configured.
The multicast group address must be the address of a common multicast group.

4. (Optional) Configure a mode for starting the MTrace test. Specifying a proper mode for
starting an MTrace test based on the actual network condition can help you quickly trace
the fault. By default, the system starts an MTrace test in multicast-tree mode.
An MTrace test can be started in one of the following modes:
– all-router: applies to the scenario where the current router is directly connected to

the target host.
– destination: applies to the scenario where the unicast packet sent from the current

router can reach the target host.
– last-hop: applies to the scenario where the address of the last-hop router is known

and the current router and the last-hop router are accessible.
When you use this mode, run the mtrace-query-type last-hop command to specify
the IP address of the last-hop router.
When multiple routers are connected to the specified host, RPF check query from
different routers may be different. Therefore, you can uniquely identify an RPF path
by specifying the last-hop router.

– multicast-tree: applies to the scenario where the current router is on the multicast
path from a multicast source to a target host.
NOTE
If the mtrace command is run on a specified multicast VPN network, mtrace-query-type all-
router cannot be configured.

Step 4 (Optional) Run:
source-address ipv4 ip-address

The source address is configured for an IGMP Tracert Query message.
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The address must be the address of the local interface. If non-Huawei devices are deployed in
the multicast network, this step is mandatory.

If multicast-tree is applied, this step is skipped.

Step 5 (Optional) Run:
mtrace-response-address ipv4 ip-address [ ttl value ]

The response address, namely, the destination address of the IGMP Tracert Response message,
is configured for the MTrace test instance.

Step 6 (Optional) Configure optional parameters for the test instance to simulate packets.
1. Run:

probe-count number

The number of probes in a test is set for the NQA test instance.

By default, the number of probes is 3.
2. Run:

source-address ipv4 ip-address

The source IP address of NQA test packets is set.
3. Run:

tracert-livetime first-ttl first-ttl max-ttl max-ttl

The TTL of test packets is set.

By default, the initial TTL of packets is 1 and the maximum TTL of packets is 30.
4. Run:

ttl number

The TTL value in NQA test packets is set.

By default, the TTL value is 30.

Step 7 (Optional) Configure test failure conditions.
1. Run:

timeout time

The response timeout period is set.

If no response packets are received before the set period expires, the probe is regarded as
a failure.

By default, the timeout period is 3s.

Step 8 (Optional) Configure the NQA statistics function.

Run:

records { history number | result number }

The maximum number of history records and the maximum number of result records that can
be saved for the NQA test instance are set.

By default, a maximum of 50 history records and a maximum of five result records can be saved
for an NQA test instance.

Step 9 Run:
vpn-instance vpn-instance-name
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The VPN instance name is configured for the NQA test instance.

Step 10 Schedule the test instance.
1. (Optional) Run:

frequency interval

The test period is set for the NQA test instance.

By default, no interval is set. An NQA test instance is performed once.
2. Run:

start

An NQA test is started.

The start command has multiple formats. Choose one of the following as needed.

l To start an NQA test immediately, run the start now [ end { at [ yyyy/mm/dd ]
hh:mm:ss | delay { seconds second | hh:mm:ss } | lifetime { seconds second |
hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time, run the start at [ yyyy/mm/dd ]
hh:mm:ss [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second | hh:mm:ss } |
lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance after a specified delay, run the start delay { seconds
second | hh:mm:ss } [ end { at [ yyyy/mm/dd ] hh:mm:ss | delay { seconds second |
hh:mm:ss } | lifetime { seconds second | hh:mm:ss } } ] command.

l To start an NQA test instance at a specified time every day, run the start daily
hh:mm:ss to hh:mm:ss [ begin yyyy/mm/dd ] [ end yyyy/mm/dd ] command.

Step 11 Run:
commit

The configuration is committed.

----End

1.5.4 Checking the Configuration
After the test is completed, use the following commands to view test results.

Prerequisite
NOTE
NQA test results are not displayed automatically on the terminal. To view test results, run the display nqa
results command. By default, the command output only shows the results of the last five tests.

Procedure
l Run the display nqa results [ collection ] [ test-instance admin-name test-name ]

command to check NQA test results.

l Run the display nqa results [collection] this command to check NQA test results in a
specified NQA test instance view.

l Run the display nqa history [ test-instance admin-name test-name ] command to check
history NQA test records.
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l Run the display nqa history this command to check history statistics on NQA tests in a
specified NQA test instance view.

l Run the display mtrace statistics command to check MTrace packet statistics.

----End

Example

Run the display mtrace statistics command to view MTrace packet statistics.

<HUAWEI> display mtrace statistics
mtrace statistics:
 Type          Send  Receive   Invalid 
 Query         10       5         0 
 Request       20       4         0 
 Response      3        7         1

1.6 Maintaining NQA
Maintaining NQA includes stopping or restarting NQA test instances, clearing statistics, and
clearing test records.

1.6.1 Checking the Test Types and Server Types Supported by the
NE5000E

The display command can be used to display the test types and server types supported by the
NE5000E.

Procedure
l Run the display nqa support-test-type command to check the supported test types.

<HUAWEI> display nqa support-test-type 
NQA support test type information:
----------------------------------------------------
  Type                Description
  tcp             TCP type NQA test
  jitter          JITTER type NQA test
  icmp            ICMP type NQA test
  trace           TRACE type NQA test
  lspping         LSPPING type NQA test
  lsptrace        LSPTRACE type NQA test
  mping           MPING type NQA test
  mtrace          MTRACE type NQA test
  lspjitter       LSPJITTER type NQA test
  pathmtu         PATHMTU type NQA test
  icmpjitter      ICMPJITTER type NQA test
  pathjitter      PATHJITTER type NQA test
----------------------------------------------------    

l Run the display nqa support-server-type command to check the supported server types.
<HUAWEI> display nqa support-server-type
NQA support server type information:
----------------------------------------------------
Type                  Description
tcp server            NQA TCP server            
udp server            NQA UDP server
----------------------------------------------------

----End
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1.6.2 Stopping a Test Instance
This section describes how to stop a test instance when its test parameters need to be changed.

Prerequisite
Run the following commands in the NQA view to stop an NQA test instance.

Procedure

Step 1 Run:
system-view

The system view is displayed.

Step 2 Run:
nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.

Step 3 Run:
stop

The NQA test instance is stopped.

Step 4 Run:
commit

The configuration is committed.

----End

1.6.3 Restarting an NQA Test Instance
This section describes how to restart (namely, to stop and then immediately start) an NQA test
instance.

Prerequisite
Run the following commands in the NQA view to restart an NQA test instance.

Context

CAUTION
Restarting an NQA test instance terminates the running test instance.

Procedure

Step 1 Run:
system-view

The system view is displayed.
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Step 2 Run:
nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.

Step 3 Run:
restart

The NQA test instance is restarted.

Step 4 Run:
commit

The configuration is committed.

----End

1.6.4 Clearing Statistics
This section describes how to clear test statistics before the next test is conducted.

Prerequisite
Run the following commands in the user view to clear NQA statistics.

Context

CAUTION
Statistics cannot be restored after being cleared. Exercise caution when running the reset
command.

Procedure

Step 1 Run:
reset lspv statistics

LSPV statistics are cleared.

Step 2 Run:
reset mtrace statistics

Statistics about MTrace packets are cleared.

----End

1.6.5 Clearing Test Records
This section describes how to clear test records before the next test is conducted.

Prerequisite
Run the following commands in the NQA view to clear test records.
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Context

CAUTION
Test records cannot be restored after being cleared. Exercise caution when running the clear-
records command.

Procedure

Step 1 Run:
system-view

The system view is displayed.

Step 2 Run:
nqa test-instance admin-name test-name

An NQA test instance is created, and the view of the test instance is displayed.

Step 3 Run:
clear-records

History records and result records of the NQA test instance are cleared.

Step 4 Run:
commit

The configuration is committed.

----End

1.7 Configuration Examples
This section describes several NQA configuration examples, providing networking
requirements, configuration notes and roadmap, and configuration procedure for each example.
Configuration flowcharts provided in this section will help you understand the configuration
procedures.

1.7.1 Example for Configuring NQA to Check Response Time on an
IP Network

This example shows how to use a TCP test to check the response time on an IP network.
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Networking Requirements

CAUTION
On a single NE5000E, an interface is numbered in the format of slot number/card number/
interface number. On an NE5000E cluster, the interface is numbered in the format of chassis
ID/slot number/card number/interface number. This requires the chassis ID to be specified along
with the slot number.

As shown in Figure 1-2, the headquarters and a subsidiary of a company often need to use TCP
to transfer files with each other, and the time taken to respond to a TCP transmission request
needs to be shorter than 800 ms. The NQA TCP test can be used to test the TCP response time
between Router A and Router D that are connected to the IP backbone network.

Figure 1-2 Networking diagram for configuring NQA to check TCP response time on an IP
network

RouterA RouterD

RouterB RouterC

HQs Subsidiary

IP Core

GE1/0/0
10.1.1.1/24

GE1/0/0
10.1.1.2/24

GE1/0/0
11.1.1.1/24

GE1/0/0
11.1.1.2/24

 

Configuration Roadmap

The configuration roadmap is as follows:

1. Configure Router D as the NQA client and Router A as the NQA server, and create a TCP
test instance.

2. Configure the test instance to start at 10:00 o'clock every day and start the test instance.

Data Preparation

To complete the configuration, you need the following data:

l IP addresses of Router A and Router D that are connected to the IP backbone network

l Number of the port used for monitoring TCP services
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Procedure

Step 1 Configure the NQA server Router A.

# Enable auto-negotiation.

<RouterA> system-view
[~RouterA] nqa-server auto-negotiation enable
[~RouterA] commit

Step 2 Configure the NQA client Router D.
1. Create a TCP test instance. Set the destination IP address to the IP address of Router A.

<RouterD> system-view
[~RouterD] nqa test-instance admin tcp
[~RouterD-nqa-admin-tcp] test-type tcp
[~RouterD-nqa-admin-tcp] destination-address ipv4 10.1.1.1
[~RouterD-nqa-admin-tcp] commit 

2. Enable auto-negotiation.
[~RouterD-nqa-admin-tcp] auto-negotiate enable
[~RouterD-nqa-admin-tcp] commit

Step 3 Start the test instance immediately.
[~RouterD-nqa-admin-tcp] start now
[~RouterD-nqa-admin-tcp] commit

Step 4 Verify the test result. According to the command output, the TCP response time is shorter than
800 ms.
[~RouterD-nqa-admin-tcp] display nqa results test-instance admin tcp
NQA entry(admin, tcp) :testflag is active ,testtype is tcp 
1 . Test 1 result   The test is finished
   Send operation times: 3                Receive response times: 3
   Completion:success                     RTD OverThresholds number:0
   Attempts number:1                      Drop operation number:0
   Disconnect operation number:0          Operation timeout number:0
   System busy operation number:0         Connection fail number:0
   Operation sequence errors number:0     RTT Stats errors number:0
   Destination ip address:10.1.1.1
   Min/Max/Average Completion Time: 600/610/603
   Sum/Square-Sum  Completion Time: 1810/1092100
   Last Good Probe Time: 2011-01-16 02:59:41.6
   Lost packet ratio: 0 %                         

Step 5 Configure the test instance to start at 10:00 o'clock every day.
[~RouterD-nqa-admin-tcp] stop
[~RouterD-nqa-admin-tcp] start daily 10:00:00 to 10:30:00  
[~RouterD-nqa-admin-tcp] commit

----End

Configuration Files
l Configuration file of Router A

#
 sysname RouterA
#
 nqa-server auto-negotiation enable
#
isis 1
 network-entity 00.0000.0000.0001.00
#
 interface GigabitEthernet1/0/0
 undo shutdown
 ip address 10.1.1.1 255.255.255.0
 isis enable 1 

HUAWEI NetEngine5000E Core Router
Configuration Guide - System Monitor 1 NQA Configuration

Issue 01 (2011-10-15) Huawei Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

57



#
return

l Configuration file of Router D
#
 sysname RouterD
#
isis 1
 network-entity 00.0000.0000.0001.00  
#
 interface GigabitEthernet1/0/0
 undo shutdown
 ip address 11.1.1.1 255.255.255.0
 isis enable 1 
#
nqa test-instance admin tcp
 test-type tcp
 destination-address ipv4 11.1.1.2
 auto-negotiate enable
 start daily 10:00:00 to 10:30:00     
#
return

Related Tasks
1.3 Configuring NQA to Monitor an IP Network

1.7.2 Example for Configuring NQA to Check VoIP Service Jitter
This example shows how to use a UDP jitter test to check the jitter for VoIP services.

Networking Requirements

CAUTION
On a single NE5000E, an interface is numbered in the format of slot number/card number/
interface number. On an NE5000E cluster, the interface is numbered in the format of chassis
ID/slot number/card number/interface number. This requires the chassis ID to be specified along
with the slot number.

As shown in Figure 1-3, the headquarters and a subsidiary of a company often need to use VoIP
to hold teleconferences. It is required that the round-trip delay be shorter than 250 ms and the
jitter be shorter than 20 ms. The UDP jitter test provided by NQA can be used to simulate VoIP
services.
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Figure 1-3 Networking diagram for configuring NQA to check VoIP service jitter

RouterA RouterD

RouterB RouterC

HQs Subsidiary

IP Core

GE1/0/0
10.1.1.1/24

GE1/0/0
10.1.1.2/24

GE1/0/0
11.1.1.1/24

GE1/0/0
11.1.1.2/24

 

Configuration Roadmap
The configuration roadmap is as follows:

1. Configure Router A as the NQA server and Router D as the NQA client, and create a UDP
jitter test instance on Router D.

2. Start the test instance.

Data Preparation
To complete the configuration, you need the following data:

l IP addresses of Router A and Router D that are connected to the IP backbone network
l Code type for simulated VoIP services

Procedure
Step 1 Configure the NQA server Router A.

# Enable auto-negotiation.

<RouterA> system-view
[~RouterA] nqa-server auto-negotiation enable
[~RouterA] commit

Step 2 Configure the NQA client Router D.
1. Configure the packet version for the test instance.

<RouterD> system-view
[~RouterD] nqa-jitter tag-version 2

2. Create a UDP jitter test instance, and set the destination IP address to the IP address of
Router A.
[~RouterD] nqa test-instance admin udpjitter
[~RouterD-nqa-admin-udpjitter] test-type jitter
[~RouterD-nqa-admin-udpjitter] destination-address ipv4 10.1.1.1
[~RouterD-nqa-admin-udpjitter] destination-port 180
[~RouterD-nqa-admin-udpjitter] commit 

3. Enable auto-negotiation.
[~RouterD-nqa-admin-udpjitter] auto-negotiate enable
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[~RouterD-nqa-admin-udpjitter] commit
4. Configure the code type for simulated VoIP services.

[~RouterD-nqa-admin-udpjitter] jitter-codec g711a
[~RouterD-nqa-admin-udpjitter] commit

Step 3 Start the test instance immediately.
[~RouterD-nqa-admin-udpjitter] start now
[~RouterD-nqa-admin-udpjitter] commit

Step 4 Verify the test result. According to the command output, the round-trip delay is shorter than 250
ms and the jitter is shorter than 20 ms.
[~RouterD-nqa-admin-udpjitter] display nqa results test-instance admin udpjitter
                                                                                
NQA entry(admin, udpjitter) :testflag is active ,testtype is jitter             
  1 . Test 1 result   The test is finished                                      
   SendProbe:1000                         ResponseProbe:919                     
   Completion:success                     RTD OverThresholds number:0           
   OWD OverThresholds SD number:0         OWD OverThresholds DS number:0        
   Min/Max/Avg/Sum RTT:1/408/5/4601       RTT  Square Sum:1032361               
   NumOfRTT:919                           Drop operation number:0               
   Operation sequence errors number:0     RTT Stats errors number:0             
   System busy operation number:0         Operation timeout number:81           
   Min Positive SD:1                      Min Positive DS:1                     
   Max Positive SD:2                      Max Positive DS:9                     
   Positive SD Number:67                  Positive DS Number:70                 
   Positive SD Sum:70                     Positive DS Sum:80                    
   Positive SD Square Sum:76              Positive DS Square Sum:156            
   Min Negative SD:1                      Min Negative DS:1                     
   Max Negative SD:24                     Max Negative DS:25                    
   Negative SD Number:72                  Negative DS Number:82                 
   Negative SD Sum:271                    Negative DS Sum:287                   
   Negative SD Square Sum:4849            Negative DS Square Sum:4937           
   Min Delay SD:0                         Min Delay DS:0                        
   Max Delay SD:203                       Max Delay DS:204                      
   Delay SD Square Sum:254974             Delay DS Square Sum:257072            
   Packet Loss SD:0                       Packet Loss DS:0                      
   Packet Loss Unknown:81                 Average of Jitter:2                   
   Average of Jitter SD:2                 Average of Jitter DS:2                
   jitter out value:0.0000000             jitter in value:0.0000000             
   NumberOfOWD:919                        Packet Loss Ratio:8 %                 
   OWD SD Sum:1834                        OWD DS Sum:1848                       
   ICPIF value:23                         MOS-CQ value:354                      
   TimeStamp unit: ms                                                     

----End

Configuration Files
l Configuration file of Router A

#
 sysname RouterA
#
 nqa-server auto-negotiation enable
#
isis 1
 network-entity 00.0000.0000.0001.00  
#
 interface GigabitEthernet1/0/0
 undo shutdown
 ip address 10.1.1.1 255.255.255.0
 isis enable 1 
#
return

l Configuration file of Router D
#
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 sysname RouterD
#
isis 1
 network-entity 00.0000.0000.0001.00  
#
 interface GigabitEthernet1/0/0
 undo shutdown
 ip address 11.1.1.1 255.255.255.0
 isis enable 1 
#
nqa test-instance admin udpjitter
 test-type jitter
 destination-address ipv4 10.1.1.1
 destination-port 180
 jitter-codec g711a
 auto-negotiate enable
 start now      
#
return

Related Tasks
1.3 Configuring NQA to Monitor an IP Network

1.7.3 Example for Configuring NQA to Check Connectivity on an
MPLS Network

This example shows how to use an LSP ping test to check connectivity on an MPLS network.

Networking Requirements

CAUTION
On a single NE5000E, an interface is numbered in the format of slot number/card number/
interface number. On an NE5000E cluster, the interface is numbered in the format of chassis
ID/slot number/card number/interface number. This requires the chassis ID to be specified along
with the slot number.

As shown in Figure 1-4, Router A and Router C are two PEs on an MPLS network. The
connectivity between the two PEs is required to be checked periodically.
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Figure 1-4 Networking diagram for configuring NQA to check connectivity on an MPLS
network
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Configuration Roadmap
The configuration roadmap is as follows:

1. Create an LSP ping test instance on Router A.
2. Start the test instance.

Data Preparation
To complete the configuration, you need the following data:

l IP addresses of Router A and Router C

Procedure

Step 1 Create an LSP ping test instance.
<RouterA> system-view
[~RouterA] nqa test-instance admin lspping
[~RouterA-nqa-admin-lspping] test-type lspping
[~RouterA-nqa-admin-lspping] lsp-type ipv4
[~RouterA-nqa-admin-lspping] destination-address ipv4 3.3.3.9 lsp-masklen 32
[~RouterA-nqa-admin-lspping] commit

Step 2 Start the test instance.
[~RouterA-nqa-admin-lspping] start now
[~RouterA-nqa-admin-lspping] commit

Step 3 Verify the test result.
[~RouterA-nqa-admin-lspping] display nqa results test-instance admin lspping
 NQA entry(admin, lspping) :testFlag is inactive ,testtype is  lspping
  1 . Test 1 result   The test is finished
   Send operation times: 3              Receive response times: 3
   Completion:success                   RTD OverThresholds number: 0
   Attempts number:1                    Drop operation number:0
   Disconnect operation number:0        Operation timeout number:0
   System busy operation number:0       Connection fail number:0
   Operation sequence errors number:0   RTT Stats errors number:0
   Destination ip address:3.3.3.9
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   Min/Max/Average Completion Time: 1/1/1
   Sum/Square-Sum  Completion Time: 3/3
   Last Good Probe Time: 2007-1-30 15:32:56.1
   Lost packet ratio:0% 

Step 4 Configure the test instance to start at 10:00 o'clock every day.
[~RouterA-nqa-admin-lspping] stop
[~RouterA-nqa-admin-lspping] start daily 10:00:00 to 10:30:00  
[~RouterA-nqa-admin-lspping] commit

----End

Configuration Files
l Configuration file of Router A

#
 sysname RouterA
#
mpls lsr-id 1.1.1.9
#
mpls
#
mpls ldp
#
interface Pos1/0/0
 link-protocol ppp
 undo shutdown
 ip address 10.1.1.1 255.255.255.0
 mpls
 mpls ldp
#
interface LoopBack1
 ip address 1.1.1.9 255.255.255.255
#
ospf 1
 area 0.0.0.0
  network 10.1.1.0 0.0.0.255
  network 1.1.1.9 0.0.0.0
#
nqa test-instance admin lspping
 test-type lspping
 destination-address ipv4 3.3.3.9 lsp-masklen 32
 start daily 10:00:00 to 10:30:00  
#
return

l Configuration file of Router B
#
 sysname RouterB
#
mpls lsr-id 2.2.2.9
#
mpls
#
mpls ldp
#
interface Pos1/0/0
 link-protocol ppp
 undo shutdown
 ip address 10.1.1.2 255.255.255.0
 mpls
 mpls ldp
#
interface Pos2/0/0
 undo shutdown
 link-protocol ppp
 ip address 10.2.1.1 255.255.255.0
 mpls
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 mpls ldp
#
interface LoopBack1
 ip address 2.2.2.9 255.255.255.255
#
ospf 1
 area 0.0.0.0
  network 2.2.2.9 0.0.0.0
  network 10.1.1.0 0.0.0.255
  network 10.2.1.0 0.0.0.255
#
return

l Configuration file of Router C
#
 sysname RouterC
#
mpls lsr-id 3.3.3.9
#
mpls
#
mpls ldp
#
interface Pos1/0/0
 link-protocol ppp
 undo shutdown
 ip address 10.2.1.2 255.255.255.0
 mpls
 mpls ldp
#
interface LoopBack1
 ip address 3.3.3.9 255.255.255.255
#
ospf 1
 area 0.0.0.0
  network 3.3.3.9 0.0.0.0
  network 10.2.1.0 0.0.0.255
#
Return

Related Tasks
1.4 Configuring NQA to Monitor an MPLS Network

1.7.4 Example for Configuring NQA to Check the RPF Path from a
Multicast Source to the Router

Networking Requirements

CAUTION
On a single NE5000E, an interface is numbered in the format of slot number/card number/
interface number. On an NE5000E cluster, the interface is numbered in the format of chassis
ID/slot number/card number/interface number. This requires the chassis ID to be specified along
with the slot number.

As shown in Figure 1-5, on a PIM-SM network, Receiver joins the multicast group with the
address of 225.1.1.1 and can normally receive multicast packets from Source. You are required
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to obtain the RPF path along which multicast packets are transmitted from Source (the multicast
source) to Router B (the querier).

In such a scenario, an MTrace test instance can be started on Router B to detect the RPF path
from Source to Router B.

The MTrace function can be implemented through an NQA MTrace test.

Figure 1-5 Networking diagram for checking the RPF path from the multicast source to the
Router
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Configuration Roadmap

The configuration roadmap is as follows:

1. Configure Router B as the NQA client and create an MTrace test instance on it.

2. Start the NQA MTrace test instance and verify the test result.

Data Preparation

To complete the configuration, you need the following data:

l Test instance name: admin mtrace

l Multicast source address: 11.1.0.2/24
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Procedure

Step 1 Create an NQA MTrace test instance on Router B.
<RouterB> system-view
[~RouterB] nqa test-instance admin mtrace
[~RouterB-nqa-admin-mtrace] test-type mtrace
[~RouterB-nqa-admin-mtrace] mtrace-source-address ipv4 11.1.0.2
[~RouterB-nqa-admin-mtrace] commit

Step 2 Check multicast routes on Router C. You can find that Router C has generated an entry (2.2.2.2,
225.1.1.1) after receiving the multicast packets. Its upstream and downstream interfaces are GE
2/0/0 and GE 1/0/0 respectively.
[~RouterC]display pim routing-table
 VPN-Instance: public net
 Total 1 (*, G) entries; 1 (S, G) entries
 (*, 225.1.1.1)
     RP: 1.1.1.1 (local)
     Protocol: pim-sm, Flag: WC
     UpTime: 00:28:52
     Upstream interface: Register
         Upstream neighbor: NULL
         RPF prime neighbor: NULL
     Downstream interface(s) information:
     Total number of downstreams: 1
         1: GigabitEthernet1/0/0
             Protocol: pim-sm, UpTime: 00:28:52, Expires: 00:02:38
 (11.1.0.2, 225.1.1.1)
     RP: 1.1.1.1 (local)
     Protocol: pim-sm, Flag: SPT 2MSDP ACT
     UpTime: 00:12:33
     Upstream interface: GigabitEthernet2/0/0
         Upstream neighbor: 11.1.1.2
         RPF prime neighbor: 11.1.1.2
     Downstream interface(s) information:
     Total number of downstreams: 1
         1: GigabitEthernet1/0/0
             Protocol: pim-sm, UpTime: 00:12:33, Expires: -  

Step 3 Start the test instance.
[~RouterB-nqa-admin-mtrace] start now
[~RouterB-nqa-admin-mtrace] commit

Step 4 Verify the test result. According to the command output, the RPF path from the multicast source
to Router B is from Router E, Router D, to Router B.
[~RouterB-nqa-admin-mtrace] display nqa results test-instance admin mtrace
NQA entry(admin, mtrace) : testFlag is inactive ,testtype is mtrace
  1 . Test 4 result   The test is finished
   Completions: success                 Query Mode: max-hop
   Current Hop:3                        Current Probe:1
   SendProbe:1                          ResponseProb:1
   Timeout Count:0                      Busy Count:0
   Drop Count:0                         Max Path Ttl:4
   Responser:11.1.2.2                Response Rtt: 57
   mtrace start time: 2007-2-7 17:26:17.3
   Last Good Probe Time: 2007-2-7 17:26:17.4
   Last Good Path Time: 2007-2-7 17:26:17.4
   1 . Hop 1
    Outgoing Interface Address: 0.0.0.0
    Incoming Interface Address: 11.1.4.1
    Prehop RouterAddress: 11.1.4.2
    Protocol : PIM                  Forward Code:NO_ERROR
    Forward Ttl:1                   Current Path Ttl:4
    SG Packet Count:0xffffffff      Hop Time Delay(ms): 0xffffffff
    Input Packet Count:9218         Output Packet Count: 0xffffffff
    Input Rate(pps):0               Output Rate(pps):0
    Input Loss Rate:  15.58%        SG Loss Rate: 0xffffffff
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   2 . Hop 2
    Outgoing Interface Address: 11.1.4.2
    Incoming Interface Address: 11.1.2.1
    Prehop RouterAddress: 11.1.2.2
    Protocol : PIM                  Forward Code:NO_ERROR
    Forward Ttl:1                   Current Path Ttl:3
    SG Packet Count:0xffffffff      Hop Time Delay(ms):393
    Input Packet Count:9639         Output Packet Count:9222
    Input Rate(pps):0               Output Rate(pps):0
    Input Loss Rate: 0xffffffff     SG Loss Rate: 0xffffffff
   3 . Hop 3
    Outgoing Interface Address: 11.1.2.2
    Incoming Interface Address: 11.1.0.1
    Prehop RouterAddress: 0.0.0.0
    Protocol : PIM                  Forward Code:NO_ERROR
    Forward Ttl:1                   Current Path Ttl:2
    SG Packet Count:0xffffffff      Hop Time Delay(ms): 0xffffffff
    Input Packet Count:105321       Output Packet Count:16320
    Input Rate(pps):7               Output Rate(pps):0
    Input Loss Rate: 0xffffffff     SG Loss Rate: 0xffffffff

----End

Configuration Files
l Configuration file of Router A

#
 sysname RouterA
#
multicast routing-enable
#
interface GigabitEthernet1/0/0
 undo shutdown
 ip address 11.1.5.1 255.255.255.0
 pim sm
#
interface GigabitEthernet3/0/0
 undo shutdown
 ip address 11.1.6.3 255.255.255.0
 pim sm
 igmp enable
#
ospf 1
 area 0.0.0.0
  network 11.1.3.0 0.0.0.255
  network 11.1.6.0 0.0.0.255
#
pim
#
admin
return

l Configuration file of Router B
#
 sysname RouterB
#
multicast routing-enable
#
interface GigabitEthernet1/0/0
 undo shutdown
 ip address 11.1.3.1 255.255.255.0
 pim sm
#
interface GigabitEthernet2/0/0
 undo shutdown
 ip address 11.1.4.1 255.255.255.0
 pim sm
#
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interface GigabitEthernet3/0/0
 undo shutdown
 ip address 11.1.6.2 255.255.255.0
 pim sm
 igmp enable
#
ospf 1
 area 0.0.0.0
  network 11.1.3.0 0.0.0.255
  network 11.1.4.0 0.0.0.255
  network 11.1.6.0 0.0.0.255
#
pim
#
nqa test-instance admin mtrace
 test-type mtrace
 mtrace-source-address ipv4 11.1.0.2
 start now
#
admin
Return

l Configuration file of Router C
#
 sysname RouterC
#
multicast routing-enable
#
interface GigabitEthernet1/0/0
 undo shutdown
 ip address 11.1.3.2 255.255.255.0
 pim sm
#
interface GigabitEthernet2/0/0
 undo shutdown
 ip address 11.1.1.1 255.255.255.0
 pim sm
#
interface Loopback0
 ip address 1.1.1.1 255.255.255.255
 pim sm
 igmp enable
#
ospf 1
 area 0.0.0.0
  network 1.1.1.1 0.0.0.0
  network 11.1.1.0 0.0.0.255
  network 11.1.3.0 0.0.0.255
#
pim
 c-bsr LoopBack0
 c-rp LoopBack0 
#
admin
Return

l Configuration file of Router D
#
 sysname RouterD
#
multicast routing-enable
#
interface GigabitEthernet1/0/0
 undo shutdown
 ip address 11.1.5.2 255.255.255.0
 pim sm
#
interface GigabitEthernet2/0/0
 undo shutdown
 ip address 11.1.4.2 255.255.255.0
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 pim sm
#
interface GigabitEthernet3/0/0
 undo shutdown
 ip address 11.1.2.1 255.255.255.0
 pim sm
 igmp enable
#
ospf 1
 area 0.0.0.0
  network 11.1.3.0 0.0.0.255
  network 11.1.4.0 0.0.0.255
  network 11.1.6.0 0.0.0.255
#
pim
#
admin
Return

l Configuration file of Router E
#
 sysname RouterE
#
multicast routing-enable
#
interface GigabitEthernet1/0/0
 undo shutdown
 ip address 11.1.0.1 255.255.255.0
 pim sm
#
interface GigabitEthernet2/0/0
 undo shutdown
 ip address 11.1.1.2 255.255.255.0
 pim sm
#
interface GigabitEthernet3/0/0
 undo shutdown
 ip address 11.1.2.2 255.255.255.0
 pim sm
 igmp enable
#
ospf 1
 area 0.0.0.0
  network 11.1.3.0 0.0.0.255
  network 11.1.4.0 0.0.0.255
  network 11.1.6.0 0.0.0.255
#
pim
#
admin
Return

Related Tasks
1.5 Configuring NQA to Monitor a Multicast Network
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2 Ping/Tracert

About This Chapter

Ping and tracert can be used to check network connectivity and forwarding paths.

2.1 Using Ping/Tracert on an IP Network
When a device is faulty, the ping and tracert operations can be performed to check link
connectivity.

2.2 Using Ping/Tracert on an MPLS Network
The ping and tracert operations can be used to check and monitor MPLS networks.

2.3 Using Ping/Tracert on a Multicast Network
The ping and tracert operations can be used to check and monitor multicast networks.
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2.1 Using Ping/Tracert on an IP Network
When a device is faulty, the ping and tracert operations can be performed to check link
connectivity.

2.1.1 Using Ping to Check Link Connectivity on an IPv4 or IPv6
Network

The ping operation is mainly used to check link connectivity and host reachability on a network.
In a ping operation, the source sends an ICMP Request message to the destination and the
destination returns an ICMP Response message to the source.

Context
Ping is a common debugging tool used to test the reachability of devices. It uses ICMP Echo
messages to determine:
l Whether the remote device is available.
l Round-trip delay of the communication with the remote host.
l Whether packet loss occurs.

The ping command labels each ICMP Echo Request message with a sequence ID that starts
from 1 and is increased by 1. The number of ICMP Echo Request messages to be sent is
determined by the system, and the default number is 5. The number of ICMP Echo Request
messages to be sent can also be set through commands. If the destination is reachable, it sends
five ICMP Echo Reply messages to the source, with their sequence numbers being identical with
that of ICMP Echo Request messages.

Perform the following configuration in any view on the NQA client:

Procedure

Step 1 Run:
ping [ -a source-ip-address | -c count | -d | -f | -h ttl-value | -i interface-
type interface-number | -m time | -p pattern | -q | -r | -s packetsize | -system-
time | -t timeout | -tos tos-value | -v | -vpn-instance vpn-instance-name ] * host 

Link connectivity is checked.

The ping command output includes:

l Response to each ping packet: If no ICMP Echo Reply message is received within a certain
period, the message reading "Request time out" is displayed. If a Reply message is received,
the data bytes, packet sequence number, TTL value, and response time carried in the message
are displayed.

l Final statistics: The number of ICMP Echo Request messages, number of ICMP Echo Reply
messages, percentage of non-response packets, and the minimum, maximum, and average
values of the response time are displayed.

<HUAWEI> ping 10.1.1.2 
ping 10.1.1.2 : 56 data bytes , press CTRL-C to break 
Reply from 10.1.1.2 : bytes=56 sequence=1 ttl=255 time = 1ms 
Reply from 10.1.1.2 : bytes=56 sequence=2 ttl=255 time = 2ms 
Reply from 10.1.1.2 : bytes=56 sequence=3 ttl=255 time = 1ms 
Reply from 10.1.1.2 : bytes=56 sequence=4 ttl=255 time = 3ms 
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Reply from 10.1.1.2 : bytes=56 sequence=5 ttl=255 time = 2ms 

--10.1.1.2 ping statistics-- 
5 packet(s) transmitted 
5 packet(s) received 
0.00% packet loss 
round-trip min/avg/max = 1/2/3 ms

NOTE

The ping ipv6 command is available for IPv6 networks.

----End

2.1.2 Using Tracert to Check the Forwarding Path on an IPv4 or IPv6
Network

The tracert command is used to check link connectivity and locate network faults.

Context
The tracert command is used to discover gateways through which a message passes from the
source to the destination. The maximum TTL value set for the UDP packet is 30. Each time the
source does not receive a reply within the predetermined time, it displays the TTL of the UDP
packet as expired and sends another UDP packet with the TTL value being increased by 1 to
the destination. If the TTL value remains expired for 30 times, the source believes that the UDP
packet cannot reach the destination and the trace test fails. By default, if no UDP packet is sent
within 5 seconds, a timeout message is displayed. The timeout value ranges from 0 to 65535, in
milliseconds.

Perform the following configuration in any view on the NQA client:

Procedure
Step 1 Run:

tracert [ -a source-ip-address | -f first-TTL | -m max-TTL | -p port | -q nqueries 
| -vpn-instance vpn-instance-name | -w timeout ] * host

The faulty point on the forwarding path is located.

The following example shows how to use the tracert command to check link connectivity.
<HUAWEI> tracert -m 10 35.1.1.48
traceroute to 35.1.1.48 (35.1.1.48), max hops: 10 ,packet length: 40
1  128.3.112.1      19 ms      19 ms      0 ms
2  128.32.216.1      39 ms      39 ms      19 ms
3  128.32.136.23      39 ms      40 ms      39 ms
4  128.32.168.22      39 ms      39 ms      39 ms
5  128.32.197.4      40 ms      59 ms      59 ms
6  131.119.2.5      59 ms      59 ms      59 ms
7  129.140.70.13      99 ms      99 ms      80 ms
8  129.140.71.6      139 ms   239 ms   319 ms
9  129.140.81.7      220 ms     199 ms   199 ms
10  35.1.1.48      239 ms   239 ms   239 ms

The command output displays the gateways through which the message passes from the source
to the destination.

NOTE

The tracert ipv6 command is available for IPv6 networks.

----End
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2.2 Using Ping/Tracert on an MPLS Network
The ping and tracert operations can be used to check and monitor MPLS networks.

2.2.1 Using Ping to Check Link Connectivity on an MPLS Network
Ping operations can be used to check the connectivity of LDP LSPs that carry IPv4 or IPv6
packets and TE tunnels that carry IPv4 packets.

Context

Perform the following configurations in any view on the NQA client:

Procedure
l To check the connectivity of an LDP LSP that carries IPv4 packets, run:

ping lsp [ -a source-ip | -c count | -exp exp-value | -h ttl-value | -m 
interval | -r reply-mode | -s packet-size | -t time-out | -v ] * ip destination-
address mask-length [ ip-address ] 

For example:

<HUAWEI> ping lsp -v ip 3.3.3.3 32 
  LSP PING FEC: IPV4 PREFIX 3.3.3.3/32 : 100  data bytes, press CTRL_C to 
break
    Reply from 3.3.3.3: bytes=100 Sequence=1 time = 4 ms Return Code 3, Subcode 
1
    Reply from 3.3.3.3: bytes=100 Sequence=2 time = 4 ms Return Code 3, Subcode 
1
    Reply from 3.3.3.3: bytes=100 Sequence=3 time = 4 ms Return Code 3, Subcode 
1
    Reply from 3.3.3.3: bytes=100 Sequence=4 time = 4 ms Return Code 3, Subcode 
1
    Reply from 3.3.3.3: bytes=100 Sequence=5 time = 5 ms Return Code 3, Subcode 
1
  --- FEC: IPV4 PREFIX 3.3.3.3/32 ping statistics ---
    5 packet(s) transmitted
    5 packet(s) received
    0.00% packet loss
    round-trip min/avg/max = 4/4/5 ms   

l To check the connectivity of a TE tunnel that carries IPv4 packets, run:
ping lsp [ -a source-ip | -c count | -exp exp-value | -h ttl-value | -m 
interval | -r reply-mode | -s packet-size | -t time-out | -v ] * te interface-
number [ hot-standby ]

For example:

<HUAWEI> ping lsp te tunnel1
  LSP PING FEC: TE TUNNEL IPV4 SESSION QUERY Tunnel1 : 100  data bytes, press 
CTRL_C to break
    Reply from 1.1.1.1: bytes=100 Sequence=1 time = 4 ms
    Reply from 1.1.1.1: bytes=100 Sequence=2 time = 2 ms
    Reply from 1.1.1.1: bytes=100 Sequence=3 time = 2 ms
    Reply from 1.1.1.1: bytes=100 Sequence=4 time = 2 ms
    Reply from 1.1.1.1: bytes=100 Sequence=5 time = 2 ms

  --- FEC: RSVP IPV4 SESSION QUERY Tunnel1 ping statistics ---
    5 packet(s) transmitted
    5 packet(s) received
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    0.00% packet loss
    round-trip min/avg/max = 2/2/4 ms                     

----End

2.2.2 Using Tracert to Check the Forwarding Path on an MPLS
Network

A tracert operation can be used to check the path over which an LDP LSP or a TE tunnel that
carries IPv4 packets is set up or locate the faulty point on the path.

Context

Perform the following configuration in any view on the NQA client:

Procedure
l To check the path over which an LDP LSP that carries IPv4 packets is set up or locate the

faulty point on the path, run:
tracert lsp [ -a source-ip | -exp exp-value | -h ttl-value | -r reply-mode | -
t time-out ] * ip destination-address mask-length [ ip-address ]

For example:

<HUAWEI> tracert lsp ip 1.1.1.1 32
  LSP Trace Route FEC: IPV4 PREFIX 1.1.1.1/32 , press CTRL_C to break.
TTL    Replier            Time    Type      Downstream
0                                 Ingress   10.1.1.1/[3 ]
1      1.1.1.1            5       Egress           

l To check the path over which a TE tunnel that carries IPv4 packets is set up or locate the
faulty point on the path, run:
tracert lsp [ -a source-ip | -exp exp-value | -h ttl-value | -r reply-mode | -
t time-out ] * te interface-number [ hot-standby ]

For example:

<HUAWEI> tracert lsp te tunnel1
  LSP Trace Route FEC: TE TUNNEL IPV4 SESSION QUERY Tunnel1 , press CTRL_C to 
break.
TTL    Replier            Time    Type      Downstream
0                                 Ingress   10.1.1.1/[3 ]
1      1.1.1.1            4       Egress                             

----End

2.3 Using Ping/Tracert on a Multicast Network
The ping and tracert operations can be used to check and monitor multicast networks.

2.3.1 Using MPing to Test Multicast Service Performance
MPing is a diagnostic tool for multicast services. It triggers the establishment of the MDT and
detects reserved multicast group members on the network by sending ICMP Echo Request
messages.
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Context

As multicast services develop, multicast maintenance and fault location are absolutely necessary.
Users require that devices supporting multicast be equipped with diagnostic tools, in addition
to being configured with multicast forwarding and multicast routing protocols.

MPing can be used to:

l Initiate an MPing operation with the destination being the address of a common multicast
group.

l Check whether the protocol is running normally and whether the multicast distribution tree
has been correctly established based on the multicast routing information on the router.

l Calculate the TTL and response time of the ICMP Echo Reply message sent from the
multicast source to the multicast group members based on the statistics about ICMP Echo
Reply messages.

l Calculate the network delay and route jitter by performing MPing operations periodically.

l Initiate an MPing test instance to detect reserved multicast group members on the network.

Perform the following configuration in any view on the NQA client:

Procedure

Step 1 Run:
ping multicast [ -a source-ip-address | -c count | -h ttl-value | -i interface-
type interface-number | -m time | -p pattern | -q | -s packetsize | -t timeout | -
tos tos-value | -v ] * host

Ping is used to test multicast service performance.

# The following example shows how to use MPing to test multicast service performance.

<HUAWEI> ping multicast –i GigabitEthernet 1/0/0 –p 12345678 224.0.0.5
MULTICAST PING 224.0.0.5 : 56 databytes, press Ctrl+C to break
The padding string: 12345678
Reply from 110.1.1.5 : bytes=56 Sequence=1 TTL =255 time=30ms
Reply from 110.1.1.5 : bytes=56 Sequence=2 TTL =255 time=10ms
Reply from 110.1.1.5 : bytes=56 Sequence=3 TTL =255 time=10ms
Reply from 110.1.1.5 : bytes=56 Sequence=4 TTL =255 time=20ms
Reply from 110.1.1.5 : bytes=56 Sequence=5 TTL =255 time=10ms
Destination multicast address 224.0.0.5
--- Multicast ping statistics ---
5 Request packets transmitted
5 Reply packets received
0.00% packet loss
Round-trip min/avg/max = 10/16/40 ms

NOTE
When the destination address of the MPing operation is a reserved multicast group address, -i must be
specified; when the destination address of the MPing operation is a common multicast group address, -i
cannot be specified.

An MPing operation with the destination address being a reserved multicast group address allows
you to check whether the interface that connects the router to a specified interface is enabled
with corresponding protocols and is added to the corresponding reserved multicast group.

----End
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2.3.2 Using MTrace to Test Multicast Service Performance
MTrace is a tool used to trace multicast paths. It can trace the path from a receiver to a multicast
source along the MDT.

Context
MTrace can be used to:
l Locate the faulty nodes and reduce configuration errors in multicast troubleshooting and

routine maintenance.
l Trace the actual packet forwarding path and collect traffic information during the trace

process. In addition, MTrace can calculate the multicast traffic rate by means of cyclic path
tracing.

l Enable the NMS to analyze the output error information and generate alarms.

Perform the following configuration in any view on the NQA client:

Procedure
Step 1 Run:

l mtrace -gw last-hop-router -r receiver [ -g group ] [ { -mr | -ur resp-dest } | -a source-ip-
address | -l [ stat-times ] [ -st stat-int ] | -m max-ttl | -q nqueries | -ts ttl | -tr ttl | -v | -w
timeout | -vpn-instance vpn-instance-name ] * source source-address

l mtrace -b -r receiver -g group [ { -mr | -ur resp-dest } | -a source-ip-address | -l [ stat-
times ] [ -st stat-int ] | -m max-ttl | -q nqueries | -ts ttl | -tr ttl | -v | -w timeout | -vpn-
instance vpn-instance-name ] * source source-address

l mtrace -d -r receiver [ -g group ] [ { -mr | -ur resp-dest } | -a source-ip-address | -l [ stat-
times ] [ -st stat-int ] | -m max-ttl | -q nqueries | -ts ttl | -tr ttl | -v | -w timeout | -vpn-
instance vpn-instance-name ] * source source-address

l mtrace -r receiver [ -g group ] [ { -mr | -ur resp-dest } | -l [ stat-times ] [ -st stat-int ] | -m
max-ttl | -q nqueries | -ts ttl | -tr ttl | -v | -w timeout | -vpn-instance vpn-instance-name ] *
source source-address

l mtrace [ -g group ] [ { -mr | -ur resp-dest } | -l [ stat-times ] [ -st stat-int ] | -m max-ttl | -
q nqueries | -ts ttl | -tr ttl | -v | -w timeout | -vpn-instance vpn-instance-name ] * source
source-address

Multicast service performance is monitored.

# The following example shows how to use MTrace to test multicast service performance.

<HUAWEI> mtrace -b -r 176.1.1.8 -g 225.1.1.1 -mr -l 3 source 10.115.1.2
 Press Ctrl+C to break multicast traceroute facility
 From the receiver(176.1.1.8), trace (10.115.1.2, 225.1.1.1)'s reverse path via
multicast routing-table
 In calculating-rate mode, current statistic times is: 1

 -1 10.115.1.1
   Incoming Interface Address: 10.115.1.1 Input packets rate: 0
   Outgoing Interface Address: 176.1.1.6 Output packets rate: 0
   Forwarding Cache (10.115.1.2, 225.1.1.1) Forwarding packets rate: 1
 ********************************************************
 In calculating-rate mode, current statistic times is: 2

 -1 10.115.1.1
   Incoming Interface Address: 10.115.1.1 Input packets rate: 0
   Outgoing Interface Address: 176.1.1.6 Output packets rate: 0
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   Forwarding Cache (10.115.1.2, 225.1.1.1) Forwarding packets rate: 1
 ********************************************************
  In calculating-rate mode, reach the demanded statistic times,and multicast tra
ceroute finished.                  

----End
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