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Introduction

FortiProxy provides a secure web gateway that protects against web attacks using URL filtering, visibility and control of
encrypted web traffic through SSL and SSH inspection, and the application of granular web application policies. Flexible
deployment modes cover inline, explicit, and transparent deployments.

« Application Control allows you to identify and control applications on networks and endpoints regardless of the port,
protocol, and IP address used. It gives you unmatched visibility and control over application traffic, even traffic from
unknown applications and sources.

« SSL and SSH inspection allows you to determine which inspection method will be applied to SSH and SSL traffic;
identify how to treat invalid, unsupported or untrusted SSL certificates; and configure which web sites or web site
categories are exempt from SSL inspection.

» Web filtering provides web URL filtering to block access to harmful, inappropriate, and dangerous web sites that can
contain phishing/pharming attacks, malware such as spyware, or objectionable content that can expose your
organization to legal liability. Based on automatic research tools and targeted research analysis, real-time updates
enable you to apply highly-granular policies that filter web access based on 78 web content categories, over 45
million rated web sites, and more than two billion web pages—all continuously updated.

» The FortiProxy data leak prevention (DLP) system allows you to prevent sensitive data from leaving your network.
When you define sensitive data patterns, data matching these patterns will be blocked or logged and allowed when
passing through the FortiProxy unit. You configure the DLP system by creating individual filters based on file type,
file size, a regular expression, an advanced rule, or a compound rule, in a DLP sensor and assign the sensor to a
security policy. Although the primary use of the DLP feature is to stop sensitive data from leaving your network, it
can also be used to prevent unwanted data from entering your network and to archive some or all of the content
passing through the FortiProxy unit.

The FortiProxy unit also provides WAN optimization, web caching, and WCCP. FortiProxy WAN optimization and web
caching improve performance and security of traffic passing between locations on your wide area network (WAN) or
from the Internet to your web servers. You can use the FortiProxy unit as an explicit FTP and web proxy server. In
addition, you can add web caching to any HTTP sessions including WAN optimization, explicit web proxy, and other
HTTP sessions.

Supported protocols

Application layer security

« SSH

e FTP/FTPS/FTPoHTTP/FTPoHTTPConnect
o SMTP/SMTPS

« IMAP/IMAPS

» POP3/POP3S

« CIFS/SMB

* MAPI/MAPIoRPC/MAPIOHTTPS

« DNS

FortiProxy 7.2.8 Administration Guide
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Introduction

ICAP/WCCP
SCP/SFTP

VPN

IPsec/SSL VPNs

About this document

This document contains the following sections:

Deployments on page 14
Dashboard on page 29

Proxy Settings on page 54
Network on page 95

Policy & Objects on page 129
Security Profiles on page 261
Content Analyses on page 342
WAN Optimization on page 359
Web Cache on page 368

VPN on page 387

User & Authentication on page 413
System on page 445

Security Fabric on page 521
Log & Report on page 588

Appendices:

Perl regular expressions on page 604

Preload cache content and web crawler on page 606
Automatic backup to an FTP or TFTP server on page 608
Custom signature keywords on page 613
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Deployments

This section describes the following:

¢ Transparent and NAT/route modes on page 14
« Web proxy on page 15

+ WAN optimization on page 20

« Web caching on page 24

« WCCP on page 27

Transparent and NAT/route modes

A FortiProxy unit can operate in either NAT/route mode or transparent mode.

In NAT/route mode, a FortiProxy unit is installed as a gateway or router between multiple networks, such as a private
network and the internet. One function of NAT/route mode is to allow the FortiProxy to hide the IP addresses on the
private network using NAT.

The FortiProxy operates in layer 2 to forward traffic between network devices such as routers, firewalls, and switches.
For example. it can be installed inline between a router and a switch to perform security scanning without changing the
network topology or modifying the IP addresses.

Transparent mode is used primarily when there is a need to increase network protection but changing the configuration
of the network itself is impractical. When you add a FortiProxy that is in transparent mode to a network, it only needs to
be provided with a management IP address in order to access the device. It is recommended to configure a dedicated
management interface when out-of-band management is required in transparent mode. See Transparent mode
management on page 467.

Changing the operation mode removes most configurations, including any policies and
address objects. To keep your configuration, back it up before changing the mode.

To back up your configuration in the GUI:

Click on the user name and select Configuration > Backup.

Select where to store the backup file, Local PC or USB Disk (if available).
Optionally, enable Encryption and enter a password.

Click OK.

oo b=

To back up your configuration in the CLI:

# execute backup {config | full-config} {flash | ftp | management-
station | sftp | tftp | usb | usb-mode}

FortiProxy 7.2.8 Administration Guide 14
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To change from NAT/route mode to transparent mode:

config system settings

set opmode transparent

set manageip <IP_ address>

set gateway <gateway address>
end

The gateway setting is optional, but after the operation mode has been changed, the gateway configuration is in the
static router settings:

config router static
edit <seg-num>
set gateway <IP address>
next
end

To change from transparent mode to NAT/route mode:

config system settings

set opmode nat

set ip <IP_address>

set device <interface>

set gateway <gateway address>
end

The IP and device settings are mandatory, and the gateway setting is optional. After the operation mode is changed, the
IP address configuration is in the interface settings and the gateway and device configurations are in the static router
settings:

config system interface
edit <interface>
set ip <IP_ address>
next
end

config router static
edit <seg-num>
set gateway <IP address>
device <interface>
next
end

Web proxy

Web proxy covers both transparent proxy and explicit proxy.
This section covers the following topics:

« Web proxy concepts
» Explicit web proxy concepts

Transparent web proxy concepts
« Explicit web proxy topologies

FortiProxy 7.2.8 Administration Guide
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Web proxy concepts

This section covers the following concepts that apply to both transparent proxy and explicit proxy:

« Proxy policy

» Proxy authentication

o Proxy addresses

o Web proxy firewall services and service groups
e LearnclientIP

Proxy policy

Any time a security profile that uses a proxy is enabled, you need to configure the proxy options. Certain inspections
defined in security profiles require that the traffic be held in proxy while the inspection is carried out, and the proxy
options define how the traffic will be processed and to what level the traffic will be processed. In the same way that there
can be multiple security profiles of a single type, there can also be a number of unique proxy option profiles so that, as
the requirements for a policy differ from one policy to the next, you can also configure a different proxy option profile for
each individual policy or you can use one profile repeatedly.

The proxy options support the following protocols:

. HTTP
. FTP
. CIFS
. SSH

The configuration for each of these protocols is handled separately.

Proxy authentication

Authentication is separated from authorization for user-based policies. You can add authentication to proxy policies to
control access to the policy and to identify users and apply different UTM features to different users. The described
authentication methodology works with explicit web proxy and transparent proxy.

Authentication of web proxy sessions uses HTTP basic and digest authentication as described in RFC 2617 (HTTP
Authentication: Basic and Digest Access Authentication) and prompts the user for credentials from the browser allowing
individual users to be identified by their web browser instead of IP address. HTTP authentication allows the FortiProxy
unit to distinguish between multiple users accessing services from a shared IP address.

The authentication rule table defines how to identify user-ID. It uses the match factors:

¢ Protocol
e Source address

For one address and protocol, there is only one authentication rule. It is possible to configure multiple authentication
methods for one address. The client browser will chose one authentication method from the authentication methods list,
but you cannot control which authentication method will be chosen by the browser.

Proxy addresses

Proxy addresses are used for both transparent web proxy and explicit web proxy.

FortiProxy 7.2.8 Administration Guide 16
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In some respects, they can be like FQDN addresses in that they refer to an alphanumeric string that is assigned to an IP
address, but then they go an additional level of granularity by using additional information and criteria to further specify
locations or types of traffic within the web site itself.

Proxy address group

In the same way that IPv4 and IPv6 addresses can only be grouped together, proxy addresses can only be grouped with
other proxy addresses. Unlike other address groups, the proxy address groups are further divided into source address
groups and destination address groups.

Web proxy firewall services and service groups

Web proxy services are similar to standard firewall services. You can configure web proxy services to define one or more
protocols and port numbers that are associated with each web proxy service. Web proxy services can also be grouped
into web proxy service groups.

One way in which web proxy services differ from firewall services is the protocol type you can select. The following
protocol types are available:

. ALL
« CONNECT
. FTP

« HTTP

« SOCKS-TCP
. SOCKS-UDP

Learn client IP

If there is another NATing device between the FortiProxy unit and the client (browser), this feature can be used to identify
the real client in spite of the address translation. Knowing the actual client is imperative in cases where authorization is
taking place.

Explicit web proxy concepts

The following is information that is specific to explicit proxy. Any information that is common to web proxy in general is
covered in Web proxy concepts on page 16.

You can use the FortiProxy explicit web proxy to enable explicit proxying of IPv4 and IPv6 HTTP and HTTPS traffic on
one or more FortiProxy interfaces. The explicit web proxy also supports proxying FTP sessions from a web browser and
proxy auto-config (PAC) to provide automatic proxy configurations for explicit web proxy users. From the CLI you can
also configure the explicit web proxy to support SOCKS sessions from a web browser. The explicit web and FTP proxies
can be operating at the same time on the same or on different FortiProxy interfaces.

In most cases, you would configure the explicit web proxy for users on a network by enabling the explicit web proxy on
the FortiProxy interface connected to that network. Users on the network would configure their web browsers to use a
proxy server for HTTP and HTTPS, FTP, or SOCKS and set the proxy server IP address to the IP address of the
FortiProxy interface connected to their network. Users could also enter the PAC URL into their web browser PAC
configuration to automate their web proxy configuration using a PAC file stored on the FortiProxy unit.

FortiProxy 7.2.8 Administration Guide
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Enabling the explicit web proxy on an interface connected to the Internet is a security risk
because anyone on the Internet who finds the proxy could use it to hide their source address.

If the FortiProxy unit is operating in transparent mode, users would configure their browsers to use a proxy server with
the FortiProxy management IP address.

The web proxy receives web browser sessions to be proxied at FortiProxy interfaces with the explicit web proxy enabled.
The web proxy uses FortiProxy routing to route sessions through the FortiProxy unit to a destination interface. Before a
session leaves the exiting interface, the explicit web proxy changes the source addresses of the session packets to the
IP address of the exiting interface. When the FortiProxy unit is operating in transparent mode, the explicit web proxy
changes the source addresses to the management IP address. You can configure the explicit web proxy to keep the
original client IP address.

Example explicit web proxy topology

m Explicit
Web Proxy

Private
Network

To allow all explicit web proxy traffic to pass through the FortiProxy unit you can set the explicit web proxy default firewall
policy action to ACCEPT. However, in most cases you would want to use security policies to control explicit web proxy
traffic and apply security features such as access control/authentication, virus scanning, web filtering, application
control, and traffic logging. You can do this by keeping the default explicit web proxy security policy action to DENY and
then adding web-proxy security policies.

You can also change the explicit web proxy default security policy action to accept and add explicit web proxy security
policies. If you do this, sessions that match web-proxy security policies are processed according to the security policy
settings. Connections to the explicit web proxy that do not match a web-proxy security policy are allowed with no
restrictions or additional security processing. NOTE: This configuration is not recommended and is not a best practice.

The explicit web-proxy can accept VIP addresses for destination addresses. If an external IP matches a VIP policy, the
IP is changed to the mapped-IP of the VIP.

Web-proxy policies can selectively accept or deny traffic, apply authentication, enable traffic logging, and use security
profiles to apply virus scanning, web filtering, IPS, application control, DLP, and SSL/SSH inspection to explicit web
proxy traffic.

You cannot configure IPsec, SSL VPN, or traffic shaping for explicit web proxy traffic. Web proxy policies can only
include firewall addresses not assigned to a FortiProxy unit interface or with interface set to any. (On the web-based
manager, you must set the interface to any. In the CLI you must unset the associated interface.)

Authentication of explicit web proxy sessions uses HTTP authentication and can be based on the user’s source IP
address or on cookies from the user’s web browser.

To use the explicit web proxy, you must add the IP address of a FortiProxy interface on which the explicit web proxy is
enabled and the explicit web proxy port number (default 8080) to the proxy configuration settings of their web browsers.

You can also enable web caching for explicit web proxy sessions.

FortiProxy 7.2.8 Administration Guide
Fortinet Inc.



Deployments

Transparent web proxy concepts

In addition to the explicit web proxy, the FortiProxy unit supports a transparent web proxy. While it does not have as
many features as explicit web proxy, the transparent proxy has the advantage that nothing needs to be done on the
user’s system to forward supported web traffic over to the proxy. There is no need to reconfigure the browser or publish a
PAC file. Everything is transparent to the end user, hence the name. This makes it easier to incorporate new users into a

proxy deployment.

You can use the transparent proxy to apply web authentication to HTTP traffic accepted by a firewall policy.

Normal FortiProxy authentication is IP-address based. Users are authenticated according to their IP address and access
is allowed or denied based on this IP address. On networks where authentication based on IP address will not work, you
can use the transparent web proxy to apply web authentication that is based on the user's browser and not on their IP
address. This authentication method allows you to identify individual users even if multiple users on your network are
connecting to the FortiProxy unit from the same IP address.

Explicit web proxy topologies
You can configure a FortiProxy unit to be an explicit web proxy server for Internet web browsing of IPv4 and IPv6 web
traffic. To use the explicit web proxy, users must add the IP address of the FortiProxy interface configured for the explicit

web proxy to their web browser proxy configuration.

Explicit web proxy topology

Private
Network

If the FortiProxy unit supports web caching, you can also add web caching to the security policy that accepts explicit web
proxy sessions. The FortiProxy unit then caches Internet web pages on a hard disk to improve web browsing
performance.

Explicit web proxy with web caching topology
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WAN optimization

FortiProxy WAN optimization consists of a number of techniques that you can apply to improve the efficiency of
communication across your WAN. These techniques include protocol optimization, byte caching, web caching, SSL
offloading, and secure tunneling. Protocol optimization can improve the efficiency of traffic that uses the CIFS, FTP,
HTTP, or MAPI protocol, as well as general TCP traffic. Byte caching caches files and other data on FortiProxy units to
reduce the amount of data transmitted across the WAN. Web caching stores web pages o FortiProxy units to reduce
latency and delays between the WAN and web servers. SSL offloading offloads SSL decryption and encryption from web
servers onto FortiProxy SSL acceleration hardware. Secure tunneling secures traffic as it crosses the WAN.

You can apply different combinations of these WAN optimization techniques to a single traffic stream depending on the
traffic type. For example, you can apply byte caching and secure tunneling to any TCP traffic. For HTTP and HTTPS
traffic, you can also apply protocol optimization and web caching.

You can configure a FortiProxy unit to be an explicit web proxy server for both IPv4 and IPv6 traffic and an explicit FTP
proxy server. Users on your internal network can browse the Internet through the explicit web proxy server or connect to
FTP servers through the explicit FTP proxy server. You can also configure these proxies to protect access to web or FTP
servers behind the FortiProxy unit using a reverse proxy configuration.

Web caching can be applied to any HTTP or HTTPS traffic, this includes normal traffic accepted by a security policy,
explicit web proxy traffic, and WAN optimization traffic.

You can also configure a FortiProxy unit to operate as a Web Cache Communication Protocol (WCCP) client or server.
WCCP provides the ability to offload web caching to one or more redundant web caching servers.

FortiProxy units can also apply security profiles to traffic as part of a WAN optimization, explicit web proxy, explicit FTP
proxy, web cache and WCCP configuration. Security policies that include any of these options can also include settings
to apply all forms of security profiles supported by your FortiProxy unit.

To check how much memory has been allocated for the WAN-optimization daemon (WAD), use the diagnose wad
memory track [<mem-id>] command.

WAN optimization supports TLS 1.3.

WAN optimization transparent mode

WAN optimization is transparent to users. This means that with WAN optimization in place, clients connect to servers in
the same way as they would without WAN optimization. However, servers receiving packets after WAN optimization
“see” different source addresses depending on whether or not transparent mode is selected for WAN optimization. If
transparent mode is selected, WAN optimization keeps the original source address of the packets, so servers appear to
receive traffic directly from clients. Routing on the server network should be configured to route traffic with client source
IP addresses from the server-side FortiProxy unit to the server and back to the server-side FortiProxy unit.

S ! ’, Some protocols, for example CIFS, may not function as expected if transparent mode is not
q selected. In most cases, for CIFS WAN optimization you should select transparent mode and
- make sure the server network can route traffic as described to support transparent mode.

If transparent mode is not selected, the source address of the packets received by servers is changed to the address of
the server-side FortiProxy unit interface that sends the packets to the servers. So servers appear to receive packets from
the server-side FortiProxy unit. Routing on the server network is simpler in this case because client addresses are not
involved. All traffic appears to come from the server-side FortiProxy unit and not from individual clients.
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NP Do not confuse WAN optimization transparent mode with FortiProxy transparent mode. WAN
q optimization transparent mode is similar to source NAT. FortiProxy transparent mode is a
- system setting that controls how the FortiProxy unit processes traffic. See Transparent and
- NAT/route modes on page 14.

WAN optimization topologies

The WAN optimization topologies are described in the following sections:

» Basic WAN optimization topology

o Out-of-path WAN optimization topology
o Topology for multiple networks

« WAN optimization with web caching

Basic WAN optimization topology

The basic FortiProxy WAN optimization topology consists of two FortiProxy units operating as WAN optimization peers
intercepting and optimizing traffic crossing the WAN between the private networks.

Security device and WAN optimization topology

Private Security and Security and Private
Network WAN optimization WAN optimization Network
m WAN m
B »

WAN optimization tunnel

FortiProxy units can be deployed as security devices that protect private networks connected to the WAN and also
perform WAN optimization. In this configuration, the FortiProxy units are configured as typical security devices for the
private networks and are also configured for WAN optimization. The WAN optimization configuration intercepts traffic to
be optimized as it passes through the FortiProxy unit and uses a WAN optimization tunnel with another FortiProxy unit to
optimize the traffic that crosses the WAN.

You can also deploy WAN optimization on single-purpose FortiProxy units that only perform WAN optimization. In the
out of path WAN optimization topology shown below, FortiProxy units are located on the WAN outside of the private
networks. You can also install the WAN optimization FortiProxy units behind the security devices on the private
networks.

The WAN optimization configuration is the same for FortiProxy units deployed as security devices and for single-purpose
WAN optimization FortiProxy units. The only differences would result from the different network topologies.
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Out-of-path WAN optimization topology

In an out-of-path topology, one or both of the FortiProxy units configured for WAN optimization are not directly in the
main data path. Instead, the out-of-path FortiProxy unit is connected to a device on the data path, and the device is
configured to redirect sessions to be optimized to the out-of-path FortiProxy unit.

The following out-of-path FortiProxy units are configured for WAN optimization and connected directly to FortiProxy units
in the data path. The FortiProxy units in the data path use a method such as policy routing to redirect traffic to be
optimized to the out-of-path FortiProxy units. The out-of-path FortiProxy units establish a WAN optimization tunnel
between each other and optimize the redirected traffic.

Out-of-path WAN optimization

Private Private
Network Security Security Network

= WAN ' —

Out-of-path B > Out-of-path
WAN optimization WAN optimization tunnel WAN optimization

One of the benefits of out-of-path WAN optimization is that out-of-path FortiProxy units only perform WAN optimization
and do not have to process other traffic. An in-path FortiProxy unit configured for WAN optimization also has to process
other non-optimized traffic on the data path.

The out-of-path FortiProxy units can operate in NAT/Route or transparent mode.

Other out-of-path topologies are also possible. For example, you can install the out-of-path FortiProxy units on the
private networks instead of on the WAN. Also, the out-of-path FortiProxy units can have one connection to the network
instead of two. In a one-arm configuration such as this, security policies and routing have to be configured to send the
WAN optimization tunnel out the same interface as the one that received the traffic.

Topology for multiple networks

As shown in the following figure, you can create multiple WAN optimization configurations between many private
networks. Whenever WAN optimization occurs, it is always between two FortiProxy units, but you can configure any
FortiProxy unit to perform WAN optimization with any of the other FortiProxy units that are part of your WAN.
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WAN optimization among multiple networks

WAN opt  Security
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Security and : Network _
WAN opt S . Security
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Network Network
- WAN opt Out-of-path
. tunnels WAN optimization
Security and
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Private
Network

You can also configure WAN optimization between FortiProxy units with different roles on the WAN. FortiProxy units
configured as security devices and for WAN optimization can perform WAN optimization as if they are single-purpose
FortiProxy units just configured for WAN optimization.

WAN optimization with web caching

You can add web caching to a WAN optimization topology when users on a private network communicate with web
servers located across the WAN on another private network.
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WAN optimization with web-caching topology

. Security, 3
Private Security and WAN optimization, ~ Private Network
Network WAN optimization and web caching with web servers
m WAN m
........................ »

WAN optimization tunnel

The topology above is the same as that shown in Basic WAN optimization topology on page 21 with the addition of web
caching to the FortiProxy unit in front of the private network that includes the web servers. You can also add web caching
to the FortiProxy unit that is protecting the private network. In a similar way, you can add web caching to any WAN
optimization topology.

Web caching

Web caching is a form of object caching that accelerates web applications and web servers by reducing bandwidth
usage, server load, and perceived latency.

Web caching involves storing HTML pages, images, videos, servlet responses, and other web-based objects for later
retrieval. These objects are stored in the web cache storage location defined by the config system storage
command. You can also go to System > Advanced to view the storage locations on the FortiProxy unit hard disks in the
System Storage Setting section.

There are three significant advantages to using web caching to improve HTTP performance:

» Reduced bandwidth consumption because fewer requests and responses go over the WAN or Internet
+ Reduced web server load because there are fewer requests for web servers to handle

« Reduced latency because responses for cached requests are available from a local FortiProxy unit instead of from
across the WAN or Internet

When enabled in a web-caching policy, the FortiProxy unit caches HTTP traffic processed by that policy. A web-caching
policy specifies the source and destination addresses and destination ports of the traffic to be cached.

Web caching caches compressed and uncompressed versions of the same file separately. If the HTTP considers the
compressed and uncompressed versions of a file as the same object, only the compressed or uncompressed file will be
cached.

You can deploy a mix of hardware and virtual appliances, operating together and managed from a common centralized
management platform. FortiProxy high-performance web-caching virtual appliances address bandwidth saturation, high
latency, and poor performance caused by caching popular internet content locally for carriers, service providers,
enterprises and educational networks.
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The FortiProxy unit supports the following:

o KVM hypervisor
« VMware hypervisor
« Xen hypervisor
» Hyper-V hypervisor

Collaboration web caching

Collaboration web caching allows multiple FortiProxy units within one organization to share all cached objects.

Cache-sharing requests are broadcasted from one FortiProxy unit to one or more destination FortiProxy units to prevent
loops. The first FortiProxy unit to respond to a cache-sharing request is accepted, and the rest of the responses are
ignored. Cache data from a remote (destination) FortiProxy unit participating in collaboration web caching is not saved to
the local (source) FortiProxy disk; instead the data is saved to the local memory cache.

NOTE: Sending and receiving cache-sharing requests can impact the performance of FortiProxy units that participate in
collaboration web caching. The performance impact depends on how many cache-sharing requests are being handled.

Use the following commands to connect a source FortiProxy unit to a destination FortiProxy unit for collaboration web
caching:

config wanopt cache-service
set collaboration enable
set device-id “fch-1"
config dst-peer
edit “peer-id”
set 1p XXX.XXX.XXX.XXX
next
end
end

Use the following commands to identify all FortiProxy units participating in collaboration web caching:

config wanopt cache-service
set collaboration enable
set device-id “peer-id”
set acceptable-peers any
end

Use the following commands to allow a FortiProxy unit to accept cache-sharing requests:

config wanopt cache-service
set collaboration enable
set acceptable-peers any
end

For example, use the following commands to allow a destination FortiProxy unit to accept cache-sharing requests from a
single source FortiProxy unit:
config wanopt cache-service

set collaboration enable

set acceptable-peers src-peer

set device-id “peer-id”

config src-peer
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edit “fch-1”
set 1p XXX.XXX.XXX.XXX
next
end

Web-caching topologies

FortiProxy web caching involves one or more FortiProxy units installed between users and web servers. The FortiProxy
unit can operate in both Network Address Translator (NAT) and transparent modes. The FortiProxy unit intercepts HTTP
requests for web objects accepted by web cache policies, requests the web objects from the web servers, caches the
web objects, and returns the web objects to the users. When the FortiProxy unit intercepts subsequent requests for
cached web pages, the FortiProxy unit contacts the destination web server just to check for changes.

Most commonly the topology uses a router to route HTTP and HTTPS traffic to be cached to one or more FortiProxy
units. Traffic that should not be cached bypasses the FortiProxy units. This is a scalable topology that allows you to add
more FortiProxy units if usage increases.

Web-caching topology with web traffic routed to FortiProxy units

WAN, LAN,
or Internet

Web server

network || network

FortiProxy units
(web cache)

Private

You can also configure reverse proxy web caching. In this configuration, users on the Internet browse to a web server
installed behind a FortiProxy unit. The FortiProxy unit intercepts the web traffic (HTTP and HTTPS) and caches pages
from the web server. Reverse proxy web caching on the FortiProxy unit reduces the number of requests that the web
server must handle, leaving it free to process new requests that it has not serviced before. Because all traffic is to be
cached, the FortiProxy unit can be installed in transparent mode directly between the web server and the Internet.

Reverse proxy web-caching topology

FortiProxy unit /7
(reverse proxy Web server
web cache) network

WAN, LAN,
or Internet

Internet users

The reverse proxy configuration can also include a router to route web traffic to a group of FortiProxy units operating in
transparent mode. This solution for reverse proxy web caching is also scalable.
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Reverse proxy web-caching topology with web traffic routed to FortiProxy unit

WAN, LAN,
or Internet

Internet users

Web server

network

FortiProxy units
(reverse proxy
web cache)

When web objects and video are cached on the FortiProxy hard disk, the FortiProxy unit returns traffic back to client
using the cached object from cache storage. The clients do not connect directly to the server.

When web objects and video are not available in the FortiProxy hard disk, the FortiProxy unit forwards the request to
original server. If the HTTP response indicates it is a object that can be cached, the object is forwarded to cache storage,
and the HTTP request is served from cache storage. Any other HTTP request for the same object will be served from
cache storage as well.

The FortiProxy unit forwards HTTP responses that cannot be cached from the server back to the client that originated
the HTTP request.

All non-HTTP traffic and HTTP traffic that is not cached by FortiProxy will pass through the unit. HTTP traffic is not
cached by the FortiProxy unit if a web cache policy has not been added for it.

WCCP

You can also configure a FortiProxy unit to operate as a Web Cache Communication Protocol (WCCP) client. WCCP
provides the ability to offload web caching to one or more redundant web-caching servers.

WCCP topology

You can operate a FortiProxy unit as a WCCP cache engine. As a cache engine, the FortiProxy unit returns the required
cached content to the client web browser. If the cache server does not have the required content, it accesses the
content, caches it, and returns the content to the client web browser.
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WCCP topology

WCCP router

Client web
browsers

FortiProxy units
operating as
WCCP cache

servers

WCCP is transparent to client web browsers. The web browsers do not have to be configured to use a web proxy.
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The dashboard provides a location to view real-time system information. By default, the dashboard displays the key
statistics of the FortiProxy unit itself, providing the memory and CPU status, licenses, and current number of sessions.

The dashboard provides a Network Operations Center (NOC) view with a focus on alerts. Widgets are interactive; by
clicking or hovering over most widgets, you can get additional information or follow links to other pages.

To access the main dashboard, go to Dashboard > Status.
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The following widgets are displayed:

» System Information
» Licenses

Virtual Machine
FortiGate Cloud
Security Fabric
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¢ Administrators

« CPU

* Memory

* Proxy Sessions

« Advanced Threat Protection Statistics

You can add the following FortiView widgets to the dashboard:

» FortiView Applications

» FortiView Cloud Applications

» FortiView Countries/Regions

» FortiView Destination Firewall Objects
» FortiView Destination Interfaces

« FortiView Destination Owners

» FortiView Destinations

» FortiView Interface Pairs

» FortiView Policies

» FortiView Search Phrases

» FortiView Servers

» FortiView Sessions

» FortiView Source Firewall Objects
» FortiView Source Interfaces

» FortiView Sources

» FortiView Sources - WAN

» FortiView Traffic Shaping

» FortiView VPN

» FortiView Web Categories

» FortiView Web Sites

This section describes the following:

« Managing widgets

» System Information widget

« Licenses widget

« Virtual Machine widget

« FortiProxy Cloud widget

» Security Fabric widget

« Administrators widget

« CPU widget

* Memory widget

» Sessions widget

e SSL-VPN widget

* IPSec widget

e Forward Server Monitor widget
» License Sharing Information widget
« License Usage History widget
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» Sensor Information widget
¢ User dropdown menu
¢ GUIl-based global search

Managing widgets

To rearrange widgets on the dashboard, drag the widgets by their title bars.

All widgets have the following two title bar options:

Resize Select the size of the widget.

Remove Remove the widget from the dashboard.

To add a FortiView widget to a dashboard:

1. Goto Dashboard > Status.

2. Atthe top the dashboard, click Add Widget.

3. Click + for the FortiView widget that you want to add.
The Add Dashboard Widgetwindow opens.

Add Dashboard Widget - FortiView Cloud Applications

Fabric member €@ JDEEIIM Specify

Time Period Now -
Visualization BB Table View R AETESE e
Sort By Bytes v

Add Widget Back

Click Specify if you want the widget to monitor all FortiProxy units instead of a single FortiProxy unit.
Select the time period to display.

Select Table View or Bubble Chart.

Select the Sort By value.

Click Add Widget.

The new widget is displayed in the main dashboard.

9. Click Close.

© N o o &
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System Information widget

T
1

System Information
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The System Information widget displays general system information, such as the FortiProxy unit serial number, firmware
version, host name, and system time. Clicking on the widget provides you links to two other pages:

« To configure settings, go to System > Settings.
o To update the firmware version, go to System > Firmware.

Hostname The host name of the current FortiProxy unit.

Serial Number The serial number of the FortiProxy unit. The serial number is specific to that unit
and does not change with firmware upgrades.

Firmware The version of the firmware currently installed on the FortiProxy unit. To update
the firmware version, go to System > Firmware.

By installing an older firmware image, some system settings might be lost. You
should always back up your configuration before changing the firmware image. To
back up your configuration, go to <user_name> > Configuration > Backup.

You must register your unit with Fortinet Customer Support to access firmware

updates for your model. For more information, go to https://support.fortinet.com or
contact Fortinet Customer Service & Support.

Mode The current operating mode of the FortiProxy unit. A unit can operate in NAT
mode or transparent mode.

System Time The current date and time according to the FortiProxy unit’s internal clock.
Uptime The time in days, hours, and minutes since the FortiProxy unit was started.
WAN IP The WAN IP address and location. Additionally, if the WAN IP is blocked in the

FortiGuard server, there is a notification in the notification area, located in the
upper right-hand corner of the Dashboard. Clicking on the notification opens a
window with the relevant blocklist information.
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Dashboard

Licenses widget

4
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A Firmware & General Updates

® IPS

The Licenses widget displays the statuses of your licenses and FortiGuard subscriptions. It also allows you to update
your device’s registration status and FortiGuard definitions.

Hovering over the Licenses widget displays status information for Subscription License, Content Analysis, FortiCare
Support, IPS, AntiVirus, and Web Filtering. Clicking on each license provides links to renew, register, subscribe, or add
your FortiCare contract number.

Go to System > FortiGuard to register for FortiCare Support, upgrade databases, and view details. See FortiGuard on
page 502.
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Virtual Machine widget

Virtual Machine iv
@ FPXVUL License
Allocated vCPUs 1
Allocated RAM 2 GiB

This widget displays license information, number of allocated vCPUs, and how much RAM has been allocated.

FortiProxy Cloud widget

LLL]
|

FortiProxy Cloud

Status WNERGIETMH 45 A tivate

This widget displays the FortiProxy Cloud status and provides a link to activate FortiProxy Cloud.
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Security Fabric widget
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Security Fabric
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You can hover over the icons along the top of the Security Fabric widget to get a quick view of the status of various

components of in the Security Fabric. Hover over the host name to display system information.

Click on an icon for a link to configure the settings for that component.

Administrators widget

LLE]
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Administrators
G HTTPS @ FortiExplorer

admin super_
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This widget allows you to view which administrators are logged in and how many sessions are active. Clicking on the
widget provides you a link to a page displaying active administrator sessions.

CPU widget
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The real-time CPU usage is displayed for different time frames. Select the time frame from the drop-down list at the top
of the widget. Hovering over any point on the graph displays the average CPU usage along with a time stamp.

Memory widget
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Real-time memory usage is displayed for different time frames. Select the time frame from the drop-down list at the top of
the widget. Hovering over any point on the graph displays the percentage of memory used along with a time stamp.
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Sessions widget
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This widget allows you to view how many proxy sessions are active. Select the time frame from the drop-down list at the
top of the widget. Select whether to display /Pv4, IPv6, or IPv4 + IPv6 sessions. Hovering over any point on the graph
displays the number of proxy sessions with a time stamp.

SSL-VPN widget

The SSL-VPN widget now includes Duration and Connection Summary charts. The widget also identifies users who
have not enabled two-factor authentication.

To view the SSL-VPN widget:

Go to Dashboard and click Add Widget.

Under Network, click SSL-VPN.

Click Default or specify the FortiProxy unit.

Click Add Widget.

Click Close.

The SSL-VPN overview widget is displayed.

A warning appears when at least one VPN user has not enabled two-factor authentication.

7. Hover over the widget and click Expand to full screen. The Duration and Connection Summary charts are displayed
at the top of the monitor.

o gkl owbd-=

A warning appears in the Username column when a user has not enabled two-factor authentication.
8. Right-click a user to End Session, Locate on VPN Map, Show Matching Logs, and Show in FortiView.
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IPSec widget

The IPsec widget displays information about Phase 1 and Phase 2 tunnels. The widget also identifies users who have
not enabled two-factor authentication.

To view the IPSec widget:

Go to Dashboard and click Add Widget.
Under Network, click IPsec.

Click Default or specify the FortiProxy unit.
Click Add Widget.

Click Close.

The IPsec overview widget is displayed.

No ah~obdh-=

Hover over the widget and click Expand to full screen. A warning appears when an unauthenticated user is
detected.
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Forward Server Monitor widget

Forward Server Monitor
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This widget allows you to monitor the forward server status, connections, and hits. Hover over the graph or server name
in the widget to get a quick view of the server status. Forward servers with Health Check disabled will always be Up in the

Forward column. When such a forward server is part of a server group, it serves as a backup option when no other

server is up and running.

The State column is added in 7.2.4 to provide more specific state information about the forward server. The following

states are available:

» pending—Initial state of all forward servers. A pending forward server can mean one of the following:

» The state of the forward server is unknown, which means no connection has been established yet or the state

has not been updated yet.
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» The forward server is running but pending FQDN resolve. FQDN resolve failure triggers a state change to
down.

» try_once—For forward servers in down state with Health Monitor disabled, FortiProxy periodically switches its state
from down to try_once to verify the latest status of the server to avoid situations where a server in down state is
ignored in all subsequent health state checks.

» busy—The forward server is running but unstable.

» down—The forward server is not running and connections are blocked.

See Create or edit a forwarding server on page 74 for more information about how to enable and configure health
monitoring for the forward server.

License Sharing Information widget

FortiProxy shares available seats among devices in HA on page 469 active-passive mode or in a Security Fabric on
page 521 group with license sharing enabled. The License Sharing Information widget displays the total number of
available licenses, and the numbers used by the devices in the license pool. Click on a specific section in the chart for
more details about the license usage.

In FortiProxy 7.2.4 and earlier, the widget displays license sharing information of the SWG Bundle license type only. See
example below.

Q
q

License Sharing Infomation

Wy

License Used By Devices

W Availabe

[E FPXVULTM22000026
[l FPXVULTM22000016
[ FG6H1ETE20901099

FortiProxy 7.2.5 adds support for displaying Browser Isolation (FNBI) and Content Analyses on page 342 (FCAS)
license sharing information in the widget. See example below.

€| License Sharing Infomation s Z i

SWG Bundle Browser Isolation Content Analysis

Device Device Type + Purchased & Used * Allocated %
£ e

SWG Bundle Available License: 36

Browser Isolation Available License: 1
Content Analysis Available License: 1
[E] Browser Isolation @

FPXVUL2020052010 fortiproxy 1 1 o
FPYVUL2020052022 fortiproxy 1 o 2
[E Content Analysis €

FPXVUL2020052010 fortiproxy 1 1 [

FPXVUL2020052022 fortiproxy 1 0 2
& SwGBundle @

FPXVUL2020052010 fortiproxy 20 4 5

FPXVUL2020052022 fortiproxy 20 0 2
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Refer to the FortiProxy datasheet for more information about different license types. See the License Sharing
Deployment Guide for more information about how license sharing works and how to configure license sharing to meet
your needs.

License Usage History widget

License Usage History Local SWG Bundle License ~ 15seconds~ [% FPX-SF-Active i~

Local SWG Bundle License
Local Browser Isolation License

Local Content Analysis License

Global SWG Buw License

Global Browser Isolation License

Global Centent Analysis License

0
Jul12 2023, 20:00:00 Jul 12 2023, 20:01:00 Jul 12 2023, 20:02:00 Jul 12 2023, 20:03:00 Jul 122023, 20:04:00

The License Usage History widget displays the global or local license usage history of the following license types ata
certain interval:

» SWG Bundle License

» Browser Isolation License

« Content Analysis License

Use the filter at the top to display license usage data for a specific license type. Configure the interval at the top-right
corner with the following options: 15 seconds, 5 minutes, 1 hour, 1 day, 1 week, 1 month, or 1 year.

For each timestamp, the widget displays the following values:

* Min Usage—Minimum number of license seats used during the past interval.
* Max Usage—Maximum number of license seats used during the past interval.
» Average Usage—Average number of license seats used during the past interval.
Refer to the FortiProxy datasheet for more information about different license types. See the License Sharing

Deployment Guide for more information about how license sharing works and how to configure license sharing to meet
your needs.
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Sensor Information widget

LLE]
4

Sensor Information

Power Supply & Normal

This widget allows you to view the status of power supply sensor in the hardware system. You can click on the status
icon in the widget for more detailed information about the status, such as the real-time and expected power supply
voltage values.

Sensor List - Power Supply

Name = Description Status & Value =

PSU1 Main 12V power supply #1 @ Normal 1213V
PSU2 Main 12V power supply #2 @ Normal 1213V
5VCC Main 5V power supply @ Normal 497V
3.3VCC Main 3.3V power supply © Normal 3.32v
VBAT Battery power supply @ Normal 313V
Vepul CPU #1voltage @ Normal 18V
Vepu2 CPU #2 voltage @ Normal 1.8V
VDIMMAB Memory channel 1 voltage & Normal 119V
VDIMMCD Memory channel 2 voltage @ Normal 118V
VDIMMEF Memory channel 3 voltage @ Normal 119V
VDIMMGH Memory channel 4 voltage @ Normal 119V
5VSB 5V standby & Normal 505V
3.3V5B 3.3V standby @ Normal 34V
1.5V PCH 1.5V platform controller voltage @ Normal 152V
1.2V BMC 1.2V baseboard controller voltage @ Normal 121V
1.05V PCH 1.05V platform controller voltage @ Normal 1.04V
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A\,
S L4
q This widget is available only for FPX-2000E/4000E/2000G/4000G units.

User dropdown menu

In the right corner of the FortiProxy title bar, the user dropdown menu provides the following actions:

Reboot the system.

Shut down the system.

Upload anew version of the FortiProxy firmware or restore an older firmware version.
Back up your FortiProxy configuration.

Restore a saved FortiProxy configuration.

Check the available versions of your saved FortiProxy configurations.

Upload or run a script.

Change your password.

Log out.

GUI-based global search

The global search option in the GUI allows users to search for keywords appearing in objects and navigation menus to
quickly access the object and configuration page. Click the magnifying glass icon in the top-left corner of the banner to
access the global search.

="= FortiProxy 400E

& Dashboard Y | 4 Add Widget

Status

The global search includes the following features:

» Keep a history of frequent and recent searches

« Sort results alphabetically by increasing or decreasing order, and relevance by search weight

» Search by category

« Search in Security Fabric members (accessed by the Security Fabric members dropdown menu in the banner)
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FortiView

FortiView is a comprehensive monitoring system for your network that integrates real-time and historical data into a
single view on your FortiProxy unit. It can log and monitor threats to networks, filter data on multiple levels, keep track of
administrative activity, and more.

FortiView allows you to use multiple filters within the consoles, enabling you to narrow your view to a specific time (up to
24 hours in the past), by user ID or local IP address, by application, and in many more ways.

FortiView can be used to investigate traffic activity, such as user uploads/downloads or videos watched on YouTube, on
a network-wide, user group, and individual-user level, with information relayed in both text and visual format. FortiView
makes it easy to get an actionable picture of your network’s Internet activity.

This section covers the following topics:

» FortiView dependencies on page 44
» FortiView interface on page 46
» FortiView consoles on page 47

FortiView dependencies

By default, FortiView is enabled on FortiProxy units. You will find the FortiView consoles in the main menu.

Most FortiView consoles require the user to enable several features to produce data. The following table summarizes the
dependencies:

FortiView Console Dependencies

FortiView Applications ¢ Application control profile added to a policy
* Logging device set up and enabled
 Historical FortiView enabled
« Traffic logging enabled in a policy

FortiView Cloud Applications ¢ Logging device set up and enabled
¢ Historical FortiView enabled
« Traffic logging enabled in a policy
¢ Full SSL inspection enabled for all protocols in an SSL/SSH Inspection
profile
¢ Application Control profile and Full SSL Inspection profile added to the same
policy

FortiView Countries/Regions » Logging device set up and enabled
 Historical FortiView enabled
 Traffic logging enabled in a policy

FortiView Destination Firewall ¢ Logging device set up and enabled
Objects  Historical FortiView enabled
 Traffic logging enabled in a policy
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FortiView Console

FortiView Destination Interfaces

FortiView Destination Owners

FortiView Destinations

FortiView Interface Pairs

FortiView Policies

FortiView Search Phrases

FortiView Servers

FortiView Sessions

FortiView Source Firewall

Objects

FortiView Source Interfaces

FortiView Sources

FortiView Sources - WAN

FortiView Traffic Shaping
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Dependencies

Logging device set up and enabled
Historical FortiView enabled
Traffic logging enabled in a policy

Logging device set up and enabled
Historical FortiView enabled
Traffic logging enabled in a policy

Logging device set up and enabled
Historical FortiView enabled
Traffic logging enabled in a policy

Logging device set up and enabled
Historical FortiView enabled
Traffic logging enabled in a policy

Logging device set up and enabled
Historical FortiView enabled
Traffic logging enabled in a policy

FortiGuard categories enabled in a Web Filter profile
Logging device set up and enabled

Historical FortiView enabled

Traffic logging enabled in a policy

Log all search keywords enabled in a Web Filter profile
Profile-based NGFW mode

Logging device set up and enabled
Historical FortiView enabled
Traffic logging enabled in a policy

Disk logging enabled
Traffic logging enabled in a policy

Logging device set up and enabled
Historical FortiView enabled
Traffic logging enabled in a policy

Logging device set up and enabled
Historical FortiView enabled
Traffic logging enabled in a policy

Logging device set up and enabled
Historical FortiView enabled
Traffic logging enabled in a policy

Logging device set up and enabled
Historical FortiView enabled
Traffic logging enabled in a policy

Enable traffic-shaping feature
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FortiView Console Dependencies

¢ Disk logging enabled
» Historical FortiView enabled

FortiView Web Categories e FortiGuard categories enabled in a Web Filter profile
« Web Filter profile added to a policy
 Traffic logging enabled in a policy
« Logging device set up and enabled
 Historical FortiView enabled

FortiView Web Sites  FortiGuard categories enabled in a Web Filter profile
e Web Filter profile added to a policy
 Traffic logging enabled in a policy
* Logging device set up and enabled
 Historical FortiView enabled

FortiView VPN * Logging device set up and enabled
 Historical FortiView enabled
 Traffic logging enabled in a policy

To enable disk logging and historical FortiView:

1. GotoLog & Report > Log Settings.
2. Under Local Log, enable Disk and Enable Historical FortiView.
3. Click Apply.

FortiView interface

FortiView lets you access information about the traffic activity on your FortiProxy unit, visually and textually. FortiView is
broken up into several consoles, each of which features a top menu bar and a graph window, as seen in the following

image:
FortiView Policies by Bytes & 24hours~ & i~
| © AddFilter
25.00MB
/' Bytes Sent

20.00M8 Bytes Receive
15.00 MB
10.00 MB

5.00 MB

oB b
18:00 20:00 22:00 00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00
Policy Policy Type Source Interface Destination Interface Bytes w Sessions «

1 Proxy ™ _portl ® _port1 4479MB 1 819

Depending on the FortiView console, the top menu bar contains various controls:
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Refresh button, which updates the data displayed

Add Filter button, for filtering the data by category

Filter buttons to select what data to view

View drop-down menu to select Table View or Bubble Chart

Time Display drop-down menu (options: 5 minutes, 1 hour, or 24 hours; if you are using FortiAnalyzer, you can
select longer time periods)

Dashboard widget drop-down menu
Settings button
Information icon

FortiView consoles

This section briefly describes the consoles available in FortiView:

FortiView Applications console on page 48 displays applications used on the network that have been recognized by
Application Control and allows you to view what sort of applications individual employees are using.

FortiView Cloud Applications console on page 48 displays Web/Cloud Applications used on the network and allows
you to access detailed data on cloud application usage, for example, YouTube.

FortiView Countries/Regions console on page 48 provides a geographical display of threats, in real time, from
international sources as they arrive at your FortiProxy unit.

FortiView Destination Firewall Objects console on page 49 displays the top traffic sessions aggregated by
destination object.

FortiView Destination Interfaces console on page 49 displays the number of destination interfaces connected to
your network, how many sessions there are in each interface, and what sort of traffic is occurring.

FortiView Destination Owners console on page 49 displays the top traffic sessions aggregated by owner.
FortiView Destinations console on page 49 displays the top traffic sessions aggregated by destination.
FortiView Interface Pairs console on page 49 displays the top traffic sessions aggregated by interface pair.

FortiView Policies console on page 49 displays what policies are in affect on your network, what their source and
destination interfaces are, how many sessions are in each policy, and what sort of traffic is occurring.

FortiView Search Phrases console on page 50 displays the top traffic sessions aggregated by website search
phrase.

FortiView Servers console on page 50 displays the top servers aggregated by server address.

FortiView Sessions console on page 50 displays complete information on all FortiProxy sessions, with the ability to
filter sessions by port number and application type.

FortiView Source Firewall Objects console on page 51 displays the top traffic sessions aggregated by source
object.

FortiView Source Interfaces console on page 51 displays the number of source interfaces connected to your
network, how many sessions there are in each interface, and what sort of traffic is occurring.

FortiView Sources console on page 51 displays detailed information on the sources of traffic passing through the
FortiProxy unit so that you can investigate an unusual spike in traffic to determine which user is responsible.

FortiView Sources - WAN console on page 51 displays the top traffic sessions for interfaces with a role of WAN,
aggregated by source.

FortiView Traffic Shaping console on page 52 displays the top traffic sessions aggregated by traffic shaper.
FortiView VPN console on page 52 displays the top traffic sessions aggregated by VPN user.
FortiView Web Categories console on page 52 displays the top traffic sessions aggregated by website category.
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« FortiView Web Sites console on page 52 displays web sites visited as part of network traffic that have been
recognized by Web Filtering so that you can investigate instances of proxy avoidance, which is the act of
circumventing blocks using proxies.

FortiView Applications console

The FortiView Applications console provides information about the applications being used on your network.

This console can be sorted by sessions or bytes. The data can be filtered by 5 minutes, 1 hour, or 24 hours. You can
select which applications are displayed.

Ay
‘Q' For information to appear in the FortiView Applications console, Application Control must be
- enabled in a policy.

FortiView Cloud Applications console

The FortiView Cloud Applications console provides information about the cloud applications being used on your network.
This includes information such as:

« The names of videos viewed on YouTube (visible by hovering the cursor over the session entry)
» Filed uploaded and downloaded from cloud hosting services such as Dropbox
» Account names used for cloud services

Two different views are available for the Cloud Applications: Applications and Users (located in the top menu bar next to
the time periods). Applications shows a list of the programs being used. Users shows information on the individual users
of the cloud applications, including the username, if the FortiProxy unit was able to view the login event.

You can sort the data by bytes, sessions, or files (up or down). The data can be filtered by 5 minutes, 1 hour, or 24 hours.
You can select which cloud applications are displayed.

s‘é’, For information to appear in the Cloud Applications console, an application control profile (that

has Deep Inspection of Cloud Applications enabled) must be enabled in a policy, and SSL
Inspection must use deep-inspection.

FortiView Countries/Regions console

The FortiView Countries/Regions console displays network activity by geographic region. Threats from various
international destinations will be shown, but only those arriving at your destination, as depicted by the FortiProxy unit.
You can place your cursor over the FortiProxy’s location to display the device name, IP address, and the city
name/location.

The color gradient of the darts on the map indicate the traffic risk, where red indicates the more critical risk.

This console can be sorted by bytes, sessions, or threat scores. The data can be filtered by 5 minutes, 1 hour, or 24
hours.

FortiProxy 7.2.8 Administration Guide
Fortinet Inc.



FortiView Destination Firewall Objects console

The FortiView Destination Firewall Objects console displays the top destination firewall objects. You can drill down by
destination object.

This console leverages UUIDs to resolve firewall object address names for improved usability, which requires address
objects’ UUIDs to be logged.

To enable address object UUID logging in the CLI:

config system global
set log-uuid-address enable
end

This console can be sorted by sessions or bytes. The data can be filtered by 5 minutes, 1 hour, or 24 hours.

FortiView Destination Interfaces console

The FortiView Destination Interfaces console lists the total number of destination interfaces connected to your network,
how many sessions there are in each interface, and the number of bytes sent.

This console can be sorted by bytes or sessions. The data can be filtered by 5 minutes, 1 hour, or 24 hours.

FortiView Destination Owners console

The FortiView Destination Owners console displays the top destination owners. This console can be sorted by bytes or
sessions. The data can be filtered by 5 minutes, 1 hour, or 24 hours.

FortiView Destinations console

The FortiView Destinations console provides information about the destination IP addresses of traffic on your FortiProxy
unit, as well as the application used. You can select the country/region, destination device, or destination IP address to
display.

This console can be sorted by bytes or sessions. The data can be filtered by 5 minutes, 1 hour, or 24 hours.

FortiView Interface Pairs console

The FortiView Interface Pairs console displays the top traffic sessions aggregated by the interface pair. You can select
the destination interface or the source interface to display.

This console can be sorted by bytes or sessions. The data can be filtered by 5 minutes, 1 hour, or 24 hours.

FortiView Policies console

The FortiView Policies console shows what policies are in affect on your network, what their source and destination
interfaces are, how many sessions are in each policy, and what sort of traffic is occurring, represented in bytes sent and
received. You can select which policies to display.
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FortiView Policies by Bytes 24hours™ & i~

© Add Filter
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This console can be sorted by bytes or sessions. The data can be filtered by 5 minutes, 1 hour, or 24 hours.

FortiView Search Phrases console

The FortiView Search Phrases console displays the top search phrases, sorted by count. You can drill down by search
phrase.

The data can be filtered by 5 minutes, 1 hour, or 24 hours.

FortiView Servers console

The FortiView Servers console displays the top servers. You can drill down by the server address. You can select the
country/region, destination device, or destination IP address to display.

This console can be sorted by bytes or sessions. The data can be filtered by 5 minutes, 1 hour, or 24 hours.

FortiView Sessions console

The FortiView Sessions console displays the top sessions by traffic source and can be used to end sessions.

This console has the greatest number of column options to choose from. To choose which columns you want to view,
select the column settings cog at the far right of the columns and select your desired columns. They can then be clicked
and dragged in the order that you wish them to appear.

Some of the columns available in FortiView are only available in All Sessions. For example, the Action column displays
the type of response taken to a security event. This function can be used to review what sort of threats were detected,
whether the connection was reset due to the detection of a possible threat, and so on. This would be useful to display
alongside other columns such as the Source, Destination, and Bytes (Sent/Received) columns, as patterns or
inconsistencies can be analyzed.

Similarly, there are a number of filters that are only available in All Sessions, one of which is Protocol. This allows you to
display the protocol type associated with the selected session, for example, TCP, FTP, HTTP, HTTPS, and so on.

The FortiView Sessions console is useful when verifying open connections. For example, if you have a web browser
open to browse the Fortinet website, you would expect a session entry from your computer on port 80 to the IP address
for the Fortinet website. You can also use a session table to investigate why there are too many sessions for the
FortiProxy unit to process.

FortiProxy 7.2.8 Administration Guide
Fortinet Inc.



You can also view the session data in the CLI.

To view session data using the CLI:

# diagnose sys session list

The session table output in the CLI is very large. You can use the supported filters in the CLI to show only the data you
need.

To view session data with filters using the CLI:

# diagnose sys session filter {sintf | dintf | src | nsrc | dst | proto | sport | nport |
dport | policy | clear}

FortiView Source Firewall Objects console

The FortiView Source Firewall Objects console displays the top source firewall objects. You can drill down by source
object.

This console leverages UUIDs to resolve firewall object address names for improved usability, which requires address
objects’ UUIDs to be logged.

To enable address object UUID logging in the CLI:

config system global
set log-uuid-address enable
end

This console can be sorted by sessions or bytes. The data can be filtered by 5 minutes, 1 hour, or 24 hours.

FortiView Source Interfaces console

The FortiView Source Interfaces console lists the total number of source interfaces connected to your network, how
many sessions there are in each interface, and the number of bytes sent.

This console can be sorted by bytes or sessions. The data can be filtered by 5 minutes, 1 hour, or 24 hours.

FortiView Sources console

The FortiView Sources console provides information about the sources of traffic on your FortiProxy unit.

You can select which source devices and source IP addresses are displayed. This console can be sorted by bytes,
sessions, or threat scores. The data can be filtered by 5 minutes, 1 hour, or 24 hours.

FortiView Sources - WAN console

The FortiView Sources - WAN console displays the top traffic sessions for interfaces with a role of WAN, aggregated by
source.

You can select which source devices and source IP addresses are displayed. This console can be sorted by bytes,
sessions, or threat scores. The data can be filtered by 5 minutes, 1 hour, or 24 hours.
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FortiView Traffic Shaping console

The FortiView Traffic Shaping console displays the top traffic sessions aggregated by traffic shaper.

You can select which source devices and source IP addresses are displayed. This console can be sorted by dropped
bytes, bytes, sessions, bandwidth, or packets.

Ay
‘Q' For information to appear in the Traffic Shaping console, at least one traffic shaper and at least

one traffic-shaping policy must be configured.

FortiView VPN console

The FortiView VPN console displays the top traffic sessions aggregated by VPN user.

You can select which user names and VPN types are displayed. This console can be sorted by connections or bytes.
The data can be filtered by 5 minutes, 1 hour, or 24 hours.

FortiView Web Categories console

The FortiView Web Categories console displays the top web categories. You can drill down by category.

You can select which domains and web categories are displayed. This console can be sorted by browsing time, threat
score, bytes, or sessions. The data can be filtered by 5 minutes, 1 hour, or 24 hours.

Al
‘Q' For information to appear in the FortiView Web Categories console, web filtering must be

enabled in a policy, with FortiGuard categories enabled.

FortiView Web Sites console

The FortiView Web Sites console lists the top allowed and top blocked web sites. You can view information by domain or
by FortiGuard categories by using the options in the top right corner. Each FortiGuard category can be selected to see a
description of the category and several example sites, with content loaded from FortiGuard on demand.

You can select which domains and web categories are displayed. This console can be sorted by browsing time, threat
score, bytes, or sessions. The data can be filtered by 5 minutes, 1 hour, or 24 hours.

Al
‘Q' For information to appear in the FortiView Web Sites console, web filtering must be enabled in
- a policy, with FortiGuard categories enabled.
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Using the process monitor

The Process Monitor displays running processes with their CPU and memory usage levels. Administrators can sort,
filter, and terminate processes within the Process Monitor pane.

To access the process monitor:

1. Goto Dashboard > Status:
 Left-click in the CPU or Memory widget and select Process Monitor.
» Click the user name in the upper right-hand corner of the screen, then go to System > Process Monitor.
The Process Monitor appears, which includes a line graph, donut chart, and process list.
2. Click the + beside the search bar to view which columns can be filtered.

To kill a process within the process monitor:

1. Select a process.

2. Click the Kill Process dropdown.

3. Select one of the following options:
« Kill: the standard kill option that produces one line in the crash log (diagnose debug crashlog read).
« Force Kill: the equivalentto diagnose sys kill 9 <pid>. Thiscan be viewed in the crash log.

e Kill & Trace: the equivalentto diagnose sys kill 11 <pid>. This generates alonger crash log and
backtrace. A crash log is displayed afterwards.
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Proxy Settings

For more information about web proxy and explicit web proxy, see Deployments on page 14.
This section covers the following topics:

« Explicit Proxy on page 54

e Web Proxy Setting on page 58
» Web Proxy Profile on page 61
o Forwarding Server on page 74
o Server URL on page 79

o FTP Proxy on page 81

« Isolator Server on page 83

» Proxy Options on page 85

o SSL Keyring on page 93

Explicit Proxy

Use the explicit web proxy configuration to enable the explicit HTTP proxy on one or more Fortinet interfaces. IPv6 is

supported.
\‘ ! ’l
q IP pools support the explicit web proxy, allowing such traffic to be sourced from a range of IP
- addresses.

To configure the explicit web proxy configuration, go to Proxy Settings > Explicit Proxy.

# Edit | TE Clone Delete Search Q

Name = Status = Interface = Ref. =

web-proxy @ Enabled O any 2

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an explicit web proxy configuration. See Create or edit an explicit web
proxy on page 55.

Edit Modify settings to an explicit web proxy configuration. See Create or edit an
explicit web proxy on page 55.

Clone Copies an existing explicit web proxy configuration.
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Proxy Settings

Delete
Search
Name
Status
Interface

Ref.

Remove a proxy from the list.

Enter a search term to find in the list.

The name of the explicit web proxy configuration.
The status of the explicit web proxy configuration.
The interface to which the proxy applies.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit an explicit web proxy

Select Create New to open the Create Explicit Proxy window.
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Proxy Settings

Create Explicit Proxy

Status O

Name

Interfaces -

HTTP Incoming IP @ 0.0.0.0

HTTP Port (4]

HTTPS Port Specify +)
FTP over HTTP »

SOCKS Proxy O

S0OCKS Port Use HTTP Port eYel=leii (4]

Enable HTTP & HTTPS proxy (B

& Advanced Configuration ®

Prefer DNS Result IPvd IRV

Unknown HTTP Version € Best Effort
SEC Default Action € Accept

SSL Algorithm € High = Medium
Authentication Realm € default

|Pvé Status »

Return to Sender »

& Proxy Auto Config (PAC)

PAC Status @O

PAC Port IO Specify (4]

PAC File Content
PAC file Content can not be empty...

Select an explicit web proxy configuration and then click Edit to open the Edit Explicit Proxy window.

Configure the following settings in the Explicit Proxy window and then click OK:
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Status

Name

Interfaces

HTTP Incoming IP

HTTP Port

HTTPS Port

FTP Over HTTP

SOCKS Proxy

Enable HTTP/HTTPS proxy -
NEW

Prefer DNS Result
Unknown HTTP Version

SEC Default Action

SSL Algorithm

Authentication Realm
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This explicit web proxy configuration is enabled by default. Toggle to disable this
explicit web proxy configuration.

Enter the name of the explicit web proxy configuration.

Select the interface or interfaces that are being monitored by the explicit web
proxy from the drop-down list.

This field restricts the explicit HTTP proxy to accept sessions only from the
specified IP address.

Enter the port number that HTTP traffic from client web browsers use to connect
to the explicit proxy for the specific protocol.

Explicit proxy users must configure their web browser’s protocols proxy settings to
use this port. The default port is 8080. You can enter a maximum of eight ports.
Separate multiple ports with a comma. The range of values is 1-65535.

Select Use HTTP Port or select Specify and then enter the port number that
HTTPS traffic from client web browsers use to connect to the explicit proxy for the
specific protocol.

Explicit proxy users must configure their web browser’s protocols proxy settings to
use this port. You can enter a maximum of eight ports. Separate multiple ports
with a comma. The range of values is 1-65535.

Select this checkbox to enable FTP over HTTP for the explicit web proxy. Then
select Use HTTP Port or select Specify and enter the port number.

A\,
‘q'

Select this checkbox to enable the SOCKS proxy. Then select Use HTTP Port or
select Specify and enter the port number.

The FTP over HTTP proxy engine supports PORT mode, FTP
over HTTP CONNECT, and uploads through PUT
(UTM scanning).

Select this option to enable HTTP/HTTPS proxy. The default is enabled.

Select whether the DNS result uses an /Pv4 or IPv6 address.

You can select the action to take when the proxy server must handle an unknown
HTTP version request or message. Set the unknown HTTP version to Best Effort,
Reject, or Tunnel.

e Best Effort attempts to handle the HTTP traffic as best as it can.

* Reject treats known HTTP traffic as malformed and drops it.

Accept or deny explicit web proxy sessions when no web proxy firewall policy
exists.

Select the strength of the encryption algorithms accepted in HTTPS deep scan.

Enter an authentication realm to identify the explicit web proxy.
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IPv6 Status

Return to Sender

PAC Status

PAC Port

PAC File Content

API Preview

To use the API Preview:

The realm can be any text string of up to 63 characters. If the realm includes
spaces, you need to enclose it in quotes. When a user authenticates with the
explicit web proxy, the HTTP authentication dialog box includes the realm so that
you can use the realm to identify the explicitly web proxy for your users.

Toggle this setting if you want to use IPv6 addresses.

Toggle this setting to allow the FortiProxy to remember the MAC address of the
last hop and send responses to that MAC address instead of the default gateway.

Toggle this setting to use a proxy auto-config (PAC) file to define how web
browsers can choose a proxy server for receiving HTTP content. PAC files
include the FindProxyForURL (url, host) JavaScript function that returns a string
with one or more access method specifications. These specifications cause the
web browser to use a particular proxy server or to connect directly.

Select Use HTTP Port or select Specify and then enter the port number that traffic
from client web browsers use to connect to the explicit proxy for the specific
protocol. Explicit proxy users must configure their web browser’s protocols proxy
settings to use this port.

Select Editto make changes to a PAC file that was previously uploaded or select
Download and then select Save to save a copy of the PAC file.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.

Click Close to leave the preview.

Web Proxy Setting

Use the web proxy setting to change the global configuration of explicit web proxies.

Go to Proxy Settings > Web Proxy Setting to change the global explicit web proxy settings.

Configure the following settings and then click Apply:

Proxy FQDN

Max HTTP request length

FortiProxy 7.2.8 Administration Guide
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The FQDN for the global proxy server. This is the domain name to enter into
browsers to access the proxy server.

The maximum length of an HTTP request that can be cached, in KB. Larger
requests are rejected. The default is 8 KB.
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Max HTTP message length

Realm

Explicit Outgoing IP

Webproxy Profile

Default CA Certificate

Forward Server Affinity
Timeout

Fast Policy Match

LDAP User Cache
Strict Web Check

Forward Proxy Auth

Strict Guest

HTTPS Replacement Message

Message Upon Server Error

Trace Auth No Resp
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The maximum length of an HTTP message that can be cached, in KB. Larger
messages are rejected. The default is 32 KB.

You can enter an authentication realm to identify the explicit web proxy. The realm
can be any text string of up to 63 characters. If the realm includes spaces, enclose
itin quotes. When a user authenticates with the explicit web proxy, the HTTP
authentication dialog box includes the realm, so you can use the realm to identify
the explicitly web proxy for your users.

Enter the IP address to use as the source address for outgoing HTTP requests by
explicit web proxy. Select + to enter another IP address.

Enter the name of the web proxy profile that will be applied when explicit proxy
traffic is allowed by default and traffic is accepted that does not match an explicit

proxy policy.

Select which certificate to use as a default. The default certificate is Fortinet_ CA_
SSL.

Enter the number of minute before the traffic from the source IP address is no
longer assigned to the forwarding server. The default is 30 minutes. The range is
6-60 minutes.

The fast policy match function improves the performance of IPv4 explicit and
transparent web proxies on FortiProxy units. When enabled, after the proxy
policies are configured, the FortiProxy unit builds a fast searching table based on
the different proxy policy matching criteria. When fast policy matching is disabled,
web proxy traffic is compared to the policies one at a time from the beginning of
the policy list.

Enable or disable the LDAP user cache.

Enable or disable (by default) the blocking of web sites that send incorrect
headers that don't conform to HTTP 1.1 (see RFC 2616 for more information).
Enabling this option may block some commonly used websites.

Enable or disable (by default) the forwarding of proxy authentication headers.
Note that this option is only practical when in explicit mode, because proxy
authentication headers are always forwarded when in transparent mode. By
default, in explicit mode, proxy authentication headers are blocked by the explicit
web proxy. Therefore, enable this entry if you need to allow proxy authentication
through the explicit web proxy.

Enable or disable whether the explicit web proxy uses strict guest user checking.

Enable or disable whether a replacement message is displayed for HTTPS
requests.

Enable or disable whether a replacement message is displayed when a server
error is detected.

Enable or disable whether timed-out authentication requests are logged.
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Extended Log Enable or disable the recording of extended log for implicit policies. The extended
log includes the useragent, referralurl, httpmethod, and statuscode fields.

Log HTTP Transaction Configure the logging of HTTP transactions:
¢ Al—Log all HTTP transactions.

» Security Profiles (default)}—Log HTTP transaction on UTM event.
¢ Disable—Disable HTTP transaction log.

When All or Security Profiles is selected, you can find the HTTP transaction logs
under Log & Report > HTTP Transaction. See Types of logs on page 590.

API Preview The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

Logging client IP for forward traffic and HTTP transaction

The HTTP transaction and Forward session logs include the ClientIP column that records the client IP address based on
the learn-client-ip configuration. By default, the original-source-ip is recorded.

config web-proxy global
set learn-client-ip {enable | disable}
set learn-client-ip-from-header {true-client-ip x-real-ip x-forwarded-for}
set learn-client-ip-srcaddr <address>
set learn-client-ip-srcaddr6 <address>

end

learn-client-ip {enable | Enpable/disable learning the client's IP address from headers (default = disable).
disable}

learn-client-ip-from- Learn client IP address from the specified headers: True-Client-IP, X-Real-IP, and
header {true-client- X-Forwarded-For
ip | x-real-ip | x- ’
forwarded-for}

learn-client-ip-srcaddr Source address name (srcaddr or srcaddré must be set).
(6) <address>
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Web Proxy Profile

You can create web proxy profiles that can add, remove, and change HTTP headers. The web proxy profile can be
added to the web proxy global configuration.

Go to Proxy Settings > Web Proxy Profile to change the web proxy profiles.

=+ Create New Search Q
Name Strip Encoding Log Header Change Pass Add Remaove Ref.
NewWebProxyProfile © Disabled @ Disabled Header Client IP

Header via Request
Header via Response
Header x Forwarded for

@

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a web proxy profile. See Create or edit a web proxy profile on page 61.

Edit Edit the selected web proxy profile. See Create or edit a web proxy profile on page
61.

Delete Remove the selected web proxy profile.

Search Enter a search term to find in the list.

Name The name of the web proxy profile.

Strip Encoding

Log Header Change

Whether the profile strips out unsupported encoding from request headers and
correctly block banned words.

Whether the profile allows changes to the log header.

Pass Which HTTP headers will be forwarded in forwarded requests.

Add Which HTTP headers will be added in forwarded requests.

Remove Which HTTP headers will be removed from forwarded requests.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref., and the
Object Usage window appears displaying the various locations of the referenced
object.

Create or edit a web proxy profile

Select Create New to open the New Web Proxy Profile window.
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MNew Web Proxy Profile

Name
Strip Encoding »
Log Header Change (B

Action
Pass  Add Remove

Header Type
Header Client [P
Header via Request
Header via Response
Header x Forwarded for
Header x Forwarded Client Cert
Header Front End HTTPS

Header x Authenticated User

Header x Authenticated Groups

Headers
+CreateNew | # Edit [ Delete
Search Q
Name Baset4 Encoding Protocol Destination Address

Mo results

L0

To open the Edit Web Proxy Profile window, select a web proxy profile and then click Edit.
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@& AP| Preview
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Configure the following settings in the New Web Proxy Profile window or Edit Web Proxy Profile window and then click

OK:

Name

Strip Encoding

Log Header Change
Header Client IP
Header via Request
Header via Response
Header x Forwarded for

Header x Forwarded Client
Cert

Header Front End HTTPS
Header x Authenticated User

Header x Authenticated
Groups

Create New

Edit

Delete

Search

Name

Base64 Encoding
Protocol

Destination Address

Action

Add Option
Header Content

API Preview

FortiProxy 7.2.8 Administration Guide
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Enter the name of the new web proxy profile.

Toggle whether to strip out unsupported encoding from request headers and
correctly block banned words. This option can resolve issues when attempting to
successfully block content using Google Chrome.

Toggle whether to allow changes to the log header.

Select whether to Pass, Add, or Remove this HTTP header.
Select whether to Pass, Add, or Remove this HTTP header.
Select whether to Pass, Add, or Remove this HTTP header.
Select whether to Pass, Add, or Remove this HTTP header.
Select whether to Pass, Add, or Remove this HTTP header.

Select whether to Pass, Add, or Remove this HTTP header.
Select whether to Pass, Add, or Remove this HTTP header.
Select whether to Pass, Add, or Remove this HTTP header.

Select to add a new header. See Create or editan HTTP header on page 64.

Select to change an existing header. See Create or editan HTTP header on page
64.

Select to remove an existing header.

Enter a search term to find in the list.

The name for the HTTP forwarded header.

Whether base64 encoding is enabled or disabled.
Whether the new header uses HTTP, HTTPS, or both.

The destination addresses and destination address groups for the HTTP
forwarded header.

The action for the HTTP forwarded header: add-to-request, add-to-response,
remove-from-request, or remove-from-response.

How the new header is added: append, new-on-not-found, or new.
The content of the HTTP header.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.
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To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown for the CMDB API that creates the explicit proxy configuration.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

ol

Create or edit an HTTP header

You can change the following HTTP headers:

o Header Client IP

+ Header via Request

o Header via Response

o Header x Forwarded For

» header-x-forwarded-client-cert
o Header Front End HTTPS

o Header x Authenticated User

o Header x Authenticated Groups

For each of these headers, you can set the action to the following:

o Forward (pass) the same HTTP header
o Addthe HTTP header
+ Remove the HTTP header

The web proxy can add or remove custom headers from requests or responses. If you are adding a header, you can
specify the content to be included in the added header.

Select Create New to open the Create Header window.

FortiProxy 7.2.8 Administration Guide
Fortinet Inc.

64



Proxy Settings

Create Header

MName
Action add-to-request A

Header Content

Baseé4 Encoding Enable

Add Option -
Protocol HTTPS

HTTP
Destination Address +

To open the Edit Header window, select a header and then click Edit.

Configure the following settings in the Create Header window or Edit Header window and then click OK:

Name Enter a name for the HTTP forwarded header.

Action Select the action for the HTTP forwarded header: add-to-request, add-to-
response, remove-from-request, or remove-from-response.

Header Content Enter the content of the HTTP header.

Base64 Encoding Enable or disable base64 encoding.

Add Option Select how the new header is added: append, new-on-not-found, or new.

Protocol Select whether the new header uses HTTP, HTTPS, or both.

Destination Address Select + to add destination addresses and destination address groups.

To create a web proxy profile and header from the CLI:

config web-proxy profile
edit <name>
set header-client-ip {add | pass | remove}
set header-via-request {add | pass | remove}
set header-via-response {add | pass | remove}
set header-x-forwarded-for {add | pass | remove}
set header-front-end-https {add | pass | remove}
set header-x-authenticated-user {add | pass | remove}
set header-x-authenticated-groups {add | pass | remove}
set strip-encoding {enable | disable}
set log-header-change {enable | disable}
config headers
edit <id>
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set action {add-to-request | add-to-response | remove-from-request | remove-from-
response}

set content <string>

set name <name>

end
end
next
end

Restricted SaaS access

Large organizations may want to restrict SaaS access to resources like Microsoft Office 365, Google Workspace, and
Dropbox by tenant to block non-company login attempts and secure the users from accessing non-approved cloud
resources. Many cloud vendors enable this by applying tenant restrictions for access control. For example, users
accessing Microsoft 365 applications with tenant restrictions through the corporate proxy will only be allowed to log in as
the company’s tenant and access the organization’s applications.

To implement this, access requests from the clients pass through the company’s web proxy, which inserts headers to
notify the SaaS service to apply tenant restrictions with the permitted tenant list. Users are redirected the SaaS service
login page, and are only allowed to log in if they belong to the permitted tenant list.

For more information, refer to the vendor-specific documentation:

« Office 365: Restrict access to a tenant
» Google Workspace: Block access to consumer accounts
« Dropbox: Network control

Basic configuration

A web proxy profile can specify access permissions for Microsoft Office 365, Google Workspace, and Dropbox by
inserting vendor-defined headers that restrict access to the specific accounts. Custom headers can also be inserted for
any destination. The web proxy profile can then be applied to a policy to control the header's insertion.

To implement Office 365 tenant restriction, Google Workspace account access control, and Dropbox
network access control:

1. Create or edit a web proxy profile on page 61 according to the vendors' specifications:
a. Setthe header name (defined by the service provider).
b. Set the traffic destination (the service provider).
c. Setthe HTTP header content to be inserted into the traffic (defined by your settings).

config web-proxy profile

edit <name>

config headers

edit <id>
set name <string>
set dstaddr <address>
set action add-to-request
set baseb64-encoding disable
set add-option new
set protocol https http
set content <string>
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next
end
next
end

2. Apply the web proxy profile to a policy. SSL deep inspection must be used in the firewall policy:

The following table lists the vendor-specific config headers settings that must be configured in the web proxy profile
(config web-proxy profile):

Setting Vendor specification
Microsoft Office 365 Google Workspace Dropbox
name <string> e Restrict- ¢ X-GoogApps-— e X-Dropbox-allowed-
Access-To- Allowed-Domains Team-Ids
Tenants

e Restrict-
Access-Context

dstaddr  Use the built-in » Use the built-in G + Use the built-in
SEeEress> Microsoft Suite address. wildcard.dropbox.com
Office 365 address.
address.
content <string> e Enter the domain for ¢ Enter the domain. ¢ Enter the Dropbox team ID.
Restrict-

Access-To-
Tenants.

e Enter the directory ID
forRestrict-
Access-Context

Due to vendors' changing requirements, these settings may no longer comply with the vendors' official guidelines. See
the vendor documentation for more details.

Microsoft Office 365 example

In this example, a web proxy profile is created to control permissions for Microsoft Office 365 to allow corporate domains
and deny personal accounts, such as Hotmail and Outlook that are accessed through login.live.com.

1
Office 365
4 tenant

FortiProxy

nt

1. When a user attempts to access login.microsoftonline.com, login.microsoft.com, or login.windows.net, the traffic will
match a proxy inspection mode policy with the assigned web proxy profile.
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2. The web proxy profile adds new headers to the customer tenant, indicating the allowed domain and restricted
access for personal accounts. Next, the FortiProxy starts a new connection with the Microsoft Office 365 domain
controller including the new headers.

3. The Microsoft Office 365 domain controller assesses this data and will allow or deny this access, then sends a reply
to the FortiProxy.

4. The FortiProxy sends a reply to the client.

The FortiProxy will only indicate the correct domains to be allowed or denied through the headers to Microsoft. The
custom sign-in portal in the browser is generated by Microsoft.

Configuration summary

The following must be configured in FortiOS:

« An FQDN address for login.live.com
« An SSL inspection profile that uses deep inspection with an exemption for login.live.com

Al
‘Q' Ensure that the firewall certificate is installed on the client machines. A company certificate

signed by an internal CA is recommended.

» A web filter profile in proxy mode with static URL filters for the SNI URLs
« A web proxy profile that adds new headers to the customer tenant
« A policy that applies the configured SSL SSL inspection, web filter, and web proxy profiles

The Restrict-Access-To-Tenants and Restrict-Access-Context headers are inserted for incoming requests
to: login.microsoftonline.com, login.microsoft.com, and login.windows.net, which are part of the Microsoft Office
365 address group.

To restrict access to personal accounts using the login.live.com domain, the sec-Restrict-Tenant-Access-
Policy headeris inserted and uses restrict-msa as the header content.

Before configuring the FortiProxy, collect the information related to the company domain in the Office 365 contract.

e Restrict-Access-To-Tenants:your <domain.com>
e Restrict-Access-Context: Directory ID

\ L}
‘?' To find the Directory ID related to the domain, locate it in the Azure portal, or use the

whatismytenantid.com open tool.

To configure the FortiProxy:

1. Add the FQDN address for login.live.com:

config firewall address
edit "login.live.com"
set type fgdn
set fgdn "login.live.com"
next
end

2. Configure the SSL inspection profile. In this example, the deep-inspection profile is cloned, and the 1ive.com
FQDN is removed from the exemption list.
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a. Clonethe deep-inspection profile:

config firewall ssl-ssh-profile
clone "deep-inspection" to "Tenant"
end

b. Editthe Tenant profile and remove 1ive.comfromthe config ssl-exempt list.
3. Configure the URL filter list:

config webfilter urlfilter
edit 1
set name "Auto-webfilter-urlfilter"
config entries
edit 1
set url "login.microsoftonline.com"
set action allow
next
edit 2
set url "login.microsoft.com"
set action allow
next
edit 3
set url "login.windows.net"
set action allow
next
edit 4
set url "login.live.com"
set action allow
next
end
next
end

4. Configure the web filter profile:

config webfilter profile
edit "Tenant"
set comment "Office 365"
config web
set urlfilter-table 1
end
next
end

5. Configure the web proxy profile (enter the header names exactly as shown):

config web-proxy profile

edit "SaaS-Tenant-Restriction"
set header-client-ip pass
set header-via-request pass
set header-via-response pass
set header-x-forwarded-for pass
set header-x-forwarded-client-cert pass
set header-front-end-https pass
set header-x-authenticated-user pass
set header-x-authenticated-groups pass
set strip-encoding disable
set log-header-change disable
config headers
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edit 1
set name "Restrict-Access-To-Tenants"
set dstaddr "login.microsoft.com" "login.microsoftonline.com"
"login.windows.net"
set action add-to-request
set base64-encoding disable
set add-option new
set protocol https http
set content <domain>
next
edit 2
set name "Restrict-Access-Context"
set dstaddr "login.microsoftonline.com" "login.microsoft.com"
"login.windows.net"
set action add-to-request
set base64-encoding disable
set add-option new
set protocol https http
set content <directory ID>
next
edit 3
set name "sec-Restrict-Tenant-Access-Policy"
set dstaddr "login.live.com"
set action add-to-request
set base64-encoding disable
set add-option new
set protocol https http
set content "restrict-msa"
next
end
next
end

6. Configure the policy:

config firewall policy
edit 10
set name "Tenant"
set srcintf "port2"
set dstintf "portl"
set action accept
set srcaddr "users-lan"
set dstaddr "login.microsoft.com" "login.microsoftonline.com"
"login.windows.net" "login.live.com"
set schedule "always"
set service "HTTP" "HTTPS"
set utm-status enable
set inspection-mode proxy
set webproxy-profile "SaaS-Tenant-Restriction"
set ssl-ssh-profile "Tenant"
set webfilter-profile "Tenant"
set logtraffic all
next
end
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Testing the access

To test the access to corporate domains and personal accounts:

1. Getaclientto log in with their corporate email using the login.microsoftonline.com domain.

B9 Sign in to your account X +

< C @& login.microsoftonline.com/login.srf = o O &

B® Microsoft
@fortinet-us.com
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

[ Don't show this again

No Yes

Terms of use  Privacy & cookies

2. Theclientis able to enter their credentials and log in successfully.
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3. Getaclienttologin to their personal Outlook account.

' == Signiin to your account x _

B® Microsoft
Sign in

o B '@out\ook.corﬂ

« = C & login.microsoftonline.com/common/oauth2/v2.0/authorize?client_id=4765445b-32c6-49b0-83e6-1d9376...

Mo account? Create one!

Can't access your account?

Back

Q Sign-in options

=4

Terms of use

« O 2

Privacy & cookies

4. After the client enters their credentials, a message appears that they cannot access this resource because it is

restricted by the cross-tenant access policy.

' B8 Windows Live ID

&« = ¢ & login.live.com/oauth20_authorize.srf?client_id=4765445b-32c6-49b0-83e6-1d93765276calscope=openid+profile.. | ¥ [0 &
B® Microsoft
You can't get there from here
It looks like you're trying to access a resource that
belongs to an organization that's not approved by
your IT department.
| Troubleshooting details
If you contact your administrator, send this info to them.
Copy info to clipboard
Error Code: 80045C4D
Correlation ld: 5c3d196d593945¢cca45b232b%ed13fce
Timestamp: 2022-05-09T18:06:33.525Z
Message: Signin restricted by cross tenant access policy for
consumer accounts.
IP address: 3.140.77.26
Terms of use  Privacy 8t cookies -
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Verifying the header insertion

To verify the header insertion for corporate domains and personal accounts:

1.

On the FortiProxy, start running the WAD debugs:

# diagnose wad debug enable category http
# diagnose wad debug enable level info
# diagnose debug enable

After a client attempts to access corporate domains, verify that the header information is sent to the Microsoft Active
Directory:

[I][p:234][s:2481][r:33] wad dump fwd http reqg :2567 hregq=0x7£fc75£0cd468
Forward request to server:

POST /common/GetCredentialType?mkt=en-US HTTP/1.1

Host: login.microsoftonline.com

Connection: keep-alive

Content-Length: 1961

sec-ch-ua: " Not A;Brand";v="99", "Chromium";v="101", "Google Chrome";v="101"
hpgrequestid: d7£706a8-1143-4cdd-ad52-1cc69dc7bb00

sec-ch-ua-mobile: 20

User-Agent: Mozilla/5.0 (Windows NT 6.3; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/101.0.4951.54 Safari/537.36

client-request-id: 5¢3d196d-5939-45cc-a45b-232b%dl3fce

Restrict-Access-To-Tenants: fortinet-us.com
Restrict-Access-Context: ***xkkkk_dx**x_452f-8535-***kkkkkkkkk

After a client attempts to access a personal account, verify that the header information is sent to the Microsoft Active
Directory:

[I][p:234][s:2519] [r:34] wad dump fwd http reqg :2567 hreg=0x7fc75f0ce6a8
Forward request to server:

GET /oauth20 authorize.srf?client id=4765445b-32c6-49b0-83e6-
1d93765276ca&scope=openid+profilet+https%$3a%2f%2fwww.office.com%2fv2%2f0fficeHome.All&red
irect uri=https%3a%2f%2fwww.office.com%2flandingv2&response type=code+id
token&state=7tAtndYhcA3132S--UOTyLVEtyIZs8FgndTpeYMI9mJlEeA-
X5nfgrSalnnPH41cHxfHGug6ONS5cbliK676v6xZ2gszgH
JARVKrptZwBvjI2cbnZ4mttYNNAKIFT1bEtu5VBjgtBOX2u6v3F
9g7U1kCpGTnBRGhvO2pyTndT3EEIYAHVhg9LsKRtY3kxce8dQkfkliDjLcc3g-01rdrpxSx2xZSbwg
KkAN3kCRQOuLfEOziHAcpvunuKmzGBWKNnBhC4sJJkXrMEfXwCg4nsOjg&response mode=form
post&nonce=637877163655610380.MjNjZmM4NzQtOTUSMy000GZ1LTkONTItZTESNDU2Y§V10Dd NI ViOTQwYm
UtOTZ1MSOOM2YS5LTkyN2MEN2QyMjgwNjcxY2Uz&x-client-SKU=ID NETSTANDARDZ O&x-client-
Ver=6.12.1.0&uaid=5c3d196d593945ccad5b232b9%dl3fce&msproxy=1&issuer=mso&tenant=commoné&u
1 locales=en-US&epct=AQABAAAAAAD--DLA3VO7QrddgJg7WevrfA6SLaDsJUc]jblBg90KonF3d
1fNJsdDAIH5h1JdUSGejEBIgsko-A7JX67PzaGdEJgOIGa37VhIzGTYBZ-KgATe9FHssnNmL M
dojr0dAT83xDhigQTN2-UcYdcP2s3vPainF7NgesbecXRaEoE9VwI-
sN7jfASOkPRWWO3aI6buz0niABVA860YOWDbI8vAIJWPGkWE-euDr6ng
zI5iAA&jshs=0&username=*****x*x*x*kx*x***340outlook.com&login
hint=s*****x*kx*kxxx*+*y40outlook.com HTTP/1.1

Host: login.live.com

Connection: keep-alive

Referer: https://login.microsoftonline.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;g=0.9
sec-Restrict-Tenant-Access-Policy: restrict-msa
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Forwarding Server

By default, the FortiProxy unit monitors a web proxy forwarding server by forwarding a connection to the remote server
every 10 seconds. If the remote server does not respond, it is assumed to be down. Checking continues until, when the
server does send a response, the server is assumed to be back up. If health checking is enabled, the FortiProxy unit
attempts to get a response from a web server by connecting through the remote forwarding server every 10 seconds.

You can enable health checking for each remote forwarding server and specify a different web site to check for each
one. Use the Forward Server Monitor widget in the dashboard to monitor the health status of the forwarding servers.

If the remote server is down, you can configure the FortiProxy unit to either block sessions until the server comes back
up or allow sessions to connect to their destination using the original server. You cannot configure the FortiProxy unit to
fail over to another remote forwarding server.

To configure the server-down action and enable health monitoring, go to Proxy Settings > Forwarding Server.

+ Create New Search Q
Server Name Address Port Health Check Server Down Comments
NewForwardingServer 1234 3128 © Disabled Block

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a forwarding server. See Create or edit a forwarding server on page 74.

Edit Edit a forwarding server. See Create or edit a forwarding server on page 74.

Delete Remove a forwarding server from the list.

Search Enter a search term to find in the list.

Server Name The name of the forwarding server.

Address The IP address of the forwarding server.

Port The port number of the forwarding server.

Health Check Indicates whether the health check is disabled or enabled for that forwarding
server.

Server Down The action that the FortiProxy unit takes when the server is down.

Comments Optional description of the forwarding server.

Create or edit a forwarding server

Select Create New to open the New Forwarding Server window.
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New Forwarding Server

Name Additional Information
Proxy Address Type n FQDN @ APl Preview
Proxy Address 0.0.0.0

Port 3128 (1-65535)

Server Down Action m Use Original Server

Health Monitor O

Health Check Monitor Site | http://www.google.com

Masguerade @O

Comments Comments £ 0/63

Cancel

To open the Edit Forwarding Server window, select a forwarding server and then click Edit.

Configure the following settings in the New Forwarding Server window or Edit Forwarding Server window and then click

OK:

Name

Proxy Address Type
Proxy Address

Port

Server Down Action

Health Monitor

FortiProxy 7.2.8 Administration Guide
Fortinet Inc.

Enter the name of the forwarding server.

Select the type of IP address of the forwarding server, either /P or FQDN.

Enter the IP address or the fully qualified domain name of the forwarding server.
Enter the port number of the forwarding server.

Select what action the FortiProxy unit will take if the forwarding server is down,
either Block or Use Original Server.

Enable or disable health check monitoring.

This option behaves differently when the forward server is configured with
different protocols:

Protocol Behavior

FTP When Health Monitor is enabled,
health check is performed against the
explicit FTP proxy server. You cannot
configure Health Check Monitor Site.

HTTP or HTTP + HTTPS When Health Monitor is enabled,

health check is performed with HTTP
only.
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Health Check Monitor Site

Masquerade

Comments

API Preview

To use the API Preview:

Protocol Behavior

SOCKS only The Health Monitor option is not
available. No health check is
performed.

Use the Forward Server Monitor widget in the dashboard to monitor the health
status of the forwarding server.

If you enabled Health Monitor, enter the URL address of the health check

monitoring site. This option is unavailable when the protocol of the forward server
is FTP.

Enable or disable whether the web proxy uses the device address to connect to
the proxy server.

Enter an optional description of the forwarding server.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown for the CMDB API that creates the explicit proxy configuration.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.

4. Click Close to leave the preview.

To create a forwarding server in the CLI:

config web-proxy forward-server

edit <server name>

set addr-type {ip |

fgdn}

set ip <IPv4 address>

set fgdn <FQDN>

end

set port <1-65535>

set healthcheck {disable | enable}

server-down-option {block | pass}

set comment <string>

set authentication {disabled | immediately | upon-challenge}
set masquerade {enable | disable}

Selectively forward web requests to a transparent web proxy

Web traffic over HTTP/HTTPS can be forwarded selectively by the FortiProxy unit’s transparent web proxy to an
upstream web proxy to avoid overwhelming the proxy server. Traffic can be selected by specifying the proxy address
(set webproxy-forward-server), which can be based on a FortiGuard URL category.

FortiProxy 7.2.8 Administration Guide
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Ay
b [ 4
? The FortiGuard web filter service must be enabled on the downstream FortiProxy unit.

Forwarding behavior

The forward server will be ignored if the proxy policy matching for a particular session needs the FortiProxy unit to see
authentication information inside the HTTP (plain text) message. For example, assume that user authentication is
required and a forward server is configured in the transparent web proxy, and the authentication method is an active
method (such as basic). When the user or client sends the HTTP request over SSL with authentication information to the
FortiProxy unit, the request cannot be forwarded to the upstream proxy. Instead, it will be forwarded directly to the
original web server (assuming deep inspection and http-policy-redirect are enabled in the firewall policy).

The FortiProxy unit will close the session before the client request can be forwarded if all of the following conditions are
met:

» The certificate inspection is configured in the firewall policy that has the http-policy-redirect option enabled.

« A previously authenticated IP-based user record cannot be found by the FortiProxy unit's memory during the SSL
handshake.

« Proxy policy matching needs the FortiProxy unit to see the HTTP request authentication information.

Use the following best practices to enable user authentication and use webproxy-forward-server in the transparent
web proxy policy at the same time:

 Inthe firewall policy that has the http-policy-redirect option enabled, set ss1-ssh-profile touse the
deep-inspection profile.

« Use IP-based authentication rules; otherwise, the webproxy-forward-server setting in the transparent web
proxy policy will be ignored.

« Use a passive authentication method such as FSSO. With FSSO, once the user is authenticated as a domain user
by a successful login, the web traffic from the user's client will always be forwarded to the upstream proxy as long as
the authenticated user remains unexpired. If the authentication method is an active authentication method (such as
basic, digest, NTLM, negotiate, form, and so on), the first session containing authentication information will bypass
the forward server, but the following sessions will be connected through the upstream proxy.

Sample configuration

On the downstream FortiProxy proxy, there are two category proxy addresses used in two separate transparent web
proxy policies as the destination address:

 Inthe policy with upstream proxy 1 asthe forward server, the proxy address category infotechis usedto
match URLs in the information technology category.

« Inthe policy with upstream proxy 2 asthe forward server, the proxy address category socialisusedto
match URLSs in the social media category.

To configure forwarding requests to transparent web proxies:

1. Configure the proxy forward servers:

config web-proxy forward-server
edit "upStream proxy 1"
set ip 172.16.200.20
next
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edit "upStream proxy 2"
set ip 172.16.200.46
next
end

2. Configure the web proxy addresses:

config firewall proxy-address
edit "category infotech"
set type category
set host "all"
set category 52
next
edit "category social"
set type category
set host "all"
set category 37
next
end

3. Configure the firewall policy:

config firewall policy
edit 1
set srcintf "portlQ"
set dstintf "port9"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set utm-status enable
set ssl-ssh-profile "deep-inspection"
set av-profile "av"
next
end

4. Configure the proxy policies:

config firewall policy

edit 1
set type transparent
set srcintf "portlQ"
set dstintf "port9o"
set srcaddr "all"
set dstaddr "category_ infotech"
set action accept
set schedule "always"
set logtraffic all
set webproxy-forward-server "upStream proxy 1"
set utm-status enable
set ssl-ssh-profile "deep-inspection"
set av-profile "av"

next

edit 2
set type transparent

set
set

srcintf "portlO"
dstintf "port9"

FortiProxy 7.2.8 Administration Guide
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"all"

dstaddr "category social"

action accept

schedule "always"

logtraffic all

webproxy-forward-server "upStream proxy 2"
utm-status enable

set srcaddr
set
set
set
set
set
set
set ssl-ssh-profile "deep-inspection"
set av-profile "av"
next

end

Server URL

The URL match list is used to exempt URLs from caching and to enable forwarding specific URLs to a web proxy server.
URLs, URL patterns, and numeric IP addresses can be added to the match list.

For example, if your users access web sites that are not compatible with FortiProxy web caching, you can add the URLs
of these web sites to the web caching exempt list, and all traffic accepted by a web cache policy for these websites will
not be cached.

To see the available URL match entries, go to Proxy Settings > Server URL.

+ Create New Search Q
Name URL Pattern Cache Exemption Forward Server Status Ref.
NewURLMatchEntry www.newurlpattern.com @ Enabled NewForwardingServer @ Enabled 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a URL match entry. See Create or edit a URL match entry on page 80.
Edit Edit a URL match entry. See Create or edit a URL match entry on page 80.
Delete Remove a URL match entry from the list.

Search Enter a search term to find in the list.

Name The name for the URL match entry.

URL Pattern
Cache Exemption

Forward Server

Status
Ref.

FortiProxy 7.2.8 Administration Guide
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The URL, URL pattern, or numeric IP address to match.
Whether the URL is exempt from caching.

Name of the forwarding server that the URL is forwarded to. To create a
forwarding server, see Create or edit a forwarding server on page 74.

The status is either enable or disable.

Displays the number of times the object is referenced to other objects.
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Comments

To view the location of the referenced object, select the number in Ref., and the
Object Usage window appears displaying the various locations of the referenced
object.

Optional description of the URL match entry.

Create or edit a URL match entry

Select Create New to open the New URL Match Entry window.

New URL Match Entry

Name

URL Pattern

Forward to Server (B
Exempt from Cache (B
Enable this URL O

Comments Comments

Addi i nnalInEarmation
Additiona O dLion

@ AP| Preview

#0/255

To open the Edit URL Match Entry window, select a URL match entry and then click Edit.

Configure the following settings in the New URL Match Entry window or Edit URL Match Entry window and then click OK.

Name
URL Pattern

Forward to Server

FortiProxy 7.2.8 Administration Guide
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Enter a name for the URL match entry.
Enter the URL, URL pattern, or numeric IP address to match.

If you want to forward the URL to a web proxy server, enable Forward to Server
and select the server from the drop-down list.
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To create a forwarding server, see Forwarding Server on page 74.

Exempt from Cache Enable this option to exempt the URL from caching.

Enable this URL Enable this option to make the URL match entry active.

Comments Enter an optional description of the URL match entry.

API Preview The API Preview allows you to view all REST API requests being used by the

page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To create a URL match entry in the CLI:

config web-proxy url-match
edit <name>
set comment <optional string>
set url-pattern <value>

set cache-exemption {enable | disable}
set forward-server <forwarding server name>
set status {enable | disable}

next

end

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown for the CMDB API that creates the explicit proxy configuration.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

FTP Proxy

You can enable the explicit FTP proxy on one or more FortiProxy interfaces. The explicit web and FTP proxies can be
operating at the same time on the same or on different FortiProxy interfaces.

Ay
‘?' Enabling the explicit FTP proxy on an interface connected to the Internet is a security risk
- because anyone on the Internet who finds the proxy could use it to hide their source address.

To configure the explicit FTP proxy, go to Proxy Settings > FTP Proxy.
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Explicit FTP Proxy Setting

Status Enable

Additional Information

@& API Preview

Apply

Configure the following settings and then click Apply:

Status
Incoming IP
Outgoing IP

Default Firewall Policy Action

Incoming Port

API Preview

FortiProxy 7.2.8 Administration Guide
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Select Enable to make the explicit FTP proxy active.
Enter the incoming IP address.
Enter the outgoing IP address.

If Default Firewall Policy Action is set to Deny, traffic sent to the explicit FTP proxy
that is not accepted by an explicit FTP proxy policy is dropped. If Default Firewall
Policy Action is set to Allow, all FTP proxy sessions that do not match a policy are
allowed.

Enter the range of incoming port numbers. Click + to add another range.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.
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To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown for the CMDB API that creates the explicit proxy configuration.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

ol

FTPS handling

When explicit-ftp-tlsisenabledinthe FTP protocol options, FTP control sessions are proxied to enforce deep
inspection so that the proxy can understand FTP control commands after STARTTLS and open a pinhole for FTP data
sessions regardless of FTPS deep inspection and/or UTM status.

config firewall profile-protocol-options
edit "test"
config ftp
set ports 21
set status enable
set explicit-ftp-tls {disable | enable}
end
next
end

When deep inspection is enabled, transparent policy FTP is always redirected.

Isolator Server

To see a list of isolator servers, go to Proxy Settings > Isolator Server.

+ Create New Search Q
Name Address Type 1P FQDN Ref.
NewlsolatorServer ip 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an isolator server. See Create or edit an isolator server on page 84.
Edit Edit an isolator server. See Create or edit an isolator server on page 84.
Clone Copy an existing isolator server.

Delete Remove an isolator server from the list.

Search Enter a search term to find in the list of isolator servers.
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Name

Address Type

IP
FQDN
Ref.

Comments

The name of the isolator server.

The isolator server address is either an IP address or a fully qualified domain
name (FQDN).

The IP address of the isolator server.
The FQDN of the isolator server.

Displays the number of times the object is referenced to other objects. To view the
location of the referenced object, select the number in Ref., and the Object Usage
window appears displaying the various locations of the referenced object.

Optional description of the isolator server.

Create or edit an isolator server

Select Create New to open the Create Isolator Server window.

Create |solator Server

Name

Comments

Address Type Il FQDN
P 0.0.0.0
Part 8888

A it - Tal s
Additiona O datioh

@ APl Preview

(1-65535) [:?

To open the Edit Isolator Server window, select an isolator server and then click Edit.

Configure the following settings in the Create Isolator Server window or Edit Isolator Server window and then click OK:
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Name Enter the name of the isolator server.

Comments Enter an optional description of the isolator server.

Address Type Select the type of isolator server address, either /P or FQDN.

IP If you selected /P for the address type, enter the IP address of the isolator server.

FQDN If you selected FQDN for the address type, enter the fully qualified domain name
of the isolator server.

Port Enter the port number of the isolator server.

API Preview The API Preview allows you to view all REST API requests being used by the

page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

To control if the web proxy uses the device address to connect to the proxy server:

config web-proxy isolator-server
edit <server name>
set masquerade {enable | disable}
next
end

Proxy Options

Certain inspections defined in security profiles require that the traffic be held in proxy while the inspection is carried out.
When a security profile requiring the use of a proxy is enabled in a policy, the Proxy Options field is displayed. The proxy
options define the parameters of how the traffic will be processed and to what level the traffic will be processed. There
can be multiple security profiles of a single type. There can also be a number of unique proxy option profiles. As the
requirements for a policy differ from one policy to the next, a different proxy option profile for each individual policy can
be configured or one profile can be repeatedly applied.

The proxy options refer to the handling of the following protocols:

« HTTP
« SMTP
 POP3
- IMAP
« FTP

« NNTP
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« MAPI
« DNS
« CIFS

The configuration for each of these protocols is handled separately.

Just like other components of the FortiProxy unit, different proxy option profiles can be configured to allow for granular
control of the FortiProxy unit. In the case of the proxy option profiles, you need to match the correct profile to a firewall
policy that is using the appropriate protocols. If you are creating a proxy option profile that is designed for policies that
control SMTP traffic into your network, you only want to configure the settings that apply to SMTP. You do not need or
want to configure the HTTP components.

To view the available proxy option profiles, go to Proxy Settings > Proxy Options.

+ Create New Search Q
MName Read Only Comments Ref.
default ] All default services. 3
newoptions 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a proxy option profile. See Create or edit a proxy option profile on page 89
and Create a CIFS proxy option on page 92.

Edit Modify the selected proxy option profile. See Create or edit a proxy option profile
on page 89.

Clone Make a copy of the selected proxy option profile.

Delete Remove the selected proxy option profile.

Search Enter a search term to find in the proxy option profile list.

Name The name of the proxy option profile.

Read Only The default proxy option profile is read only. It cannot be changed or deleted.

Comments An optional description of the proxy option profile.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Video streaming splitting

The following are the most popular audio/video streaming protocols:

Real-time Transport Protocol (RTP)

Real Time Streaming Protocol (RTSP )

MPEG-Dynamic Adaptive Streaming over HTTP (DASH)
Apple HTTP Live Streaming (HLS)

o bN-=
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5. Adobe HTTP Dynamic Streaming (HDS)
6. Microsoft Smooth Streaming (MSS)

To deliver streams smoothly and transmit as much information as possible, video stream splitting splits streams into
fragments, and their size is negotiated dynamically between the client and server. Sometimes, the fragment is kept
unchanged. The default fragment sizes are 64 bytes for audio data and 128 bytes for video data and most other data
types. Fragments from different streams can then be interleaved and multiplexed over a single connection. Streams can
carry, for example, video and one or more audio channels, next to a control channel to control the streams. This is like an
FTP command versus data session.

FortiProxy supports Apple HLS and MPEG-DASH stream splitting, which can be transferred over HTTP(S) or TCP port
1935.

Configuring TCP windows

Some file transfer applications can negotiate large TCP windows. For example, WinSCP can negotiate an initial TCP
window size of about 2 GB.

The TCP window options can be used to prevent overly large initial TCP window sizes, helping avoid channel flow
control issues. It allows stream-based scan's flow control to limit peers from sending data that exceeds a policy's
configured oversize limit.

To configure TCP window size options:

config firewall profile-protocol-options
edit <string>
config {ftp | ssh}

set stream-based-uncompressed-limit <integer>

set tcp-window-type {auto-tuning | system | static | dynamic}
set tcp-window-size <integer>

set tcp-window-minimum <integer>

set tcp-window-maximum <integer>

end
next
end
{ftp | ssh} e ftp: Configure FTP protocol options.
* ssh: Configure SFTP and SCP protocol options.

stream-based- o The maximum stream-based uncompressed data size that will be scanned, in MB

CECOIHPIECSECed UL (default = 0 (unlimited)).

<integer>

Stream-based uncompression used only under certain conditions.).

tcp-window-type {auto- The TCP window type to use for this protocol.

tuning | system |

. . * auto-tuning: Allow the system to automatically tune the TCP window size
static | dynamic}

(default). When memory usage reaches the threshold of 80%, FortiProxy
automatically changes the value to system to protect memory usage.

» system: Use the system default TCP window size for this protocol.
e static: Manually specify the TCP window size.
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tcp-window-size <integer>

tcp-window-minimum
<integer>

tcp-window-maximum
<integer>

e dynamic: Vary the TCP window size based on available memory within the
limits configured in tcp-window-minimum and tcp-window-maximum.

The TCP static window size (65536 - 33554432, default = 262144).
This option is only available when tcp-window-typeis static.

The minimum TCP dynamic window size (65536 - 1048576, default = 131072).
This option is only available when tcp-window-type is dynamic.

The maximum TCP dynamic window size (1048576 - 33554432, default =
8388608).

This option is only available when tcp-window-type is dynamic.

Handling SSL offloaded traffic from an external decryption device

In scenarios where the FortiProxy unit is sandwiched between load-balancers and SSL processing is offloaded on the
external load-balancers, the FortiProxy unit can perform scanning on the unencrypted traffic by specifying the ss1-
offloadedoptionin firewall profile-protocol-options.

To configure SSL offloading:

config firewall profile-protocol-options

edit <name>
config http

set ports <1-65535>
set ssl-offloaded {no | yes}

end
config ftp

set ports <1-65535>
set ssl-offloaded {no | yes}

end
config imap

set ports <1-65535>
set ssl-offloaded {no | yes}

end
config pop3

set ports <1-65535>
set ssl-offloaded {no | yes}

end
config smtp

set ports <1-65535>
set ssl-offloaded {no | yes}

end
config ssh

set ports <1-65535>
set ssl-offloaded {no | yes}

end
next
end
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HTTP domain fronting blocking

To block HTTP domain fronting:

config firewall profile-protocol-options
edit <name>
config http
set domain-fronting disable
end
next
end

Create or edit a proxy option profile

To configure a new proxy option profile, go to Proxy Settings > Proxy Options and click Create New. The New Proxy

Options page is displayed.

FortiProxy 7.2.8 Administration Guide
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MNew Proxy Options
FortiProsy
Name SR
= FPX\VUL2020052001
Comments

Log Owersized Files O

RPC over HTTP

Protocol Port Mapping

HTTP @O
SMTP @O
POP3 @O
IMAP @O
FIP @O
NNTP @O
MAPI @O
DNS @O
CIFs @©

Common Options

80
25
110
143
21
119
135
53
445

Comfort Clients
Block Qversized File/Email

Web Options

Chunked Bypass (B

Email Options

# 0/255

>

Allow Fragmented Messages @O

Append Signature (SMTP)

»

Configure the following settings and then click OK to save your changes:

Name

The name of the proxy option profile.

FortiProxy 7.2.8 Administration Guide

Fortinet Inc.

Cancel

Additional Information

@ AP| Preview
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Comments

Log Oversized Files

RPC over HTTP

Protocol Port Mapping

Common Options

Comfort Clients

Block Oversized File/Email

Web Options

Chunked Bypass

FortiProxy 7.2.8 Administration Guide
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Optional description of the proxy option profile.

Enable this setting to log when oversized files are processed. The setting does
not change how the files are processed. It only enables the FortiProxy unit to log
that they were either blocked or allowed through. A common practice is to allow
larger files through without antivirus processing. This practice allows you to get an
idea of how often this happens and decide on whether to alter the settings relating
to the treatment of oversized files.

Enable or disable the inspection of RPC over HTTP.

To optimize the resources of the unit, enable or disable the mapping and
inspection of protocols. When you enable a protocol, the default port numbers are
automatically filled in, but you can change them.

When proxy-based antivirus scanning is enabled, the FortiProxy unit buffers files
as they are downloaded. After the entire file is captured, the FortiProxy unit begins
scanning the file. During the buffering and scanning procedure, the user must
wait. After the scan is completed, if no infection is found, the file is sent to the next
step in the process flow. If the file is a large one this part of the process can take
some time. In some cases enough time that some users may get impatient and
cancel the download.

The Comfort Clients feature mitigates this potential issue by feeding a trickle of
data while waiting for the scan to complete. The user then knows that processing
is taking place and that there hasn’t been a failure in the transmission. The slow
transfer rate continues until the antivirus scan is complete. After the file has been
successfully scanned and found to be clean of any viruses, the transfer will
proceed at full speed.

Enable and then configure the following:
e Interval (seconds)—Enter the interval time in seconds. The defaultis 10.
* Amount (bytes—Enter the amount in bytes. The default is 1.

You can block files or emails that are larger than a specified size.

Enable and then enter the threshold size in megabytes of the files and emails to
block.

The HTTP section allows the enabling of Chunked Bypass. This refers to the
mechanism in version 1.1 of HTTP that allows a web server to start sending
chunks of dynamically generated output in response to a request before actually
knowing the actual size of the content. Where dynamically generated content is
concerned, enabling this feature means that there is a faster initial response to
HTTP requests. From a security stand point, enabling this feature means that the
content is not held in the proxy as an entire file before proceeding.

Enable or disable the chunked bypass setting.
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API Preview

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1.

d

Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
Click Close to leave the preview.

Create a CIFS proxy option

CIFS can be configure in the GUI by creating or editing a proxy option under Proxy Settings > Proxy Options, and in the
CLlusingthe config firewall profile-protocol-optionscommand. The cifs-profile command isno
longer available from the firewall policy options.

The CIFS proxy option can then be used in a policy.

To create a CIFS proxy option:

config firewall profile-protocol-options
edit <option>
config cifs

end

set
set
set
set
set
set
set
set
set
end
next

ports <port>

status {enable | disable}

options <string>

oversize-limit <integer>

uncompressed-oversize-limit <integer>

uncompressed-nest-limit <integer>

scan-bzip2 {enable | disable}

tcp-window-type {auto-tuning | system | static | dynamic}
server-credential-type {none | credential-replication | credential-keytab}

To use the CIFS proxy option in a policy:

« Inthe CLI, select the option using the setprofile-protocol-options <option>command:

config firewall policy

edit 1

set profile-protocol-options <option>

next
end
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* Inthe GUI, select the option in the Protocol Options field when editing a policy.

Edit Proxy Policy
e e A

Web Proxy Forwarding Server (¢ Total bytes 0B

Force Proxy > Current bandwidth = 0bps

Protocol Options CIFS_Proxy_Option -] il Clear Counters

SSL/SSH Inspection no-inspection - &

Disclaimer Options Additional Information
Display Disclaimer By Domain | By Policy = By User @ API Preview

>_ EditinCLI
Security Profiles

SSL Keyring

The FortiProxy keyring file includes a list of SSL client certificates (maximum 240,000) or certificate chains in PEM
format. The file is stored on the FortiProxy disk and is not encrypted. You can upload the file using the GUI or SCP.

The keyring list must start with #keyring, and uses the following format:

#keyring:1

<private key 1>
<certificate 1>

<optional certificate chain 1>
#keyring:2

<private key 2>
<certificate 2>

<optional certificate chain 2>

For example:

#keyring:1

MII...SDg==

————— END CERTIFICATE-----
#keyring:2

————— BEGIN EC PARAMETERS-----
Bg...Bw==

To upload a keyring list in the GUI:

1. Goto Proxy Settings > SSL Keyring and click Create New.
2. Enter a name for the list.

FortiProxy 7.2.8 Administration Guide
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Import SSL Keyring

Name mykeyring
KeyringList = €@ Upload

Cancel
3. Click Upload to upload the list from the management computer.

4. Click OK.

To upload a keyring list from the management computer using SCP:
scp <keyring-file-path> admin@<FPX address>:keyring-list:<optional profile name>

For example:

scp mykeyring admin@10.10.10.1:keyring-list:mykeyring

FortiProxy 7.2.8 Administration Guide
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The Network menu allows you to configure the unit to operate on the network. This menu provides features for
configuring and viewing basic network settings, such as the unit’s interfaces, Domain Name System (DNS) options, and
routing table.

This section describes the following:

« Interfaces on page 95

e GRE Tunnel on page 109

o DNS Settings on page 112

o DNS Service on page 116

» Packet Capture on page 120
« Static routes on page 123

» Policy routes on page 126

o VXLAN on page 128

Interfaces

Ay
S L4
q Unless stated otherwise, the term interface refers to a physical FortiProxy interface.

In Network > Interfaces, you can configure the interfaces that handle incoming and outgoing traffic.

FortiProxy 7.2.8 Administration Guide
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222 FortiProxy VMé64

1 2z 3 4

] 1] ] P P P[P (P [P P

Name %

Search Q [® Group By Type ~

Members = IP/Netmask = Administrative Access = Ref. VLANID =

[Z] ™ Physical Interface

® portl ™ Physical Interface
® port2 [® Physical Interface
M port3 ™ Physical Interface
M portd ™ Physical Interface

[~ Y el Mileeonfmnd lnd e fmmm

PING 12
HTTPS

SSH

PING
HTTPS
SSH
HTTP

0.0.0.0/0.0.0.0

PING
HTTPS
SsH

[SNMP|
5]

ANAAINAN N n

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.

The following options are available:

Create New

Edit

Delete

Search

Grouping

Status
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Select to create an interface or a zone. See Create or edit an interface on page
101 and Create or edit a zone on page 107.

Modifies settings within the interface or zone. See Create or edit an interface on
page 101 and Create or edit a zone on page 107.

Removes an interface from the list.

To remove multiple interfaces, select multiple rows in the list by holding down the
Ctrl or Shift keys and then select Delete.

Enter a search term to find in the list.

Select Group By Type, Group By Role, Group By Status, Group By Zone, or No
Grouping to change how the rows are displayed on the interface list.

The administrative status for the interface.

If the administrative status is green, the interface is up and can accept network
traffic. If the administrative status is red, the interface is administratively down and
cannot accept traffic. To change the administrative status of an interface, right-
click the icon and select the Set Status setting for the interface.
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Name

Type
Members

IP/Netmask

Administrative Access

Ref.

Bytes
Description
DHCP Clients
DHCP Ranges
Errors

IPv6 Access

IPv6 Address

IPv6 DHCP Clients
IPvé DHCP Ranges
Link Status

MAC Address

Packets

Role

Secondary IP(s)
Secondary IPv6 Addresses
Security Mode

VLAN ID

VRRP

Zone
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The names of the physical interfaces on your FortiProxy unit. The names include
any alias names that have been configured.

The type of the interface, such as Physical Interface.
Interfaces that belong to the virtual interface of the software switch.

The current IP address/netmask of the interface.

When IPv6 Support is enabled on the GUI, IPv6 addresses are displayed in this
column.

The administrative access configuration for the interface.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref., and the
Object Usage window appears displaying the various locations of the referenced
object.

The number of bytes being used.

A description of the interface.

If the interface has been configured as a DHCP client.
The range of IPv4 addresses.

Any errors detected.

The types of administrative access permitted for IPv6 connections to this
interface.

The IPv6 address/subnet mask for the interface.
If the interface has been configured as a DHCP client.
The range of IPv6 addresses.

The status is Up when a valid cable is plugged in. The status is Down when an
invalid cable is plugged in.

The MAC address of the interface.

The total number of packets that have been sent and received. Hover over the bar
chart to see the separate packet numbers.

The role can be LAN, WAN, DMZ, or Undefined.

The secondary IPv4 addresses added to the interface.

The secondary IPv6 addresses added to the interface.

The mode is either None or Captive Portal.

The configured VLAN ID for VLAN subinterfaces.

Whether the Virtual Router Redundancy Protocol is being used.

The name of the zone that the interface belongs to.
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To change the VLAN ID:

1. Go to Network > Interfaces, select a VLAN, and then click Edit.

2. Beside the VLAN ID field, click Edit. The Update VLAN ID window opens.

Edit Interface

Name NewVLAN
Alias
Type e WLAN

VLANID 1 & Edit
Role © LAN -

A

3. Enterthe new ID and click Next.
Update VLAN ID

@ Update VAN ID ) ) Review Settings

VLANID |1

4. Verify the changes and then click Update and OK.
Update VLAN ID

/ @ Review seitings

Target Object

Name Object Type Action

< NewVLAN  SystemInterface Edit

References
Name Object Type Action
1 IPvé DHCP Server @ Nochanges
= NewVIANaddress Address © Nochanges

< Back

FortiProxy 7.2.8 Administration Guide
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Next >

FortiProxy

[E FPXVUL2020052001

Additional Information

@& AP| Preview
% References

>_ EditinCLI
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5. The target object status changes to Updated entry. Click Close.
Update VLAN ID

1 The following changes have been applied to the objects below.

Target Object

Name Object Type Status

NewVLAN ' System Interface @ Updated entry

References
Name Object Type Status
1 IPv6 DHCP Server | € No changes

= NewVLAN address  Address © Nochanges

=l

In the interface settings, the new VLAN ID is displayed.

Edit Interface

Name  NewVLAN
Alias
Type = VAN A

VLANID

Role @

AAddrace

............ @& API|Preview
22 # Edit

LAN -

% References

>_ EditinCLI

Link health monitor

Alink healt

h monitor confirms the connectivity of the device’s interface. You can detect possible routing loops with link

health monitors. You can configure the FortiProxy unit to ping a gateway at regular intervals to ensure that it is online and
working. When the gateway is not accessible, that interface is marked as down.

Setthe interval (how often to send a ping) and failtime (how many lost pings are considered a failure). A smaller

interval

and smaller number of lost pings results in faster detection but creates more traffic on your network. You

might also want to log CPU and memory usage, as a network outage causes your CPU activity to spike.

To configure a link health monitor using the CLI:

config system link-monitor

edit <link monitor name>
set srcintf <interface name>
set server <server IP address>
set protocol {ping | tcp-echo | udp-echo | http | twamp}
set gateway-ip <gateway IPv4 address>
set source-ip <IPv4 address>
set interval <seconds>
set timeout <seconds>

FortiProxy 7.2.8 Administration Guide
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set failtime <retry attempts>
set recoverytime <number of successful responses>
set ha-priority <priority>

set update-cascade-interface {enable | disable}
set update-static-route {enable | disable}
set status {enable | disable}

next

end

CLI option Description
srcintf The name of the interface to add the link health monitor to.
server One or more IP addresses of the servers to be monitored. If the link health monitor

cannot connect to all of the servers, remote IP monitoring considers the link to be
down. You can add multiple IP addresses to a single link monitor to monitor more
than one IP address from a single interface. If you add multiple IP addresses, the
health checking will be with all of the addresses at the same time. The link monitor
only fails when no responses are received from all of the addresses.

protocol One or more protocols to be used to test the link. The defaultis ping.

gateway-ip The IPv4 address of the remote gateway that the link monitor must communicate
with to contact the server. Only required if there is no other route on for this
communication.

source-ip Optionally add a source IPv4 address for the monitoring packets. Normally the
source address is the address of the source interface. You can add a different
source address if required.

interval The time between sending link health check packets. The default is 5 seconds.
The range is 1 to 3600 seconds.

timeout The time to wait before receiving a response from the server. The defaultis 1
second. The range is 1 to 255 seconds.

failtime The number of times that a health check can fail before a failure is detected (the
failover threshold). The defaultis 5. The range is 1 to 10.

recoverytime The number of times that a health check must succeed after a failure is detected
to verify that the server is back up. The defaultis 5. The range is 1 to 10.

ha-priority The priority of this link health monitor when the ling health monitor is part of a
remote link monitor configuration. The default is 1. The range is 1 to 50.

update-cascade-interface Enable to bring down the source interface if the link health monitor fails. Disable to
keep the interface up if the link health monitor fails. The defaultis enable.

update-static-route Enable to remove static routes from the routing table that use this interface if the
link monitor fails. The defaultis enable.

status Enable or disable this link monitor. The defaultis enable.
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Selecting the source interface and address for Telnet and SSH

The execute telnet-optionsandexecute ssh-options commands allow administrators to set the source
interface and address for their connection:

# execute telnet-options {interface <outgoing interface> | reset | source <source interface
IP> | view-settings}

# execute ssh-options {interface <outgoing interface> | reset | source <source interface IP>
| view-settings}

To edit the Telnet options:

# execute telnet-options interface portl

# execute telnet-options source 1.1.1.1

To confirm that the Telnet packets are using the configured port and address:
# diagnose sniffer packet any "port 23" 4

4.070426 portl out 1.1.1.1.13938 -> 15.15.15.2.23: syn 400156130
4.070706 portl in 15.15.15.2.23 -> 1.1.1.1.13938: syn 2889776642 ack 400156131

To edit the SSH options:

# execute ssh-options interface portl

# execute ssh-options source 1.1.1.1

To confirm that the SSH packets are using the configured port and address:

# diagnose sniffer packet any "port 22" 4
6.898985 portl out 1.1.1.1.20625 -> 15.15.15.2.22: syn 1704095779
6.899286 portl in 15.15.15.2.22 -> 1.1.1.1.20625: syn 753358246 ack 1704095780

Create or edit an interface

Selecting Create New > Interface opens the New Interface page, which provides settings for configuring a new interface.
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Mew Interface

MName

Aliaz

Type == WLAM -
Interface -
VLAMID |0

Folz @ LAM -

Address

FortiProsy

{2 FPXVUL2020052001

tional Information

& AD| Preview

Addressing mods

m DHCP | Auto-managed by FortilF

IR/ Metmask 0000000000
IPv& addressing mode m DHCR | Delegated
IPv§ Address/Prefix =D
Create address object matching subnet @)
MName
Diestination 0000000000
Secondary |P address »
Adrinistrative Access
Ipwa U SpeedTest O HTTes HTTR @
O PiMG [ FMG-Access (O 554
[ smmap [ FTra [ RADIUS Accounting
Security Fabric
Connection &
Ibve L) HTTRS HTTE & O PING
[ FriG-Access O ssH O stmp
Security Fabric
Connection @
(B Stateless Address Auto-configuration [SLAAC)
Traffic Shaping
Outbound shaping profile (B
Inbound shaping profile (B
Miscellaneous
Comrments Aarass
Status m & Disabled
Explicit web proocy »
Explicit FTP proxy 2
Enzble WCCP Protocol (B
Prooy Captive Portal O
OK Cancel
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Selecting an interface and then selecting Edit opens the Edit Interface page.

Configure the following settings in the New Interface page or Edit Interface page and click OK:

Name

Alias

Type

Interface Members

Interface

VLAN ID

Role

Estimated bandwidth

Addressing mode

FortiProxy 7.2.8 Administration Guide
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Enter a name for the interface. Physical interface names cannot be changed. If
VLAN pooling is enabled, the maximum name length is 10 characters. You cannot
edit the interface name after you create the interface.

Enter an alternate name for a physical interface on the FortiProxy unit. The alias
can be a maximum of 25 characters. The alias name does not appear in logs. This
field appears when editing an existing physical interface.

Select the type of the interface: VLAN, 802.3ad Aggregate, or Redundant
Interface.

Refer to Aggregation on page 106 for more information about the Aggregate
interface type.

Select the ports to be included in the interface if the Type is 802.3ad Aggregate or
Redundant Interface.

This field is available when Type is set to VLAN.

Select the name of the physical interface that you want to add a VLAN interface
to. After it is created, the VLAN interface is listed below its physical interface in the
Interface list.

You cannot change the physical interface of a VLAN interface.

This field is available when Type is set to VLAN.

Enter the VLAN ID. You cannot change the VLAN ID except when you add a new
VLAN interface.

The VLAN ID must be a number between 1 and 4094. It must match the VLAN ID
that the IEEE 802.1Q-compliant router or switch that is connected to the VLAN
subinterface adds.

Set the role setting for the interface. Different settings will be shown or hidden
when editing an interface depending on the role.
¢ LAN: Used to connected to a local network of endpoints
* WAN: Used to connected to the internet.
* DMZ: Used to connected to the DMZ. When selected, DHCP server and
Security mode are not available.
» Undefined: The interface has no specific role.

The estimated WAN bandwidth. Enter the upstream and downstream bandwidth.
These values are used to estimate WAN usage.

Select the addressing mode for the interface:

» Select Manual and add an IPv4 address and network mask for the interface.
If IPv6 configuration is enabled, you can add both an IPv4 and an IPv6 IP
address.

e Select DHCP to get the interface IP address and other network settings from
a DHCP server.

e Select Auto-managed by FortilPAM if you have FortilPAM Cloud. The
FortilPAM (IP Address Management) service automatically assigns subnets
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IP/Netmask

Retrieve default gateway from
server

Distance

Override internal DNS

IPv6 Addressing mode

IPv6 Address/Prefix

Create address object
matching subnet

Secondary IP address
IPv6 Address/Prefix

IPv4 IPv6

Speed Test
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to the FortiProxy unit to prevent duplicate IP addresses from overlapping
within the same Security Fabric. FortilPAM is a paid service and must be
registered to the FortiProxy unit in FortiCare.

Enter an IPv4 address and subnet mask for the interface. FortiProxy interfaces
cannot have |IP addresses on the same subnet.

This option is available only if Addressing mode is set to Manual.

Enable this to retrieve a default gateway IP address from the DHCP server. The
default gateway is added to the static routing table.

This option is available only if Addressing mode is set to DHCP.

Enter the administrative distance for the default gateway retrieved from the DHCP
server. The administrative distance is an integer from 1 to 255, and specifies the
relative priority of a route when there are multiple routes to the same destination.
A lower administrative distance indicates a more preferred route.

This option is available only if Addressing mode is set to DHCP and Retrieve
default gateway from server is enabled.

Enable this to use the DNS addresses retrieved from the DHCP server instead of
the DNS server IP addresses on the DNS page.

This option is available only if Addressing mode is set to DHCP.

Select the addressing mode for the interface:

» Select Manual and add an IP address and network mask for the interface.

» Select DHCP to get the interface IP address and other network settings from
a DHCP server.

e Select Delegated to select an IPv6 upstream interface that has DHCPv6
prefix delegation enabled and enter an IPv6 subnet if needed. The interface
will get the IPv6 prefix from the upstream DHCPV6 server that is connected to
the IPv6 upstream interface and form the IPv6 address with the subnet
configured on the interface.

If Addressing Mode is set to Manual and IPv6 support is enabled, enter an IPv6
address and subnet mask for the interface. A single interface can have an IPv4
address, IPv6 address, or both.

This option is available when Role is set to LAN or DMZ.
Enable this option to automatically create an address object that matches the
interface subnet.

Add additional IPv4 addresses to this interface.

If IPv6 support is enabled on the GUI, enter an IPv6 address and subnet mask for
the interface. A single interface can have both an IPv4 and IPv6 address or just
one or the other.

This option is available only if IPv6 Addressing mode is set to Manual.

Select the types of administrative access permitted for IPv4 and IPv6 connections
to this interface.

Allows speed tests to be executed on the interface.
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HTTPS
HTTP
PING

FMG-Access
SSH
SNMP

FTM

RADIUS Accounting

Security Fabric Connection

Stateless Address Auto-
configuration

IPv6 prefix list
IPv6 prefix
Outbound shaping profile

Outbound bandwidth

Inbound shaping profile

Inbound bandwidth
Comments

Status

Explicit web proxy
Explicit FTP proxy
Enable WCCP Protocol
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Allow secure HTTPS connections to the GUI through this interface.
HTTP traffic is automatically redirected to HTTPS.

Interface responds to pings. Use this setting to verify your installation and for
testing.

Allow FortiManager to access this interface.
Allow SSH connections to the CLI through this interface.

Allow a remote SNMP manager to request SNMP information by connecting to
this interface.

Allow FTM Push notifications, for when users are attempting to authenticate
through a VPN and/or RADIUS (with FortiAuthenticator as the RADIUS server).

Allow RADIUS accounting records that the server forwards (originating from the
RADIUS client). These records include the user’s IP address and user group.

Allow Security Fabric access. This access enables CAPWAP and FortiTelemetry.

Enable to provide IPv6 addresses to connected devices using SLAAC.

Enable to provide a list of IPv6 prefixes.
Enter the IPv6 prefix.

Enable or disable traffic shaping on the interface. This allows you to enforce
bandwidth limits on individual interfaces.

Enable to specify the outbound bandwidth.

Enable or disable traffic shaping on the interface. This allows you to enforce
bandwidth limits on individual interfaces.

Enable to specify the inbound bandwidth.

Enter a description of the interface of up to 255 characters.
Enable or disable the interface.

Select this to enable explicit web proxying on this interface.
Enable or disable explicit FTP proxying on this interface.

The Web Cache Communication Protocol (WCCP) can be used to provide web
caching with load balancing and fault tolerance. In a WCCP configuration, a
WCCP server receives HTTP requests from a user’s web browsers and redirects
the requests to one or more WCCP clients. The clients either return cached
content or request new content from the destination web servers before caching it
and returning it to the server, which in turn returns the content to the original
requester. If a WCCP configuration includes multiple WCCP clients, the WCCP
server load balances traffic among the clients and can detect when a client fails
and failover sessions to still operating clients. WCCP is described by the Web
Cache Communication Protocol Internet draft.
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Proxy Captive Portal Enable or disable proxy captive portal on this interface.

API Preview The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To add secondary IP addresses:

Go to Network > Interfaces and select Create New > Interface.
Enable Secondary IP Address.

Select Create New.

Enter the IPv4 address and network mask.

Select the types of administrative access to allow.

Click OK. The new IP address is added to the table.

I o

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.

4. Click Close to leave the preview.

Aggregation

Link aggregation (IEEE 802.3ad) enables you to bind two or more physical interfaces together to form an aggregated
(combined) link. This new link uses the total bandwidth of the functioning links in the group, up to eight. If a link in the
group fails, traffic is transferred automatically to the remaining interfaces. The only noticeable effect is reduced
bandwidth.

Only physical interfaces can be used in an aggregated (combined) link. You cannot aggregate VLAN interfaces,
subinterfaces, or HA heartbeat interfaces. Each physical interface can belong to only one aggregated interface. If VDOM
is enabled, all interfaces in the aggregated interface must be in the same VDOM.

Interfaced included in an aggregate interface are not listed under Network > Interfaces and cannot be configured
individually with an IP address, DHCP, or PPPoE. They also cannot not be referenced in security policies, VIPs, IP
pools, routing, or multicast policies. While you can see such interfaces in the CLI, configurations for those interfaces do
not take effect.

Example configuration

This example creates an aggregate interface on a FortiProxy using ports 3-5 with an internal IP address of 10.1.1.123,
as well as the administrative access to HTTPS and SSH.

To create an aggregate interface in the GUI:

1. Go to Network > Interfaces and select Create New > Interface.
2. Set Name to aggregate.
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Fortinet Inc.



Network

©NOo g~

See Create or edit an interface on page 101 for more information.

Set Type to 802.3ad Aggregate.

Set Interface members to port4, port5, and port6.
Set Addressing mode to Manual.

Set IP/Netmaskto 10.1.1.123/24.

For Administrative Access, select HTTPS and SSH.
Click OK.

To create an aggregate interface in the CLI:

config system interface
edit "aggregate"

next
end

See config system interface for more information.

set
set
set
set
set
set

vdom "root"

ip 10.1.1.123 255.255.255.0
allowaccess https ssh

type aggregate

member "port4d" "port5" "porto"
snmp-index 45

Create or edit a zone

Zones are a group of one or more physical or virtual FortiProxy interfaces that you can apply security policies to control
inbound and outbound traffic. Grouping interfaces into zones simplifies the creation of security policies where a number

of network segments can use the same policy settings and protection profiles. Interfaces that are included in a zone must

not be assigned to another zone or have firewall policies defined.

Selecting Create New > Zone opens the New Zone page, which provides settings for configuring a new zone.
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Mew Zone

Mame
Interface members

Comments

FortiProxy

. Ay

& FPXVUL2020052001

£ 04127 Additional Information

@ AP| Preview

Selecting a zone and then selecting Edit opens the Edit Zone page.

Configure the following settings in the New Zone page or Edit Zone page and click OK:

Name
Interface Members
Comments

API Preview
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Enter a name for the zone. You can change the name of the zone after creating it.

Select the ports to be included in the zone.
Enter a description up to 255 characters to describe the zone.

Select the ports to be included in the zone.
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To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

ol

To create a zone:

config system zone
edit <zone name>
set description <string>
set interface <interface names>
next
end

Verification

When a client visits a HTTP website, the client will be redirected to the captive portal for authentication by HTTPS. For
example, the client could be redirected to a URL by a HTTP 303 message similar to the following:

HTTP/1.1 303 See Other
Connection: close
Content-Type: text/html
Cache-Control: no-cache

Location:
https://fpx.fortinetqa.local:7831/XX/YY/ZZ/cpauth?scheme=http&4Tmthd=0&host=172.16.200.46&port=80&rule=758&ur
i=Lw==

Content-Length: 0

The captive portal URL used for authentication is https./fpx.fortinetqa.local:7831/.... After the authentication is complete
with all user credentials protected by HTTPS, the client is redirected to the original HTTP website it intended to visit.

GRE Tunnel

The Generic Routing Encapsulation (GRE) tunnel allows direct communication between two nodes on a network.

Go to Network > GRE Tunnel to see which GRE tunnels have been configured.

Name Interfaces Remote Gateway Local Gateway Ref.

NewGREtunnel portl o

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.
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The following options are available:

Create New

Edit

Delete

Name

Interfaces
Remote Gateway
Local Gateway

Ref.

Create or edit a GRE tunnel

Select to create a GRE tunnel. See Create or edit a GRE tunnel on page 110.

Modifies settings for the selected GRE tunnel. When you click Edit, the Edit GRE
Tunnel page opens.

Removes the selected GRE tunnel.
The name of the GRE tunnel.
Name of the source interface.

IP address of the remote gateway.
IP address of the local gateway.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Select Create New to open the Create Gre Tunnel page.
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Create Gre Tunnel

MName
Source Interface
Remote Gateway

Local Gateway

Additional Information

- @& AP| Preview

0.0.00
0.0.00

Sequence Number Reception m Enable

Checksum Transmission
Checksum Reception
Key Outhound

Key Inbound

Keepalive Interval

Keepalive Failtimes €

m Enable
m Enable

0
0
0
10

Select a GRE tunnel and then click Edit to open the Edit Gre Tunnel page.

Configure the following settings in the Create Gre Tunnel page or Edit Gre Tunnel page and then click OK:

Name

Source Interface
Remote Gateway

Local Gateway
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Enter the name to identify the GRE tunnel. You cannot edit the name after you
create the GRE tunnel.

Name of the source interface. There is no default value.
IP address of the remote gateway. The defaultis 0.0.0.0.
IP address of the local gateway. The defaultis 0.0.0.0.
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Sequence Number Reception Enable or disable whether sequence numbers are validated in the received GRE
packets. The default is disable.

Checksum Transmission Enable or disable whether checksums are included in transmitted GRE packets.
The default is disable.

Checksum Reception Enable or disable whether checksums are validated in received GRE packets.
The default is disable.

Key Outbound Enter the key to be included in transmitted GRE packets. The range is 0 to
4,294,967,295. The default is 0.

Key Inbound Enter the key that is required to be in received GRE packets. The range is 0 to
4,294,967,295. The default is 0.

Keepalive Interval Specify how many minutes pass before a GRE keep-alive message is sent. The
range is 0 to 32,767. Enter 0 to disable this feature. The default is 0.

Keepalive Failtimes How many times the GRE keep-alive message fails before the GRE connection is
considered down. The range is 1-255. The defaultis 10.

API Preview The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

g

DNS Settings

Several FortiProxy functions use DNS, including alert email. You can specify the IP addresses of the DNS servers that
your unit connects to. DNS server IP addresses are usually supplied by your ISP. To configure DNS settings, go to
Network > DNS Settings.
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DNS Settings

DNS Servers
DNS servers Use FortiGuard Servers 172.17 2545148 10 ms

Primary DNS server

Secondary DNS server DNS Filter Rating Servers

Local domain name 208.91.112.220 QU ==t ie s

L+ . . .
Additional Information
DMNS Protocols @ AP| Preview
DNS(UDR/53) @ @ >_ Editin CLI
TLS(TCP/853) & O A Local Out Setting
HTTPS (TCP/443) & O
IPv& DNS Settings
Primary DNS server
Secondary DNS server
Aoy
Configure the following settings and select Apply:
DNS Servers Select Use FortiGuard Severs or Specify. If you select Specify, enter the

IP addresses for the primary and secondary DNS servers.
See also Use DNS over TLS for default FortiGuard DNS servers on page 114.

Primary DNS Server Enter the IPv4 or IPv6 address for the primary DNS server.
Secondary DNS Server Enter the IPv4 or IPv6 address for the secondary DNS server.
Local Domain Name Enter the domain name to append to addresses with no domain portion when

performing DNS lookups.
DNS (UDP/53) Enable or disable the use of clear-text DNS over port 53.
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TLS (TCP/853)
HTTPS (TCP/443)
SSL certificate

Server hostname

Enable or disable the use of DNS over TLS (DoT).
Enable or disable the use of DNS over HTTPS (DoH).

Select which SSL certificate or click Create to import a certificate.

Enter the host name of the DNS server.

To enable DoT and DoH DNS in the CLI:

config system dns
set primary <IP address>

set secondary <IP address>
set protocol {cleartext | dot | doh}

end

Using the FortiProxy unit as an IPvé DDNS client for generic DDNS

When configuring the generic DDNS service provider as a DDNS server, the server type and address type can be set to
IPv6. This allows the FortiProxy unit to connect to an IPv6 DDNS server and provide the FortiProxy unit’s IPv6 interface

address for updates.

config system ddns
edit <ID>

set ddns-server genericDDNS
set server-type {ipv4 | ipv6}
set ddns-server-addr <address>

set addr-type {ipv4

ipv6}

set monitor-interface <port>

next
end

To configure an IPv6 DDNS client with generic DDNS:

config system ddns
edit 1

set ddns-server genericDDNS

set server-type ipvé

set ddns-server-addr "2004:16:16:16::2" "16.16.16.2" "ddns.genericddns.com"

set ddns-domain "test.com"

set addr-type ipvé6

set monitor-interface "port3"

next
end

Use DNS over TLS for default FortiGuard DNS servers

When using FortiGuard servers for DNS, the FortiProxy unit defaults to using DNS over TLS (DoT) to secure the DNS

traffic. New FortiGuard DNS servers are added as primary and secondary servers.
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Ay
‘Q' Because DNS servers probably do not support low encryption DES, low encryption devices do
- not have the option to select DoT or DoH. The devices default to cleartext (UDP/53) instead.

The FortiGuard DNS server certificates are signed with the globalsdns.fortinet.net hostname by a public CA. The
FortiProxy unit verifies the server hostname using the server-hostname setting.

To view the FortiGuard server DNS settings in the GUI:

1. Goto Network > DNS Settings.
2. For DNS servers, select Use FortiGuard Servers.

The Primary DNS serveris 96.45.45.45, and the Secondary DNS serveris 96.45.46.46. DNS Protocols is setto TLS
and cannot be modified.

To view the FortiGuard server DNS settings in the CLI:

# show system dns
config system dns

set primary 96.45.45.45

set secondary 96.45.46.46

set protocol dot

set server-hostname "globalsdns.fortinet.net"
end

Ay
‘?' The protocol and server-hostname settings should not be modified when using the
- default FortiGuard servers.

Alternate DNS servers

The alternate DNS servers are used only when DNS resolution of the primary or secondary DNS servers return a name
error (NXDOMAIN). They are not used as failover DNS servers. If the query in the primary list times out, no alternate
DNS server is contacted.

To configure the alternate DNS servers:

config system dns
set alt-primary <ip address>
set alt-secondary <ip address>
end

alt-primary <ip_address> Alternate primary DNS server. This is not used as a failover DNS server.

alt-secondary <ip_ Alternate secondary DNS server. This is not used as a failover DNS server.
address>
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DNS Service

You can create local DNS servers for your network. Depending on your requirements, you can manually maintain your
entries (primary DNS server) or use it as a jumping point, where the server refers to an outside source (secondary DNS
server). A local primary DNS server works similarly to the DNS server addresses configured in Network > DNS Settings,
but you must manually add all entries. This allows you to add a local DNS server to include specific URL and IP address

combinations.

You can set an option to ensure this type of DNS server is not the authoritative server. When configured as a recursive
DNS, the FortiProxy unit will check its internal DNS server (primary or secondary). If the request cannot be fulfilled, it will

look to the external DNS servers. This is known as a split DNS configuration.

To configure DNS servers and zones, go to Network > DNS Service.

DMS Service on Interface

+ Create New

Interface Mode DNS Filter

Mo results

DMNS Database

+ Create New

DNS Zone Domain Mame Type View TTL (seconds)

fpxlabd.local fpxlab4.local Primary Shadow 86,400

# of Entries

2

51

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.
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From the DNS Service page, you can do the following:

o Create or edit a DNS service on page 117
» Create or edita DNS zone on page 118

Create or edit a DNS service

To add a DNS service on a specific interface:

1. Go to Network > DNS Service and, under DNS Service on Interface, select Create New.

New DNS Service

Interface v

Mode Mon-Recursive  Forward to System DNS
DNS Filter »

DNSover HTTPS (OB

Select Recursive, Non-Recursive, or Forward to System DNS.

Enable DNS Filter if you want to use a DNS filter and select the DNS filter to use.
Enable DNS over HTTPS if you want to use DNS over HTTPS.

Click OK. The new DNS service is added to the table.

Select an interface.

o gk~ owbd

To edit a DNS service:

Go to Network > DNS Service and, under DNS Service on Interface, select a DNS service.
Select Edit.

Make your changes.

Click OK.

Ao b=

To enable DNS over HTTPS (DoH) on the DNS server in the CLI:

config system dns-server
edit {<DNS server name> | <interface name>}
set dnsfilter-profile {<profile name> | default}
set doh enable
next
end
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Create or edit a DNS zone
You can create a primary or secondary DNS zone.

To create a primary DNS zone:

1. Goto Network > DNS Service and, under DNS Database, select Create New.
MNew DNS Zone

Type Secondary
View Public

DNS Zone

Domain Name
Hostname of Primary DNS | dns
Contact Email Address €@  host

TTL (86400 seconds) 1 Day(s)
0 Hour(s)
0 Minute(s)
0 Second(s)
Authoritative O
DNS Forwarder (+]
DNS Entries
4+ Create New | # Edit 10 Delete
Type Details Status
Mo results
0]

FortiProxy 7.2.8 Administration Guide 118
Fortinet Inc.



Network

Select Primary for the type of DNS zone.

© N

. Select the accessibility of the DNS server. If you select Public, external users can use the DNS server. If you select
Shadow, only internal users can use it.

Enter a name for the DNS zone.

Enter the domain name.

Enter the host name of the primary DNS server.

Enter the contact email address for the administrator, for example, admin@example. com.

® N o o &

Enter how long the DNS zone should exist in days, hours, minutes, and seconds. The maximum time to live (TTL) is
86,400 seconds.

9. Enable Authoritative if you want an authoritative zone.
10. Enter the IP address for the DNS zone forwarder.
11. Select or create a DNS entry. See Create or edit a DNS entry on page 119.
12. Click OKto save your new DNS zone. The new DNS zone is added to the table.

To create a secondary DNS zone:

1. Goto Network > DNS Service and, under DNS Database, select Create New.
2. Select Secondary for the type of DNS zone.

3. Select the accessibility of the DNS server. If you select Public, external users can use the DNS server. If you select
Shadow, only internal users can use it.

Enter a name for the DNS zone.

Enter the domain name.

Enter the IP address of the primary DNS zone.
Enable Authoritative if you want an authoritative zone.
Enter the IP address for the DNS zone forwarder.

© ®No o

Click OK to save your new DNS zone. The new DNS zone is added to the table.

To edit a DNS zone:

Go to Network > DNS Service and, under DNS Database, select a DNS zone.
Select Edit.
Make your changes.

o nN =

Click OK to save your changes.

Create or edit a DNS entry
You can create or edit a DNS entry for the DNS service.

To create a DNS entry:

1. Goto Network > DNS Service and, under DNS Database, select a DNS zone and then click Edit.
2. Inthe Edit DNS Zone page, select Create New.

FortiProxy 7.2.8 Administration Guide 119
Fortinet Inc.



Network

New DNS Entry x

Type Address (A) -
Hostname

Fully Qualified Domain Name (FQDN)

IP Address
TTL Use Zone TTL g%
Status O

Select the type of DNS entry, one of Address (A), Name Server (NS), Canonical Name (CNAME), Mail Exchange
(MX), IPv6 Address (AAAA), IPv4 Pointer (PTR), or IPv6 Pointer (PTR).

Enter the host name for the DNS entry.
Enter the fully qualified domain name for the DNS entry.
Enter the IP address for the DNS entry.

For the time to live (TTL), select Use Zone TTL or Specify. If you select Specify, enter the number of days, hours,
minutes, and seconds, up to a maximum of 86,400 seconds.

ol

N o a s

&

Enable or disable Status to make the DNS entry active or inactive.
9. Click OKto save your new DNS entry. The new DNS entry is added to the table.
10. Click OK to save your changes to the DNS zone.

To edit a DNS entry:

1. Goto Network > DNS Service and, under DNS Database, select a DNS zone and then click Edit.
2. Selecta DNS entry and then click Edit.

3. Inthe Edit DNS Entry page, make your changes.

4. Click OK to save your changes to the DNS entry.

5. Click OK to save your changes to the DNS zone.

Packet Capture

You can create a filter on an interface to capture a specified number of packets to examine. Go to Network > Packet
Capture to see existing packet capture filters.

Interfaces = Host Filter = Port Filter = VLAN Filter = Protocol Filter = Packets = Max Packet Count = Status =

™ portl 1-6 0 4,000 @ Not Running

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

FortiProxy 7.2.8 Administration Guide 120
Fortinet Inc.



Network

The following options are available:

Create New
Edit

Clone
Delete
Search
Interfaces
Host Filter
Port Filter
VLAN Filter

Protocol Filter
Packets
Max Packet Count

Status

Capture IPv6
Capture Non-IP

Creates a new packet capture filter. See Create or edit a packet capture filter on
page 121.

Modifies settings within a packet capture filter.
Copies an existing packet capture filter.

Removes a packet capture filter from the list.

To remove multiple filters, select multiple rows in the list by holding down the Cirl
or Shift keys and then select Delete.

Enter a search term to search the filter list.

The interface or port number that the filter will examine.
The hosts being examined.

The ports being examined.

The VLANSs being examined.

The protocols being examined.

The number of packets captured.

The maximum number of packets to collect.

Whether the packet capture is running.

To run the capture, select the play button in the progress column in the packet
capture list. If the filter is not active, Not Running is displayed in the column cell.
The progress bar indicates the status of the capture. You can stop and restart it at
any time. When the capture is complete, select the Download icon to save the
packet capture file to your hard disk for further analysis.

Whether the capture IPv6 packets has been enabled.

Whether the capture of non-IP packets has been enabled.

Create or edit a packet capture filter

Go to Network > Packet Capture to create or edit a packet capture filter.
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To create a packet capture filter:

1. Select Create New.

New Packet Capture Filter

Interface
Maximum Captured Packets
Filters

Include Mon-1P Packets

= FPXVUL2020052001
4000
':] Additional Information
@ @& AP| Preview

2. Configure the following settings and click OK:

Interface
Maximum Captured Packets

Filters

Include Non-IP Packets

API Preview

To use the API Preview:

Select an interface.
Enter how many packets to collect.

Enable Filters, you can create filters for host names, ports, VLAN identifiers,
and protocols. Use commas to separate items. Use a hyphen to specify a
range.

Select this option if you want to include packets from non-IP protocols.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

LRSS

. Click Close to leave the preview.

To edit a packet capture filter:

1. Select a packet capture filter.
2. Select Edit.

3. Make your changes.

4. Click OKto save your changes.
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Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
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Static routes

To see a list of static routes that control the flow of traffic through the unit, go to Network > Static Routing

+ Create New ~

Destination

Search Q
Gateway IP Interface Status Comments
M port1 @ Enabled
™ port4 @ Enabled

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.

The following options are available:

Create New

Edit

Clone

Delete

Search

Destination

Gateway IP

Interface
Status
Comments

Distance

Priority

Create or edit a static route

Select Create New > IPv4 Static Route or Create New > IPv6 Static Route to open the New Static Route page and create

a static route.

FortiProxy 7.2.8 Administration Guide
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Creates an IPv4 or IPv6 static route. See Create or edit a static route on page
123.

Modifies settings within the static route. See Create or edit a static route on page
123.

Copies an existing route.

Removes a static route from the list.

To remove multiple static routes, select multiple rows in the list by holding down
the Ctrl or Shift keys and then select Delete.

Enter a search term to find in the list.

The destination IP addresses and network masks of packets that the FortiProxy
unit intercepts.

The IP addresses of the next-hop routers to which intercepted packets are
forwarded.

The interface or port number the static route is configured to.
The static route is either enabled or disabled.
A description of the route (optional).

The number of hops the static route has to the configured gateway. Routes with
the same distance will be considered as equal-cost multi-path (ECMP)

A number for the priority of the static route. Routes with a larger number will have
a lower priority. Routes with the same priority are considered as ECMP.
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MNew Static Route
Additional Informati
Destination € ditional Information
0.0.0.0/0.0.0.0 @& AP| Preview
Gateway Address 0.0.0.0
Interface +

This field is required.
Administrative Distance @ 10

Comments Write a comment... £ 0/255

Status [+ N EVEN © Disabled

£ Advanced Options
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MNew Static Route

AcdiiEoanal InFarnnstinn
AL 3 ] ormation

Destination =/0 )
Gateway Address @ API Preview
Interface +
This field is required.
Administrative Distance @ 10
Comments Write acomment.. 4 0/255
Status [+ RELIEGE O Disabled
Advanced Options

Select a static route and then click Edit to change a static route.

Configure the following settings in the New Static Route page or Edit Static Route page and click OK:
Destination Enter the IPv4 or IPv6 address and netmask of the new static route.
Gateway Address Enter the gateway IP address for those packets that you intend the unit to

intercept.
Interface Select the static route’s interface, port number, or Blackhole.

A blackhole route is a route that drops all traffic sent to it. Blackhole routes are
used to dispose of packets instead of responding to suspicious inquiries. This
provides added security since the originator will not discover any information from
the target network. Blackhole routes can also limit traffic on a subnet. If some
subnet addresses are not in use, traffic to those addresses, which may be valid or
malicious, can be directed to a blackhole for added security and to reduce traffic
on the subnet.

FortiProxy 7.2.8 Administration Guide 125
Fortinet Inc.



Network

Administrative Distance The administrative distance is used to determine the cost of the route. Smaller
distances are considered as a "better" route that should be used when multiple
paths exist to the same destination. The routes with the same distance are
considered as equal-cost multi-path routing (ECMP).

Comments Enter a description up to 255 characters to describe the new static route.
Status Select Enabled or Disabled to set the status of the new static route.
Advanced Options Click + to show the Priority option.

Priority Enter a number for the priority of the static route. Routes with a larger number

have a lower priority. Routes with the same priority are considered as ECMP.

API Preview The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

Policy routes

Policy routing allows you to specify an interface to route traffic. This is useful when you need to route certain types of
network traffic differently than you would if you were using the routing table. You can use the incoming traffic's protocol,
source or destination address, source interface, or port number to determine where to send the traffic. Policy routes are
sometimes referred to as Policy-based routes (PBR).

When a packet arrives, the FortiProxy starts at the top of the policy route list and attempts to match the packet with a
policy. For a match to be found, the policy must contain enough information to route the packet. At a minimum, this
requires the outgoing interface to forward the traffic, and the gateway to route the traffic to. If one or both of these are not
specified in the policy route, then the FortiProxy searches the routing table to find the best active route that corresponds
to the policy route. If no routes are found in the routing table, then the policy route does not match the packet. The
FortiProxy continues down the policy route list until it reaches the end. If no matches are found, then the FortiProxy does
a route lookup using the routing table.

Configuring a policy route

In this example, a policy route is configured to send all FTP traffic received at port1 out through port3 and to a next hop
router at 10.1.1.1. To route FTP traffic, the protocol is set to TCP (6) and the destination ports are set to 21 (the FTP
port).
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To configure a policy route in the GUI:

1. Goto Network > Policy Routes and click Create New.

2. Configure the following fields:

Incoming interface
Source Address
Destination Address
Protocol
Destination ports
Type of service

Bit Mask

Outgoing interface

port1
0.0.0.0/0.0.0.0
0.0.0.0/0.0.0.0
TCP

21-21

0x00

0x00

Enable and select port4

Gateway address 10.1.1.1
New Routing Policy
FortiProxy
Ifincoming traffic matches: FortiProxy-HyperV
Incoming interface ® port1
+ Additional Information
Source Address @ API Preview
IP/Netmask 0.0.0.0/0.0.0.0
©
Destination Address
IP/Netmask 0.0.0.0/0.0.0.0
©
Protocol UDP SCTP ANY | Specify
Source ports 1 - 65534
Destination ports 21 - 21
Type of service 0x00 BitMask = 0x00
Then:
Action [REICRIEINE Stop Policy Routing
Qutgoing interface @ M port3
Gateway address 10.1.11
Comments Write a e A orass
Status @ Enabled [LvEVEETN]
3. Click OK.

To configure a policy route in the CLI:

config router policy
edit 1

set input-device "portl"
set src "0.0.0.0/0.0.0.0"
set dst "0.0.0.0/0.0.0.0"

set protocol 6
set start-port 21
set end-port 21

set gateway 10.1.1.1

set output-device "port3"
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next
end

VXLAN

Virtual Extensible LAN (VXLAN) is a network virtualization technology used in large cloud computing deployments. It
encapsulates layer 2 Ethernet frames within layer 3 IP packets using the standard destination port 4789. VXLAN
endpoints that terminate VXLAN tunnels can be virtual or physical switch ports, and are known as VXLAN tunnel
endpoints (VTEPs). For more information about VXLAN, see RFC 7348.

To configure VXLAN:

config system vxlan
edit <name>

set
set
set
set
set

interface <interface>

vni <vxlan network id>

ip-version {ipv4 unicast | ipv6 unicast}
remote-ip <ipv4 address>

remote-ip6 <ipvé6 address>

set dstport <port>
next
end
interface <interface> Outgoing interface for VXLAN encapsulated traffic.
vni <vxlan network_id> VXLAN network ID (default = 0).
ip—verSiIOH { iPV_4_uni cast The IP address version to use for the VXLAN interface, and for communication
| dipile_miclensi) over the VXLAN (default = ipv4_unicast).
remote-ip <ip_address> The IPv4 or IPv6 address of the VXLAN interface on the device at the remote end

remote-ip6

<ipv6_address> of the VXLAN.

dstport <port> The VXLAN destination port (1 - 65535, default = 4789).

To view the VXLAN forwarding database list for an interface:

diagnose sys vxlan fdb list <interface>
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Policy & Objects

The Policy & Objects menu provides the following options:

» Policy on page 129

« Authentication Rules on page 148

o Proxy Auth Setting on page 157

« Traffic shaping on page 160

o Central SNAT on page 187

o PAC Policy on page 191

» Policy Test on page 194

o DNS Lookup NEW on page 195

o Decrypted Traffic Mirror on page 195
o Addresses on page 197

« Internet Service Database on page 216
» Services on page 216

o Schedules on page 225

« Virtual IPs on page 230

« IP Pools on page 235

o ZTNA on page 237

Policy

The policy list displays firewall policies in their order of matching precedence. Firewall policy order affects policy
matching. For details about arranging policies in the policy list, see Change how the policy list is displayed.

You can add firewall policies that match HTTP traffic to be cached according to source and destination addresses and
the destination port of the traffic.

Various right-click menus are available throughout the policy list. The columns displayed in the policy list can be
customized, and filters can be added in a variety of ways to filter the information that is displayed. See Change how the
policy list is displayed.

To view the policy list, go to Policy & Objects > Policy.

+CreateNew | & Edit @ Delete Q Policy Lookup | Search Q B Export~ QIERECLEIA N By Sequence
Name Source Destination Schedule Service Action Security Profiles Log Bytes
[ Implicit €@

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.
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The following options are available:

Create New

Edit

Delete

Policy Lookup
Search

Export

Interface Pair View/By
Sequence

Type

Name

Incoming Interface
Outgoing Interface
Source

Destination

Schedule

Service

Action

Security Profiles

Log
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Add a new policy. New policies are added to the bottom of the list. See Create or
edit a policy on page 134.

Edit the selected policy. See Create or edit a policy on page 134.
Delete the selected policy.

Find a policy.

Enter a search term to find in the policy list.

Export the current view to CSV and JSON formats. Click Export and select CSV or
JSON to download the file.

Select how to view the policy list:

* Interface Pair View—Displays the policies in the order that they are checked
for matching traffic, grouped by the pairs of Incoming and Outgoing
interfaces. For instance, all of the policies referencing traffic from WAN1 to
DMZ will be in one section. The policies referencing traffic from DMZ to
WAN1 will be in another section. The sections are collapsible so that you only
need to look at the sections with policies you are interested in.

e By Sequence—Displays the policies in the order that they are checked for
matching traffic without any grouping. The FortiProxy unit automatically
changes the view on the policy list page to By Sequence whenever there is a
policy containing the any interface. If the Interface Pair View is grayed out,
one or more of the policies is using the any interface.

The type of policy, such as Explicit Web, Transparent, or SSH Tunnel. See Policy
types on page 135.

The name of the policy.

The incoming interface or interfaces.

The outgoing interface or interfaces.

The source is the source address or source user of the initiating traffic.

The destination address or address range that the policy matches. For more
information, see Web cache policy address formats on page 133.

The time frame that is applied to the policy. See Schedules on page 225.

The service or services chosen here represent the TCP/IP suite port numbers that
will most commonly be used to transport the named protocols or group of
protocols. See Services on page 216.

The action to be taken by the policy, such as ACCEPT, DENY, REDIRECT, or
ISOLATE.

All the profiles used by the policy, such as AntiVirus, Web Filter, DLP Sensor,
ICAP, SSL Inspection, and Content Analysis options. See Security Profiles on
page 261.

The logging level of the policy. Options vary depending on the policy type.
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Bytes

Active Sessions
Application Control
AV

Comments

Destination Address

DNS Filter
Email Filter

Enforce ZTNA

File Filter
First Used
Groups
Hit Count
ICAP

ID

IPS

Last Used
Packets

Protocol Options

Source Address

SSL Inspection

Status

Users

Video Filter

VPN Tunnel

Web Application Firewall
Web Filter
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The number of bytes.

The number of active sessions.

What action is taken when an application matches.

The antivirus profile used by the policy. See AntiVirus on page 264.
Comments about the policy (up to 1023 characters).

The destination addresses that the policy matches. The destination address can
be used as a traffic filter.

The DNS filter profile used by the policy. See DNS Filter on page 292.
The email filter profile used by the policy. See .

Whether Zero Trust Network Access (ZTNA) is enabled or disabled. See ZTNA on
page 237.

The file filter profile used by the policy. See File Filter on page 306.
When the policy was first used.

Which groups the policy matches.

Number of results found.

The ICAP profile used by the policy. See Create or edit an ICAP profile on page
346.

The policy identifier. Policies are numbered in the order they are added to the
configuration.

Which IPS signatures the policy uses.

When the policy was last used.

The number of packets.

The proxy options profile used by the policy. See Proxy Options on page 85.

The addresses that a policy can receive traffic from. For more information, see
Web cache policy address formats on page 133.

The SSL/SSH inspection options used by the policy. See SSL/SSH Inspection on
page 308.

Select to enable a policy or clear to disable a policy. A disabled policy is out of
service.

Which users the policy matches.

The video filter profile used by the policy. See Video Filter on page 289.
The VPN tunnel used by the policy. See VPN on page 387.

The web application firewall profile used by the policy. See .

The web filter profile used by the policy. See Web Filter on page 276.
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ZTNA Tag The ZTNA tags used in the ZTNA rule that is used by the policy. See ZTNA on
page 237.

Change how the policy list is displayed

Policies can be added, edited, copied and pasted, moved, and deleted. To help organize your policies, you can also
create sections to group policies together.

Policies can be inserted above or below existing policies and can also be disabled if needed.

The displayed policies can be filtered by either using the search field in the toolbar or by selecting the filter icon in a
column heading. The available filter options vary depending on the type of data that the selected column contains.

How list order affects policy matching

The FortiProxy unit uses the first-matching technique to select which policy to apply to a communication session.

When policies have been added, each time the FortiProxy unit accepts a communication session, it then searches the
policy list for a matching policy. Matching policies are determined by comparing the policy with the session source and
destination addresses and the destination port. The search begins at the top of the policy list and progresses in order
towards the bottom. Each policy in the policy list is compared with the communication session until a match is found.
When the FortiProxy unit finds the first matching policy, it applies that policy and disregards subsequent policies.

If no policy matches, the session is accepted.

As a general rule, you should order the policy list from most specific to most general because of the order in which
policies are evaluated for a match and because only the first matching policy is applied to a session. Subsequent
possible matches are not considered or applied.

NOTE: Ordering policies from most specific to most general prevents policies that match a wide range of traffic from
superseding and effectively masking policies that match exceptions.

Policy rules and authentication rules

Policy rules control what a user or user group can do. Authentication rules define how to authenticate a user. If a policy
without a user group matches the type of traffic, authentication is not used because the user group was not specified in
the policy.

For example, if a policy rule involving an explicit proxy has the Source field specifying an LDAP-based user group, any
other policy rule referencing the explicit proxy is only matched if its Source field also specifies an LDAP-based group.

Move a policy

When more than one policy has been defined, the first matching policy is applied to the traffic session. You can arrange
the policy list to influence the order in which policies are evaluated for matches with incoming traffic. See How list order
affects policy matching on page 132 for more information.

NOTE: Moving a policy in the policy list does not change its ID, which only indicates the order in which the policies were
created.

To move a policy, click and drag the name to a new location. You can also move a policy by cutting and pastingitinto a
new location.
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Copy and paste a policy

Policies can be copied and pasted to create clones. Right-click on the policy name and then select Copy from the pop-up
menu. Right-click in the policy name that the new clone policy will be placed next to and select Paste Above or Paste
Below to insert the new policy before or after the selected policy.

Policy lookup

Firewall policy lookup is based on the Source interfaces/Protocol/Source Address/Destination
Address that matches the source-port and dst-port of the protocol. Use this tool to find out which policy matches
specific traffic from a number of policies. After completing the lookup, the matching firewall policy is highlighted on the
policy list page.

The Policy Lookup tool has the following requirements:

« Transparent mode does not support Policy lookup function.

» When executing the policy lookup, you need to confirm whether the relevant route required for the policy work
already exists.

To use the policy lookup:

1. Go to Policy & Objects > Policy, click Policy Lookup.

2. Select the incoming interface.

3. Select IPv4 or IPv6 for the IP version.

Enter the protocol number.

5. Enter the source IP address.

6. Enter the destination IP address or fully qualified domain name.
7. Click Search to display the policy lookup results.

Lol

Web cache policy address formats

A source or destination address can contain one or more network addresses. Network addresses can be represented by
an IP address with a netmask or an IP address range.

When representing hosts by an IP address with a netmask, the IP address can represent one or more hosts. For
example, a source or destination address can be any of the following:

» asingle computer, forexample, 192.45.46.45

« asubnetwork, for example, 192.168. 1. * for a class C subnet

e 0.0.0.0 matches any IP address
The netmask corresponds to the subnet class of the address being added and can be represented in either dotted
decimal or CIDR format. The FortiProxy unit automatically converts CIDR-formatted netmasks to dotted decimal format.
Example formats:

« netmask for a single computer: 255.255.255.255 or /32

« netmask for a class A subnet: 255.0.0.00r /8

« netmask for a class B subnet;: 255.255.0.00r /16

» netmask for a class C subnet: 255.255.255.00r /24

o netmask including all IP addresses: 0.0.0.0

Valid IP address and netmask formats include:
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o X X.XX/X.X.X.X,suchas 192.168.1.0/255.255.255.0
e X.X.X.X/X,suchas192.168.1.0/24

A\,
‘Q' An IP address 0.0. 0.0 with the netmask 255.255.255.255 is not a valid source or

destination address.

When representing hosts by an IP address range, the range indicates hosts with continuous IP addresses in a subnet,
suchas 192.168.1.[2-10],0r192.168.1.*, toindicate the complete range of hosts on that subnet. You can also
indicate the complete range of hosts on a subnet by entering 192.168.1.[0-255] 0r192.168.1.0-
192.168.1.255. Valid IP range formats include:

e X.X.X.X-X.X.X.X, forexample, 192.168.110.100-192.168.110.120

o X.X.X.[x-X], for example, 192.168.110.[100-120]

e X.X.X.*, for a complete subnet, forexample: 192.168.110.*

¢ X.X.X.[0-255] for a complete subnet, suchas 192.168.110. [0-255]

o X.X.X.0 -x.x.x.255 for a complete subnet, suchas 192.168.110.0 - 192.168.110.255

NP You cannot use square brackets [ ] or asterisks * when adding addresses to the CLI. Instead
‘?' you must enter the start and end addresses of the subnet range separated by a dash -. For
- example, 192.168.20.0-192.168.20.255 for a complete subnetand 192.168.10.10-

192.168.10.100 forarange of addresses.

Create or edit a policy

New policies can be created by selecting Create New in the toolbar. By default, the new policy appears at the bottom of
the policy list. New policies can also be created above or below an existing policy by right-clicking a policy name and
selecting Insert Empty Policy Above or Insert Empty Policy Below or by copying or cutting an existing policy and then
selecting Paste Above or Paste Below from the right-click menu.

Editing a policy

Policy information can be edited as required in four ways:

» By double-clicking on the sequence number of a policy or the policy name in the policy list

+ By selecting a policy and then selecting Edit from the toolbar

» By hovering over the policy name and then selecting Edit (the pencil icon)

» By right-clicking on the sequence number of the policy or the policy name and selecting Edit from the right-click
menu

The editing window for regular policies contains the same information as when creating new policies.
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Policy types

There are six types of policies:

« Explicit—for an explicit web proxy policy.
Use an explicit web proxy policy if you want to use the explicit web proxy.
You can use the FortiProxy explicit web proxy to enable explicit proxying of IPv4 and IPv6 HTTP, and HTTPS traffic
on one or more FortiProxy interfaces. The explicit web proxy also supports proxying FTP sessions from a web
browser and proxy auto-config (PAC) to provide automatic proxy configurations for explicit web proxy users. From
the CLI, you can also configure the explicit web proxy to support SOCKS sessions from a web browser.
The explicit web and FTP proxies can be operating at the same time on the same or on different FortiProxy
interfaces.
The explicit web proxy receives web browser sessions to be proxied at FortiProxy interfaces with the explicit web
proxy enabled. The explicit web proxy uses FortiProxy routing to route sessions through the FortiProxy unitto a
destination interface. Before a session leaves the exiting interface, the explicit web proxy changes the source
addresses of the session packets to the IP address of the exiting interface. You can configure the explicit web proxy
to keep the original client IP address.

» Transparent—for a transparent firewall policy.
Use a transparent firewall policy if you want to use the transparent web proxy.
In addition to the explicit web proxy, the FortiProxy unit supports a transparent web proxy. While it does not have as
many features as explicit web proxy, the transparent proxy has the advantage that nothing needs to be done on the
user’s system to forward supported web traffic over to the proxy. There is no need to reconfigure the browser or
publish a PAC file. Everything is transparent to the end user, hence the name. This makes it easier to incorporate
new users into a proxy deployment.
You can use the transparent proxy to apply web authentication to HTTP traffic accepted by a firewall policy.
On networks where authentication based on IP address will not work, you can use the transparent web proxy to
apply web authentication that is based on the user’s browser and not on their IP address. This authentication
method allows you to identify individual users even if multiple users on your network are connecting to the
FortiProxy unit from the same IP address.

» FTP—for an explicit FTP proxy policy.
Use an explicit FTP proxy policy if you want to use the explicit FTP proxy.
You can use the FortiProxy explicit FTP proxy to enable explicit FTP proxying on one or more FortiProxy interfaces.
The explicit web and FTP proxies can be operating at the same time on the same or on different FortiProxy
interfaces.
The FTP proxy receives FTP sessions to be proxied at FortiProxy interfaces with the explicit FTP proxy enabled.
The FTP proxy uses FortiProxy routing to route sessions through the FortiProxy unit to a destination interface.
Before a session leaves the exiting interface, the explicit FTP proxy changes the source addresses of the session
packets to the IP address of the exiting interface.

* SSH Tunnel—to perform access control for TCP/IP port forwarding traffic that is tunneled through the SSH proxy.

+ SSH Proxy—to apply a proxy firewall policy with user authentication on SSH sessions.

» Wanopt—for a WAN optimization tunnel.
All optimized traffic passes between the FortiProxy units or between a FortiClient peer and a FortiProxy unit over a
WAN optimization tunnel. Traffic in the tunnel can be sent in plain text or encrypted using AES-128bit-CBC SSL.
Both plain text and the encrypted tunnels use TCP destination port 7810.
Before a tunnel can be started, the peers must be configured to authenticate with each other. Then, the clientside
peer attempts to start a WAN optimization tunnel with the server-side peer. Once the peers authenticate with each
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other, they bring up the tunnel and WAN optimization communication over the tunnel starts. After a tunnel has been
established, multiple WAN optimization sessions can start and stop between peers without restarting the tunnel.

Configuring a policy

To configure an explicit policy:

Type

Name

Explicit Web Proxy

Outgoing Interface

Source

Destination

Negate Destination

Schedule

Service

Action
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Select Explicit. See Policy types.
Enter a unique name for the new policy. Names can be changed later.

If you selected Explicit for the policy type, select web-proxy or search for a policy.
To create an explicit proxy policy, see Create or edit an explicit web proxy on page
558

Click +. A window slides out from the right where you can select from the available
interfaces. You can select one or more specific interfaces, or you can select any.
Selecting any removes the other interfaces.

Click +. A window slides out from the right where you can select from the available
sources.

You can select source proxy addresses, source IPv4 addresses, source IPv6
addresses, source users, or source user groups. NOTE: You can mix IPv4 and
IPv6 addresses.

When the field is selected, a window slides out from the right. Address, IPv6
Address, and User tabs categorize the options. Click Create to create a source.

Click +. A window slides out from the right where you can select from the available
destinations.

You can select destination proxy addresses, destination IPv4 addresses,
destination IPv6 addresses, and destination Internet services. NOTE: You can
mix IPv4 and IPv6 addresses.

Enable to use all destinations except the ones specified in the Destination field.

Select a schedule from the drop-down list. Select Create to create a schedule.
For more information, see Schedules on page 225.

Select a service or service group that packets must match to trigger this policy.
Select Create to create a service list. See Services on page 216.

You can add multiple services or service groups.

Select how you want the policy to respond when a packet matches the conditions
of the policy. The options available will change depending on this selection.
¢ ACCEPT—Accept traffic matched by the policy.
* DENY—Reject traffic matched by the policy.
* REDIRECT—Redirect traffic matched by the policy to the URL specified in
the Redirect URL field.
* ISOLATE—Isolate traffic matched by the policy to the isolator server
selected in the Isolator Server drop-down list.
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Web Cache

Reverse Cache

Web Cache For HTTPS Traffic
Transparent

Poolname

Webproxy Profile

Web Proxy Forwarding Server

Protocol Options

SSL/SSH Inspection

Display Disclaimer

Customize Messages

Security Profiles

AntiVirus

Web Filter

Application Control

IPS

DLP Sensor

Content Analysis

ICAP
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Enable or disable web caching.

Enable to use reverse proxy web caching.
This option is available only if the Action is Accept and Web Cache is enabled.

Enable or disable web caching for HTTPS traffic.
Enable or disable transparent proxy.

If you configured an IP pool, enable this option and then select the IP pool from
the drop-down list.

If you configured a web proxy profile, enable this option and then select the web
proxy profile from the drop-down list. See Web Proxy Profile on page 61.

If you configured a web proxy forwarding server, enable this option and then
select a server from the drop-down list. See Create or edit a forwarding server on
page 74.

Select the proxy options profilefor the policy to use. See Proxy Options on page
85.

The SSL/SSH inspection options used by the policy. See SSL/SSH Inspection on
page 308.

If you want to display a disclaimer about Internet content that is not controlled by
the network access provider, select By Domain, By Policy, or By User.

This option is available only if Action is setto ACCEPT.

Enable and then edit the existing message or create a message.

This option is available only if Display Disclaimer is set to By Domain, By Policy,
or By User.

Select the security profiles to apply to the policy.
These options are available only if Action is set to ACCEPT.

Enable the antivirus profile and select or create a profile from the drop-down list.
See AntiVirus on page 264.

Enable the web filter profile and select or create a profile from the drop-down list.
See Web Filter on page 276.

Enable the application sensor and select or create a sensor from the drop-down
list. See Create or edit an application sensor on page 298.

Enable the IPS sensor and select or create a sensor from the drop-down list. See
Create or edit an IPS sensor on page 303.

Enable DLP sensors and select or create a sensor from the drop-down list. See
Data Leak Prevention on page 329.

Enable the Content Analysis profile and select or create a profile from the drop-
down list. See Create or edit an Image Analysis profile on page 343.

Enable the ICAP profile and select or create a profile from the drop-down list. See
Create or edit an ICAP profile on page 346.
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Log Allowed Traffic

Generate Logs when Session
Starts

Log HTTP Transaction

Comments
Enable this policy

Enable Policy Matching Pass
Through

Enable SSH policy check

Extended Log

Enable and then select Security Events or All Sessions.
This option is available only if Action is setto ACCEPT, REDIRECT, or ISOLATE.

Enable or disable logging when the session starts.

Configure the logging of HTTP transactions:
¢ Al—Log all HTTP transactions.

e Security Profiles (default}—Log HTTP transaction on UTM event.
e Disable—Disable HTTP transaction log.

When All or Security Profiles is selected, you can find the HTTP transaction logs
under Log & Report > HTTP Transaction. See Types of logs on page 590.

Enter a description up to 1,023 characters to describe the policy.
Enable to use this policy.

Enable to make the policy a pass-through policy. Disabled by default.

When traffic matches a pass-through policy, the firewall continues to the next
policy. After FortiProxy tries to match all policies, it will set the last matched pass-
through policy as the matched policy.

Enable or disable whether to redirect SSH traffic to the matching proxy policy. See
SSH policy matching on page 147.

Enable or disable the recording of extended log for implicit policies. The extended
log includes the useragent, referralurl, httpmethod, and statuscode fields.

To configure a transparent policy:

Type
Name

ZTNA

ZTNA Server
ZTNA Tag

Incoming Interface

Outgoing Interface
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Select Transparent. See Policy types.
Enter a unique name for the new policy. Names can be changed later.

Enable or disable Zero Trust Network Access (ZTNA). If you enable ZTNA, select
whether to use Full ZTNA or IP/MAC filtering.
e Full ZTNA allows users to securely access resources through a SSL
encrypted access proxy. This simplifies remote access by eliminating the use
of VPNs.

e IP/MAC filtering uses ZTNA tags to provide an additional factor for
identification and security posture check to implement role-based zero trust
access.

Select one or more ZTNA servers to use.
Select one or more ZTNA tags to use.

Click +. A window slides out from the right where you can select from the available
interfaces. You can select one or more specific interfaces, or you can select any.
Selecting any removes the other interfaces.

Click +. A window slides out from the right where you can select from the available
interfaces. You can select one or more specific interfaces, or you can select any.
Selecting any removes the other interfaces.
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Source

Destination

Negate Destination

Schedule

Service

Action

Web Cache

Reverse Cache

Web Cache For HTTPS Traffic
Status

Profiles

Passive Option

Peers
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Click +. A window slides out from the right where you can select from the available
sources.

You can select source proxy addresses, source IPv4 addresses, source IPv6
addresses, source users, or source user groups. NOTE: You can mix IPv4 and
IPv6 addresses.

When the field is selected, a window slides out from the right. Address, IPv6
Address, and User tabs categorize the options. Click Create to create a source.

Click +. A window slides out from the right where you can select from the available
destinations.

You can select destination proxy addresses, destination IPv4 addresses,
destination IPv6 addresses, and destination Internet services. NOTE: You can
mix IPv4 and IPv6 addresses.

Enable to use all destinations except the ones specified in the Destination field.

Select a schedule from the drop-down list. Click Create to create a schedule. For
more information, see Schedules on page 225.

Select a service or service group that packets must match to trigger this policy.
Click Create to create a service list. See Services on page 216.

You can add multiple services or service groups.

Select how you want the policy to respond when a packet matches the conditions
of the policy. The options available will change depending on this selection.
* ACCEPT—Accept traffic matched by the policy.

« DENY—Reject traffic matched by the policy.

* REDIRECT—Redirect traffic matched by the policy to the URL specified in
the Redirect URL field.

e ISOLATE—Isolate traffic matched by the policy to the isolator server
selected in the Isolator Server drop-down list.

Enable or disable web caching.

Enable to use reverse proxy web caching.
This option is available only if the Action is Accept and Web Cache is enabled.

Enable or disable web caching for HTTPS traffic.

Enable or disable WAN optimization for traffic accepted by the policy. If Status is
enabled, select Active, Passive, or Manual.

If you enabled Status and selected Active or Manual WAN optimization, select a
profile to use for WAN optimization. SeeCreate or edit a WAN optimization profile
on page 360.

If you enabled Status and selected Passive WAN optimization, select Default,
Non-transparent, or Transparent.

If you enabled Status and selected Manual WAN optimization, select a WAN peer.
See Create or edit a WAN optimization peer on page 364.

139



Policy & Objects

Scan Outgoing Connections
to Botnet Sites

Webproxy Profile

Web Proxy Forwarding Server
Force Proxy

Protocol Options

SSL/SSH Inspection

Display Disclaimer

Customize Messages

Security Profiles

AntiVirus

Web Filter

DNS Filter

Application Control

IPS

DLP Sensor

Content Analysis

ICAP

Log Allowed Traffic
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Select Disable or Block to protect from botnet and command-and-control traffic.

If you configured a web proxy profile, enable this option and then select the web
proxy profile from the drop-down list. See Web Proxy Profile on page 61.

If you configured a web proxy forwarding server, enable this option and then
select a server from the drop-down list. See Create or edit a forwarding server on
page 74.

Enable or disable whether proxying will be forced.

Select the proxy options profilefor the policy to use. See Proxy Options on page
85.

The SSL/SSH inspection options used by the policy. See SSL/SSH Inspection on
page 308.

If you want to display a disclaimer about Internet content that is not controlled by
the network access provider, select By Domain, By Policy, or By User.

This option is available only if Action is setto ACCEPT.

Enable and then edit the existing message or create a message.

This option is available only if Display Disclaimer is set to By Domain, By Policy,
or By User.

Select the security profiles to apply to the policy.
These options are available only if Action is set to ACCEPT.

Enable the antivirus profile and select or create a profile from the drop-down list.
See AntiVirus on page 264.

Enable the web filter profile and select or create a profile from the drop-down list.
See Web Filter on page 276.

Enable the DNS filter profile and select or create a profile from the drop-down list.
See DNS Filter on page 292.

Enable the application sensor and select or create a sensor from the drop-down
list. See Create or edit an application sensor on page 298.

Enable the IPS sensor and select or create a sensor from the drop-down list. See
Create or edit an IPS sensor on page 303.

Enable DLP sensors and select or create a sensor from the drop-down list. See
Data Leak Prevention on page 329.

Enable the Content Analysis profile and select or create a profile from the drop-
down list. See Create or edit an Image Analysis profile on page 343.

Enable the ICAP profile and select or create a profile from the drop-down list. See
Create or edit an ICAP profile on page 346.

Enable and then select Security Events or All Sessions.
This option is available only if Action is setto ACCEPT, REDIRECT, or ISOLATE.
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Generate Logs when Session
Starts

Log HTTP Transaction

Comments
Enable this policy

Enable Policy Matching Pass
Through

Enable SSH policy check

Extended Log

To configure an FTP policy:

Type

Name

Outgoing Interface

Source

Destination

Negate Destination

FortiProxy 7.2.8 Administration Guide
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Enable or disable logging when the session starts.

Configure the logging of HTTP transactions:
¢ Al—Log all HTTP transactions.
» Security Profiles (default)}—Log HTTP transaction on UTM event.
¢ Disable—Disable HTTP transaction log.

When All or Security Profiles is selected, you can find the HTTP transaction logs
under Log & Report > HTTP Transaction. See Types of logs on page 590.

Enter a description up to 1,023 characters to describe the policy.
Enable to use this policy.

Enable to make the policy a pass-through policy. Disabled by default.

When traffic matches a pass-through policy, the firewall continues to the next
policy. After FortiProxy tries to match all policies, it will set the last matched pass-
through policy as the matched policy.

Enable or disable whether to redirect SSH traffic to the matching proxy policy. See
SSH policy matching on page 147.

Enable or disable the recording of extended log for implicit policies. The extended
log includes the useragent, referralurl, httpmethod, and statuscode fields.

Select FTP. See Policy types.
Enter a unique name for the new policy. Names can be changed later.

Click +. A window slides out from the right where you can select from the available
interfaces. You can select one or more specific interfaces, or you can select any.
Selecting any removes the other interfaces.

Click +. A window slides out from the right where you can select from the available
sources.

You can select source proxy addresses, source IPv4 addresses, source IPv6
addresses, source users, or source user groups. NOTE: You can mix IPv4 and
IPv6 addresses.

When the field is selected, a window slides out from the right. Address, IPv6
Address, and User tabs categorize the options. Click Create to create a source.

Click +. A window slides out from the right where you can select from the available
destinations.

You can select destination proxy addresses, destination IPv4 addresses,
destination IPv6 addresses, and destination Internet services. NOTE: You can
mix IPv4 and IPv6 addresses.

Enable to use all destinations except the ones specified in the Destination field.
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Schedule

Action

Security Profiles

AntiVirus

IPS

DLP Sensor

Log Allowed Traffic

Generate Logs when Session
Starts

Comments
Enable this policy

Enable Policy Matching Pass
Through

Select a schedule from the drop-down list. Select Create to create a schedule. For
more information, see Schedules on page 225.

Select how you want the policy to respond when a packet matches the conditions
of the policy. The options available will change depending on this selection.
¢ ACCEPT—Accept traffic matched by the policy.

« DENY—Reject traffic matched by the policy.

Select the security profiles to apply to the policy.
These options are available only if Action is setto ACCEPT.

Enable the antivirus profile and select or create a profile from the drop-down list.
See AntiVirus on page 264.

Enable the IPS sensor and select or create a sensor from the drop-down list. See
Create or edit an IPS sensor on page 303.

Enable DLP sensors and select or create a sensor from the drop-down list. See
Data Leak Prevention on page 329.

Enable and then select Security Events or All Sessions.
This option is available only if Action is setto ACCEPT.

Enable or disable logging when the session starts.

Enter a description up to 1,023 characters to describe the policy.
Enable to use this policy.

Enable to make the policy a pass-through policy. Disabled by default.

When traffic matches a pass-through policy, the firewall continues to the next
policy. After FortiProxy tries to match all policies, it will set the last matched pass-
through policy as the matched policy.

To configure an SSH tunnel policy:

Type
Name

Incoming Interface

Outgoing Interface

Source

Select SSH Tunnel. See Policy types.
Enter a unique name for the new policy. Names can be changed later.

Click +. A window slides out from the right where you can select from the available
interfaces. You can select one or more specific interfaces, or you can select any.
Selecting any removes the other interfaces.

Click +. A window slides out from the right where you can select from the available
interfaces. You can select one or more specific interfaces, or you can select any.
Selecting any removes the other interfaces.

Click +. A window slides out from the right where you can select from the available
sources.
You can select source proxy addresses, source IPv4 addresses, source IPv6

addresses, source users, or source user groups. NOTE: You can mix IPv4 and
IPv6 addresses.
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Destination

Negate Destination

Schedule

Service

Action

Security Profiles

Application Control

IPS

Logging Options
Log Allowed Traffic

Generate Logs when Session
Starts

Comments
Enable this policy

Enable Policy Matching Pass
Through

When the field is selected, a window slides out from the right. Address, IPv6
Address, and User tabs categorize the options. Click Create to create a source.

Click +. A window slides out from the right where you can select from the available
destinations.

You can select destination proxy addresses, destination IPv4 addresses,
destination IPv6 addresses, and destination Internet services. NOTE: You can
mix IPv4 and IPv6 addresses.

Enable to use all destinations except the ones specified in the Destination field.

Select a schedule from the drop-down list. Click Create to create a schedule. For
more information, see Schedules on page 225.

Select a service or service group that packets must match to trigger this policy.
Click Create to create a service list. See Services on page 216.

You can add multiple services or service groups.

Select how you want the policy to respond when a packet matches the conditions
of the policy. The options available will change depending on this selection.
e ACCEPT—Accept traffic matched by the policy.

 DENY—Reject traffic matched by the policy.

Select the security profiles to apply to the policy.
These options are available only if Action is setto ACCEPT.

Enable the application sensor and select or create a sensor from the drop-down
list. See Create or edit an application sensor on page 298.

Enable the IPS sensor and select or create a sensor from the drop-down list. See
Create or edit an IPS sensor on page 303.

This section is available only if Action is setto ACCEPT.

Enable and then select Security Events or All Sessions.
This option is available only if Action is setto ACCEPT.

Enable or disable logging when the session starts.

Enter a description up to 1,023 characters to describe the policy.
Enable to use this policy.

Enable to make the policy a pass-through policy. Disabled by default.

When traffic matches a pass-through policy, the firewall continues to the next
policy. After FortiProxy tries to match all policies, it will set the last matched pass-
through policy as the matched policy.

To configure an SSH proxy policy:

Type

Name

FortiProxy 7.2.8 Administration Guide
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Select SSH Proxy. See Policy types.

Enter a unique name for the new policy. Names can be changed later.
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Outgoing Interface

Source

Destination

Negate Destination

Schedule

Action

Security Profiles

Application Control

IPS

Logging Options
Log Allowed Traffic

Generate Logs when Session
Starts

Comments
Enable this policy

Enable Policy Matching Pass
Through

FortiProxy 7.2.8 Administration Guide
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Click +. A window slides out from the right where you can select from the available
interfaces. You can select one or more specific interfaces, or you can select any.
Selecting any removes the other interfaces.

Click +. A window slides out from the right where you can select from the available
sources.

You can select source proxy addresses, source IPv4 addresses, source IPv6
addresses, source users, or source user groups. NOTE: You can mix IPv4 and
IPv6 addresses.

When the field is selected, a window slides out from the right. Address, IPv6
Address, and User tabs categorize the options. Click Create to create a source.

Click +. A window slides out from the right where you can select from the available
destinations.

You can select destination proxy addresses, destination IPv4 addresses,
destination IPv6 addresses, and destination Internet services. NOTE: You can
mix IPv4 and IPv6 addresses.

Enable to use all destinations except the ones specified in the Destination field.

Select a schedule from the drop-down list. Click Create to create a schedule. For
more information, see Schedules on page 225.

Select how you want the policy to respond when a packet matches the conditions
of the policy. The options available will change depending on this selection.
e ACCEPT—Accept traffic matched by the policy.

 DENY—Reject traffic matched by the policy.

Select the security profiles to apply to the policy.
These options are available only if Action is setto ACCEPT.

Enable the application sensor and select or create a sensor from the drop-down
list. See Create or edit an application sensor on page 298.

Enable the IPS sensor and select or create a sensor from the drop-down list. See
Create or edit an IPS sensor on page 303.

This section is available only if Action is setto ACCEPT.

Enable and then select Security Events or All Sessions.
This option is available only if Action is setto ACCEPT.

Enable or disable logging when the session starts.

Enter a description up to 1,023 characters to describe the policy.
Enable to use this policy.

Enable to make the policy a pass-through policy. Disabled by default.

When traffic matches a pass-through policy, the firewall continues to the next
policy. After FortiProxy tries to match all policies, it will set the last matched pass-
through policy as the matched policy.
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To configure a WAN-optimization tunnel policy:

Type
Name

Outgoing Interface

Source

Destination

Negate Destination

Schedule

Service

Action

Web Cache

Reverse Cache

Web Cache For HTTPS Traffic

Security Profiles

AntiVirus

Web Filter

FortiProxy 7.2.8 Administration Guide
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Select Wanopt. See Policy types.
Enter a unique name for the new policy. Names can be changed later.

Click +. A window slides out from the right where you can select from the available
interfaces. You can select one or more specific interfaces, or you can select any.
Selecting any removes the other interfaces.

Click +. A window slides out from the right where you can select from the available
sources.

You can select source proxy addresses, source IPv4 addresses, source IPv6
addresses, source users, or source user groups. NOTE: You can mix IPv4 and
IPv6 addresses.

When the field is selected, a window slides out from the right. Address, IPv6
Address, and User tabs categorize the options. Click Create to create a source.

Click +. A window slides out from the right where you can select from the available
destinations.

You can select destination proxy addresses, destination IPv4 addresses,
destination IPv6 addresses, and destination Internet services. NOTE: You can
mix IPv4 and IPv6 addresses.

Enable to use all destinations except the ones specified in the Destination field.

Select a schedule from the drop-down list. Click Create to create a schedule. For
more information, see Schedules on page 225.

Select a service or service group that packets must match to trigger this policy.
Click Create to create a service list. See Services on page 216.

You can add multiple services or service groups.

Select how you want the policy to respond when a packet matches the conditions
of the policy. The options available will change depending on this selection.
» ACCEPT—Accept traffic matched by the policy.

 DENY—Reject traffic matched by the policy.
Enable or disable web caching.

Enable to use reverse proxy web caching.
This option is available only if the Action is Accept and Web Cache is enabled.

Enable or disable web caching for HTTPS traffic.

Select the security profiles to apply to the policy.
These options are available only if Action is set to ACCEPT.

Enable the antivirus profile and select or create a profile from the drop-down list.
See AntiVirus on page 264.

Enable the web filter profile and select or create a profile from the drop-down list.
See Web Filter on page 276.
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Application Control

IPS

DLP Sensor

Content Analysis

Log Allowed Traffic

Generate Logs when Session
Starts

Comments
Enable this policy

Enable Policy Matching Pass
Through

Enable the application sensor and select or create a sensor from the drop-down
list. See Create or edit an application sensor on page 298.

Enable the IPS sensor and select or create a sensor from the drop-down list. See
Create or edit an IPS sensor on page 303.

Enable DLP sensors and select or create a sensor from the drop-down list. See
Data Leak Prevention on page 329.

Enable the Content Analysis profile and select or create a profile from the drop-
down list. See Create or edit an Image Analysis profile on page 343.

Enable and then select Security Events or All Sessions.
This option is available only if Action is setto ACCEPT.

Enable or disable logging when the session starts.

Enter a description up to 1,023 characters to describe the policy.
Enable to use this policy.

Enable to make the policy a pass-through policy. Disabled by default.

When traffic matches a pass-through policy, the firewall continues to the next
policy. After FortiProxy tries to match all policies, it will set the last matched pass-
through policy as the matched policy.

Web cache policy address formats

A source or destination address can contain one or more network addresses. Network addresses can be represented by

an IP address with a netmask or an IP address range.

When representing hosts by an IP address with a netmask, the IP address can represent one or more hosts. For
example, a source or destination address can be any of the following:

» asingle computer, forexample, 192.45.46.45
« asubnetwork, for example, 192.168. 1. * for a class C subnet
e 0.0.0.0 matches any IP address

The netmask corresponds to the subnet class of the address being added and can be represented in either dotted

decimal or CIDR format. The FortiProxy unit automatically converts CIDR-formatted netmasks to dotted decimal format.

Example formats:

» netmask for a single computer: 255.255.255.2550r /32
e netmask for a class A subnet: 255.0.0.00r /8

e netmask for a class B subnet: 255.255.0.00r /16

» netmask for a class C subnet: 255.255.255.00r /24

« netmask including all IP addresses: 0.0.0.0

Valid IP address and netmask formats include:

e X.X.X.X/X.X.X.X,suchas 192.168.1.0/255.255.255.0
e X.X.X.X/X,suchas192.168.1.0/24

FortiProxy 7.2.8 Administration Guide
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A\,
‘Q' An |P address 0.0.0.0 with the netmask 255.255.255. 255 is not a valid source or
- destination address.

When representing hosts by an IP address range, the range indicates hosts with continuous IP addresses in a subnet,
suchas192.168.1.[2-10],0r192.168.1.*, toindicate the complete range of hosts on that subnet. You can also
indicate the complete range of hosts on a subnet by entering 192.168.1.[0-255] 0r192.168.1.0-
192.168.1.255. Valid IP range formats include:

* X.X.X.X-X.X.X.X, for example, 192.168.110.100-192.168.110.120

e X.X.X.[x-X], for example, 192.168.110.[100-120]

e X.X.X.*, for a complete subnet, forexample: 192.168.110.*

o X.X.X.[0-255] for a complete subnet, suchas 192.168.110. [0-255]

e X.X.X.0 -x.x.x.255 for a complete subnet, suchas 192.168.110.0 - 192.168.110.255

NP You cannot use square brackets [ ] or asterisks * when adding addresses to the CLI. Instead
‘Q' you must enter the start and end addresses of the subnet range separated by a dash -. For
- example, 192.168.20.0-192.168.20.255 fora complete subnetand 192.168.10.10-

192.168.10.100 for arange of addresses.

Device ownership
When device ownership is enabled, ownership enforcement is done at policy level. It is disabled by default.

To enable device ownership:

config firewall policy
edit 2
set ztna-status enable
set ztna-ems-tag "FCTEMS ALL FORTICLOUD SERVERS"
set device-ownership enable

next
end

SSH policy matching

SSH policy check is disabled by default, and can be enabled in transparent and explicit-web policies. When it is enabled,
SSH policy matching will only match the SSH policy.

The SSH Policy Redirect (ssh-policy-redirect)command is no longer available.

To configure SSH policy check in the CLI:

config firewall policy
edit <policy>
set ssh-policy-check {disable | enable}
next
end
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To configure SSH policy check in the CLI:

1. Go to Policy & Objects > Policy.
2. Edit a transparent or explicit policy, or create a new policy and set Type to Transparent or Explicit.
3. Enable or disable Enable SSH policy check.

New Proxy Policy

Logging Options Additional Information
Log Allowed Traffic © EEISENSY All Sessions
Generate Logs when Session Starts (B
Log HTTP Transaction Enable
Comments £ 0/1023
Enable this policy ©
Enable Policy Matching Pass Through (@
Enable SSH policy check e ]
4. Click OK.

Authentication Rules

Authentication rules are used to receive user identity, based on the values set for the protocol and source address. If a
rule fails to match based on the source address, there will be no other attempt to match the rule; however, the next policy
will be attempted. This occurs only when:

o There is an authentication rule, but no authentication method has been set (under config authentication
scheme), so the user identity cannot be found.

o The user is successfully matched in the rule but fails to match the current policy.

After a rule is positively matched through the protocol and/or source address, the authentication is checked (with
active-auth-method and sso-auth-method). These methods point to schemes, as defined under config
authentication scheme.

When you combine authentication rules and schemes, you have granular control over users and IP addresses, creating
an efficient process for users to successfully match a criteria before matching the policy.

To manage authentication rules, go to Policy & Objects > Authentication Rules.

@ Dashboard > Search Q O PUITRIVSTRESE Authentication Schemes
>

& Proxy Settings

&N « Seq# Name Source Address Source IPv6 Address Protocol Authentication Scheme 550 Authentication Scheme Destination Address Destination IPv6 Address
letworl

B, Policy &Objects v
Policy

Authentication Rules

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an authentication rule or authentication scheme. See Create or edit an
authentication rule on page 151.

Edit Modify an authentication rule or authentication scheme. See Create or edit an
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Delete
Search

Authentication
Rules/Authentication
Schemes

Name

Source Address
Source IPv6 Address
Protocol

Authentication Scheme

SSO Authentication Scheme
Destination Address
Destination IPv6 Address
Comments

IP-based Authentication

Status

authentication rule on page 151.
Remove an authentication rule or rules.
Enter a search term to find in the list.

Select Authentication Rules to see a list of authentication rules. Select
Authentication Schemes to see a list of authentication schemes.

The name of the authentication rule.

The source IPv4 addresses, address groups, all, or none.
The source IPv6 addresses, address groups, all, or none.
The protocol that is matched for the rule.

The authentication scheme that is being used.

To create an authentication scheme, see Create or edit an authentication scheme
on page 154.

The single sign-on authentication method.

The destination IPv4 addresses, address groups, all, or none.
The destination IPv6 addresses, address groups, all, or none.
An optional description of the authentication rule.

Whether IP-based authentication is enabled or disabled.

Whether the rule is enabled or disabled.

To manage authentication schemes, go to Policy & Objects > Authentication Rules and then click Authentication

Schemes.

+ Create New ~

Search

Name Method User database Negotiate NTLM

samltest SAML @ Enabled

ssh Basic local-user-db @ Enabled

Q

Authentication Rules JEGENTETL R ENEY

Kerberos Keytab Domain Controller FSSO Agent Two-factor Authentication FSSO guest SSH Local CA Ref.

@ Disabled
© Disabled

© Disabled 1
© Disabled 1

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.

The following options are available:

Create New

Edit

Delete
Search

Authentication

FortiProxy 7.2.8 Administration Guide
Fortinet Inc.

Create an authentication scheme. See Create or edit an authentication scheme
on page 154.

Edit an authentication scheme. See Create or edit an authentication scheme on
page 154

Delete an authentication scheme or schemes.
Enter a search term to find in the list.

Select Authentication Rules to see a list of authentication rules. Select
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Rules/Authentication Authentication Schemes to see a list of authentication schemes.

Schemes

Name The name of the authentication scheme.

Method The authentication method: NTLM, Basic, Digest, Form-based, Negotiate, SAML,
SSH Public Key, or Fortinet Single Sign-On (FSSO).

User database The name of the user database to use.

Negotiate NTLM Whether NTLM negotiation is required.

Kerberos Keytab The file containing the shared secret for Kerberos authentication.

Domain Controller The domain controller.

FSSO Agent The FSSO agent.

Two-factor Authentication Whether two-factor authentication is required.

FSSO guest Whether FSSO-guest authentication is required.

SSH Local CA Which CA certificate is being used.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.
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Create or edit an authentication rule

To create an authentication rule:

1. Inthe authentication rule list, select Create New > Authentication Rules from the toolbar.

Dashboard >
€8 Proxy Settings >
< Network >
| B Policy & Objects v
Policy

Authentication Rules 7

Proxy Auth Setting
Traffic Shaping
Central SNAT

PAC Policy

Policy Test

Decrypted Traffic
Mirror

Addresses

FortiProxy 7.2.8 Administration Guide
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Add Mew Rule

Name
Protocol HTTP

Source Interface

Web Proxy

Source Address +
Source |Pvé Address +
Destination Address +
Destination IPvé Address +

Authentication Scheme »

IP-based Authentication + M BV © Disable
550 Authentication Scheme (B

Comments Write a comment...

Enable This Rule [+ ASEVEN © Disable
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2. Configure the following:

Name

Protocol

Source Interface
Web Proxy

Source Address

Source IPv6 Address

Destination Address
Destination IPv6 Address

Authentication Scheme

IP-based Authentication

SSO Authentication Scheme

Comments

Enable This Rule

API Preview

The name of the authentication rule.

Select which protocol is matched for the rule.
Select the source interface for the rule.
Select the web proxy for the rule.

Select the source IPv4 addresses, address groups, all, or none. Required for
web-proxy authentication.

Select the source IPv6 address or address groups, all, or none. Required for
web-proxy authentication.

The destination IPv4 addresses, address groups, all, or none.
The destination IPv6 addresses, address groups, all, or none.

Enable Authentication Scheme to use an authentication scheme and then
select which authentication scheme to use.

To create an authentication scheme, see Create or edit an authentication
scheme on page 154.

Select Enable if you want to use IP-based authentication.

If you selected Enable for IP-based authentication, enable SSO Authentication
Scheme if you want to use single sign-on method and then select which single
sign-on method to use.

Enter an optional description of the rule.

Select Enable or Disable to control whether the authentication rule is used or
ignored.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

3. Click OK to create the new authentication rule.

To use the API Preview:

1.

Lol

Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.

Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.

Click Close to leave the preview.

To edit an authentication rule:

1.

Select the authentication rule you want to edit and then click Edit from the toolbar or double-click on the rule in the

rule table.

2. Edit the rule information as required and click OK to apply your changes.
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To set the authentication rule in the CLI:

config authentication rule
edit <name of rule>

set
set
set
set
set
set
set
set
set
set
set
set
set
set
next
end

status [enable|disable]

protocol [httpl|ftpl|socks|ssh]

web-proxy <explicit proxy entity>

srcintf <name of incoming (ingress) interface>
srcaddr <name of IPv4 source address>
dstaddr <name of IPv4 destination address>
srcaddr6 <name of address object>

ip-based [enable|disable]
active-auth-method <string>
sso-auth-method <string>

web-auth-cookie [enable|disable]
transaction-based [enable|disable]
web-portal [enable|disable]

comments <string>

Refer to config authentication rule in the CLI guide for more information.

FortiProxy 7.2.8 Administration Guide
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Create or edit an authentication scheme

To create an authentication scheme:

1. In the authentication scheme list, select Create New > Authentication Schemes from the toolbar.

New Authentication Scheme

Additional Information

Name
Method + @& API Preview
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2,

3.

Configure the following:

Name Enter the name of the authentication scheme.
Method Select the authentication methods:

¢ Basic

¢ Cettificate

e Digest

e Form-based

¢ Fortinet Single Sign-On (FSSO)
¢ Negotiate

e NTLM

e RADIUS Single-Sign-On (RSSO)
e SAML

e SSH Public Key

Multi-methods supports Basic, NTLM, and Negotiate.
For agentless NTML authentication, see Agentless NTLM support on page
156.

Negotiate NTLM Enable/disable authentication negotiation for NTLM. When disabled, access is
limited for non-domain users while using proxy authentication.

This option is only available when the method includes Negotiate.

Kerberos keytab Select the file containing the shared secret for Kerberos authentication.
Domain Controller If you selected NTLM, select the domain controller.

User database Select which user database to use.

Two-factor authentication Move the slider to control whether two-factor authentication is required.
FSSO Agent Move the slider to select the FSSO agent to use.

FSSO guest Move the slider to control whether FSSO-guest authentication is required.
SSH local CA Select which CA certificate to use.

API Preview The API Preview allows you to view all REST API requests being used by the

page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

Click OK to create the new authentication scheme.

To use the API Preview:

1.

d

Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
Click Close to leave the preview.
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To edit an authentication scheme:

1.

2,

Select the authentication scheme you want to edit and then click Edit from the toolbar or double-click on the scheme
in the scheme table.

Edit the scheme information as required and click OK to apply your changes.

To create an authentication scheme in the CLI:

config authentication scheme

edit <name>
set method {ntlm | basic | digest | form | negotiate | fsso | rsso | ssh-publickey |
cert | saml | saml-sp}
set domain-controller <string>
set fsso-agent-for-ntlm <string>
set fsso-guest {enable | disable}
set kerberos-keytab <string>
set negotiate {enable | disable}
set negotiate-ntlm {enable | disable}
set require-tfa {enable | disable}
set saml-ipd-portal <string>
set ssh-ca <string>
set user-database <auth server>
next

end

The following methods are available:

basic—Basic HTTP authentication. This is the default method.
digest—Digest HTTP authentication.

nt1m—NTLM authentication. For agentless NTML authentication, see Agentless NTLM support on page 156. To
configure the domain source when doing NTML authentication, see Domain name source when doing NTLM
authentication on page 157.

form—Form-based HTTP authentication.

negotiate—Negotiate authentication.

fsso—FSSO authentication.

rsso—RADIUS Single Sign-On authentication.

sam1—SAML-IDP authentication (requires external FortiAuthenticator).
saml-sp—SAML-IDP authentication with FortiProxy as the service provider.
publickey—Public-key-based SSH authentication.

x—auth-user—User from HTTP x-authenticated-user header.

Agentless NTLM support

Agentless NTLM authentication can be configured directly from the FortiProxy unit to the Domain Controller using the
SMB protocol (no agent is required).

NOTE: This authentication method is only supported for proxy policies.
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Syntax

NOTE: The set domain-controller command is only available when method is setto nt1mand/or negotiate-
ntlmis settoenable.

config authentication scheme
edit <name>
set method ntlm
set domain-controller <dc-setting>
next
end

config user domain-controller
edit <name>
set ip-address <dc-ip>
set port <port> // The default is 445.
set domain-name <dns-name>
set ldap-server <name>
next
end

Domain name source when doing NTLM authentication

When doing NTLM authentication, the domain is extracted based on the following:

1. If the domain controller has a domain name configured, it is used.
2. Otherwise, if the NTLM type 3 message, from the user, is configured, it is used.
3. Otherwise, if the domain name from the NTLM type 2 message, from the DC, is configured, it is used.

To configure the domain name source, if it is not set:

config user domain-controller
edit "adfs-dc"
set ip-address 192.168.130.200
unset domain-name
set domain-name-src {server | client}
set ldap-server "adfsldap"
next
end

The domain name can be extracted from either the server's (DC) data, or from the client's data.

Proxy Auth Setting

This submenu provides settings for configuring authentication timeout, protocol support, authentication certificates,
authentication schemes, and captive portals. When user authentication is enabled within a security policy, the
authentication challenge is normally issued for any of the four protocols (depending on the connection protocol):

e HTTP (can also be set to redirect to HTTPS)

« HTTPS
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o FTP
e Telnet

The selections control which protocols support the authentication challenge. Users must connect with a supported
protocol first so that they can subsequently connect with other protocols. If HTTPS is selected as a method of protocol
support, the user can authenticate with a customized local certificate.

When you enable user authentication within a security policy, the security policy user is challenged to authenticate. For
user ID and password authentication, users must provide their user names and passwords. For certificate authentication
(HTTPS or HTTP redirected to HTTPS only), you can install customized certificates on the unit, and the users can also
have customized certificates installed on their browsers. Otherwise, users see a warning message and have to accept a
default Fortinet certificate.

To configure proxy authentication settings, go to Policy & Objects > Proxy Auth Settings.

Proxy Authentication Setting

Additional Information
Authentication Timeout | 5 ) : -’

Protocol Support HTTP L8 HTTPS B4 FTP L4 Telnet @& AP| Preview

»— EditinCLI
D Certificate

Certificate Fortinet_Factory -

O Active Auth Scheme
(® SS0O Auth Scheme

@ Captive Portal

Captive Portal b
Captive Portal Port | 7830

Captive Portal Type  FQDN [[IJ
Captive Portal IP 10.1.1.31

& Redirecting HTTP user authentication to HTTPS

Captive portal SS5L port number | 7831
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Configure the following settings and then select Apply to save your changes:

Authentication Timeout

Protocol Support

Certificate

Active Auth Scheme

SSO Auth Scheme

Captive Portal

Redirecting HTTP user
authentication to HTTPS

API Preview

Edit in CLI

To use the API Preview:

Enter the amount of time, in minutes, that an authenticated firewall connection
can be idle before the user must authenticate again. From 1 to 480 minutes. The
defaultis 5.

Select the protocols to challenge during firewall user authentication from the
following:
e HTTP

e HTTPS
e FTP
e Telnet

If you want to use a local certificate for authentication, enable Certificate and then
select the certificate. The default is Fortinet_Factory.

If you want to use an active authentication scheme, enable Active Auth Scheme
and then select which scheme to use.

To create an authentication scheme, see Create or edit an authentication scheme
on page 154.

If you want to use a single-sign-on authentication scheme, enable SSO Auth
Scheme and then select which scheme to use.

If you want use a captive portal to authenticate web users, enable Captive Portal
and then select a captive portal. Enter the captive port number and select the
portal type. If you select IP as the captive portal type, enter the captive portal IP
address.

Enable Redirecting HTTP user authentication to HTTPS if you want HTTPS user
authentication used instead of HTTP user authentication and then enter the
captive portal SSL port number.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

Click to open a CLI console window to view and edit the setting in the CLI. If there
are multiple CLI settings on the page, the CLI console shows the first setting.

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.

w

Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

To configure the authentication settings in the CLI:

config authentication setting
set active-auth-scheme <string>
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set sso-auth-scheme <string>

set captive-portal <string>

set captive-portal-port <integer value from 1 to 65535; default is 0>

set auth-https {enable | disable}

set captive-portal-ssl-port <integer value from 1 to 65535; default is 7831>
end

¢ active-auth-scheme—Active authentication method.

e sso-auth-scheme—SSO authentication method.

e captive-portal—~Captive portal host name.

e captive-portal-port—~Captive portal port number.

* auth-https—Enable or disable redirecting HTTP user authentication to HTTPS.
e captive-portal-ssl-port—Captive portal SSL port number.

Traffic shaping

A FortiProxy provides quality of service (QoS) by applying bandwidth limits and prioritization to network traffic. Traffic
shaping is one technique used by the FortiProxy to provide QoS. A basic approach to traffic shaping is to prioritize higher
priority traffic over lower priority traffic during periods of traffic congestion. This provides a stabilizing effect for important
traffic while throttling less important traffic.

The FortiProxy delivers traffic shaping with queuing. Before a packet egresses an interface, it is first enqueued to a
queue using an algorithm such as RED or FIFO. The kernel dequeues the packet based on the HTB algorithm before
sending it out. When traffic exceeds the configured bandwidth limits, traffic is delayed for transport until bandwidth frees
up. Traffic may be dropped if the queues are full.

Configuration methods

The following table lists the methods to configure traffic shaping on the FortiProxy and their capabilities in order of
preference. If both methods are configured, the first will be preferred over the second.

Method Traffic Traffic prioritization Guaranteed and maximum
queuing bandwidth limits
Traffic shaping Yes Traffic is placed into classes. A total of ~ When applying a traffic shaping profile
profile on page 30 classes are available. For each to an interface’s egress shaping profile,
166 class, traffic can be configured into five  you can configure it to use up to 100%
priority levels. of the interface’s configured bandwidth

between all the classes, regardless of
the configured priority in each class.
The guaranteed bandwidth is always
honored.
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Method Traffic Traffic prioritization Guaranteed and maximum
queuing bandwidth limits

Traffic shaper No Traffic can be prioritized into the high No hard limit on the guaranteed
(2), medium (3), or low (4) levels. When bandwidth. Administrators allocate
traffic is below the guaranteed guaranteed bandwidth to all the traffic
bandwidth of the shaper, the traffic is shapers for an interface and ensure
automatically applied the critical level that the sum does not exceed the total
(1). outbandwidth of the interface. Traffic

under the guaranteed bandwidth of a
traffic shaper is given priority 1. If the
total traffic with priority 1 exceeds the
total outbandwidth, traffic can be
dropped.

The following topics provide information about configuring traffic shaping:

« Traffic shaping policies on page 161

« Traffic shaping profile on page 166

 Traffic shapers on page 169

« DSCP marking in firewall shaping policies on page 178
+ Examples on page 178

Traffic shaping policies

A traffic shaping policy is a rule that matches traffic to a traffic shaper or assign them to a class based on certain IP
header fields and/or upper layer criteria. The matching traffic will apply a traffic shaper, class ID, or assign a DSCP
DiffServ tag to the outgoing traffic. For example, it can match traffic based on source and destination IP, service,
application, and URL category. One common use case is to match traffic based on the ToS or DS (differentiated
services) field in the IP header. This allows Type of Service or Differentiated Services (DiffServ) tags to be read from
traffic from a downstream device and prioritized accordingly on the FortiProxy based on the traffic shaper or the shaping
profile applied on the interface.
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( Packet )

v

Traffic shaping policy
reads the IP header
to determine the value
in the ToS or DS field

v

Traffic shaping policy
matches the corresponding
policy for the ToS value

Apply traffic shaper
or class ID

Apply class ID Apply traffic shaper

7 7

Traffic shaper assigns
Traffic shaping profile priority level to the packet

maps the class ID to
a priority level

Interface applies the
traffic shaping profile

The traffic shaping policies must be placed in the correct order in the traffic shaping policy list page to obtain the desired
results. Policies are matched from top-down, so the traffic shaping policies should be arranged in a sequence that places
the more granular policies above general policies.

The policy can be configured by going to Policy & Objects > Traffic Shaping and selecting the Traffic Shaping Policies
tab. If the menu does not display the traffic shaping settings, go to System > Feature Visibility and enable Traffic
Shaping.

Configuring traffic shaping policies

A traffic shaping policy can be split into two parts:
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« Options used to match the traffic
» Options used to apply actions to the matched traffic

The following options can be configured for traffic matching criteria. Some options can only be configured from the CLI.

GUI option CLI option Description
(under Policy & Objects > (under config firewall
Traffic Shaping > Traffic shaping-policy)
Shaping Policies)
Source
Address set srcaddr <address_ Select the address object to match the
Glojjece> source IP.
Destination
Address set dstaddr <address_ Select the address object to match the
ljeee> destination IP.
Service set service-type Select the service type: firewall service or
Type [service|internet- internet service.
service]
Service set service <namel>, Select the firewall service or service group
SEEMSZ> for the traffic.
Internet set internet-service-name  Selectthe internet service to match the
Service _Spame> . destination of the incoming traffic. Internet
set 1nternet-service- . .
service currently cannot be used with
group <group> o )
O S [ S S, P destination address and service.
custom <custom>
set internet-service-
custom-group
<custom group>
Schedule - NEW set schedule <schedule> Enable to select a schedule (one-time,
recurring, or group).
Users set users <namel>, Select the authenticated users to apply this
SHmEMEZS, traffic shaping policy to.
Groups set groups <namel>, Select the authenticated user groups to
<name2>,

apply this traffic shaping policy to.
The following options can be configured for actions to apply to the matched traffic:

GUI option CLI option Description

Outgoing interface set dstintf <interface> Select the destination interface that the traffic
shaping applies to (required).

Apply shaper
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GUI option

Shared shaper

Reverse shaper

Per-IP shaper

Assign shaping class ID

Traffic shaping class
ID

n/a

CLI option

set

set

set

set

set

set

set

set

traffic-shaper
<shaper>

traffic-shaper-
reverse <shaper>

per-ip-shaper
<shaper>

class-id <class>

diffserv-forward
{enable | disable}

diffservcode-forward
<code>

diffserv-reverse
{enable | disable}

diffservcode-reverse
<code>

Description

Select the shared shaper to be applied to
traffic in the ingress-to-egress direction. For
example, on traffic that egresses on the wan
interface, the shaper is applied to upload or
outbound traffic.

Select the reverse shaper to be applied to
traffic in the egress-to-ingress direction. For
example, on traffic that egresses on the wan
interface, the shaper is applied to download
or inbound traffic.

Select the per-IP shaper. Per-IP shapers
affect downloads and uploads. The allotted
bandwidth applies to each individual IP. In a
shared shaper, the allotted bandwidth applies
to all IPs.

Set the class ID to apply the matching traffic.
Class IDs are further prioritized within a traffic
shaping profile and applied to an interface.

Specify the settings to apply a DSCP tag to
the forward or reverse traffic. The DiffServ
code is in 6-bit binary format.

These options can only be configured in the
CLI.

Traffic shapers and class IDs can be applied at the same time when configuring traffic shaping policies. However, to
reduce the complexity, it is recommended to use one method over the other.

The following topics include examples with traffic shaping policies:

« Interface-based traffic shaping profile on page 179
o Shared traffic shaper on page 169

o Per-IP traffic shaper on page 173

Create or edit a traffic-shaping policy

Select Create New to open the Create Shaping Policy window. To change a traffic-shaping policy, select a policy and

then click Edit.
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Create Shaping Policy

P Version IPvd RIS
Status © Enabled

Comments Write a comment...

Traffic Policy and Shaper

P Version IPv4

Source

Destination

@ Disabled

IPvé

+

+

Service Type FIHTEN R Ta el Internet Service

Firewall Service +
Schedule fo always v
Users +
Groups +
Qutgoing Interface +

class-id 0
class-id-reverse 0
Shared shaper B
Reverse shaper (B

Per-IPshaper (B

Configure the following settings in the New Shaping Policy window or the Edit Shaping Policy window and then click OK:

IP Version
Status

Comment
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Select IPv4 or IPv6.
Policies are enabled by default. To disable to policy, click Disabled.

Enter any additional information that might be needed by administrators, as a
reminder of the policy’s purpose and scope. This setting is optional.
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Source Select or create the source address, address group, user, or user group that the
traffic must match. You can select multiple sources in multiple categories.

Destination Select or create the destination address or address group that the traffic must
match. You can select multiple destinations in both categories.

Service Type Select whether firewall services or Internet services are used for this policy.

Firewall Service If you selected Firewall Service as the service type, select one or more firewall
services that the traffic must match.

Internet Service If you selected Internet Service as the service type, select one or more Internet
services that the traffic must match.

Schedule -NEW Select a schedule (one-time, recurring, or group) from the drop-down list for the
shaping policy, which allows different traffic shaping for different days or different
hours of the day without administrative intervention. Select Create to create a
schedule. The default is always, which means the shaping policy is always
applied. For more information, see Schedules on page 225

Users Select one or more users that the traffic must match.

Groups Select one or more user groups that traffic must match.

Outgoing Interface Set this to the external interface that the traffic must match.

class-id The class ID of a traffic shaper for outgoing packets.

class-id-reverse The class ID of a traffic shaper for incoming packets.

Shared shaper Enable or disable Shared traffic shaper on page 169.

Reverse shaper Enable or disable reverse traffic shapers.

Per-IP shaper Enable or disable Per-IP traffic shaper on page 173.

API Preview The API Preview allows you to view all REST API requests being used by the

page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

w

Traffic shaping profile

A traffic shaping profile allows traffic shaping to be configured Up to 30 classes can be defined, with prioritization and
bandwidth limits configured for each class.
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Configuring traffic shaping profiles

The main steps to configure traffic shaping are:

1. Configure the traffic shaping policy, and assign matched traffic to a class (see Traffic shaping policies on page 161).
2. Create a traffic shaping profile and apply traffic bandwidth, prioritization and/or queuing per class.
3. Configure the interface outbandwidth/inbandwidth and apply a shaping profile to the interface.

Creating a traffic shaping profile

A traffic shaping profile consists of the class ID, settings per class ID, and the default class ID for traffic that does not
match any traffic shaping policies. A class can be configured in the GUI as part of a traffic shaping profile or policy. In the
CLI, a traffic class must be defined before it can be assigned within a traffic shaping profile. Class IDs range from 2 - 31,

and they can be reused between different traffic shaping profiles.

When creating a traffic shaping profile, you can configure the following options per class.

GUI option CLI option

Default set default-class-id
<class-id>

Traffic Shaping class ID set class-id <integer>

Guaranteed bandwidth set guaranteed-bandwidth-
percentage <integer>

Maximum bandwidth set maximum-bandwidth-

percentage <integer>

Priority set priority {top |
critical | high |
medium | low}

To configure a traffic shaping profile in the GUI:

Enter the profile name, and optionally enter a comment.
In the Traffic Shaping Classes section, click Create New.

Ao b=

bandwidth, and Priority).
5. Click OK.

o

7. Click OK.
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Description

Set the default class ID.

Each profile must have one default class ID.
The default class ID can be changed at any
time.

Settheclass ID (2 - 31).

Set the percentage of the outbandwidth that
will be guaranteed for the class ID.

Set the percentage of the outbandwidth that
will be the maximum bandwidth for the class
ID.

Select the priority level for the class ID.

Go to Policy & Objects > Traffic Shaping, select the Traffic Shaping Profiles tab, and click Create New.

Configure the traffic shaping class ID settings ( Traffic shaping class ID, Guaranteed bandwidth, Maximum

Create more shaping classes as needed (the total guaranteed bandwidth of all classes cannot exceed 100%).
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To configure a traffic shaping profile in the CLI:

1. Configure the shaping class:

config firewall traffic-class
edit <integer>
set class-name <string>
next
end

2. Configure the shaping profile:

config firewall shaping-profile
edit <name>
set type {policing | queuing}
set default-class-id <class-id>
config shaping-entries
edit <id>
set class-id <integer>
set priority {top | critical | high | medium | low}
set guaranteed-bandwidth-percentage <integer>
set maximum-bandwidth-percentage <integer>
next
end
next
end

Configuring the interface outbandwidth and inbandwidth

You must configure the following settings on an interface that has traffic shaping applied to egressing/ingressing
traffic: assign a traffic shaping profile and configure the outbound/inbound bandwidth.

Since traffic shaping is often configured on the WAN interface for egressing/ingressing traffic, the outbound/inbound
bandwidth is effectively the upstream/downstream bandwidth allowed by your ISP.

To configure traffic shaping on an interface:

—

Go to Network > Interfaces and double-click an interface to edit it.

In the Traffic Shaping section, depending on your needs, enable Outbound shaping profile or Inbound shaping
profile or both.

Select a profile for each enabled option.

Enable Outbound bandwidth or Inbound shaping profile or both, depending on your previous configuration.
Specify a value for each enabled option.

Click OK.

N

A

Verifying that the traffic is being shaped

In this example, three traffic classes are defined in the traffic shaping profile assigned to port1. The outbandwidth
configured on port1 is 1000 Kbps. Each class hasan allocated-bandwidth, guaranteed-bandwidth, max-
bandwidth, and current-bandwidth value.

e The guaranteed-bandwidth and max-bandwidth are rates that are converted from the percentage of
outbandwidth configured for each class. For example, class-id 2 has 10% guaranteed-bandwidth,
equivalent to 100 Kbps, and 100% max-bandwidth equivalent to 1000 Kbps.
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e The allocated-bandwidth displays the real-time bandwidth allocation for the traffic class based on all available
factors. This value changes as traffic demand changes.

e The current-bandwidth displays the real-time bandwidth usage detected for the traffic class.

To verify that traffic is being shaped by the traffic shaping profile:

Enable debug flow to view the live traffic as it matches a traffic shaping policy:

# diagnose debug flow show function-name enable

# diagnose debug flow filter <filters>

# diagnose debug flow trace start <repeat number>
# diagnose debug enable

Traffic shapers

The following topics provide more information about traffic shapers:

» Shared traffic shaper on page 169

o Per-IP traffic shaper on page 173

» Changing traffic shaper bandwidth unit of measurement on page 175
» Multi-stage DSCP marking and class ID in traffic shapers on page 176

Shared traffic shaper

Shared traffic shaper is used in a firewall shaping policy to indicate the priority and guaranteed and maximum bandwidth
for a specified type of traffic use.

The maximum bandwidth indicates the largest amount of traffic allowed when using the policy. You can set the maximum
bandwidth to a value between 1 and 16776000 Kbps. The GUI displays an error if any value outside this range is used. If
you want to allow unlimited bandwidth, use the CLI to enter a value of 0.

The guaranteed bandwidth ensures that there is a consistent reserved bandwidth available. When setting the
guaranteed bandwidth, ensure that the value is significantly less than the interface's bandwidth capacity. Otherwise, the
interface will allow very little or no other traffic to pass through, potentially causing unwanted latency.

In a shared traffic shaper, the administrator can prioritize certain traffic as high, medium, or low. FortiProxy provides
bandwidth to low priority connections only when high priority connections do not need the bandwidth. For example, you
should assign a high traffic priority to a policy for connecting a secure web server that needs to support e-commerce
traffic. You should assign less important services a low priority.

When you configure a shared traffic shaper, you can apply bandwidth shaping per policy or for all policies. By default, a
shared traffic shaper applies traffic shaping evenly to all policies that use the shared traffic shaper.

When configuring a per-policy traffic shaper, FortiProxy applies the traffic shaping rules defined for each security policy
individually. For example, if a per-policy traffic shaper is configured with a maximum bandwidth of 1000 Kbps, any
security policies that have that traffic shaper enabled get 1000 Kbps of bandwidth each.

If a traffic shaper for all policies is configured with a maximum bandwidth of 1000 Kbps, all policies share the 1000 Kbps
on a first-come, first-served basis.

The configuration is as follows:

config firewall shaper traffic-shaper
edit "sharel"
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set guaranteed-bandwidth 15
set maximum-bandwidth 80000000
set bandwidth-unit gbps
set per-policy enable
set diffserv enable
set dscp-marking-method multi-stage
set exceed-bandwidth 16
set exceed-dscp 011111
set maximum-dscp 111111
set overhead 3
set diffservcode 000110
next
end

The shared traffic shaper selected in the traffic shaping policy affects traffic in the direction defined in the policy. For
example, if the source port is LAN and the destination is WAN1, the traffic shaping affects the flow in this direction only,
affecting the outbound traffic's upload speed. You can define the traffic shaper for the policy in the opposite direction
(reverse shaper) to affect the inbound traffic's download speed. In this example, that would be from WAN1 to LAN.

Only traffic through forward traffic shapers will be included in FortiView; reverse and per-IP shapers are not included.
Traffic shapers can be added to a multicast policy when multicast routing is enabled.

The following example shows how to apply different speeds to different types of service. The example configures two
shared traffic shapers to use in two firewall shaping policies. One policy guarantees a speed of 10 Mbps for VolIP traffic.
The other policy guarantees a speed of 1 Mbps for other traffic. In the example, FortiProxy communicates with a

PC using port10 and the Internet using port9.

To configure shared traffic shapers in the GUI:

1. Create afirewall policy:

Go to Policy & Objects > Policy and click Create New.

Set the Name to Internet Access.

Set the Incoming Interface to port10.

Set the Outgoing Interface to port9.

Set the Source and Destination to all.

Set the Schedule to always.

Set the Service to ALL.

Click OK.

2. Create the shared traffic shapers:
a. Goto Policy & Objects > Traffic Shaping, select the Traffic Shapers tab, and click Create New.
b. Setthe Name to 10Mbps. This shaper is for VolP traffic.
c. Setthe Traffic Priority to High.
d. Enable Max Bandwidth and enter 20000.

STQe «9 20 T
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e. Enable Guaranteed Bandwidth and enter 710000.

New Traffic Shaper

Type

Name

Per IP Shaper

10Mbps

Quality of Service

FortiProxy-KVM

@ AP| Preview
Traffic priority High -
Bandwidth unit kbps v
Maximum bandwidth @ | 20000 kbps
Guaranteed bandwidth @ 10000 kbps

DsCP

f. Click OK.

d- Repeatthe above steps to create another traffic shaper named 1Mbps with the Traffic Priority set to Low, the
Max Bandwidth set to 10000, and the Guaranteed Bandwidth set to 1000.

3. Create a firewall shaping policy for VolP traffic:
a. Goto Policy & Objects > Traffic Shaping, select the Traffic Shaping Policies tab, and click Create New.

5Q 0 20T

»

Set the Name to VoIP_10Mbps_High.

Set the Source and Destination to all.

Set the Service to all VolP services.

Set the Outgoing Interface to port9.

Enable Shared shaper and select 10Mbps.
Enable Reverse shaperand select 10Mbps.
Click OK.

4. Repeat the sub-steps in step 3 to create another firewall shaping policy named Other_1Mbps_Low for other traffic,
with the Source and Destination set to all, Service setto ALL, Outgoing Interface set to port9, and Shared shaper
and Reverse shaper setto 1Mbps.

To configure shared traffic shapers in the CLI:

1. Create a firewall policy:
config firewall policy

edit 1
set name "Internet Access"
set srcintf "portlO"
set dstintf "port9o"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
FortiProxy 7.2.8 Administration Guide 171

Fortinet Inc.



Policy & Objects

set fsso disable
set nat enable
next
end

2. Create the shared traffic shapers:
config firewall shaper traffic-shaper
edit "10Mbps"
set guaranteed-bandwidth 10000
set maximum-bandwidth 20000
next
edit "1Mbps"
set guaranteed-bandwidth 1000
set maximum-bandwidth 10000
set priority low
next
end

3. Create afirewall shaping policy:
config firewall shaping-policy

edit 1
set name "VOIP 10Mbps High"
set service "H323" "IRC" "MS-SQL"™ "MYSQL" "RTSP" "SCCP" "SIP" "SIP-MSNmessenger"
set dstintf "port9o"
set traffic-shaper "10Mbps"
set traffic-shaper-reverse "10Mbps"
set srcaddr "all"
set dstaddr "all"

next

edit 2
set name "Other 1Mbps Low"
set service "ALL"
set dstintf "port9o"
set traffic-shaper "1Mbps"
set traffic-shaper-reverse "1Mbps"
set srcaddr "all"
set dstaddr "all"

next

end

To check the statuses of shared traffic shapers:

# diagnose firewall shaper traffic-shaper list
name 10Mbps

maximum-bandwidth 2500 KB/sec
guaranteed-bandwidth 1250 KB/sec
current-bandwidth 0 B/sec

priority 2

tos ff

packets dropped 0

bytes dropped 0

name 1Mbps

maximum-bandwidth 1250 KB/sec
guaranteed-bandwidth 125 KB/sec
current-bandwidth 0 B/sec
priority 4

tos ff
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packets dropped 0
bytes dropped 0

Per-IP traffic shaper

With per-IP traffic shaping, you can limit each IP address's behavior to avoid a situation where one user uses all of the
available bandwidth. In addition to controlling the maximum bandwidth used per IP address, you can also define the
maximum number of concurrent sessions for an IP address. For example, if you apply a per-IP shaper of 1 Mbps to your
entire network, FortiProxy allocates each user/IP address 1 Mbps of bandwidth. Even if the network consists of a single
user, FortiProxy allocates them 1 Mbps. If there are ten users, each user gets 1 Mbps of bandwidth, totaling 10 Mbps of
outgoing traffic.

For shared shapers, all users share the set guaranteed and maximum bandwidths. For example, if you set a shared
shaper for all PCs using an FTP service to 10 Mbps, all users uploading to the FTP server share the 10 Mbps.

Shared shapers affect upload speed. If you want to limit the download speed from the FTP server in the example, you
must configure the shared shaper as a reverse shaper. Per-IP shapers apply the speed limit on both upload and
download operations. Only traffic through forward traffic shapers will be included in FortiView; reverse and per-IP
shapers are not included.

The following example shows how to apply a per-IP shaper to a traffic shaping policy. This shaper assigns each user a
maximum bandwidth of 1 Mbps and allows each user to have a maximum of ten concurrent connections to the FTP
server. In the example, FortiProxy communicates with users using port10 and the FTP server using port9.

To configure a per-IP traffic shaper in the GUI:

1. Create afirewall policy:
Go to Policy & Objects > IPv4 Policy and click Create New.
Set the Name to FTP Access.
Set the Incoming Interface to port10.
Set the Outgoing Interface to port9.
Set the Source to all.
Set the Destination to FTP_Server.
Set the Schedule to always.
Set the Service to ALL.
i. Click OK.

2. Create the per-IP traffic shaper:

a. Goto Policy & Objects > Traffic Shaping, select the Traffic Shapers tab, and click Create New.
Set Type to Per IP Shaper.
Enter the Name (FTP_Max_1M). This shaper is for VolIP traffic.
Enable Max Bandwidth and enter 1000.

Enable Max Concurrent Connections and enter 710. This means that each user can have up to ten concurrent
connections to the FTP server.

STQe «9 20 T

P 20T
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New Traffic Shaper

Type Shared JEEREEIES

Name FTP_Max_1M

Additional Information

Quality of Service

@ API Preview
Bandwidth unit kbps hd
Maximum bandwidth © 1000 kbps
Max concurrent connections O 10

Max concurrent TCP connections (B

Max concurrent UDP connections (B

Forward DSCP »
Reverse DSCP »
f. Click OK.

3. Create a firewall shaping policy:
a. Goto Policy & Objects > Traffic Shaping, select the Traffic Shaping Policies tab, and click Create New.
Enter the Name (FTP speed 1M).
Set the Source to the addresses and users that require access to the FTP server.
Set the Destination to FTP_Server.
Set the Service to ALL.
Set the Outgoing Interface to port9.
Enable Per-IP shaper and select FTP_Max_1M.
Click OK.

SQ -0 20T

To configure a per-IP traffic shaper in the CLI:

1. Create afirewall policy:
config firewall policy
edit 1
set name "FTP Access"
set srcintf "portlO"
set dstintf "port9o"
set srcaddr "all"
set dstaddr "FTP Server"
set action accept
set schedule "always"
set service "ALL"
set fsso disable
set nat enable
next
end
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2. Create the per-IP traffic shaper:
config firewall shaper per-ip-shaper
edit "FTP Max 1M"
set max-bandwidth 1000
set max-concurrent-session 10
next
end
3. Create a firewall shaping policy:
config firewall shaping-policy
edit 1
set name "FTP speed 1M"
set service "ALL"
set dstintf "porto"
set per-ip-shaper "FTP Max 1M"
set srcaddr "PC1l" "WinPC" "PC2"
set dstaddr "FTP_ Server"
next
end

To check the status of a per-IP traffic shaper:

# diagnose firewall shaper per-ip-shaper list

The output should resemble the following:

name FTP Max 1M

maximum-bandwidth 125 KB/sec
maximum-concurrent-session 10

tos ff/ff

packets dropped 0

bytes dropped 0

addr=10.1.100.11 status: bps=0 ses=3

Changing traffic shaper bandwidth unit of measurement

Bandwidth speeds are measured in kilobits per second (Kbps), and bytes that are sent and received are measured in
megabytes (MB). In some cases, this can cause confusion depending on whether your ISP uses kilobits per second
(Kbps), kilobytes per second (KBps), megabits per second (Mbps), or gigabits per second (Gbps).

You can change the unit of measurement for traffic shapers in the CLI.

To change the bandwidth unit of measurement for a shared traffic shaper:

config firewall shaper traffic-shaper
edit <traffic shaper name>
set bandwidth-unit {kbps | mbps | gbps}
next
end

To change the bandwidth unit of measurement for a per-IP traffic shaper:

config firewall shaper per-ip-shaper
edit <traffic shaper name>
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set bandwidth-unit {kbps | mbps | gbps}
next
end

Multi-stage DSCP marking and class ID in traffic shapers

Traffic shapers have a multi-stage method so that packets are marked with a different differentiated services code point
(DSCP)and class id atdifferent traffic speeds. Marking packets with a different DSCP code is for the next hop to
classify the packets. The FortiProxy benefits by marking packets with a different c1lass id. Combined with the egress
interface shaping profile, the FortiProxy can handle the traffic differently according toits class id.

Rule DSCP code Class ID

speed < guarantee bandwidth diffservcode class idinshaping policy
guarantee bandwidth < speed < exceed bandwidth  exceed-dscp exceed-class-id
exceed bandwidth < speed maximum-dscp exceed-class-id

This example sets the following parameters:

« When the current bandwidth is less than 50 Kbps, mark packets with diffservcode 100000 and set class idto
10.

« When the current bandwidth is between 50 Kbps and 100 Kbps, mark packets with exceed-dscp 111000 and set
exceed-class-idto 20.

» When the current bandwidth is more than 100 Kbps, mark packets with maximum-dscp 111111 and set exceed-
class-idto 20.

To set multi-stage DSCP marking and class ID in a traffic shaper:

config firewall shaper traffic-shaper
edit "50k-100k-150k"
set guaranteed-bandwidth 50
set maximum-bandwidth 150
set diffserv enable
set dscp-marking-method multi-stage
set exceed-bandwidth 100
set exceed-dscp 111000
set maximum-dscp 111111
set diffservcode 100000
next
end

config firewall shaping-policy
edit 1
set service "ALL"
set dstintf PORT2
set srcaddr "all"
set dstaddr "all"
set class-id 10
next
end
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Traffic shapers also have an overhead option that defines the per-packet size overhead used in rate computation.

To set the traffic shaper overhead option:

config firewall shaper traffic-shaper
edit "testing"
set guaranteed-bandwidth 50
set maximum-bandwidth 150
set overhead 14 <range from O to 100>
next
end

Example

This example shows how to mark QA traffic with a different DSCP according to real-time traffic speed.

To configure the firewall address:

config firewall address
edit QA team
set subnet 10.1.100.0/24
next
end

To configure the firewall shaper traffic shaper:

config firewall shaper traffic-shaper
edit "500k-1000k-1500k"
set guaranteed-bandwidth 500
set maximum-bandwidth 1500
set diffserv enable
set dscp-marking-method multi-stage
set exceed-bandwidth 1000
set exceed-dscp 111000
set maximum-dscp 111111
set diffservcode 100000
next
end

config firewall shaping-policy
edit QA team
set service "ALL"
set dstintf portl
set traffic-shaper "500k-1000k-1500k"
set traffic-shaper-reverse "500k-1000k-1500k"
set srcaddr "QA team"
set dstaddr "all"
next
end
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DSCP marking in firewall shaping policies

Usethe diffserv-forwardand diffserv-reverse fields in firewall shaping policies to perform DSCP marking in
firewall shaping policies to change the DSCP tag on egress traffic. Traffic is allowed or blocked according to the
Differentiated Services Code Point (DSCP) values in the incoming packets. When DSCP markingon firewall
shaper traffic-shaperand firewall shaping-policy bothapplytothe same session, shaper traffic-
shaper overrides shaping-policy.

The following CLI variables in config firewall shaping-policy are used to mark the packets:

GLELSEETEeruELe {SaA0LS Enable/disable changing a packet's DiffServ values to the value specified in
| cilselble) diffservcode-forward (default = disable).

diffservcode-forward The value that packet's DiffServ is set to (default = 000000). This variable is only
<EBER_velue> available when di ffserv-forwardis enabled.

SLELEerV-Teverss (2nsi.c Enable/disable changing a packet's reverse (reply) DiffServ values to the value
| digelble) specified in di ffservcode-rev (default = disable).

diffservcode-rev <dscp_ The value that packet's reverse (reply) DiffServ is set to (default = 000000). This
VR variable is only available when di ffserv-rev is enabled.

Example

A FortiProxy has a traffic shaping policy to mark traffic from the QA team with a DSCP value of 100000, while reverse
traffic is marked with 000011. To configure the FortiProxy:

config firewall shaping-policy
edit 1
set name "QA Team 50MB"
set service "ALL"
set dstintf "port3"
set traffic-shaper "50MB/s"
set traffic-shaper-reverse "50MB/s"
set diffserv-forward enable
set diffserv-reverse enable
set srcaddr "QA"
set dstaddr "all"
set diffservcode-forward 100000
set diffservcode-rev 000011
next
end

Examples

This section includes the following traffic shaping configuration examples:

« Interface-based traffic shaping profile on page 179
« Ingress traffic shaping profile on page 183
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Interface-based traffic shaping profile

A traffic shaping policy can be used for interface-based traffic shaping by organizing traffic into 30 class IDs. The shaping
profile defines the percentage of the interface bandwidth that is allocated to each class. Each traffic class ID is shaped to
the assigned speed according to the outgoing bandwidth limit configured to the interface.

Traffic classification

A shaping policy classifies traffic and organizes it into different class IDs, based on matching criteria. For traffic matching
a criteria, you can choose to put it into 30 different shaping classes, identified by class ID 2 to 31.

You must select an outgoing interface for the traffic. The shaping policy is only applied when the traffic goes to one of the
selected outgoing interfaces.

Criterion Description

Source e Address: match the source address of the traffic to the selected address or
address group.
¢ User: use the user credentials of the traffic to match the selected user or user
group. At least one address, address group, or internet service must also be
selected.
 Internet service: match the traffic to the selected internet service. Internet
services cannot be used if addresses or address or groups are used.

Destination » Address: match the destination address of the traffic to the selected address
or address group.
 Internet service: match the traffic to the selected internet service. Internet
services cannot be used if addresses or address or groups are used.

Schedule Match the current date and time to the selected schedule. You can select a one-
time schedule, recurring schedule, or schedule group. This setting is optional.

Service Match the service of the traffic to the selected service or service group.
Users Match the user of the traffic.
Groups Match the user group(s) of the traffic.
\‘ ! ’l
q When multiple items are selected in one criterion, it is considered a match when traffic
- matches any one of them.

Traffic prioritization
Shaping profiles define how different shaping classes of traffic are prioritized. For each class, you can define three
prioritization strategies: guaranteed bandwidth, maximum bandwidth, and priority.

For each shaping profile, a default shaping class must be defined. Traffic is prioritized based on the default shaping
group in the following two circumstances:

« All traffic to the outgoing interface that does not match to any shaping policy
« Traffic with a shaping group that is not defined in a shaping profile
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Prioritization strategy Description

Guaranteed bandwidth The percentage of the link speed that is reserved for the shaping group.
The total guaranteed bandwidth for all shaping groups cannot exceed 100%.

Maximum bandwidth The maximum percentage of the link speed that the shaping group can use.

Priority The shaping class priority: top, critical, high, medium, or low. When groups are
competing for bandwidth on the interface, the group with the higher priority wins.

Applying a shaping profile to an interface

Traffic shaping is accomplished by configuring the outgoing bandwidth and outgoing shaping profile on an interface. The
shaping profile uses the outgoing bandwidth of the interface as the maximum link speed, and it only works when the
outgoing bandwidth is configured.

This example shows how to apply interface-based traffic shaping to web and file accessing traffic according to a
schedule:

o The link speed of the wan1 interface is 10 Mb/s.
« File access can use up to 2 Mb/s from 8:00 AM to 6:00 PM.
» Web access can use 8 Mb/s from 8:00 AM to 6:00 PM.

Hours: 8am to 6pm
File accessing traffic: 2MB/s

Web accessing traffic: SMb/s [ e
It = =
I—' port1 | Jwani —_
PC FortiProxy L—
Database
and Internet

Create a recurring schedule in the GUI

To create a recurring schedule in the GUI:

Go to Policy & Objects > Schedules.

Click Create New > Schedule.

Configure a recurring schedule called Day Hours for everyday from 8:00 AM to 6:00 PM.
Click OK.

o bN-=

Putting the traffic into shaping classes

To create a traffic shaping policy and class ID for web accessing traffic in the GUI:

1. Goto Policy & Objects > Traffic Shaping, select the Traffic Shaping Policies tab, and click Create New.

2. Configure the policy by referring to Create or edit a traffic-shaping policy on page 164. Set Service Type to Firewall
Service and select web accessing services under Firewall Service, such as HTTP and HTTPS. Set Outgoing
interface to wan1.

3. Click OK.
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To create a traffic shaping policy and class ID for the file accessing traffic in the GUI:

1. Goto Policy & Objects > Traffic Shaping, select the Traffic Shaping Policies tab, and click Create New.

2. Configure the policy by referring to Create or edit a traffic-shaping policy on page 164. Set Service Type to Firewall
Service and select file accessing services under Firewall Service, such as ASF3, FTP and SMB. Set Outgoing
interface to wan1.

3. Click the Traffic shaping class ID drop down then click Create.
4. Click OK.

To put the traffic into shaping classes in the CLI:

1. Create a recurring schedule:

config firewall schedule recurring
edit "Day Hours"
set start 08:00
set end 18:00
set day sunday monday tuesday wednesday thursday friday saturday
next
end

2. Create the traffic class IDs:

config firewall traffic-class
edit 3
set class-name "Web Access"
next
edit 4
set class-name "File Access"
next
end

3. Create the web and file accessing traffic shaping policies:

config firewall shaping-policy

edit 2
set name "web access day hours"
set comment "Limit web accessing traffic to 8Mb/s in day time"
set service "HTTP" "HTTPS"
set schedule "Day Hours"
set dstintf "wanl"
set class-id 3
set srcaddr "all"
set dstaddr "all"

next

edit 3
set name "file access _day hours"
set comment "Limit file accessing traffic to 2Mb/s during the day"
set service "AFS3" "FTP" "FTP GET" "FTP_ PUT" "NFS" "SAMBA" "SMB" "TEFTP"
set schedule "Day Hours"
set dstintf "wanl"
set class-id 4
set srcaddr "all"
set dstaddr "all"

next

end
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Allocating bandwidth to the shaping classes

A traffic shaping profile defines the guaranteed and maximum bandwidths each class receives. In this example, file
access can use up to 2 Mb/s and web access can use 8 Mb/s.

To create a traffic shaping profile using the GUI:

1. Goto Policy & Objects > Traffic Shaping, select the Traffic Shaping Profiles tab, and click Create New.
2. Enter a name for the profile, such as Day Hours_Profile.
3. Configure a default traffic shaping class:
This class has a high priority, meaning that when the other classes have reached their guaranteed bandwidths, this
default class will use the rest of the available bandwidth.
a. Enterthe class ID you specified in the Putting the traffic into shaping classes section.
b. Configure the following settings, then click OK:

Guaranteed bandwidth 30
Maximum bandwidth 100
Priority High

4. Configure a web accessing traffic shaping class:

When other types of traffic are competing for bandwidth, this class is guaranteed to 6 Mb/s, or 60% of the
bandwidth.

a. Inthe Traffic Shaping Classes table click Create New.
b. Configure the following settings, then click OK:

Traffic shaping class ID Web Access
Guaranteed bandwidth 60
Maximum bandwidth 80

Priority Medium

5. Configure a file accessing traffic shaping class:
When other types of traffic are competing for bandwidth, this group is guaranteed to 1 Mb/s, or 10% of the
bandwidth.

a. Inthe Traffic Shaping Classes table click Create New.
b. Configure the following settings, then click OK:

Traffic shaping class ID File Access
Guaranteed bandwidth 10
Maximum bandwidth 20
Priority Medium

6. Click OK.

To create a traffic shaping profile using the CLI:

config firewall shaping-profile
edit "Day Hours Profile"
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set default-class-id 2
config shaping-entries
edit 1
set class-id 2
set guaranteed-bandwidth-percentage 30
set maximum-bandwidth-percentage 100
next
edit 2
set class-id 3
set priority medium
set guaranteed-bandwidth-percentage 60
set maximum-bandwidth-percentage 80
next
edit 3
set class-id 4
set priority medium
set guaranteed-bandwidth-percentage 10
set maximum-bandwidth-percentage 20
next
end
next
end

Defining the available bandwidth on an interface

In this example, the link speed of the wan1 interface is 10 Mb/s.

To set the bandwidth of the wan1 interface in the GUI:

1. Go to Network > Interfaces.
2. Edit the wan1 interface.

3. Under Traffic Shaping, enable Outbound shaping profile and select the profile that you just created, Day Hours
Profile.

4. Enable Outbound Bandwidth and set it to 70000 Kbps.
5. Click OK.

To set the bandwidth of the wan1 interface in the CLI:

config system interface
edit "wanl"
set egress-shaping-profile "Day Hours Profile"
set outbandwidth 10000
next
end

Ingress traffic shaping profile

A traffic shaping profile can be applied to an interface for traffic in the ingress direction. Similar to an egress traffic
shaping profile, the guaranteed bandwidth and priority of the profile will be respected when an interface receives inbound
traffic. When congestion occurs, any remaining bandwidth will be allotted to classes based on priority.
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Example

In this example, the port2 interface has a total inbound bandwidth of 100 Mbps. Traffic from certain clients to certain
servers are assigned different classes.

class 2
Switch smmr/
) [

Server PC4
FortiProxy \ -
[ N

Client PC2 Server PC5

[
Client PC1

class 3

IPV6 traffic from any client PCs to server PCs is assigned class 5.

For each class, the priority, guaranteed bandwidth, and maximum bandwidth are as follows:

Priority Guaranteed bandwidth Maximum bandwidth
2 Low 10% 60%
3 High 20% 100%
4 High 30% 100%
5 Medium 10% 50%

Bandwidth will first be allotted to each class according to its guaranteed bandwidth. Then remaining available bandwidth
will be allotted to class 3 and 4 first based on their priority. The allocation will be proportional to their guaranteed
bandwidth ratio.

To configure ingress traffic shaping:

1. Configure the client and server addresses:

config firewall address
edit "pcl"
set subnet 10.1.100.11 255.255.255.255
next
edit "pc2"
set subnet 10.1.100.22 255.255.255.255
next
edit "pc4"
set subnet 172.16.200.44 255.255.255.255
next
edit "pch"
set subnet 172.16.200.55 255.255.255.255
next
end
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2. Configure the class IDs:

config firewall traffic-class
edit 2
set class-name "class2"
next
edit 3
set class-name "class3"
next
edit 4
set class-name "class4"
next
edit 4
set class-name "classbH"
next
end

3. Configure traffic shaping policies to assign classes to each group of traffic.
a. Configure a policy to assign traffic from PC1 to PC4 in class 2:

config firewall shaping-policy
edit 1
set name "shaping policy 1"
set service "ALL"
set dstintf "wanl"
set class-id 2
set srcaddr "pcl"
set dstaddr "pc4"
next
end

b. Configure a policy to assign traffic from PC2 to PC4 in class 3:

config firewall shaping-policy
edit 2
set name "shaping policy 2"
set service "ALL"
set dstintf "wanl"
set class-id 3
set srcaddr "pc2"
set dstaddr "pc4"
next
end

c. Configure a policy to assign traffic from PC2 to PC5 in class 4:

config firewall shaping-policy
edit 3
set name "shaping policy 3"
set service "ALL"
set dstintf "wanl"
set class-id 4
set srcaddr "pc2"
set dstaddr "pch"
next
end
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d. Configure a policy to assign all IPv6 traffic to class 5:

config firewall shaping-policy
edit 4
set name "shaping policy 4"
set ip-version 6
set service "ALL"
set dstintf "wanl"
set class-id 5
set srcaddr6 "all"
set dstaddr6 "all"
next
end

4. Configure a shaping profile to set the priority, and the guaranteed and maximum bandwidth percentages for each

class:

config firewall shaping-profile
edit "ingShapeProfile"
set default-class-id 2
config shaping-entries
edit 2
set class-id 2
set priority low
set guaranteed-bandwidth-percentage 10
set maximum-bandwidth-percentage 60
next
edit 3
set class-id 3
set guaranteed-bandwidth-percentage 20
set maximum-bandwidth-percentage 100
next
edit 4
set class-id 4
set guaranteed-bandwidth-percentage 30
set maximum-bandwidth-percentage 100
next
edit 5
set class-id 5
set priority medium
set guaranteed-bandwidth-percentage 10
set maximum-bandwidth-percentage 50
next
end
next
end

5. Configure the inbandwidth and apply the ingress shaping profile on port2:

config system interface
edit "port2"
set ip 10.1.100.1 255.255.255.0
set inbandwidth 100000
set ingress-shaping-profile "ingShapeProfile"
config ipv6
set ip6-address 2000:10:1:100::1/64
end
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next
end

Inbandwidth must be configured for traffic shaping to take effect.

6. Configure firewall policies to allow IPv4 and IPv6 traffic to go through. Since traffic shaping is for inbound traffic on
port2, the policy is defined from port2 to wan1:

config firewall policy
edit 20
set uuid d9f9%bedc-eaab-51ed-41d6-783ceccllcOc
set srcintf "port2"
set dstintf "wanl"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set logtraffic all
next
end

config firewall policy
edit 21
set uuid c535a92a-eaac-5led-6e6c-3943£f8c2dc8f
set srcintf "port2"
set dstintf "wanl"
set srcaddr6 "all"
set dstaddr6 "all"
set action accept
set schedule "always"
set service "ALL"
set logtraffic all
next
end

Central SNAT

NAT is a process used to modify or translate either the source or destination IP address or port in a packet header. The
primary use for NAT is to allow multiple network devices on a private network to be represented by a single public IP
address when they browse the Internet.

The FortiProxy unit applies the NAT settings from matching central Source Network Address Translation (SNAT)
policies. Go to Policy & Objects > Central SNAT to create a central SNAT policy.

Policy ID = Status = Source Interface = Destination Interface = Source Address = Destination Address =

1 @ Enabled portl & all & all

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.
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The following options are available:

Create New

Edit

Clone

Delete

Search

Policy ID

Status

Source Interface
Destination Interface
Source Address
Destination Address
Action

nat-ippool

Ref.

Select to open the Create Central SNAT window. See Create or edit a central
SNAT policy on page 188.

Edit the selected central SNAT policy. See Create or edit a central SNAT policy on
page 188.

Copy an existing central SNAT policy.

Delete the selected central SNAT policy.

Enter a search term to find in the list.

SNAT identifier.

The status is either enable (active) or disable (inactive).
The source interface name is either a port or any.

The destination interface name.

The source addresses and address groups.

The destination addresses and address groups.

The central SNAT action is Bypass, Masquerade, or IP Pools.
The name of the NAT IP pool.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit a central SNAT policy

Select Create New to open the Create Central SNAT window. To change a central SNAT policy, select the policy and

then click Edit.
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Create Central SNAT

Additional Information
Status Disable o '

Action Bypass IP Pools @ API Preview

Type 1IPv4 R

Source Interface -
Destination Interface -
Source Address +

Destination Address +

Configure the following settings in the Create Central SNAT window or the Edit Central SNAT window and then click OK:

Status Select Enable make the central SNAT policy is active.

Action Select one of the following options for the central SNAT action:
¢ Bypass—Do not perform network address translation (NAT).

* Masquerade—Use a single IP address to protect multiple IP addresses in a
LAN.

¢ IP Pools—Use an IP address from an IP pool. An IP pool defines a single IP
address or a range of IP addresses to be used as the source address for the
duration of the session. These assigned addresses are used instead of the IP
address assigned to that FortiProxy interface.

Type Select IPv4 or IPv6.
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Source Interface Select one of the available interfaces from the drop-down list.

Destination Interface Select one of the available interfaces from the drop-down list.

Source Address Click +. A window slides out from the right. Here, you can select from the available
Source IPv6 Address addresses and address groups. Select one or more items to add to the field.

Clicking on an object in this window while it is highlighted removes it from the field.
Multiple selections are allowed. For more information on addresses, see
Addresses on page 197.

Destination Address Click +. A window slides out from the right. Here, you can select from the available

Destination IPv6 Address addresses and address groups. Select one or more items to add to the field.
Clicking on an object in this window while it is highlighted removes it from the field.
Multiple selections are allowed. For more information on addresses, see
Addresses on page 197.

API Preview The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The APl Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

To create a central SNAT policy in the CLI:

config firewall central-snat-map

edit <policy identifier>
set status {enable | disable}
set action {bypass | masquerade | ippool}
set ipv6 {enable | disable}
set srcintf <source_ interface name>
set dstintf <destination interface name>
set src-addr <original address>
set dst-addr <original address>

end

For example, to create an IPv4 central SNAT policy:

config firewall central-snat-map
edit 1
set status enable
set action masquerade
set ipv6 disable
set srcintf port2
set dstintf portl
set src-addr "all"
set dst-addr "all"
end
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For example, to create an IPv6 central SNAT policy:

config firewall central-snat-map
edit 1
set status enable
action ippool

ipv6 enable

set
set
set srcintf portl
dstintf port3
src-addr6 "all"
dst-addr6 "all"

nat-ippool6 "pool6"

set
set
set
set
end

PAC Policy

Proxy auto-config (PAC) files automatically choose the appropriate proxy server for browsers and other user agents. Not
every user in an organization has the same proxy server requirements. Supporting multiple PAC files provides granular

control. To manage multiple PAC files, you use PAC policies.

To see alist of available PAC policies in the GUI, go to Policies & Objects > PAC Policy.

Policy ID Status Original Address Destination Address PAC File Name Ref.
1 @ Enabled = all & citrix proxy.pac 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.

The following options are available:

Create New Select to open the Create PAC Policy window. See Create or edit a PAC policy on
page 192.

Edit Edit the selected PAC policy. See Create or edit a PAC policy on page 192.

Delete Delete the selected PAC policy.

Search Enter a search term to find in the list.

Policy ID The PAC policy identifier.

Status The status is enabled or disabled.

Original Address
Destination Address
PAC File Name

Ref.

FortiProxy 7.2.8 Administration Guide
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The source address of the initiating traffic.
The destination address that the policy matches.
The name of the PAC file.

Displays the number of times the object is referenced to other objects.
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To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit a PAC policy

Select Create New to open the Create PAC Policy window. To change a PAC policy, select a policy and then click Edit.

Create PAC Policy

Policy ID Additionatnformatio
Status Disable @ AP| Preview
Original Address +

Source Address IPvé +

Destination Address +

Pac File Name proxy.pac

Comments

PAC File Content

Configure the following settings in the Create PAC Policy window or the Edit PAC Policy window and then click OK:

Policy ID Enter the PAC policy identifier.
Status Click Enable to make the policy active.
Original Address Enter the source IPv4 address of the initiating traffic.
Source Address IPv6 Enter the source IPv6 address of the initiating traffic.
Destination Address Enter the destination address that the policy matches.
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Pac File Name Enter the name of the PAC file.

Comments Enter an optional description of the PAC policy.

PAC File Content Type or copy and paste a PAC file.

API Preview The API Preview allows you to view all REST API requests being used by the

page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

ol

Edit a PAC file

In the Create PAC Policy window or Edit PAC Policy window, click Edit to open the Edit PAC File Content window.

Edit PAC File Content

Warning: This is a sample PAC file - select "Apply" to save it.
Maximum File Size: 262144 bytes
Filz Size: 0 bytes

File Content:
Import Browse... Import
Apply Cancel
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To add content to a PAC file:

1. If you have a PAC file, select Browse, navigate to the PAC file, select Open, and then select Import. After you import
the PAC file, you can edit the content in the text box.

2. Ifyou do not have a PAC file, you can type the content into the text box or copy and paste the content into the text
box.

3. Click Apply.

Policy Test

You can check the configuration of explicit web proxy policies and transparent firewall policies to confirm that they are
set up correctly.

Policy Test
Policy Parameters Results
Palicy Type (Sl @ Transparent
Source IP 1.1.1.1
Web Proxy web-proxy hd
Destination [I2426lal URI Http Header

User & Group O

The combination of policy type and source IP address forms the source traffic to test.

If a URI or HTTP header is specified as the destination, the policy test uses a DNS lookup to determine the actual
IP address and port number of the destination traffic. If the client’s DNS lookup differs from the device’s DNS lookup, the
policy used for the test might be different that the policy used on the client’s traffic.

To test a policy:

1. Goto Policy & Objects > Policy Test.
2. Configure the following settings:

Policy Test Select whether you want to test an Explicit or Transparent policy.

Source IP Enter the source IP address.

Web Proxy If you selected Explicit, select web-proxy or search for an explicit web proxy.
To create an explicit web proxy, see Create or edit an explicit web proxy on
page 55.

Source Interface If you selected Transparent, enter the source interface.
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Destination Select IP:Port, URI, or HTTP Header and enter the destination.

User & Group If you want to test a specific user or user group, enable User & Group and then
select one user or user group.

3. Click OK. The results show the policy configuration if a policy matches the parameters.

DNS Lookup -NEW

You can check the associated IPs (20 entries maximum) for a specific domain (FQDN) on a specific DNS server.

DNS Lookup
DNS Parameters Results
FQDN www.youtube.com
DNsServer [ FQDN

127.0.0.1

To view the associated IPs for a domain on a specific DNS server:

1. Goto Policy & Objects > DNS Lookup
2. Configure the following settings:
FQDN Enter the domain name.

DNS Server Select IP or FQDN and enter the source IP address or domain of the DNS
server for which you want to check the associated IPs.

3. Click OK. The results show the associated IPs for the specified domain on the specified DNS server.

Decrypted Traffic Mirror

SSL mirroring allows the FortiProxy unit to decrypt and mirror traffic to a designated port. A decrypted traffic mirror profile
can be applied to explicit, transparent, SSH tunnel, and SSH proxy policies when the custom-deep-inspection, deep-
inspection, or deep-test SSL/SSH inspection security profile is selected. SSL inspection is automatically enabled when
you enable a security profile on the policy configuration page.
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FortiProxy

HTTPS
Server

To configure SSL mirroring in a policy:

1. Create a decrypted traffic mirror profile by selecting Create New under Policy & Objects > Dycrypted Traffic Mirrorin

the GUI. Configure the following options:
Create Decrypted Traffic Mirror

Name
Destination MAC
Decrypted Traffic Type

= ff
SEL SSH

Decrypted Traffic Source server Both

Interface

Name
Destination MAC

Decrypted Traffic Type

Decrypted Traffic Source

Interface

API Preview

FortiProxy 7.2.8 Administration Guide
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+

Enter the name of the decrypted traffic mirror profile.
Enter the destination MAC address for the mirrored traffic.

Select whether decrypted SSL traffic, decrypted SSH traffic, or both are
mirrored.

Select whether decrypted client-side traffic, decrypted server-side traffic, or
both are mirrored.

Select which interfaces will have decrypted traffic mirrored.

Fortinet recommends that you mirror the traffic to a dedicated interface or
virtual interface.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.
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Alternatively, use the config firewall decrypted-traffic-mirror command. For example:

config firewall decrypted-traffic-mirror
edit "1"

set
set
set
set
next
end

dstmac ff:ff:ff:ff:ff:ff
traffic-type ssl ssh
traffic-source both
interface "portl"

2. Configure the policy to enable SSL traffic mirroring:
config firewall policy

edit 1
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

next

end

type explicit-web

name "Al1l"

uuid 10e62d76-7c94-51lee-fa3a-ae92170ceals8
dstintf "portl"

srcaddr "all"

dstaddr "all"

action accept

schedule "always"

service "webproxy"
explicit-web-proxy "web-proxy"
utm-status enable

logtraffic all
log-http-transaction all
decrypted-traffic-mirror "Decrypt"
ssl-ssh-profile "Deep_ Custom".
webfilter-profile "default"

To verify and troubleshoot issues with traffic mirroring, use the Network > Packet Capture on page 120 tab to capture

and analyze the

Addresses

mirrored traffic.

Web cache addresses and address groups define the network addresses that you use when configuring source and
destination addresses for security policies. The FortiProxy unit compares the IP addresses contained in packet headers

with security pol

icy source and destination addresses to determine if the security policy matches the traffic. Addresses

can be IPv4 addresses and address ranges, IPv6 addresses, and fully qualified domain names (FQDNSs).

A\

Be careful if employing FQDN web cache addresses. Using a fully qualified domain name in a
security policy, while convenient, does present some security risks because policy matching
then relies on a trusted DNS server. If the DNS server becomes compromised, security
policies requiring domain name resolution might no longer function properly.

Web cache addresses in the address list are grouped by type: Address, Address Group, IPv6 Address, IPv6 Address
Group, Proxy Address, or Proxy Group. A FortiProxy unit’s default configurations include all address, which represents
any IPv4 IP address on any network. You can also add a firewall address list when configuring a security policy.

To view the address list, go to Policy & Objects > Addresses.
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Mame

i

Adobe Login

FAEBRIC_DEVICE

0]

Gotomeeting

0

1]

SSLVPM_TUNMEL_ADDR1

= Windows update 2

= FIREWALL AUTH_PORTAL A .

Search Q
Details Interface Type Ref.

0.0.0.0/0 Address 2
0.0.0.0/0 Address 0
0.0.0.0/0 Address 0
0.0.0.0/0 Address 2

Address 1
0.0.0.0/0 Address 2

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.

The following options are available:

Create New > Address
Create New > Address Group

Create New > IPv6 Address
Template

Edit

Clone

Delete

Search
Name
Details

Interface

Type

Ref.

Comments
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Add a new address. See Create or edit an address on page 199.
Add a new address group. See Create or edit an address group on page 210.

Add an IPv6 address template. See Create or edit an IPv6 address template on
page 212.

Edit the selected address. See Create or edit an address on page 199 or Create
or edit an address group on page 210

Make a copy of the selected address or address group.

Remove the selected address or address group. This icon appears only if a policy
or address group is not currently using the address.

Search for text in any column.

The name of the address.

The domain name.

The interface to which the address is bound.

Select the type of address: FQDN, Geography, IP Range, Subnet, Wildcard
FQDN, Dynamic SDN address, IPv6 Subnet, URL Pattern, Host Regex Match,
URL Category, HTTP Method, User Agent, HTTP Header, Advanced (Source), or
Advanced (Destination).

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref., and the
Object Usage window appears displaying the various locations of the referenced
object.

Optional description of the address.
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Exclude Members Addresses excluded from an address group.

Routable Whether the IP address can be used for routing.

Create or edit an address

Select Create New > Address to open the New Address window.

MNew Address
FortiProxy

Category IPvé& Address | Proxy Address

[= FPXVUL2020052001
Name
Color = | Change Additional Information
Type Subnet -

& API| Preview
IP/Netmask 0.0.0.00.0.0.0
Interface O any v

Static route configuration C

Comments Write a comment... £ 0/255

To open the Edit Address window, select an address and then click Edit.

Configure the following settings in the New Address window or the Edit Address window and then click OK:

Category Select Address, IPv6 Address, or Proxy Address.
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Name

Color

Type

IP/Netmask

IP Range

FQDN

Country/Region

FortiProxy 7.2.8 Administration Guide
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Enter a name for the IPv4 address, IPv6 address, or proxy address. Addresses
must have unique names.

Select Change to choose a color for the icon.

If you selected Address for the category, select one of the following:
e Subnet
* IP Range
* FQDN
e Geography
* Dynamic
» Device (MAC Address)
If you selected IPv6 Address for the category, select one of the following:
e IPv6 Subnet
* IPv6 Range
» IPv6 FQDN
e IPv6 Geography
* IPv6 Fabric Connector Address
e |Pv6 Template
e Device (MAC Address)

If you selected Proxy Address for the category, select one of the following. Refer
to Proxy address on page 202 for more information about each proxy address

type.
e Host Regex Match

e URL Pattern

e URL Category

e URL List

e HTTP Method

e UserAgent

* HTTP Header

¢ Advanced (Source)

¢ Advanced (Destination)

If you selected Subnet as the IPv4 address type, enter the IP address and
netmask.

If you selected /P Range as the IPv4 address type or you selected IPv6 Range as
the IPv6 address type, enter an IP address range separated by a hyphen. See
Web cache policy address formats.

If you selected FQDN as the IPv4 address type or IPv6 FQDN as the IPv6
address type, enter the fully qualified domain name.

If you selected Geography as the IPv4 address type or IPv6 Geography as the
IPv6 address type, select the country or region.
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Sub Type

SPT (System Posture Token)

SDN Connector

FSSO Group

MAC address

IPv6 Address

IPv6 Address Template

Host Type

Interface

Host

Host Regex Pattern

URL Path Regex

URL Category

URL List
Request Method

User Agent

Header Name

Header Regex

Request Method

FortiProxy 7.2.8 Administration Guide
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If you selected Dynamic as the IPv4 address type, select ClearPass, Fabric
Connector Address, FortiNAC Tag, FortiVoice Tag, Fortinet Single Sign-On
(FSSO), or Switch Controller NAC Policy Tag.

If you selected ClearPass as the Sub Type, select Checkup, Healthy, Infected,
Quarantine, Transient, or Unknown.

If you selected Fabric Connector Address as the Sub Type or IPv6 Fabric
Connector Address as the IPv6 address type, select an existing SDN connector or
create a new one. See External Connectors on page 581.

If you selected Fortinet Single Sign-On (FSSO) as the Sub Type, select an
existing FSSO group or create a new one. See Create or edit a user group on
page 420.

If you selected Device (MAC Address) as the Sub Type or Type, enter the MAC
address or range of MAC addresses.

If you selected IPv6 Subnet as the IPv6 address type, enter the IPv6 address.

If you selected IPv6 Template as the IPv6 address type, select an existing IPv6
address template or create one. See Create or edit an IPv6 address template on
page 212.

If you selected IPv6 Template as the IPv6 address type, select any or specific. If
you select specific, enter the host name.

Select the interface to which you want to bind the IPv4 address. Select any if you
want to bind the IP address with the interface when you create a policy.

Enter or select the host name.

If you selected Host Regex Match as the proxy address type, enter the
appropriate string.

If you selected URL Pattern or Advanced (Destination) as the proxy address type,
enter the appropriate string.

If you selected URL Category or Advanced (Destination) as the proxy address
type, select the FortiGuard web filter category or categories.

If you selected URL List as the proxy address type, select a URL list from the list.

If you selected HTTP Method or Advanced (Source) as the proxy address type,
select CONNECT, DELETE, GET, HEAD, OPTIONS, POST, PUT, or TRACE.

If you selected User Agent or Advanced (Source) as the proxy address type,
select a browser or browsers.

If you selected HTTP Header as the proxy address type, enter the header name.

If you selected HTTP Header as the proxy address type, enter the appropriate
string value.

If you selected Advanced (Source) as the proxy address type, select CONNECT,
DELETE, GET, HEAD, OPTIONS, POST, PUT, or TRACE.
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HTTP Header If you selected Advanced (Source) as the proxy address type, enter the name and
value of the header.

Static Route Configuration Enabling this feature includes the address in the listing of named addresses when
setting up a static route.

This option is available only when the Type is FQDN, IP Range, or Subnet.
Comments Optionally, enter a description of the address.

API Preview The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

Proxy address

The following proxy address types are available for firewall policies:

o Host regex match on page 203

e URL pattern on page 203

+ URL category on page 204

o URL list on page 205

o HTTP method on page 206

o HTTP header on page 208

o User agent on page 207

» Advanced (source) on page 208

« Advanced (destination) on page 209

Fast policy match

The fast policy match function improves the performance of IPv4 explicit and transparent web proxies on FortiProxy
devices.

When enabled, after the firewall policies are configured, the FortiProxy builds a fast searching table based on the
different firewall policy matching criteria. When fast policy matching is disabled, web proxy traffic is compared to the
policies one at a time from the beginning of the policy list.

Fast policy matching is enabled by default, and can be configured with the following CLI command:

config web-proxy global
set fast-policy-match {enable | disable}
end
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Host regex match

In this address type, a user can create a hostname as a regular expression. Once created, the hostname address can be

selected as a destination of a firewall policy. This means that a policy will only allow or block requests that match the
regular expression.

This example creates a host regex match address with the pattern qa.[a-z]*.com.

To create a host regex match address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Set the following:
» Category to Proxy Address,
* Name to Host Regex,
» Type to Host Regex Match, and
» Host Regex Pattern to qa.[a-z]*.com.

MNew Address

Category Address | IPv6 Address REgoFatli|f=hss

Mame Host Regex

Color Change

Type Host Regex Match -

Host Regex Pattern | ga.[a-z]".com

Comments Nrite a comment... £ 0/255
4. Click OK.

To create a host regex match address in the CLI:

config firewall proxy-address
edit "Host Regex"
set type host-regex
set host-regex "ga.[a-z]*.com"
next
end

URL pattern

In this address type, a user can create a URL path as a regular expression. Once created, the path address can be
selected as a destination of a firewall policy. This means that a policy will only allow or block requests that match the
regular expression.

This example creates a URL pattern address with the pattern ffiletypes/.
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To create a URL pattern address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Set the following:

o Category to Proxy Address,

o Name to URL Regex,

» Typeto URL Pattern,

e Hostto all, and

» URL Path Regex to /ffiletypes/.

New Address
Category Address IPv6 Address
Name URL Regex
Color Change
Type URL Pattern -
Host = all v

URL Path Regex | /filetypes/

Comments Write a comment... 4 0/255

4. Click OK.

To create a URL pattern address in the CLI:

config firewall proxy-address
edit "URL Regex"
set type url
set host "all"
set path "/filetypes/"
next
end

URL category

In this address type, a user can create a URL category based on a FortiGuard URL ID. Once created, the address can be
selected as a destination of a firewall policy. This means that a policy will only allow or block requests that match the URL
category.

The example creates a URL category address for URLs in the Education category. For more information about
categories, see https://fortiguard.com/webfilter/categories.

For information about creating and using custom local and remote categories, see Web Rating Overrides on page 323.
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To create a URL category address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Setthe following:

« Category to Proxy Address,

» Name to url-category,

o Typeto URL Category,

e Hostto all, and

e URL Category to Education.

New Address
Category Address | |Pvé Address
MName url-category
Color Change
Type URL Category -
Host = all v
URL Category | Education x
+
Comments Write a comment... 4 0/255
4. Click OK.

To create a URL category address in the CLI:

config firewall proxy-address
edit "url-category"
set type category
set host "all"
set category 30
next
end

To see a list of all the categories and their numbers, when editing the address, enter set category ?2.

URL list

In this address type, a user can create a URL list based on an existing web filter URL list that you created under Security
Profiles > Web Filter URL List. Once created, the URL list can be selected as a destination of a firewall policy. This
means that a policy will only allow or block requests that match the URL list.
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To create a URL list address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Setthe following:
« Category to Proxy Address,
» Name to url-list,
o Typeto URL List,
e Hostto all, and
» URL Listto one that is available. If no URL list is available, create one under Security Profiles > Web Filter URL

List.

New Address

Category Address | |Pvé Address

Name url-list

Color Change

Type URL List v

Host = all -

URL List v

Comments Nrite a comment... £ 0/255
4. Click OK.

To create a URL list address in the CLI:

1. If no web filter URL list is defined, use the config webfilter url-list command to define one.
2. Create a URL list address by referencing the web filter URL list:

config firewall proxy-address
edit "url-list"
set type url-list
set host "all"
set url list "example-list"
next
end

HTTP method

In this address type, a user can create an address based on the HTTP request methods that are used. Multiple method
options are supported, including: CONNECT, DELETE, GET, HEAD, OPTIONS, POST, PUT, and TRACE. Once
created, the address can be selected as a source of a firewall policy. This means that a policy will only allow or block
requests that match the selected HTTP method.

The example creates a HTTP method address that uses the GET method.
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To create a HTTP method address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Set the following:
o Category to Proxy Address,
» Name to method_get,
e Typeto HTTP Method,
e Hostto all, and
* Request Method to GET.
4. Click OK.

To create a HTTP method address in the CLI:

config firewall proxy-address
edit "method get"
set type method
set host "all"
set method get
next
end

User agent

In this address type, a user can create an address based on the names of the browsers that are used as user agents.

Multiple browsers are supported, such as Chrome, Firefox, Internet Explorer, and others. Once created, the address can

be selected as a source of a firewall policy. This means that a policy will only allow or block requests from the specified

user agent.

This example creates a user agent address for Google Chrome.

To create a user agent address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Set the following:

o Category to Proxy Address,

» Name to UA-Chrome,

o Typeto User Agent,

» Hostto all, and

o User Agentto Google Chrome.
4. Click OK.

To create a user agent address in the CLI:

config firewall proxy-address
edit "UA-Chrome"
set type ua
set host "all"
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set ua chrome
next
end

HTTP header

In this address type, a user can create a HTTP header as a regular expression. Once created, the header address can
be selected as a source of a firewall policy. This means that a policy will only allow or block requests where the HTTP
header matches the regular expression.

This example creates a HTTP header address with the pattern Q[A-B].

To create a HTTP header address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Set the following:
» Category to Proxy Address,
» Name to HTTP-header,
» Typeto HTTP Header,
Hostto all,
» Header Name to Header_Test, and
» Header Regexto Q[A-B].
4. Click OK.

To create a HTTP header address in the CLI:

config firewall proxy-address
edit "method get"
set type header
set host "all"
set header-name "Header Test"
set header "Q[A-B]"
next
end

Advanced (source)

In this address type, a user can create an address based on multiple parameters, including HTTP method, User Agent,
and HTTP header. Once created, the address can be selected as a source of a firewall policy. This means that a policy
will only allow or block requests that match the selected address.

This example creates an address that uses the get method, a user agent for Google Chrome, and an HTTP header with
the pattern Q[A-B].

To create an advanced (source) address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Set the following:
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o Category to Proxy Address,

+ Name to advanced_src,

e Typeto Advanced (Source),

o Hostto all,

* Request Method to GET,

o User Agentto Google Chrome, and

e HTTP headerto Header Test: Q[A-B].
4. Click OK.

To create an advanced (source) address in the CLI:

config firewall proxy-address
edit "advance src"
set type src-advanced
set host "all"
set method get
set ua chrome
config header-group
edit 1
set header-name "Header Test"
set header "Q[A-B]"
next
end
next
end

Advanced (destination)

In this address type, a user can create an address based on URL pattern and URL category parameters. Once created,
the address can be selected as a destination of a firewall policy. This means that a policy will only allow or block requests
that match the selected address.

This example creates an address with the URL pattern /about that are in the Education category. For more information
about categories, see https://fortiguard.com/webfilter/categories.

To create an advanced (destination) address in the GUI:

1. Goto Policy & Objects > Addresses.
2. Click Create New > Address.
3. Set the following:
» Category to Proxy Address,
 Name to Advanced-dst,
» Type to Advanced (Destination),
e Hostto all,
e URL Path Regex to /about, and
» URL Category to Education.
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New Address
Category Address IPvé Address
Name Advanced-dst
Color Change
Type Advanced (Destination) v
Host = all -
URL Path Regex  /about
URL Category Education b 4
+
Comments Write a comment... £ 0/255
4. Click OK.

To create an advanced (destination) address in the CLI:

config firewall proxy-address
edit "Advanced-dst"
set type dst-advanced
set host "ubc"
set path "/about"
set category 30
next
end

Create or edit an address group

Select Create New > Address Group to open the New Address Group window.
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New Address Group

Category
Group name
Color

Type ©
Members

Exclude members

Additional Information
IYEXCT il |Pva Group | Proxy Group I I
@& API Preview

& | Change

Folder

>

Static route configuration @ CB

Comments

Write a comment... £ 0/255

To open the Edit Address Group window, select an address group and then click Edit.

Configure the following settings in the New Address Group window or the Edit Address Group window and then click OK:

Category

Group name

Color

Type

FortiProxy 7.2.8 Administration Guide
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Select IPv4 Group, IPv6 Group, or Proxy Group.

Enter a name to identify the address group. Addresses, address groups, and
virtual IPs must have unique names.

Select Change to choose a color for the icon.

If you selected IPv4 Group, select Group or Folder.
If you selected Proxy Group, select Source Group or Destination Group.
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Members Select the addresses to add to the address group.
When Category is Proxy Group, select the Proxy address on page 202 or group
from the list.

Exclude Members Enable Exclude Members and then select the addresses to exclude from the
address group.

Static Route Configuration Enabling this feature includes the address in the listing of named addresses when

setting up a static route.
This option is available only if Category is IPv4 Group and every member of the
address group has Static Route Configuration enabled.

Comments Optionally, enter a description of the address group.

API Preview The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

Create or edit an IPv6 address template

Select Create New > IPv6 Address Template to open the New IPv6 Address Template window.
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New IPv6 Address Template

Name

IPvé address prefix | /0

Subnet Segments @

./‘b Edit Delete
Search
Segment Name Bits Exclusive
country < Disabled
state 4 Disabled
city 2 Disabled
zite 4 Disabled
lan 4 Disabled
vlan 4 Disabled

Additional Information

@ AP| Preview

Q

Defined Values

To open the Edit IPv6 Address Template window, select an IPv6 address template and then click Edit.

Configure the following settings in the New IPv6 Address Template window or the Edit IPv6 Address Template window

and then click OK:

Name Enter a name for the IPv6 address template.

IPv6 address prefix

Subnet Segments
bits.

Create New

FortiProxy 7.2.8 Administration Guide
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Enter the IPv6 address prefix.

Select a maximum of six segments. Each segment can have a maximum of 16

You cannot create a subnet segment.
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Edit Select a subnet segment and click Edit. See Edit a subnet segment on page 214.
Delete Delete the selected subnet segment.

Search Search for text in any column.

Segment Name The name of the subnet segment.

Bits The number of bits used by the subnet segment.

Exclusive Enabled means that the subnet segment is exclusive, and the user must select

from predefined values for the segment.
Defined Values Predefined values for an exclusive segment.

API Preview The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

References Click to open the object usage page to show which other configuration are
referencing the object.

Edit in CLI Click to open a CLI console window to view and edit the setting in the CLI. If there
are multiple CLI settings on the page, the CLI console shows the first setting.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

g

Edit a subnet segment

Select a subnet segment and click Edit to open the Edit Segment window.
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Edit Segment

Segment name country
Bits 4

Exclusive

Defined Values

.\’

+ Create New

Mame

dit Delete Search Q

Format YWalue

Mo results

Configure the following settings in the Edit Segment window and then click OK:

Name

Bits

Exclusive

Defined Values
Create New
Edit

Delete

Search

Name

Format

Value

FortiProxy 7.2.8 Administration Guide
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You can change the name of the segment.

You can change the number of bits for the segment. Each segment can have a
maximum of 16 bits.

Enable this option to make a segment exclusive so that the user must select from
predefined values for the segment.

NOTE: You need to define at least one value before enabling Exclusive.
You can create defined values for exclusive segments.

Create the predefined values for an exclusive segment.

Select a value and then click Edit to change the value.

Delete the selected value.

Search for text in any column.

The name of the segment value.

The format of the segment value.

The value of the segment.
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Internet Service Database

To view the Fortinet database of cloud-based applications, go to Policy & Objects > Internet Service Database.

# Edit Delete Search

Name ¢

Q

Direction = Mumber of Entries = Ref =

[E Predefined Internet Services

5 Adobe-DNS

5 Adobe-FTP(S)

5 Adobe-NetBIOS.Name. Service
= Adobe-NetBIOS.Session.Service
5 Adobe-RTMP

5 Adobe-SMTP(S)

5 Adobe-Web

= A onn—ee TAKIC

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the

Both 0 0
Both 0 0
Both 0 0
Both 0 0
Both 0 0
Both 0 0
Both 0 0

columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.

The following options are available:

Edit

Delete

Search

Name

Direction

Number of Entries

Ref.

Services

Predefined Internet services cannot be changed.
Predefined Internet services cannot be deleted.
Enter a search term to search the database.

The name of the Internet service.

Which direction is supported for the Internet service.
The number of entries in the database.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref., and the
Object Usage window appears displaying the various locations of the referenced
object.

Web cache services define one or more protocols and port numbers associated with each service. Web cache policies
use service definitions to match session types. You can organize related services into service groups to simplify your

policy list.
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If you need to create a web cache policy for a service that is not in the predefined service list, you can add a custom
service. Custom services are configured in Policy & Objects > Services.

+Create New ~ | # Edit [m Clone [0 Delete | & Category Settings Search Q

Service Name % Details = IP/FQDN = Show in Service List ¢ Ref.
&l General ©
m ALL ANY @ Visible 1
I ALL_TCP TCP/1-65535 0.0.0.0 & Visible 0
3] ALL_UDP UDP/1-65535 0.0.0.0 @ Visible 0
I ALL_ICMP ANY @ Visible 0
3] ALL_ICMP6 ANY O Visible 0

[E] Web Access @

g HTTP TCP/BO 0.0.0.0 @ Visible 2
@ HTTPS TCP/443 0.0.0.0 @ Visible 3
[=] File Access ©

] SAMBA TCP/139 0.0.0.0 @ Visible 1
[z SMB TCP/445 0.0.0.0 @ Visible 1
Il FTP TCP/21 0.0.0.0 O Vvisible 0
] FTP_GET TCPR/21 0.0.0.0 @ Visible 0
I FTP_PUT TCP/21 0.0.0.0 @ Visible 0
2] NFS TCP/111 TCP/2042 UDP/111 UDP/2049 0.0.0.0 @ Visible 0
Il TFTP UDP/69 0.0.0.0 O Visible 0
I AFS3 TCP/7000-700% UDP/7000-7009 0.0.0.0 @ Visible 0

[5] Email @
@ imMAP TCP/143 0.0.0.0 @ Visible 1

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:
Create New Create an application service, service, service group, or category. See Create or

edit an application service on page 218, Create or edit a service on page 219,
Create or edit a service group on page 221, and Create a service category on

page 224.
Edit Edit the selected service.
Clone Make a copy of the selected service.
Delete Remove the selected custom service. This icon appears only if a service is not

currently being used in a web cache policy.
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Category Settings Edit the order in which the categories are displayed in the list when viewing the list
by category.

Search Search for text in any column.

Service Name The name of the custom service.

Details Destination port or ports.

IP/FQDN The IP address or FQDN of the service.

Show in Service List Whether or not the service is shown in the service list.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref., and the
Object Usage window appears displaying the various locations of the referenced

object.
Comments Optional description of the service.
Protocol The protocol type for the service.
Type The type of service, such as Firewall, Explicit Proxy, or Firewall Group.

Create or edit an application service

Select Create New > Application Service to open the Create Application Service window.

Create Application Service

Mame
Proxy Enable | Disable
Protocol v

Application Service Type | Disable  Application ID  Application Category

To open the Edit Application Service window, select an application service and then click Edit.

Configure the following settings in the Create Application Service window or Edit Application Service window and then

click OK:
Name Enter a name for the application service.
Proxy Enable or disable the new application service.
Protocol Select the protocol that the application service will use.
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Application Service Type Select Disable, Application ID, or Application Category.

Application ID If you selected Application ID, click + to open the Select Entries window. Select
one or more entries and then select Close.

Application category If you selected an Application Service Type of Application category, click + to
open the Select Entries window. Select one or more entries and then select
Close.

TCP Port Range If you selected TCP/UDP/SCTP or ALL, enter a range of TCP ports.

Create or edit a service

Select Create New > Service to open the New Service window.

New Service
FortiProxy
MName '
: [= FPXVUL2020052001
Comments Write a comment... 4 0/255
Service Type = Explicit Proxy Additional Information
Color Ch
= ange @& API| Preview
Show in Service List @
Category Uncategorized hd
Protocol Options
Protocol Type TCPR/UDP/SCTP v
Address ezl FODN | 0.0.0.0
Destination Port TCP - | Low - | High
+)
Specify Source Ports >
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To open the Edit Service window, select a service and then click Edit.

Configure the following settings in the New Service window or Edit Service window and then click OK:

To use the API Preview:

1.

FortiProxy 7.2.8 Administration Guide

Forti

Name

Comments

Service Type

Color

Show in Service List

Category

Protocol Type

Address

Destination Port

Specify Source Ports

Type

Code

Protocol Number

API Preview

Enter a name for the custom service.

Optionally, enter a description of the service.
Select the service type: Firewall or Explicit Proxy.
Select Change to choose a color for the icon.
Enable to show the service in the service list.

Select the category for the service: Uncategorized, Application; General, Web
Access; File Access; Email, Network Services; Authentication; Remote Access;
Tunneling, VoIP, Messaging & Other Applications; or Web Proxy.

You can create new service categories. See Create a service category on page
224,

Select the type of protocol for the service.
« If Service Type is Firewall, select one of: TCP/UDP/SCTP, ICMP, ICMP6, or
IP.

« If Service Type is Explicit Proxy, select one of: ALL, CONNECT, FTP, HTTP,
SOCKS_TCP, or SOCKS_UDP.

Select IP Range or FQDN and then enter the range of IP addresses or the FQDN
for the service. Separate IP addresses with a hyphen.

Select TCP, UDP, or SCTP and then enter a range of port numbers.
Enable and then enter a range of port numbers.

Enter the ICMP type number for the ICMP protocol configuration.
This option is only available if Protocol Type is set to ICMP or ICMP6.

Enter the ICMP code number for the ICMP protocol configuration.
This option is only available if Protocol Type is set to ICMP or ICMP6.

Enter the protocol number for the IP protocol configuration.
This option is only available if Protocol Type is set to IP.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is

being created, the POST request is shown.

net Inc.

Click Close to leave the preview.

Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.

220



Policy & Objects

Create or edit a service group

You can organize multiple services into a service group to simplify your policy list. For example, instead of having five
identical policies for five different but related services, you can combine the five services into a single service group that
is used by a single policy.

Service groups cannot contain other service groups.

Configure a service group using the following CLI commands:

config firewall service group
edit <name>

set member // Address group member.
set explicit-proxy // Enable or disable the explicit web proxy service group.
set comment // Comment.
set color // GUI icon color.
next

end

Service groups are listed in the Firewall Group category.

| + Create New ~ ‘ # Edit  Tm Clone [ Delete | #Category Settings Search

Service Name = Details = IP/FQDN = Show in Service List = Ref =

[5] Firewall Group €

I3 Email Access I DNS 0
@ IMAP
3 IMAPS

I3 Exchange Serv...

[3 Web Access

I3 Windows AD

@] KERBEROS
I LDAP

Select Create New > Service Group to open the New Service Group window.
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New Service Group

FortiProxy

Name

: [= FPXVUL2020052001
Comments | Write acomment... /0/255
Color IZ  Change Additional Information
Type Explicit Proxy o APl brey

review

Members +

To open the Edit Service Group window, select a firewall group and then click Edit.

Configure the following settings in the New Service Group window or the Edit Service Group window and then click OK:

Name
Comments
Color
Type

Members

FortiProxy 7.2.8 Administration Guide
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Enter a name for the service group.

Optionally, enter a description of the service group.

Select Change to choose a color for the icon.

Select the type of service group, either Firewall or Explicit Proxy.

Select the services to add to the service group.
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API Preview The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.

Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

d
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Create a service category

1. Goto Policy & Objects > Services and select Create New > Category.

Create Service Category
Additional Information
MName
C,D,m ments {!} API F’I’E‘I."I'EW

2. Enter a name for the new category in the Name field.
3. Optionally, enter a description of the category in the Comments field.
4. Click OK to create the new service category.

FortiProxy 7.2.8 Administration Guide
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Cancel
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Schedules

When you add security policies on a FortiProxy unit, those policies are always on, policing the traffic through the device.
Schedules control when policies are in effect.

The schedule list lists all of the schedules. Recurring and one-time schedules can be created, edited, and deleted as
needed.

You can create a recurring schedule that activates a policy during a specified period of time. If a recurring schedule has a
stop time that is earlier than the start time, the schedule will take effect at the start time but end at the stop time on the
next day. You can use this technique to create recurring schedules that run from one day to the next. To create a
recurring schedule that runs for 24 hours, set the start and stop times to 00.

You can create one-time schedules, which are schedules that are in effect only once for the period of time specified in
the schedule.

To manage schedules, go to Policy & Objects > Schedules.

+ Create New ~ Search Q
Name Days/Members Start End Ref.

=

[o always Sunday 3
Monday
Tuesday
Wednesday
L +3

B none None 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a schedule or a schedule group. See Create or edit a schedule on page
226 or Create or edit a schedule group on page 228.

Edit Edit the selected schedule or schedule group. See Create or edit a schedule on
page 226 or Create or edit a schedule group on page 228.

Clone Make a copy of the selected schedule or schedule group.

Delete Remove the selected schedule. This icon is only available if the selected schedule
is not currently being used in a policy.

Search Enter a search term to search the schedule list.
Name The name of the schedule.
Days/Members The days of the week that the schedule is configured to be active.
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Start

End
Ref.

Type

Create or edit a schedule

When you add security policies on a FortiProxy unit, those policies are always on, policing the traffic through the device.

The time of day that the schedule is configured to start.
The time of day that the schedule is configured to end.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref., and the
Object Usage window appears displaying the various locations of the referenced
object.

The type of schedule, either Recurring or One-Time.

Schedules control when policies are in effect.

Select Create New > Scheduleto open the New Schedule window.

FortiProxy 7.2.8 Administration Guide
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Mew Schedule

FortiPraxy
Type One Time ortiProx

[ FPXVUL2020052001

Name . .
Additional Information
Color @ Change
@& AP| Preview

Days (J Monday (O Tuesday (J Wednesday

(J Thursday ([ Friday (J Saturday

(J Sunday
All day >
Start Time @  12:00 AM O]
Stop Time 12:00 AM ©

To open the Edit Schedule window, select a schedule and then click Edit.

Configure the following settings in the New Schedule window or the Edit Schedule window and then click OK:

Type Select Recurring or One- Time.

Name Enter a name for the schedule.

Color Click Change to choose a color for the icon.

Days If you selected a recurring schedule, select the days of the week when the

schedule will be active.
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All Day

Start Date

Start Time

End Date

Stop Time

Pre-expiration event log

Number of days before

API Preview

To use the API Preview:

If you selected a recurring schedule and the scheduled time is the whole day,
enable All Day. If the schedule is for specific times during the day, disable All Day.

If you select a one-time schedule, select the year, month, and day that the
schedule will start. The start date must be earlier than the stop date.

If you select a recurring schedule and disable All Day of if you select a one-time
schedule, select the start time for the schedule.

If you select a one-time schedule, select the year, month, and day that the
schedule will stop. The end date must be later than the start date.

If you select a recurring schedule and disable All Day of if you select a one-time
schedule, select the stop time for the schedule. If the stop time is set earlier than
the start time, the stop time will be during the next day. If the start time is equal to
the stop time, the schedule will run for 24 hours.

If you select a one-time schedule, enable this option to generate an event log
before the schedule expires and then enter the number of days before the
expiration that the event log will be generated, from 1 to 100.

If you select a one-time schedule, enter the number of days before the schedule
expires to generate an event log. The range is 1-100 days).

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.

d

Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

Create or edit a schedule group

You can organize multiple schedules into a schedule group to simplify your security policy list. For example, instead of
having five identical policies for five different but related schedules, you might combine the five schedules into a single
schedule group that is used by a single security policy.

Schedule groups can contain both recurring and one-time schedules. Schedule groups cannot contain other schedule

groups.

Select Create New > Schedule Groupto open the New Schedule Group window.
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MNew Schedule Group

Name
Color ©® Change

Members

FortiProxy

[= FPXVUL2020052001

* Additional Information

@& AP| Preview

To open the Edit Schedule Group window, select a schedule group and then click Edit.

Configure the following settings in the New Schedule Group window or the Edit Schedule Group window and then click

OK:

Name
Color

Members

FortiProxy 7.2.8 Administration Guide
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Enter the name of the schedule group.
Click Change to choose a color for the icon.

Select the schedules that you want to have included in the group from the drop-
down menu.
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API Preview The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

Virtual IPs

Static Virtual IPs (VIP) are used to map external IP addresses to internal IP addresses. This is also called destination
NAT, where a packet's destination is being NAT'd, or mapped, to a different address.

Static VIPs are commonly used to map public IP addresses to resources behind the FortiProxy unit that use private IP
addresses. A static on-to-one VIP is when the entire port range is mapped. A port forwarding VIP is when the mapping is
configured on a specific port or port range.

To view the virtual IPs, go to Policy & Objects > Virtual IPs.

| + Create New ~ ‘ & Edit | | W Delete Search Q
Name = Interfaces = Details = Comments = Ref. =

@ NewVIP O any 255.255.255.255 — 172.16.200.55 1

2 NewVIPGroup ™ port4 @ NewVIP 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New > Virtual IP Add a new virtual IP. See Create or edit a virtual IP on page 231.

Create New > Virtual IP Group  Add a new virtual IP group. See Create or edit a virtual IP group on page 233.

Edit Edit the selected virtual IP or virtual IP group. See Create or edit a virtual IP on
page 231 or Create or edit a virtual IP group on page 233
Delete Remove the selected virtual IP or virtual IP group.
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Search
Name
Interfaces
Details
Comments

Ref.

extip

Create or edit a virtual IP

Search for text in any column.

The name of the virtual IP or virtual IP group.

The domain name.

The interface to which the virtual IP or virtual IP group is bound.
Optional description of the virtual IP or virtual IP group.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref., and the
Object Usage window appears displaying the various locations of the referenced
object.

External IP address or range for the virtual IP.

Select Create New > Virtual IP to open the Create Virtual IP window.
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Create Virtual IP

Name

Comments Write a comment...

MNetwork

Interface
External IP address/range €
Mapped IP addresses

( Port Forwarding

Additional Informatio

% _ @& AP| Preview
£ (/255

0.0.0.0

To open the Edit Virtual IP window, select an address and then click Edit.

Configure the following settings in the Create Virtual IP window or the Edit Virtual IP window and then click OK:

Name
Comments

Interface

Port Forwarding

Protocol

External service port

FortiProxy 7.2.8 Administration Guide
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Enter a unique name for the virtual IP.
Optionally, enter a description of the virtual IP.

Select the interface to which you want to bind the virtual IP. Select any if you want
to bind the virtual IP with the interface when you create a policy.

Enable or disable. If only the traffic for a specific port or port range is being
forwarded, enable this setting.

Select TCP, UDP, SCTP, or ICMP for the virtual IP to use.

Enter a port number or a range of port numbers, separated by a hyphen.
This is the port(s) on the external interface of the FortiProxy (the destination port
in the header of the packets).

232



Policy & Objects

Map to port Enter the port number.

This will be the listening port on the device located on the internal side of the
network. It does not have to be the same as the external service port.

API Preview The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

To create a virtual IP in the CLI:

config firewall vip
edit "Internal WebServer"
set extip 10.1.100.199
set extintf "any"
set mappedip "172.16.200.55"
next
end

Create or edit a virtual IP group

Just like other address, Virtual IP addresses can be organized into groups for ease of administration. If you have multiple
virtual IPs that are likely to be associated to common firewall policies rather than add them individually to each of the
policies you can add the instead. That way, if the members of the group change then any changes made to the group will
propagate to all of the policies using that group.

When using a Virtual IP address group the firewall policy will take into account all of the configured parameters of the
Virtual IPs: IP addresses, ports, and port types.

Select Create New > Virtual IP Group to open the Create Virtual IP Group window.
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Create Virtual IP Group

Mame

Additional Information

Comments | Write a comment... @ API Preview

Interface

Members

To open the Edit Virtual IP Group window, select an address group and then click Edit.

Configure the following settings in the Create Virtual IP Group window or the Edit Virtual IP Group window and then click

OK:
Name

Comments

Interface

FortiProxy 7.2.8 Administration Guide
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Enter a unique name to identify the virtual IP group.
Optionally, enter a description of the virtual IP group.

Use the drop-down menu to select the interface if all of the VIPs are on the same
interface. If any of the VIPS are on different interfaces or if any of them are
associated with the "any" option, choose the any option for the group.
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Members Select the virtual IPs to add to the virtual IP group.

API Preview The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

w

IP Pools

IP pools are a mechanism that allow sessions leaving the FortiProxy unit to use NAT. An IP pool defines a single IP
address or a range of IP addresses to be used as the source address for the duration of a session. These assigned
addresses are used instead of the IP address assigned to that FortiProxy interface.

To see which IP pools are configured, go to Policy & Objects > IP Pools.

Search Q

Name External IP Range Comments Ref.

(=]
@ pooll 10.1.1.100- 10.1.1.200 0

® pool2 10.1.2.100-10.1.2.200 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an IP pool. See Create or edit an IP pool on page 236.
Edit Edit the selected IP pool. See Create or edit an IP pool on page 236.
Clone Make a copy of the selected IP pool.
Delete Remove the selected IP pool.
Search Enter a search term to search the IP pool list.
Name The name of the IP pool.
External IP Range The lowest and highest IP addresses in the range.
Comments An optional description of the IP pool.
Ref. Displays the number of times the object is referenced to other objects.
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To view the location of the referenced object, select the number in Ref., and the
Object Usage window appears displaying the various locations of the referenced
object.

Create or edit an IP pool

Select Create New to open the New IP Pool window.

New IP Pool
IP Pool Type IPv6 Poal o
Name FPX
Comments Write a comment... £ 0/255 Additional Infarmation
External IP address/range @ | 0.0.0.0-0.0.0.0
To open the Edit IP Pool window, select an IP pool and then click Edit.
Configure the following settings in the New IP Pool window or Edit IP Pool window and then click OK:
To create an IP pool:

IP Pool Type Select IPv4 Pool if your IP pool contains IPv4 addresses or select IPv6 Pool if
your IP pool contains IPv6 addresses.

Name Enter a name for the IP pool in the Name field.

Comments Add an optional description of the IP pool.

External IP address/range Enter the lowest and highest IP addresses in the range. Separate IP addresses
with a hyphen. If you only want a single address used, enter the same address in
both fields.

API Preview The API Preview allows you to view all REST API requests being used by the

page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.
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To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.

Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

ol

ZTNA

Zero Trust Network Access (ZTNA) is an access control method that uses client device identification, authentication, and
Zero Trust tags to provide role-based application access. It gives administrators the flexibility to manage network access
for On-net local users and Off-net remote users. Access to applications is granted only after device verification,

authenticating the user’s identity, authorizing the user, and then performing context based posture checks using Zero
Trust tags.

Traditionally, a user and a device have different sets of rules for on-net access and off-net VPN access to company
resources. With a distributed workforce and access that spans company networks, data centers, and cloud, managing

the rules can become complex. User experience is also affected when multiple VPNs are needed to get to various
resources.

Full ZTNA and IP/MAC filtering

ZTNA has two modes: Full ZTNA and IP/MAC filtering:

o Full ZTNA allows users to securely access resources through a SSL encrypted access proxy. This simplifies remote
access by eliminating the use of VPNs.

o IP/MAC filtering uses ZTNA tags to provide an additional factor for identification and security posture check to
implement role-based zero trust access.

ZTNA telemetry, tags, and policy enforcement

When On-net and Off-net FortiClient endpoints register to FortiClient EMS, device information, log on user information,
and security posture are all shared over ZTNA telemetry with the EMS server. Clients also make a certificate signing
request to obtain a client certificate from the EMS that is acting as the ZTNA Certificate Authority (CA).

Based on the client information, EMS applies matching Zero Trust tagging rules to tag the clients. These tags, and the
client certificate information, are synchronized with the FortiProxy unit in real-time. This allows the FortiProxy unit to
verify the client's identity using the client certificate, and grant access based on the ZTNA tags applied in the ZTNA rule.

EMS ZTNA and endpoint tags are displayed in the Device Inventory widget, FortiClient widget, and the Asset Identity
Center page. In the backend, EMS ZTNA tags, endpoint tags, and EMS serial numbers are in the user device query API
and response.

Ay
‘?' The ZTNA tag name can be used as a search criterion in the Asset view of the Asset Identity
- Center page.
FortiProxy 7.2.8 Administration Guide 237

Fortinet Inc.



Policy & Objects

Access proxy

The FortiProxy access proxy can proxy HTTP and TCP traffic over secure HTTPS connections with the client. This
enables seamless access from the client to the protected servers, without needing to form IPsec or SSL VPN tunnels.

HTTPS access proxy

The FortiProxy HTTPS access proxy works as a reverse proxy for the HTTP server. When a client connects to a
webpage hosted by the protected server, the address resolves to the FortiProxy unit’s access proxy VIP. The FortiProxy
unit proxies the connection and takes steps to authenticate the user. It prompts the user for their certificate on the
browser, and verifies this against the ZTNA endpoint record that is synchronized from the EMS. If an authentication
scheme, such as SAML authentication, is configured, the client is redirected to a captive portal for sign-on. If this passes,
traffic is allowed based on the ZTNA rules, and the FortiProxy unit returns the webpage to the client.

TCP forwarding access proxy (TFAP)

TCP forwarding access proxy works as a special type of HTTPS reverse proxy. Instead of proxying traffic to a web
server, TCP traffic is tunneled between the client and the access proxy over HTTPS, and forwarded to the protected
resource. The FortiClient endpoint configures the ZTNA connection by pointing to the proxy gateway, and then
specifying the destination host that it wants to reach. An HTTPS connection is made to the FortiProxy unit’'s access proxy
VIP, where the client certificate is verified and access is granted based on the ZTNA rules. TCP traffic is forwarded from
the FortiProxy to the protected resource, and an end-to-end connection is established.

Basic requirements for ZTNA configuration

The following are the basic requirements for configuring full ZTNA on the FortiProxy unit:

« FortiClient EMS fabric connector and ZTNA tags.
o FortiClient EMS running version 7.0.0 or later.
 FortiClient running 7.0.0 or later.

o« ZTNA server

o« ZTNArule

« Firewall policy

For configuration details, see Basic ZTNA configuration on page 238.

Basic ZTNA configuration

To deploy full ZTNA, configure the following components on the FortiProxy unit:

1. Configure a FortiClient EMS connector on page 239
Configure a ZTNA server on page 241

Configure a ZTNA rule on page 245

Configure a firewall policy for full ZTNA on page 247
Optional authentication on page 249

o o
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Ay
‘Q' To configure ZTNA in the GUI, go to System > Feature Visibility and enable Zero Trust
- Network Access.

Configure a FortiClient EMS connector

To add an on-premise FortiClient EMS server in the GUI:

Go to Security Fabric > Fabric Connectors.

Click Create New and click FortiClient EMS.

Enter a name for the connector and the IP address or FQDN of the EMS.
Click OK.

A window appears to verify the EMS server certificate. Click Accept.

o b oON-=

To add an on-premise FortiClient EMS server in the CLI:

config endpoint-control fctems
edit <name>
set server <server IP or domain>
next
end

ZTNA tags

After the FortiProxy unit connects to the FortiClient EMS, it automatically synchronizes ZTNA tags.

To view the synchronized ZTNA tags in the GUI:

1. Goto Policy & Objects > ZTNA and select the ZTNA Tags tab.
2. Hover the cursor over a tag name to view more information about the tag, such as its resolved addresses.

ZTNA Rules ZTNA Servers ZTNATags

<+ Create New Group 4 Edit [l Delete |O Q, Search

Name Details Type Comments Ref.

& Critical ZTNAIP Tag 0

& High ZTNAIP Tag 0
ZTNATag & Zero-day Detections

& 10C Suspicious ZTNAIP Tag 0
Provided By E& FCTEMS8821005145

B Low S P ZTNAIP Tag 0

& Medium Resolves To Nothing ZTNAIP Tag 0

B Zerp-day Detections ZTNAIP Tag 0

B all_registered_clients ZTNAIP Tag 0

& av-anahlad 7TNAID Tao n
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To create a ZTNA tag group in the GUI:

1. Goto Policy & Objects > ZTNA and select the ZTNA Tags tab.
2. Click Create New Group.
3. Enter a name for the group and select the group members.

New ZTNA Tag Group
Name arp_ems138 - Select Entries x
Members | & Critical Q Search + Create
& High ia Medium
B Low & skypeuser
& Medium = testa
& Critical & windowsuser
& High & Zero-day Detections
=2 Low MAC (11)
& Medium B8 all_registered_clients
+ I av-enabled
Comments | I Critical
. 8 High
I 10C Suspicious
& Low
& Medium
& skypeuser
I testa

& windowsuser
8 Zero-day Detections
B ZTNA Tag Group (0)

Close

4. Click OK.

To create a ZTNA tag group in the CLI:

config firewall addrgrp
edit <group name>
set category ztna-ems-tag
set member <members>
next
end

FortiProxy 7.2.8 Administration Guide
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Configure a ZTNA server

To configure a ZTNA server, define the access proxy VIP and the real servers that clients will connect to. The access
proxy VIP is the FortiProxy ZTNA gateway that clients make HTTPS connections to. The service/server mappings define
the virtual host matching rules and the real server mappings of the HTTPS requests.

To create a ZTNA server and access proxy VIP in the GUI:

1. Goto Policy & Objects > ZTNA and select the ZTNA Servers tab.
2. Click Create New.
3. Enter a name for the server.
4. Select an external interface, enter the external IP address, and select the external port that the clients will connect
to.
5. Select the Default certificate. Clients will be presented with this certificate when they connect to the access proxy
VIP.
New ZTMNA Server
(7} Documentation
Name ZTNA serverQl B Online Help 2
Comments W Video Tutorials [
Network
Service HTTPS
External interface O any -
External IP 172.18.62.32
External port 8443

Services and Servers

Default certificate ‘ Fortinet CA_SS5L -

Service/server mapping

4+ Create New

# Edit | [ Delete

Service = URL =

No results

6. Add server mapping:
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In the Service/server mapping table, click Create New.
Set Virtual Host to Any Host or Specify.

« Any Host: Any request that resolves to the access proxy VIP will be mapped to your real servers. For

example, if both www.example1.com and www.example2.com resolve to the VIP, then both requests are
mapped to your real servers.

o Specify: Enter the name or IP address of the host that the request must match. For example, if
www.example1.com is entered as the host, then only requests to www.example1.com will match.
Configure the path as needed.

The path can be matched by substring, wildcard, or regular expression. For example, if the virtual host is

specified as www.example1.com, and the path substring is map1, then www.example1/map1 will be matched.
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New Service/Server Mapping

Service
Virtual Host Any Host
Match by Wildcard
Host www.examplel.com
Use certificate Fortinet_CA_S5L -

Match path by S8 Wildcard | Regular Expression

Path map1

Servers

4 CreateNew | & Edit T[]

(]

(T
"]
1]

IP = Port Status =

Mo results
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d. Add a server:
i. Inthe Servers table, click Create New.

ii. Enterthe server IP address and port number.
iii. Setthe server status.
iv. Click OK.
v. Add more servers as needed.

e. Click OK.

f. Add more server mappings as needed.

7. Click OK.

To create a ZTNA server and access proxy VIP in the CLI:

1. Configure an access proxy VIP:

config firewall vip
edit <name>
set type access-proxy
set extip <external IP address>
set extintf <external interface>
set server-type https
set extport <external port number>
set ssl-certificate <certificate>
next
end

2. Ifthe virtual host is specified, configure the virtual host:

config firewall access-proxy-virtual-host
edit <auto generated when configured from GUI>
set ssl-certificate <certificate>
set host <host name or IP address>
set host-type {sub-string | wildcard}
next
end

3. Configure the server and path mapping:

config firewall access-proxy
edit <name>
set vip <virtual IP name>
set client-cert {enable | disable}
set empty-cert-action {accept | block}
config api-gateway
edit 1
set url-map <mapped path>
set service {http | https | tcp-forwarding | samlsp}
set virtual-host <name of virtual host if specified>
set url-map-type {sub-string | wildcard | regex}
config realservers
edit 1
set ip <IP address of real server>
set port <port>
set status {active | standby | disable}
set health-check {enable | disable}
next
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next
end
next
end

The load balance method for the real servers can only be specified in the CLI.

end
set
set
set
set
set
set

ldb-method static
persistence none
ssl-dh-bits 2048
ssl-algorithm high
ssl-min-version tls-1.1
ssl-max-version tls-1.3

Configure a ZTNA rule

A ZTNA rule is a proxy policy used to enforce access control. ZTNA tags or tag groups can be defined to enforce zero
trust role based access. Security profiles can be configured to protect this traffic.

To configure a ZTNA rule in the GUI:

Click Create New.

P obh-=

Enter a name for the rule.
Add the ZTNA tags or tag groups that are allowed access.

Go to Policy & Objects > ZTNA and select the ZTNA Rules tab.
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5. Selectthe ZTNA server.

MHew Policy
Additional Information
Mame € ZTHA rule0l
Source = all * @ AP| Preview
+
ZTHATag T2 grp_ems133 x
+
ZTHA Server ] ZTHA_server0l -
Megate Destination
Action v ACCEPT HSESEN REDIRECT | & I1SOLATE
Cache Options
Protocol Options = default - &
55L/55H Inspection certificate-inspection R
Security Profiles
AntiVirus O Bl default - &
Web Filter _»
Application Control OB
IPS _»
DLF Sensor >
Content Analysis (O
ICAP _»
Logging Options
Log Allowed Traffic [ 88 Security Events [ENESEEGLE
Generate Logs when Session Starts O
Comments | Write a comment... £ 0/1023
Enable this policy @O
Ok Cancel
6. Configure the remaining options as needed.
7. Click OK.
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To configure a ZTNA rule in the CLI:

config firewall policy
edit 1
set type access-proxy
set name <ZTNA rule name>
set access-proxy <access_proxy>
set srcaddr "all"
set dstaddr "all"
set ztna-ems-tag <ZTNA tag(s)>
set action accept
set schedule "always"
set logtraffic all
set utm-status enable
set ssl-ssh-profile <inspection profile>
next
end

Configure a firewall policy for full ZTNA

The firewall policy matches and redirects client requests to the access proxy VIP. The source interface and addresses
that are allowed access to the VIP can be defined. By default, the destination is any interface, so once a policy is
configured for full ZTNA, the policy list will be organized by sequence.

UTM processing of the traffic happens at the ZTNA rule.

To configure a firewall policy for full ZTNA in the GUI:

1. Goto Policy & Objects > Policy and click Create New.
2. Enter a name for the policy.
3. Enable ZTNA and select Full ZTNA.
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4. Set ZTNA Serverto the configured ZTNA server.

New Policy
Type Transparent -
Name © Full_ZTNA_policy
ZTNA O glanty 1F/MAC filtering
Incoming Interface +
Source +
ZTMNA Server il ZTNA_server01 x
+
Schedule fo always v
Service +
Action @ DENY + REDIRECT | @ ISOLATE
Cache Options
Web Cache »
Web Cache For HTTPS Traffic
WAN Optimization
Status (B
Proxy Options
Webproxy Profile @
Web Proxy Forwarding Server (B
Force Proxy »
Protocol Options default - &
55L/55H Inspection no-inspection > &

5. Configure the remaining settings as needed.
6. Click OK.

To configure a firewall policy for full ZTNA in the CLI:

config firewall policy
edit <policy ID>

FortiProxy 7.2.8 Administration Guide
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set name <policy name>
set srcintf <source interface>
set dstintf "any"
set srcaddr <source address>
set dstaddr <access proxy virtual IP>
set action accept
set schedule "always"
set service "ALL"
set logtraffic all
next
end

Optional authentication

To configure authentication to the access proxy, you must configure an authentication scheme and authentication rule in
the CLI. They are used to authenticate proxy-based policies, similar to configuring authentication for explicit and
transparent proxy.

The authentication scheme defines the method of authentication that is applied. For ZTNA, basic HTTP and SAML
methods are supported. Each method has additional settings to define the data source to check against. For example,
with basic HTTP authentication, a user database can reference an LDAP server, RADIUS server, local database, or
other supported authentication servers that the user is authenticated against.

The authentication rule defines the proxy sources and destinations that require authentication, and which authentication
scheme to apply. For ZTNA, active authentication method is supported. The active authentication method references a
scheme where users are actively prompted for authentication, like with basic authentication.

After the authentication rule triggers the method to authenticate the user, a successful authentication returns the groups
that the user belongs to. In the ZTNA rule and proxy policy you can define a user or user group as the allowed source.
Only users that match that user or group are allowed through the proxy policy.

To configure a basic authentication scheme:

config authentication scheme
edit <name>
set method basic
set user-database <authentication server>
next
end

To configure an authentication rule:

config authentication rule
edit <name>
set status enable
set protocol http
set srcintf <interface>
set srcaddr <address>
set dstaddr <address>
set ip-based enable
set active-auth-method <active authentication scheme>
next
end
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To apply a user group to a ZTNA rule in the GUI:

Go to Policy & Objects > ZTNA and select the ZTNA Rules tab.

Edit an existing rule or click Create New to create a new rule.

Click in the Source field, select the User tab, and select the users and user groups that will be allowed access.
Configure the remaining settings as required.

Click OK.

o oN-=

To apply a user group to a ZTNA rule in the CLI:

config firewall policy
edit <policy ID>
set name <ZTNA rule name>
set type access-proxy
set access-proxy <access pProxy>
set srcaddr "all"
set dstaddr "all"
set ztna-ems-tag <ZTNA tags>
set action accept
set schedule "always"
set logtraffic all
set groups <user group>
set utm-status enable
set ssl-ssh-profile <inspection profile>
next
end

The authentication rule and scheme defines the method used to authenticate users. With basic HTTP authentication, a
sign in prompt is shown after the client certificate prompt. After the authentication passes, the returned groups that the
user is a member of are checked against the user groups that are defined in the ZTNA rule. If a group matches, then the
user is allowed access after passing a posture check.

Connect a ZTNA access proxy to an SSL VPN web portal

SSL VPN web portals can be defined in ZTNA access proxy settings. The ZTNA access proxy handles the access
control processes (client certificate authentication, posture check, user authentication and authorization), and
establishes the HTTPS connection between the end user and the access proxy. Then, it forwards the user to the web
portal where they can use predefined bookmarks to access TCP based services like HTTPS, RDP, VNC, FTP, SFTP,
SSH, Telnet, and SMB. Existing SSL VPN portal configurations can be used.

Ay
S L4
q The web portal service can only be configured in the CLI.

Example

In this example, a remote client connects to the ZTNA access proxy and completes the client certificate check. If
successful, the remaining access control procedures are automatically completed, and the user is forwarded to the web

FortiProxy 7.2.8 Administration Guide 250
Fortinet Inc.



Policy & Objects

portal. The web portal is configured with predefined bookmarks that connect to internal servers and external websites.
The user can access any resource that is defined in the bookmarks to create an end-to-end connection.

To configure the SSL VPN web portal:

Go to VPN > SSL-VPN Portals and click Create New.
Enter the name test_ssl.

Disable Tunnel Mode.

Enable Web Mode.

Create the bookmarks:

In the Predefined Bookmarks table click Create New.
Enter the name of the service.

Select the service Type.

Enter the URL to access the service.

Click OK.

. Repeat these steps to create other bookmarks.
6. Click OK.

a b obd-=

-0 200D

To configure the ZTNA access proxy:

1. Configure a VIP for the ZTNA access proxy. The ss1-certificate can be replaced with a server certificate:

config firewall vip
edit "ztna webportal"
set type access-proxy
set extip 172.18.62.68
set extintf "any"
set server-type https
set extport 4443
set ssl-certificate "*.test.com"
next
end

2. Configure the virtual host to be used to connect to the ZTNA access proxy. The host should resolve to the VIP’s
address:

config firewall access-proxy-virtual-host
edit "webportal"
set ssl-certificate "*.test.com"
set host "web.test.com"
next
end

3. Configure the ZTNA access proxy to be in web portal mode:

config firewall access-proxy
edit "ztna webportal"

set vip "ztna webportal"

set client-cert enable

config api-gateway

edit 1

set url-map "/webportal"
set service web-portal
set virtual-host "webportal"
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end

4. Apply the access proxy to a proxy policy (specify the ZTNA tags as needed):

end

next

set ssl-vpn-web-portal "test_ssl"

next

config firewall proxy-policy

end

The SSL VPN bookmarks are learned by the WAD daemon and are ready to use.

edit 1
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set
set

next

name "ztna rule"

Proxy access-proxy
access-proxy "ztna webportal”
srcintf "any"

srcaddr "all"

dstaddr "all"

ztna-ems-tag "FCTEMS8821000000 High"

action accept

schedule "always"

logtraffic all

srcaddr6 "all"

dstaddr6 "all"

utm-status enable
profile-type group
profile-group "profile groupl"
logtraffic-start enable

5. Verify the bookmarks:

# diagnose test app wad 351
[bookmark:

type

(portal/group/name=test ssl/gui-bookmarks/2nd HTTP)]:
01

url :http://httpbin.org

host
folder:
domain:
port

[bookmark:

type
url

host
folder:
domain:
port

[bookmark:

type

:0
(portal/group/name=test ssl/gui-bookmarks/FTP)]:
14

172.16.200.215

:0
(portal/group/name=test ssl/gui-bookmarks/HTTPS-fortinet)]:
H

url thttps://www.fortinet.com

host
folder:
domain:
port

[bookmark:

type
url

:0
(portal/group/name=test ssl/gui-bookmarks/RDP)]:
:9
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host :172.18.62.213
folder:

domain:

port :3389

To test the connection:

1. From the client browser, go to https://web.test.com:4443/webportal to access the ZTNA access proxy web portal.
New Tab x  + R
X @ web.test.com:4443/webportal ® * &

SSLVPN Portal SSL-VRN Portals x Reading st
@ @ @ ! Setecta centficate -

You are e flag: --no-sandbox. Stability and security wi  Select a certificate to authenticate yourself to webestcom:4443 %
Subject Issuer Serial
SFCFAECDE4DATSCO11D9232EC92... | FCTEMS8821000000 [ER ] 3 Gmail  Images

n Je L T

-

Q Search Google or type a URL

ssL Firewall Discl ssL ssL 404 Not Found

® o 0 o i

Firewall Discl..  hitps:/172.1 ssL AccessDenied  Add shorteut

2. Once the client passes the certificate check, posture check, and access is granted, the user is redirected to the web
portal. The list of predefined bookmarks appears.

@ SSL-VPN Porta x  + v - B x
<« C @ web.testcom:4443/sslvpn/portalhtmi#}, ® % a

it Apps @B Youtube Data APIV.. @ SSL-VPNPortal @ SSL-VPN Portalé @ gatestcomidd43 [E Reading list
You are using an unsupported command-fine flag: --no-sandbox. Stability and security will suffer. x

SSL-VPN Portal

& Download FortiClient ~

Bookmarks

TELNET SFTP HTTPS-fortinet

@@

2nd HTTP HTTP-baidu-should block HTTPS-eicar

1> > A QO
©

(' Quick Connection | + New Bookmark

History

3. Click a bookmark, such as HTTPS-fortinet. The website opens.
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& % @ wogito
Reading list

 Fortinet | Enterprise Security Wit X

x
X @ fortinet.com
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4. From the web portal, click another bookmark, such as SSH. The page opens with the credential login screen to

access the server.

X @ hitps//weblestcomdddsshvpr X+

c @ web.test.com:
@ SSLVPN Portal @ SSLVPN Portals @ qa.testcom:ddd3

» Youtube Data API V...

Enter your credentials

oot

Close Window

UTM scanning on TCP forwarding access proxy traffic

UTM scanning and deep inspection is supported for multiple protocols in a ZTNA TCP forwarding access proxy. In
addition to HTTP and HTTPS, the mail protocols (SMTP, IMAP, and POP3) and file sharing protocols (SMB and CIFS)

are supported.
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Examples

AV scanning for normal POP3, IMAP, and SMTP traffic

To configure AV scanning for normal POP3, IMAP, and SMTP traffic:

1.

In FortiClient, add ZTNA connection rules for the email server IP and POP3, IMAP, and SMTP ports.

@ FortiClient - Zero Trust Fabric Agent
File telp

— x

@" FortiZTNA Connection
©

ZTNA Connection Rules

mail_smtp

Destination Host  172.16.
Proxy Gateway 172.18.5
Encryption No

mail_imap

ZTNA CONNECTION RULES Destination Host  17:
Proxy Gateway 172
JERABILITY SCAN Encryption No

mail_pop3
Destination Host 172
Proxy Gateway 172185
Encryption No

On the FortiProxy, configure the ZTNA TCP forwarding server to add the email server address and enable AV
profile scanning in the ZTNA rules.

On the client PC, open Outlook app and send emails with attachments containing virus affected files.
The ZTNA rule on the FortiProxy blocks the email send/receive traffic and generates AV logs.

AV deep scanning for SSL encrypted POP3S, IMAPS, and SMTPS traffic

To configure AV deep scanning for SSL encrypted POP3S, IMAPS, and SMTPS traffic:

1.

In FortiClient, add ZTNA connection rules for the email server IP and POP3S, IMAPS, and SMTPS ports.

@; FortiClient -- Zero Trust Fabric Agent
File Help

= X

@ FortiZTNA Connection

© ZTNA Connection Rules

mail_smtps
Destination Host 177
Proxy Gateway 172185
Encryption No

mail_imaps
Destination Host 177
Proxy Gateway 172185
Encryption No

ZTNA CONNECTION RULES

mail_pop3s
Destination Host
Praxy Gateway
Encryption

On the FortiProxy, configure the ZTNA TCP forwarding server to add the email server address and enable AV
profile scanning in the ZTNA rules.
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3. Onthe client PC, open Outlook app and send emails with attachments containing virus affected files.
4. The ZTNA rule on the FortiProxy blocks the email send/receive traffic and generates AV logs.

AV scanning for SMB service traffic

To configure AV scanning for SMB service traffic:

1.

3.
4.

In FortiClient, add ZTNA connection rules for the SMB file sharing server IP and ports.

1§ FortiClient - Zero Trust Fabric Agent - X
File telp

@ FortiZTNA Connection
©

ZTNA Connection Rules
Add Rule
fosqa

SFTP_server25

. ST TEl EMET Destination Host 17

NA ZEROTRUST TELEMETRY <tination Host 2 x
Proxy Gateway 172
Encryption Yes

L& REMOTE ACCESS
server29

ZTNA CONNECTION RULES Destination Host 529 qa x
Proxy Gateway 172186

& VULNERABILITY SCAN Encryption No

server27

Destination Host s27.qa
Proxy Gateway 172.18.6:
Encryption Yes

smb_swaplday
Destination Host  172.1¢
Proxy Gateway 172 186!
Encryption No

ssh_server25
Destination Host 17218
Proxy Gateway 172184
Encryption No

On the FortiProxy, configure the ZTNA TCP forwarding server to add the SMB server address and enable AV profile
scanning in the ZTNA rules.

On the client PC, upload and download virus affected files to and from the SMB server.
The ZTNA rule on the FortiProxy blocks the email send/receive traffic and generates AV logs.

File filter scanning for CIFS service traffic

To configure file filter scanning for CIFS service traffic:

1.
2,

In FortiClient, add ZTNA connection rules for the CIFS server IP and port.

On the FortiProxy, configure the ZTNA TCP forwarding server to add the CIFA server address and enable file filter
profile scanning in the ZTNA rules.

On the client PC, upload and download predefined file types (such as .EXE) to and from the CIFS server.
The ZTNA rule on the FortiProxy blocks the email send/receive traffic and generates AV logs.

Increase ZTNA and EMS tag limits

The following limits have increased for EMS server, IP addresses, and MAC addresses in EMS and ZTNA tags:

« The maximum number of EMS servers a FortiProxy can connect to increased from three to five.
o The maximum number of IP address an EMS tag can resolve increased from 1000 to over 100,000.
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e The maximum number of MAC address an EMS tag can resolve increased from 1000 to 3000.
The following diagnose commands are available to verify address information:

# diagnose firewall fgdn <option>

Option Description

list-ip List IP FQDN information.

list-mac List MAC FQDN information.

list-all List FQDN information.

getinfo-ip Get information of IP FQDN address.
getinfo-mac Get information of MAC FQDN address.
get-ip Get and display one IP FQDN address.
get-mac Get and display one MAC FQDN address.

Use FQDN with ZTNA TCP forwarding access proxy

When defining ZTNA connection rules on FortiClient for TCP forwarding, it is sometimes desirable to configure the
destination host address as an FQDN address instead of an IP address. Since the real servers are often servers in the
corporate network, this layer of obfuscation prevents internal IPs from easily leaking to the public, and also makes the
destination more easily recognizable by the end users.

One obstacle to overcome is getting remote hosts to resolve an internal FQDN that is typically only resolvable by an
internal DNS in the corporate network. This can be solved with the following:

1. When an FQDN address is added as a destination host in a ZTNA connection rule, FortiClient creates a virtual IP for
this FQDN address and adds this to the computer’s host file (Windows). The same is true when a ZTNA connection
rule entry is pushed from EMS.

2. The virtual IP mapped to the FQDN address is not the real address of the server. It allows applications to resolve the
FQDN address to this virtual IP. FortiClient listens to any traffic destined for it and forwards the traffic using the TCP
forwarding URL with FQDN to the ZTNA access proxy.

3. The access proxy will resolve the FQDN using the internal DNS on the corporate network, matching the traffic to the
ZTNA real server configuration with the same domain and address.

4. |favalid ZTNA real server entry is found, traffic is forwarded to the real server.

This features requires a minimum FortiClient and FortiClient EMS version of 7.0.3.

Example

In this example, two servers in the internal network are added for TCP forwarding. The remote client configures two
ZTNA connection rules, with the destination host field pointing to the FQDN addresses of the internal servers. These
FQDN addresses are configured in the FortiProxy’s DNS database so that they can be resolved by the FortiProxy. Itis
recommended to use an internal DNS server for production environments.

This example assumes that the EMS Fabric connector is already successfully connected.
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To configure the TCP forwarding access proxy:

Go to Policy & Objects > ZTNA and select the ZTNA Servers tab.
Click Create New.

Set Name to ZTNA_S1.

Configure the network settings:

o=

a. Set External interface to any.
b. SetExternal IPto 172.18.62.32.
c. Set External port to 443.

5. Select the Default certificate. Clients will be presented with this certificate when they connect to the access proxy

VIP.
6. Add server mapping:
a. Inthe Service/server mapping table, click Create New.
b. For Service, select TCP Forwarding.
c. Addaserver:
i. Inthe Serverstable click Create New.

ii. Create a new FQDN address for the HTTPS server at s27.ga.fortinet.com, then click OK.
iii. Apply the new address object as the address for the new server.

iv. Click OK.
d. Add another server using the same steps for s29.ga.fortinet.com.

7. Click OK. Now that the ZTNA server is complete, the domain settings must be configured in the CLI to map domains

to the real servers.

To map domains to the real servers:

config firewall access-proxy
edit "ZTINA S1"
set vip "ZTNA S1"
set client-cert enable
config api-gateway
edit 2
set url-map "/tcp"
set service tcp-forwarding
config realservers
edit 4
set address "s27.ga.fortinet.com"
set domain "ga.fortinet.com"
next
edit 5
set address "s29.ga.fortinet.com"
set domain "ga.fortinet.com"
next
end
next
end
next
end
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To configure the ZTNA rule:

Go to Policy & Objects > ZTNA and select the ZTNA Rules tab.
Click Create New.

Set Name to ZTNA_TCP.

Set Incoming Interface to port2.

Set Source to all.

Select the ZTNA server ZTNA_S1.

Configure the remaining options as needed.

Click OK.

© No ok Dd-=

To configure the DNS entries for each server:

1. Enable the DNS database visibility:

a. Goto System > Feature Visibility.

b. Enable DNS Database.

c. Click Apply.

Go to Network > DNS Service.

In DNS Database table click Create New.
Set DNS Zone to ZTNA.

Set Domain Name to qa.fortinet.com.

Add the DNS entries:

In DNS Entries table click Create New.
Set Hostname to s27.

Set IP Address to the HTTPS server address.
Click OK.

o gk~ wbd

® 20T o

. Add another DNS entry using the same steps for the s29.qa.fortinet.com HTTP server.
7. Click OK.

Testing the connection to the access proxy

Before connecting, users must have a ZTNA connection rule in FortiClient.

L}
‘?' ZTNA TCP forwarding rules can be provisioned from the EMS server. See Provisioning ZTNA
|| TCP forwarding rules via EMS for more details.

To create the ZTNA rules in FortiClient and connect:

1. From the ZTNA Connection Rules tab, click Add Rule.
2. Create arule for the HTTPS server:
a. Set Rule Name to server27.
b. Set Destination Host to s27.qa.fortinet.com:443.
c. Set Proxy Gatewayto 172.18.62.32:443.
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d. Disable Encryption.

e. Click Create.
3. Create arule for the HTTP server:
Set Rule Name to server29.
Set Destination Host to s29.qa.fortinet.com:80.
Set Proxy Gateway to 172.18.62.32:443.
Disable Encryption.
Click Create.

4. Upon creating the ZTNA rules, two new entries are added to the Windows PC'’s host file in folder
C:\Windows\System32\drivers\etc. View the file, and observe the new entries for the virtual IP and FQDN pairing for
each ZTNA connection rule.

P 20 09w

# ————- FORTICLIENT ZTNA VIP START —-----
10.235.0.1 s27.ga.fortinet.com
10.235.0.2 s29.ga.fortinet.com

# ——-——- FORTICLIENT ZTNA VIP END -----

5. The Windows PC now resolves the FQDNSs to the virtual IPs, and FortiClient will listen to the traffic to these IPs and
forward them to the TCP access proxy.

6. Have the remote user connect to the HTTPS and HTTP servers on a browser. After device verification, the user is
able to successfully connect to the remote servers.
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The FortiProxy unit combines a number of security features to protect your network from threats. As a whole, these
features, when included in a single Fortinet security appliance, are referred to as security profiles.

A profile is a group of settings that you can apply to one or more firewall policies. Each Security Profile feature is enabled
and configured in a profile, list, or sensor. These are then selected in a security policy and the settings apply to all traffic
matching the policy. For example, if you create an antivirus profile that enables antivirus scanning of HTTP traffic, and
select the antivirus profile in the security policy that allows your users to access the World Wide Web, all of their web
browsing traffic will be scanned for viruses.

Because you can use profiles in more than one security policy, you can configure one profile for the traffic types handled
by a set of firewall policies requiring identical protection levels and types, rather than repeatedly configuring those same
profile settings for each individual security policy.

For example, while traffic between trusted and untrusted networks might need strict protection, traffic between trusted
internal addresses might need moderate protection. To provide the different levels of protection, you might configure two
separate sets of profiles: one for traffic between trusted networks, and one for traffic between trusted and untrusted
networks. FortiProxy does not modify the original payload if no security action is taken.

This section covers the following topics:

o AntiVirus on page 264

« Web Filter on page 276

» Video Filter on page 289

« DNS Filter on page 292

« Application Control on page 297

« Intrusion Prevention on page 303

« File Filter on page 306

e SSL/SSH Inspection on page 308

» Application Signatures on page 316
« IPS Signatures on page 320

» Web Rating Overrides on page 323
» Web Profile Overrides on page 325
 Profile Groups on page 328

o Data Leak Prevention on page 329

o DLP File Pattern on page 340

« Isolator Setting NEW on page 341

The following are brief descriptions of the security profiles and their features.

Antivirus

Your FortiProxy unit stores a virus signature database that can identify more than 15,000 individual viruses. FortiProxy
models that support additional virus databases are able to identify hundreds of thousands of viruses. With a FortiGuard
Antivirus subscription, the signature databases are updated whenever a new threat is discovered.

Fortinet Inc.
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Antivirus also includes file filtering. When you specify files by type or by file name, the FortiProxy unit will block the
matching files from reaching your users.

FortiProxy units with a hard drive or configured to use a FortiAnalyzer unit can store infected and blocked files that you
can examine later.

Web filter

Web filtering includes a number of features you can use to protect or limit your users’ activity on the web.

FortiGuard Web Filtering is a subscription service that allows you to limit access to web sites. More than 60 million web
sites and two billion web pages are rated by category. You can choose to allow or block each of the 77 categories.

URL filtering can block your network users from access to URLs that you specify.

Web content filtering can restrict access to web pages based on words and phrases appearing on the web page itself.
You can build lists of words and phrases, each with a score. When a web content list is selected in a web filter profile, you
can specify a threshold. If a user attempts to load a web page and the score of the words on the page exceeds the
threshold, the web page is blocked.

You can create overrides to web filter profiles as well.

Video filter

With the video filter profile, you can filter YouTube videos by channel ID for a more granular override of a single channel,
user, or video. The video filter profile is currently supported in proxy-based policies and requires SSL deep inspection.

DNS filter

The FortiProxy will inspect DNS traffic to any DNS server, so long as the policy has DNS inspection enabled. The
FortiProxy will intercept DNS requests, regardless of the destination IP, and redirect it to the FortiGuard Secure DNS
server—this is separate from the FortiGuard DNS server.

The Secure DNS server will resolve and rate the FQDN and send a DNS response which includes both IP and rating of
the FQDN back to the FortiProxy, where it will handle the DNS response according to the DNS filter profile.

Application control

Although you can block the use of some applications by blocking the ports they use for communications, many
applications do not use standard ports to communicate. Application control can detect the network traffic of more than
1,000 applications, improving your control over application communication.

You can also write custom signatures tailored to your network.

Intrusion protection

The FortiProxy Intrusion Protection System (IPS) protects your network against hacking and other attempts to exploit
vulnerabilities of your systems. More than 3,000 signatures are able to detect exploits against various operating
systems, host types, protocols, and applications. These exploits can be stopped before they reach your internal network.

You can also write custom signatures tailored to your network.
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File filter

The file filter allows the FortiProxy unit to block files passing through based on file type based on the file’s metadata only
and not on file size or file content. A DLP sensor must be configured to block files based on size or content, such as SSN

numbers, credit card numbers, or regular expression pattern. The file filter can be applied directly to firewall policies.

SSL/SSH inspection

SSL/SSH inspection (otherwise known as deep inspection) is used to scan HTTPS traffic in the same way that HTTP
traffic can be scanned. This allows the FortiProxy to receive and open up the encrypted traffic on behalf of the client, then
the traffic is re-encrypted and sent on to its intended destination.

Individual Deep Inspection profiles can be created, depending on the requirements of the policy. Depending on the
profile, you can:

» Configure which CA certificate will be used to decrypt the SSL encrypted traffic
« Configure which SSL protocols will be inspected

» Configure which ports will be associated with which SSL protocols for inspection
« Configure whether or not to allow invalid SSL certificates

» Configure whether or not SSH traffic will be inspected

Data leak prevention

Data leak prevention (DLP) allows you to define the format of sensitive data. The FortiProxy unit can then monitor
network traffic and stop sensitive information from leaving your network. Rules for U.S. social security numbers,
Canadian social insurance numbers, as well as Visa, Mastercard, and American Express card numbers are included.

Order of execution of security profiles

1. Check the IP ban of the UTM quarantine.
2. Fortransparent HTTPS traffic, process TLS ClientHello with/without SNI:

a.

b.
c.

d.
e.

Check the firewall policy to determine what to allow or deny and which security profiles to apply, including TLS
inspection mode, forwarding proxy, and so on.

Check the TLS exemption of deep inspection if necessary.

Check the URL filtering of the web-filtering profile based on hosts learned from TLS negotiation and whether
web-filter-based exemptions need to be applied.

Apply TLS sanity checks.
If no deep inspection is needed, forward the traffic back and force with only possible IPS scans.

3. Process the HTTP request headers for plantext HTTP or decrypted HTTPS traffic:

a.

- ® 2 0 T

Check the firewall policy on the HTTP request to determine whether to allow or deny and which security profiles
to apply:
i. Check the TLS inspection mode for the HTTP CONNECT request.
ii. Determine the forwarding proxy for plantext HTTP.
Check the URL filtering of the web-filtering profile based on the URL in the HTTP request.
Apply the video filter profile if necessary.
Apply the web application profile (WAF) on the HTTP headers if necessary.
Apply the web proxy profile to the HTTP request header.
Perform a botnet check in the IPS profile if necessary.
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g. Apply the ICAP profile to forward the HTTP request headers to the ICAP server.

h. Apply the IPS sensor and Application Control profiles to the HTTP request headers.
4. Process the HTTP request streaming data of the body if the body exists:

a. Apply the web application profile (WAF) on the HTTP request body if necessary.

b. Apply the stream-based file filtering, web content filtering, and antivirus scanning.

c. Apply the IPS sensor and Application Control profiles to the HTTP request body.

d. Apply the ICAP profile to forward the HTTP request body to the ICAP server.
5. Process the HTTP request whole body if the body exists:

a. Apply file filtering, web content filtering, antivirus scanning, and DLP to the whole HTTP request.
6. Processthe HTTP response headers:

a. Apply the web application profile (WAF) on the HTTP headers if necessary.

b. Apply the web proxy profile to the HTTP response headers.

c. Apply the ICAP profile to forward the HTTP response headers to the ICAP server.

d. Apply the IPS sensor and Application Control profiles to the HTTP response headers.
7. Process the HTTP response streaming data of the body if the body exists:

a. Apply the web application profile (WAF) on the HTTP response body if necessary.

b. Apply the stream-based file filtering, web content filtering, and antivirus scanning.

c. Apply the IPS sensor and Application Control profiles to the HTTP response body.

d. Apply the ICAP profile to forward the HTTP response body to the ICAP server.
8. Process the HTTP response whole body if the body exists:

a. Apply file filtering, web content filtering, antivirus scanning, and DLP to the whole HTTP response.

AntiVirus

An antivirus profile contains specific configuration information that defines how the traffic within a policy is examined and
what action can be taken based on the examination. Multiple antivirus profiles can be created for different antivirus
scanning requirements. These profiles can then be applied to firewall policies.

To view available antivirus profiles, go to Security Profiles > AntiVirus.

+ Create New Search Q
Name Comments Ref.
udefault Scan files and block viruses. 2
n newprofile 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an antivirus profile. See Create or edit an antivirus profile on page 265.
Edit Modify the selected antivirus profile. See Create or edit an antivirus profile on
page 265.
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Clone
Delete
Search
Name
Comments

Ref.

Make a copy of the selected antivirus profile.
Remove the selected antivirus profile.

Enter a search term to find in the list.

The name of the antivirus profile.

An optional description of the antivirus profile.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit an antivirus profile

Click Create New to open the Create AntiVirus Profile window.
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Creste ArtiVirus Prafile

Mame
Comments

==

Protomd | Dizable | | Blodc | | Manitar

NNTP

B archivebiock

Protooosd | Encryptesd || Corrupted || Partizl|heorroprbesd

HTTP

HINTP

B srchieloz

Protooosd | Encryptesd || Corrupted || Partizl|heorroprbesd

HTTP

EMTP

HINTP

B lnspaction Opsicrs

Multipart | | Mested Mailbomio | | Fledimit | | Timeowt

Multipart | | Mested Mailbomio | | Fledimit | | Timeowt

Send Files o FartiSandbox Cloud for Inspection Suspicious | mwmrcthing

Lig= FortiSandbo Dataiaee »

Include Mohik= Makemre Protection i

Select an antivirus profile and then click Edit to open the Edit AntiVirus Profile window.

Configure the following settings in the Create AntiVirus Profile window and then click OK:

Name
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Enter the name of the antivirus profile.

Uniamdbed

Unimdbed

Cancel
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Comments
Options

Outbreak Prevention

Scanning Files by FortiNDR
Server

Content Disarm

Archive Block
Archive Log

Send Files to FortiSandbox
Cloud for Inspection

Use FortiSandbox Database

Include Mobile Malware
Protection

API Preview
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Optionally, enter a description of the profile.
For each protocol, enable or disable antivirus scanning, blocking, and monitoring.

FortiGuard Virus Outbreak Protection Service (VOS) allows the FortiProxy
antivirus database to be subsidized with third-party malware hash signatures
curated by FortiGuard. The hash signatures are obtained from FortiGuard's
Global Threat Intelligence database. The antivirus database queries FortiGuard
with the hash of a scanned file. If FortiGuard returns a match, the scanned file is
deemed to be malicious. Enabling the AV engine scan is not required to use this
feature.

For each protocol, select to disable, block, or monitor.

Refer to Using FortiNDR inline scanning with antivirus on page 273 for more
details.

Ay
‘Q' This option is available only when a FortiNDR server is
- connected.

Content disarm and reconstruction (CDR) allows the FortiProxy unit to sanitize
Microsoft Office documents and PDF files (including those that are in ZIP
archives) by removing active content, such as hyperlinks, embedded media,
JavaScript, macros, and so on from the files (disarm) without affecting the
integrity of its textual content (reconstruction). It allows network administrators to
protect their users from malicious document files.

Files processed by CDR can be stored locally for quarantine on FortiAnalyzer,
FortiSandbox, or FortiProxy models with a hard disk. The original copies can also
be obtained in the event of a false positive.

CDR is supported on HTTP, SMTP, POP3, and IMAP. NOTE: SMTP splice and
client-comfort mode are not supported.

For each protocol, select the file types to block.
For each protocol, select the file types to log.

If you want files to be inspected by FortiSandbox Cloud, select Suspicious or
everything.

Refer to Using FortiSandbox post-transfer scanning with antivirus on page 271 for
more details.

Enable this option to use the FortiSandbox database.

Enable this option to protect mobile devices from malware.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.
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To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
Click Close to leave the preview.

Stream-based antivirus scan for FTP, SFTP, and SCP

Stream-based antivirus scanning is supported for FTP, SFTP, and SCP protocols.

» Stream-based antivirus scanning optimizes memory usage for large archive files by decompressing the files on the
fly and scanning the files as they are extracted.

» File types can be determined after scanning a few KB, without buffering the entire file.
» Viruses can be detected even if they are hiding in the middle or end of a large archive.

+ When scanning smaller files, traffic throughput is improved by scanning the files directly on the proxy based WAD
daemon, without invoking scanunit.

Stream-based scanning is the default scan mode. To disable steam-based scanning, the scan mode can be set to
legacy mode, and the archive will only be scanned after the entire file has been received.

To configure stream-based scan:

config antivirus profile
edit <string>

set scan-mode {default* | legacy}

next
end

Configuring threat feed and outbreak prevention without AV engine scan

In the CLI, users can enable malware threat feeds and outbreak prevention without performing an antivirus scan. In the
GUI and CLI, users can choose to use all malware thread feeds, or specify the ones that they want to use. Replacement
messages have been updated for external block lists.

config antivirus profile
edit <name>

config http
set av-scan {disable | block | monitor}
set outbreak-prevention {disable | block | monitor}
set external-blocklist {disable | block | monitor}
set quarantine {enable | disable}

end

set outbreak-prevention-archive-scan {enable | disable}
set external-blocklist-enable-all {enable | disable}
set external-blocklist <source>
next
end
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To configure malware threat feeds and outbreak prevention without performing an AV scan in the CLI:

config antivirus profile

edit "Demo"

set mobile-malware-db enable
config http

set

set

set

set

set

set
end

av-scan disable
outbreak-prevention block
external-blocklist block
quarantine enable
emulator enable
content-disarm disable

config ftp

set

set

set

set

set
end

av-scan disable
outbreak-prevention block
external-blocklist block
quarantine enable
emulator enable

config imap

set
set
set
set
set
set
set
end

av-scan monitor
outbreak-prevention block
external-blocklist block
quarantine enable
emulator enable
executables default
content-disarm disable

config pop3

set
set
set
set
set
set
set
end

av-scan monitor
outbreak-prevention block
external-blocklist block
quarantine enable
emulator enable
executables default
content-disarm disable

config smtp

set
set
set
set
set
set
set
end

av-scan monitor
outbreak-prevention block
external-blocklist block
quarantine enable
emulator enable
executables default
content-disarm disable

config mapi

set

set

set

set

set

set
end

av-scan monitor
outbreak-prevention block
external-blocklist block
quarantine enable
emulator enable
executables default

config nntp
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set av-scan disable
set outbreak-prevention disable
set external-blocklist disable
set quarantine disable
set emulator enable

end

config cifs
set av-scan monitor
set outbreak-prevention block
set external-blocklist block
set quarantine enable
set emulator enable

end

config ssh
set av-scan disable
set outbreak-prevention disable
set external-blocklist disable
set quarantine disable
set emulator enable

end

set outbreak-prevention-archive-scan enable

set external-blocklist-enable-all disable

set external-blocklist "malhashl"

set av-virus-log enable

set av-block-log enable

set extended-log disable

set scan-mode default

next
end

In this example, configuring the quarantine setting is done in each protocol (set quarantine). The malware threat
feed is also specified (set external-blocklist-enable-all disable)to the threat connector, malhash1 (set
external-blocklist "malhashl™").

Content disarm and reconstruction for antivirus

Content disarm and reconstruction (CDR) allows the FortiProxy to sanitize Microsoft Office documents and PDF files
(including those that are in ZIP archives) by removing active content, such as hyperlinks, embedded media, JavaScript,
macros, and so on from the files (disarm) without affecting the integrity of its textual content (reconstruction). It allows
network administrators to protect their users from malicious document files.

Files processed by CDR can be stored locally for quarantine on FortiAnalyzer, FortiSandbox, or FortiProxy models with a
hard disk. The original copies can also be obtained in the event of a false positive.

CDRis supported on HTTP, SMTP, POP3, and IMAP. NOTE: SMTP splice and client-comfort mode are not supported.

Support and limitations

o CDR can only be performed on Microsoft Office documents and PDF files.
« Local Disk CDR quarantine is only possible on FortiProxy models that contain a hard disk.
o CDRis only supported on HTTP, SMTP, POP3, IMAP.
« SMTP splice and client-comfort mode is not supported.
« CDR can only work on files in .ZIP type archives.
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Configuring the feature

To configure antivirus to work with CDR, you must enable CDR on your antivirus profile, set the quarantine location, and
then fine tune the CDR detection parameters.

To configure CDR:

Go to Security Profiles > AntiVirus.
Edit an antivirus profile or create a new one.
Under Content Disarm, enable the options that you want.

o bh =

Select a quarantine location from the available options:
» FortiSandbox—Saves the original document file to a connected FortiSandbox.
» File Quarantine—Saves the original document file to disk (if possible) or a connected FortiAnalyzer based on
the FortiProxy log settings (config log fortianalyzer setting).
» Discard—The default setting, which discards the original document file.
5. Select the action that is taken when an error occurs:
o Block—Block file when there is a CDR error.
e Log Only—Log the CDR error but allow the file to pass.
e Ignore—When there is a CDR error, let the file pass but do not log the error.
6. Click OK.

To edit the CDR detection parameters:

By default, stripping of all active Microsoft Office and PDF content types are enabled. In this example, stripping macros
in Microsoft Office documents is disabled.

config antivirus profile
edit <antivirus profile name>
config content-disarm
set office-macro disable
set detect-only {enable | disable}
set cover-page {enable | disable}
set error-action {block | log-only | ignore}

end
next
end
Where:
detect-only Only detect disarmable files, do not alter content. Disabled by default.
cover-page Attach a cover page to the file’s content when the file has been processed by

CDR. Enabled by default.

Using FortiSandbox post-transfer scanning with antivirus

Antivirus profiles can submit potential zero-day viruses to FortiSandbox for inspection. Based on FortiSandbox's
analysis, the FortiProxy can supplement its own antivirus database with FortiSandbox's threat intelligence to detect files
determined as malicious or suspicious. This augments the FortiProxy antivirus with zero-day detection.

FortiProxy 7.2.8 Administration Guide 271
Fortinet Inc.



Security Profiles

The FortiProxy first examines the file for any known viruses. When a match is found, the file is tagged as known
malware. If no match is found, the files are forwarded to FortiSandbox using the following options:

» All Supported Files: all files matching the file types defined in the scan profile of the FortiSandbox are forwarded.

» Suspicious Files Only: files classified by the antivirus as having any possibility of active content are forwarded to
FortiSandbox. When using FortiGate Cloud Sandbox, we recommend selecting this option due to its submission
limits.

» None: files are not forwarded to FortiSandbox.

To enable FortiSandbox inspection in an antivirus profile:

1. Go to Security Profiles > AntiVirus.

2. Create, edit, or clone an antivirus profile.

3. Inthe Inspection Options section, set Send files to FortiSandbox for inspection to either Suspicious or everything.
4

Optionally, for Do not submit files matching types and Patterns, click the + to exclude certain file types from being
sent to FortiSandbox.

o

Optionally, for Do not submit files matching types and Patterns, click the + to enter a wildcard pattern to exclude files
from being sent to FortiSandbox.

Enable Use FortiSandbox Database.
Click OK.

N

FortiProxy diagnostics

To view the detection count:

# diagnose test application quarantined 7
Total: O

Statistics:

vfid: 0, detected: 2, clean: 1252, risk low: 6, risk med: 2, risk high: 1, limit
reached: 0

To verify the address is configured correctly:
# diagnose test application quarantined 1

fortisandbox-fsbl is enabled: analytics, realtime=yes, taskfull=no
addr=172.18.52.154/514, source-ip=0.0.0.0, keep-alive=no. ssl opt=3, hmac alg=0

To run the diagnostics for real-time debugging:

# diagnose debug application quarantined -1
# diagnose debug enable

To check the FortiGate Cloud server status:
# diagnose test application forticldd 3

Active APTServer status: up
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To view FortiGate Cloud Sandbox submission statistics for advanced debugging:

# diagnose test application quarantined 2

FortiSandbox diagnostics

To run the OFTP debug for advanced debugging:

# diagnose-debug device <client serial number>

Using FortiNDR inline scanning with antivirus

FortiNDR (formerly FortiAl) can be used with antivirus profiles in FortiProxy. FortiNDR inspects high-risk files and issues
a verdict to the firewall based on how close the file features match those of malware. When enabled, FortiNDR can log,
block, ignore, or monitor (allow) the file based on the verdict.

Traffic is blocked
when verdict is
infected/risky

o3

FortiProxy

Traffic containing an
unidentified file passes
through FortiProxy

Traffic is passed
when verdict is clean

File is
digested and CSE
sent for .
, . Connection
inspection
l Returns verdict
on inspected
file(s)
Ay
S L4
q Alicensed FortiNDR appliance with version 1.5.1 or later is required to use this feature.
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To configure FortiNDR inline inspection with an AV profile:

1.

Configure FortiNDR to join a Security Fabric in FortiProxy:

a.

Enable Security Fabric on FortiProxy using the following command:

config system csf

set status enable

set group-name "fabric-ai"
end

Configure the interface to allow other devices to join the FortiProxy Security Fabric:

config system interface
edit "portl"
set allowaccess ping https ssh http fgfm fabric
next
end

In FortiNDR, configure the device to join the Security Fabric:

config system csf
set status enable
set upstream-ip 10.6.30.14
set managment-ip 10.6.30.251
end

Authorize the FortiNDR in FortiProxy:

config system csf
config trusted-list
edit "FAIVMSTM21000000"
set authorization-type certificate
Set Certificate Mkkhhkkhkkhkhkhkhkkhkkhkhkrhrkkhkkhkhxxn
next
end
end

In the FortiProxy CLI, enable inline inspection:

con

end

Configure an AV profile in FortiProxy to use inline inspection and block detected infections (see also Create or edit

fig system fortindr
set status enable

an antivirus profile on page 265):

con

fig antivirus profile
edit "av"
set feature-set proxy
config http
set fortindr block
end
config ftp
set fortindr block
end
config imap
set fortindr block
end
config pop3
set fortindr block
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end
config smtp
set fortindr block
end
config mapi
set fortindr block
end
config nntp
set fortindr block
end
config cifs
set fortindr block
end
config ssh
set fortindr block
end
next
end

4. Addthe AV profile to a policy. See Create or edit a policy on page 134.
When potential infections are blocked by FortiNDR inline inspection, a replacement message appears. See
Replacement Messages on page 492 for more information.

Sample log

date=2021-04-29 time=15:12:07 eventtime=1619734327633022960 tz="-0700" logid="0209008221"
type="utm" subtype="virus" eventtype="fortindr" level="notice" vd="vdoml" policyid=1l
msg="Detected by FortiNDR." action="monitored" service="HTTP" sessionid=13312
srcip=10.1.100.221 dstip=172.16.200.224 srcport=50792 dstport=80 srcintf="wan2"
srcintfrole="wan" dstintf="wanl" dstintfrole="wan" proto=6 direction="incoming"
filename="detected samples.zip" quarskip="File-was-not-quarantined"
virus="MSIL/Kryptik.KVH!tr" dtype="fortindr"
ref="http://www.fortinet.com/ve?vn=MSIL%2FKryptik.KVH%21tr" virusid=0
url="http://172.16.200.224/avengine _ai/detected samples.zip" profile="av"
agent="curl/7.68.0" analyticssubmit="false" crscore=50 craction=2 crlevel="critical"

FortiNDR inline inspection with other AV inspection methods

The following inspection logic applies when FortiNDR inline inspection is enabled simultaneously with other AV
inspection methods. The AV engine inspection and its verdict always takes precedence because of performance. The
actual behavior depends on which inspected protocol is used.

HTTP, FTP, SSH, and CIFS protocols:

1. AV engine scan; AV database and FortiSandbox database (if applicable).
a. FortiNDR inline inspection occurs simultaneously.

2. AV engine machine learning detection for WinPE PUPs (potentially unwanted programs).
a. FortiNDR inline inspection occurs simultaneously.

3. Outbreak prevention and external hash list resources.
a. FortiNDR inline inspection occurs simultaneously.
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Ay
b ] L4
? If any AV inspection method returns an infected verdict, the FortiNDR inspection is aborted.

POP3, IMAP, SMTP, NNTP, and MAPI protocols:

1. AV engine scan; AV database and FortiSandbox database (if applicable).

2. AV engine machine learning detection for WinPE PUPs (potentially unwanted programs).
a. FortiNDR inline inspection occurs simultaneously.

3. Outbreak prevention and external hash list resources.
a. FortiNDR inline inspection occurs simultaneously.

vy
‘?' Inan AV profile, use set fortindr-error-action {log-only | block | ignore}
to configure the action to take if FortiNDR encounters an error.

Accepted file types

The following file types are sent to FortiNDR for inline inspection:

7Z HTML RTF

ARJ JS TAR

BZIP LzH VBA

BzIP2 LzwW VBS

CAB MS Office documents (XML and non-  WinPE (EXE)
ELF XML) Xz

GzIP PDF ZIP

RAR

Web Filter

This section describes how to configure web filters for HTTP traffic and configure URL filters to allow or block caching of
specific URLs.

After you configure a web filter profile, you can apply it to a policy. A profile is specific information that defines how the
traffic within a policy is examined and what action can be taken based on the examination.

To view available web filter profiles, go to Security Profiles > Web Filter.

+ Create New Search Q,
Name Comments Ref.
m default Default web filtering. 0
m monitor-all Monitor and log all visited URLs. 0
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Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.

The following options are available:

Create New

Edit

Clone
Delete
Search
Name
Comments

Ref.

Create a web filter profile. See Create or edit a web filter profile on page 277.

Modify the selected web filter profile. See Create or edit a web filter profile on
page 277.

Make a copy of the selected web filter profile.
Remove the selected web filter profile.

Enter a search term to find in the web filter profile list.
The name of the web filter profile.

An optional description of the web filter profile.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit a web filter profile

Click Create New to open the Create Web Filter Profile window.
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Mew Web Filter Profile

Mame
Comments Write a comment... 4 0/255
Log all URLs O
& FortiGuard Category Based Filter
@ allow | | ® Monitor | | @ Block Warning Authenticate
Mame Action

] Local Categories &)

custom2

[E] Potentially Liable
Drug Abuse

Hacking

Illegal or Unethical
Discrimination

Explicit Wiolence

€ Disable
£ Disable

@ Allow
@ Allow
@ Allow
@ Allow
@ Allow

&

0% €D

B Allow users to override blocked categories

B static URL Filter

Black imvalid URLs
URL Filter

»
»

Block malicious URLs discovered by FortiSandbox O

Content Filter

E Rating Options
Allow websites when a rating error occurs

Fate URLs by domain and IF Address

B Proxy Options

HTTF POST Action Block

Femaove Cookies O

»

>
»

Additional Information

A AP| Preview
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Select a web filter profile and then click Edit to open the Edit Web Filter Profile window.

Configure the following settings in the Create Web Filter Profile window and then click OK:

Name
Comments
Log all URLs

FortiGuard category based filter

Allow/Monitor/Block/Warning/Authentication

Allow users to override blocked categories

Groups that can override

Profile Name

Switch applies to

Switch Duration

day(s)/hour(s)/minute(s)

Static URL Filter
Block invalid URLs

URL Filter

FortiProxy 7.2.8 Administration Guide
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The name of the web filter profile.
Optional description of the web filter profile.
Enable if you want all URLSs to be logged.

Enable to use FortiGuard categories. If the device is not
licensed for the FortiGuard web-filtering service, traffic can be
blocked by enabling this option.

Select the action for each FortiGuard category: Allow, Monitor,
Block, Warning, or Authenticate. You can enter a category to
search for.

Enable this option if you want users to be able to override
blocked categories.

Select the user groups that will be able to override blocked
categories.

This option is available only if Allow users to override blocked
categories is enabled.

Select which web filter profile to change blocked categories to.

This option is available only if Allow users to override blocked
categories is enabled.

Select whether the new web filter profile applies to a User, User
Groups, or IP or whether to Ask. The user or user groups must
be specified as the Source in firewall policies using this profile.
This option is available only if Allow users to override blocked
categories is enabled.

Select whether blocked categories can be overridden for a
predefined period or to Ask.

This option is available only if Allow users to override blocked
categories is enabled.

Select how long users can override blocked categories.

This option is available only if Allow users to override blocked
categories is enabled and the Switch Duration is set to
Predefined.

Enable to block web sites when their SSL certificate CN field
does not contain a valid domain name.

Enable and then create or edit a URL filter. See Create or edit a
URL filter on page 283.
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Block malicious URLs discovered by
FortiSandbox

Content Filter

Rating Options

Allow websites when a rating error occurs

Rate URLs by domain and IP Address

Proxy Options
HTTP POST Action

Remove Cookies

API Preview

To use the API Preview:

Enable to block malicious URLs discovered by FortiSandbox.

Enable and then create or edit a content filter to block access to
web pages that include the specified patterns. See Create or
edit a content filter on page 284.

Enable to allow access to web pages that return a rating error
from the web filter service.

If your unit is temporarily unable to contact the FortiGuard
service, this setting determines what access the unit allows until
contact is re-established. If enabled, users will have full
unfiltered access to all web sites. If disabled, users will not be
allowed access to any web sites.

Enable to have the unit request site ratings by URL and IP
address separately, providing additional security against
attempts to bypass the FortiGuard Web Filter.

FortiGuard Web Filter ratings for IP addresses are not updated
as quickly as ratings for URLs. This difference can sometimes
cause the unit to allow access to sites that should be blocked or
to block sites that should be allowed.

Select whether to Allow or Block HTTP POST traffic. HTTP
POST is the command used by your browser when you send
information, such as a form you have filled-out or a file you are
uploading, to a web server.

Enable to filter cookies from web traffic. Web sites using cookies
might not function properly with this enabled.

The API Preview allows you to view all REST API requests
being used by the page. You can make changes on the page
that are reflected in the API request preview. This feature is not
available if the user is logged in as an administrator that has
read-only GUI permissions.

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is

being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.

w

4. Click Close to leave the preview.
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Using FortiGuard web filter categories to block child sexual abuse and terrorism

Web filter categories 83 (Child Sexual Abuse, formerly Child Abuse) and 96 (Terrorism) can be used to enforce blocking
and logging the Internet Watch Foundation (IWF) and Counter-Terrorism Internet Referral Unit (CTIRU) lists,
respectively.

To create a web filter profile to block the Child Sexual Abuse and Terrorism categories in the GUI:

Go to Security Profiles > Web Filter and click Create New.
Enter a name for the new filter.
Enable FortiGuard Category Based Filter.

o bh =

In the category table, in the Potentially Liable section, set the Action for the Child Sexual Abuse and Terrorism
categories to Block.

o

Configure the remaining settings as required.
6. Click OK.

To create a web filter profile to block category 83 (Child Sexual Abuse) in the CLI:

config webfilter profile
edit newfilter
config ftgd-wf
unset options
config filters

edit 83
set category 83

set action block
next

end
end
next
end

To test the web filter:

1. Use the web filter profile in a policy.

2. Onadevice that is connected through the FortiProxy unit and that uses the policy, visit the test URLs for each
category:
http://wfurltest.fortiguard.com/wftest/83.html
http://wfurltest.fortiguard.com/wftest/96.html

3. Login to the FortiProxy unit and go to Log & Report > Web filter to view the logs for the blocked websites.

Configuring user-name-only credential matching

To configure user-name-only credential matching:

config webfilter profile
edit "webfilter"
config ftgd-wf
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unset options

end
config antiphish
set status enable
set check-username-only enable
config inspection-entries
edit "cat34"
set fortiguard-category 34
set action block

next
end
set domain-controller "win2016"
end
set log-all-url enable
next

end

Configuring different custom pattern types for user names and passwords

To configure different custom pattern types for user names and passwords:

config webfilter profile
edit "webfilter"
config ftgd-wf
unset options

end
config antiphish
set status enable
config inspection-entries
edit "cat34"
set fortiguard-category 34
set action block
next
end
config custom-patterns
edit "qwer"
set type literal
next
edit "[0-6]Dat*"
next
edit "dauw9d"
set category password
set type literal
next
edit "[0-5]foo[1-4]"
set category password
next
end
set domain-controller "win2016"
end
set log-all-url enable
next
end
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In this example, the gwer and dauw9 entries use the literal type, while [0-6]Dat* and [0-5] foo[1-4] use the
default regex type.

Create or edit a URL filter

You can allow or block access to specific web sites by adding them to the URL filter list. You add the web sites by using
patterns containing text and regular expressions. The FortiProxy unit allows or blocks web pages matching any specified
URLSs or patterns and displays a replacement message instead.

s‘ ! ', Web site blocking does not block access to other services that users can access with a web
q browser. For example, web site blocking does not block access to ftp:/ftp.example.com.
- Instead, use firewall policies to deny ftp connections.

When adding a URL to the web site filter list, follow these rules:

» Type atop-level URL or IP address to control access to all pages on a web site. For example, www.example.com or

192.168.144.155 controls access to all pages at these web sites.

Enter a top-level URL followed by the path and file name to control access to a single page on a web site. For

example, www.example.com/monkey.html or 192.168.144.155/monkey.html controls access to the monkey page
on this web site.

To control access to all pages with a URL that ends with example.com, add example.com to the filter list. For
example, adding example.com controls access to www.example.com, mail.example.com,
www.finance.example.com, and so on.

Control access to all URLs that match patterns using text and regular expressions (or wildcard characters). For
example, example.* matches example.com, example.org, example.net and so on.

NP URLs with an action set to exempt or pass are not scanned for viruses. If users on the network
‘Q' download files through the FortiProxy unit from a trusted web site, add the URL of this web site
- to the URL filter list with an action to pass it, so the unit does not scan files downloaded from

- this URL.

To create a URL filter:

o Db =

Go to Security Profiles > Web Filter.

Click Create New or select a web filter profile and then click Edit.

Enable URL Filter.

In the URL Filter table, click Create New. The New URL Filter window opens.

Enter the URL to filter in the URL field. Enter a top-level domain suffix (for example, “com” without the leading
period) to block access to all web sites with this suffix.

Select the type of pattern to match: Simple, Reg. Expression, or Wildcard.
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7. Select the action to take when the pattern is matched:
» Exempt: Allow trusted traffic to bypass the antivirus proxy operations.

» Block: Block access to any URLs matching the URL pattern and display a replacement message.
SeeReplacement Messages on page 492.

» Allow: Allow access to any URL that matches the URL pattern.
» Monitor: Monitor traffic to and from URLs matching the URL pattern.
8. Enable or disable the status of the filter to make the filter active or inactive.
9. Enter the referrer host name.
10. Click OKto save the URL filter.
11. Click OKto save the changes to the web filter profile.

To edit a URL filter:

1. Go to Security Profiles > Web Filter.

2. Click Create New or select a web filter profile and then click Edit.

3. Inthe URL Filter table, double-click on a filter or select the filter and then click Edit in the toolbar.
4. Edit the filter settings as required.

5. Click OK to save your changes to the URL filter.

6. Click OK to save the changes to the web filter profile.

Create or edit a content filter
Content filters can be added or edited, as required.

To create a web content filter:

Go to Security Profiles > Web Filter.

Click Create New or select a web filter profile and then click Edit.
In the Static URL Filter section, enable Content Filter.

Select Create New.

Select the Pattern Type, either Wildcard or Regular Expression.
Enter the content Pattern to match.

Select the Language from the drop-down menu.

Select Block or Exempt.

Enable the Status.

Click OK.

© ©® NG RA~O®N-=

—

To edit a web content filter:

Go to Security Profiles > Web Filter.
Click Create New or select a web filter profile and then click Edit.
In the Static URL Filter section, enable Content Filter.

Select the content filter you want to edit and then click Edit from the toolbar. The Edit Web Content Filter window
opens.

o bd =

5. Edit the information as required and then click OK to apply your changes.
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FortiGuard filter

The FortiGuard filter enhances the web filter features by sorting billions of web pages into a wide range of categories that
users can allow or block.

The FortiGuard Web Filtering service includes over 45 million individual website ratings that apply to more than two
billion pages. When the FortiGuard filter is enabled in a web filter profile and applied to firewall policies, if a request for a
web page appears in traffic controlled by one of the firewall policies, the URL is sent to the nearest FortiGuard server.
The URL category or rating is returned. If the category is blocked, the FortiProxy shows a replacement message in place
of the requested page. If the category is not blocked, the page request is sent to the requested URL as normal.

To use this service, you must have a valid FortiGuard license.

The following actions are available:

FortiGuard web Description

filter action

Allow Permit access to the sites in the category.

Monitor Permit and log access to sites in the category. User quotas can be enabled for this option.
Block Prevent access to the sites in the category. Users trying to access a blocked site see a

replacement message indicating the site is blocked.

Warning Display a message to the user allowing them to continue if they choose.

Authenticate Require the user to authenticate with the FortiProxy before allowing access to the category or
category group.

Disable Remove the category from the from the web filter profile.

This option is only available for local or remote categories from the right-click menu.

FortiGuard web filter categories

FortiGuard has many web filter categories, including two local categories and a special remote category:

» All URL categories—See Web Filter Categories.
¢ Local categories— See Web Rating Overrides on page 323.
* Remote category

The priority of categories is local category > external category > FortiGuard built-in category. If a URL is configured as a
local category, it only follows the behavior of the local category and not the external or FortiGuard built-in category.

Blocking a web category

The following example shows how to block a website based on its category. The Information Technology category
(category 52) will be blocked.

To block a category in the GUI:

1. Goto Security Profiles > Web Filter and click Create New, or edit an existing profile.
2. Inthe FortiGuard category based filter section, select Information Technology, then click Block.
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3. Configure the remaining settings as needed.
4. Click OK.

To block a category in the CLI:

config webfilter profile
edit "webfilter"
config ftgd-wf
unset options
config filters
edit 1
set category 52
set action block
next
end
end
next
end

To verify that the category is blocked:

1. Go to a website that belongs to the blocked category, such as www.fortinet.com.
The page should be blocked and display a replacement message.

To view the log of a blocked website in the GUI:

1. GotoLog & Report > Security Events.
2. Click the Web Filter card name.
3. Select an entry with blocked in the Action column and click Details.

To view the log of a blocked website in the CLI:

# execute log filter category utm-webfilter
# execute log display

4: date=2023-08-08 time=13:25:31 eventtime=1691526331836645153 tz="-0700" logid="0316013056"
type="utm" subtype="webfilter" eventtype="ftgd blk" level="warning" vd="root" policyid=1
poluuid="4a4b9d00-e471-51led-71lec-cla3bc8f773c" policytype="policy" sessionid=254529
srcip=1.1.1.2 srcport=60836 srccountry="Australia" srcintf="internal7" srcintfrole="lan"
srcuuid="45eec070-e471-51ed-4b1c-930£37c5d882" dstip=44.240.173.227 dstport=443
dstcountry="United States" dstintf="wanl" dstintfrole="wan" dstuuid="45eec070-e471-51led-
4b1c-930£37c5d882" proto=6 service="HTTPS" hostname="www.fortinet.com" profile="default"
action="blocked" reqtype="direct" url="https://www.fortinet.com/" sentbyte=517 rcvdbyte=0
direction="outgoing" msg="URL belongs to a denied category in policy" ratemethod="domain"
cat=52 catdesc="Information Technology"

Allowing users to override blocked categories

There is an option to allow users with valid credentials to override blocked categories.
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To allow users to override blocked categories in the GUI:

1. Goto Security Profiles > Web Filter and click Create New, or edit an existing profile.
2. Enable Allow users to override blocked categories.
3. Enterinformation in the following fields:
» Groups that can override
 Profile name
» Switch applies to
» Switch Duration
4. Configure the other settings as needed.
5. Click OK.

To allow users to override blocked categories in the CLI:

config webfilter profile
edit "webfilter"
set ovrd-perm bannedword-override urlfilter-override fortiguard-wf-override
contenttype-check-override
config override
set ovrd-user-group "radius_ group"
set profile "webfilter"
end
config ftgd-wf
unset options
end
next
end

Issuing a warning on a web category

The following example shows how to issue a warning when a user visits a website in a specific category (Information
Technology, category 52).

To configure a warning for a category in the GUI:

1. Goto Security Profiles > Web Filter and click Create New, or edit an existing profile.
In the FortiGuard category based filter section, select Information Technology, then click Warning.
3. Setthe Warning Interval, then click OK.
The warning interval is the amount of time until the warning appears again after the user proceeds past it.
4. Configure the remaining settings as needed.
5. Click OK.

To configure a warning for a category in the CLI:

config webfilter profile
edit "webfilter"
config ftgd-wf
unset options
config filters
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edit 1
set category 52
set action warning

next

end
end
next
end

To verify that the warning works:

1. Go to a website that belongs to the category, such as www.fortinet.com.
2. Onthe warning page, click Proceed or Go Back.

Authenticating a web category

The following example shows how to authenticate a website based on its category (Information Technology, category
52).

To authenticate a category in the GUI:

Go to Security Profiles > Web Filter and edit or create a new web filter profile.

In the FortiGuard category based filter section, select Information Technology, then click Authenticate.
Set the Warning Interval and select one or more user groups, then click OK.

Configure the remaining settings as needed.

Click OK.
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To authenticate a category in the CLI:

config webfilter profile
edit "webfilter"
config ftgd-wf
unset options
config filters
edit 1
set category 52
set action authenticate
set auth-usr-grp "local_ group"
next
end
end
next
end

To verify that you have configured authentication:

1. Goto a website that belongs to the category, such as www.fortinet.com.
2. On the warning page, click Proceed.
3. Enter the username and password for the configured user group, then click Continue.
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Customizing the replacement message page

When the category action is Block, Warning, or Authenticate, you can customize the replacement message page that a
user sees.

To customize the replacement message page:

Go to Security Profiles > Web Filter and edit or create a new web filter profile.

In the FortiGuard category based filter section, right-click on a category and select Customize.
Select a Replacement Message Group. See Replacement Message Groups on page 500 for details.
Optionally, click Edit FortiGuard Block Page or Edit FortiGuard Warning Page to make modifications.
Click Save.

Configure the remaining settings as needed.

Click OK.

No ah~obdh-=

Video Filter

With the video filter profile, you can filter YouTube videos by channel ID for a more granular override of a single channel,
user, or video. The video filter profile is currently supported in proxy-based policies and requires SSL deep inspection.

To view available video filter profiles, go to Security Profiles > Video Filter.

Search Q
Name Comments Ref.

KA NewVideoFilter 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a video filter profile. See Create or edit a video filter profile on page 290.

Edit Modify the selected video filter profile. See Create or edit a video filter profile on
page 290.

Clone Make a copy of the selected video filter profile.

Delete Remove the selected video filter profile.

Search Enter a search term to find in the video filter profile list.

Name The name of the video filter profile.

Comments An optional description of the video filter profile.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.
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Create or edit a video filter profile

Click Create New to open the New Video Filter Profile window.

MNew Video Filter Profile

FortiProsxy
= FPXVUL2020052001

Mame

Comments | Write a comment... 4 0/255

Additional Information
@ FortiGuard Category Based Filter
@& AP| Preview

O Allow Monitor | | @ Block
Category = Action =
Mot Rated @& Monitor
Business @& Monitor
Entertainment @& Monitor
Games @& Monitor
Knowledge @& Monitor
Lifestyle @& Monitor
Music @& Monitor
MNews @& Monitor
People @& Monitor
. - —
YouTube

Channel override list

# Edit | | W Delete Search Q

Channel ID = Comments + Action =

Mo results

L0]

Select a video filter profile and then click Edit to open the Edit Video Filter Profile window.

Configure the following settings in the New Video Filter Profile window and then click OK:
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Name The name of the video filter profile.

Comments Optional description of thevideo filter profile.

FortiGuard category based Enable to use FortiGuard categories. If the device is not licensed for the

filter FortiGuard web-filtering service, traffic can be blocked by enabling this option.
Allow/Monitor/Block Select the action for each FortiGuard category: Allow, Monitor, or Block.
YouTube

Channel override list Create or edit a YouTube channel override list. See Create or edit a channel

override entry on page 292.

API Preview The API Preview allows you to view all REST API requests being used by the

page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1.

ol

Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.

Click Copy to Clipboard to copy the JSSON code shown on the preview screen to the clipboard.
Click Close to leave the preview.

To configure a video filter in the GUI:

config videofilter youtube-channel-filter

edit <identifier>

set name <string>
config entries
edit <identifier>
set action{allow | monitor | block}
set channel-id <string>
next
end

next
end

For example:

config videofilter youtube-channel-filter
edit 1
set name "channel filter"
config entries
edit 1
set action block
set channel-id "UCJHo4AuVomwMRzgkA5DQEOA"
next
end
next
end
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Create or edit a channel override entry
You can override the video filter with channel override entries.

To create a channel override entry:

Go to Security Profiles > Video Filter.

Click Create New or select a video filter profile and then click Edit.
Click Create New. The New Channel override Entry window opens.
Enter the YouTube channel ID.

Enter a description of the YouTube channel.

A

Select the action to take when the pattern is matched:
o Allow: Allow access to the YouTube channel.
e Monitor: Monitor traffic to and from the YouTube channel.

» Block: Block access to the YouTube channel and display a replacement message. SeeReplacement
Messages on page 492.

N

Click OK to save the channel override entry.

®

Click OK to save the changes to the video filter profile.

To edit a channel override entry:

Go to Security Profiles > Video Filter.

Click Create New or select a video filter profile and then click Edlt.
Select a channel override entry and then click Edit.

Edit the entry settings as required.

Click OK to save your changes to the channel override entry.

o g~ wbdh-=

Click OK to save the changes to the video filter profile.

DNS Filter

You can configure DNS filtering to allow, block, or monitor access to web content according to FortiGuard categories.
When DNS filtering is enabled, your FortiProxy unit must use the FortiGuard DNS service for DNS lookups. DNS lookup
requests sent to the FortiGuard DNS service return with an IP address and a domain rating that includes the FortiGuard
category of the web page.

If that FortiGuard category is set to block, the result of the DNS lookup is not returned to the requester. If the category is
set to redirect, then the address returned to the requester points at a FortiGuard redirect page.

You can also allow or monitor access based on the FortiGuard category.

To view available DNS filter profiles, go to Security Profiles > DNS Filter.
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+ Create New

Name

m default

Comments =

Default dns filtering.

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.

The following options are available:

Create New

Edit

Clone
Delete
Search
Name
Comments

Ref.

Create a DNS filter profile. See Create or edit a DNS filter profile on page 293.

Modify the selected DNS filter profile. See Create or edit a DNS filter profile on
page 293.

Make a copy of the selected DNS filter profile.
Remove the selected DNS filter profile.

Enter a search term to find in the DNS filter list.
The name of the DNS filter profile.

An optional description of the DNS filter profile.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit a DNS filter profile

Click Create New to open the New DNS Filter Profile window.
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Mewr DMS Filter Profile

FortiProxy
Mame B

Comments FE— @ FPXVUL2020052001
ommen amments A mjj

Redirect botnet C&C requests to Block Portal O

. Additional Information
Enforce "Safe Search’ on Google, Bing, YouTube

& APl Preview
@ FortiGuard Category Based Filter

@ allow | | ® Monitor | | @ Redirect to Block Portal

Mame § Action §

[E] Adult/Mature Content | ® 15

Alternative Beliefs & Monitor
Abortion a0 Monitor
Other Adult Materials @& Monitor
Advocacy Organizations & Monitor
Gambling & Monitor
Mudity and Risque & Monitor
Parnography & Monitor
Dating & Monitor

0% EB

Static Domain Filter

Cramain Filter _»
External IP Block Lists Ol
DMS Translation € O

Options
Redirect Portal IP Use FortiGuard Default ==y
0.0.0.0
Allow DMS requests when a rating error occurs B
Log all DMS gueries and responses _»
OK Cancel
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Configure the following settings and then click OK:

Name
Comments

Redirect botnet C&C requests
to Block Portal

Enforce 'Safe search’' on
Google, Bing, YouTube

Restrict YouTube Access

FortiGuard category based
filter

Allow/Monitor/Redirect to
Block Portal

Static Domain Filter

Domain Filter

External IP Block Lists

DNS Translation

Options
Redirect Portal IP

Allow DNS requests when a
rating error occurs

Log all DNS queries and
responses

API Preview

FortiProxy 7.2.8 Administration Guide
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The name of the DNS filter profile.
Optional description of the DNS filter profile.

FortiGuard Service continually updates the botnet C&C domain list. The botnet
C&C domain blocking feature can block the botnet website access at the DNS
name resolving stage. This provides additional protection for your network.

The DNS safe search option helps avoid explicit and inappropriate results in the
Google, Bing, and YouTube search engines. The FortiProxy responds with
content filtered by the search engine.

Select the Strict or Moderate level of restriction for YouTube access.

This option is available only if Enforce 'Safe search' on Google, Bing, YouTube is
enabled.

Enable if you want to use FortiGuard categories. If the device is not licensed for

the FortiGuard web-filtering service, traffic can be blocked by enabling this option.

Select the action for each FortiGuard category: Allow, Monitor, or Redirect to
Block Portal.

Enable to create or edit domain filters. See Create or edit a domain filter on page
296.

Enable to create or select a list of external IP addresses to block. See External
Connectors on page 581.

This setting allows you to translate a DNS resolved IP address to another IP
address you specify on a per-policy basis. See Create or edit a DNS translation
entry on page 297.

If you want the FortiProxy unit to use the portal IP address to replace the resolved

IP address in the DNS response packet, select Use FortiGuard Default or Specify.

If you select Specify, enter the portal IP address.

Enable to allow access to domains that return a rating error from the web filter
service.

If your unit is temporarily unable to contact the FortiGuard service, this setting
determines what access the unit allows until contact is re-established. If enabled,
users will have full unfiltered access to all domains. If disabled, users will not be
allowed access to any domains.

Enable if you want DNS queries and responses logged.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.
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To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
. Click Close to leave the preview.

Ao N

To edit a DNS filter profile:

1. Goto Security Profiles > DNS Filter.

2. Select the profile you want to edit and then click Edit from the toolbar or double-click on the profile name in the list.
The Edit DNS Filter Profile window opens.

3. Edit the information as required and then select OK to save your changes.

Create or edit a domain filter

The DNS static domain filter allows you to block, exempt, or monitor DNS requests by using IPS to look inside DNS
packets and match the domain being looked up with the domains on the static URL filter list. If there is a match the DNS
request can be blocked, exempted, monitored, or allowed.

If blocked, the DNS request is blocked and so the user cannot look up the address and connect to the site.

If exempted, access to the site is allowed even if another method is used to block it.

To create a domain filter:

1. Goto Security Profiles > DNS Filter.

2. Click Create New or select a DNS filter profile and then click Ediit.

3. Enable Domain Filter.

4. Inthe Domain Filtertable, select Create New. The Create Domain Filter window opens.
5

Enter the domain to filter in the Domain field. Enter a top-level domain suffix (for example, “com” without the leading
period) to block access to all web sites with this suffix.

6. Select the type of pattern to match: Simple, Reg. Expression, or Wildcard.
7. Select the action to take when the pattern is matched:
» Redirect to Block Portal: If a DNS query domain name rating belongs to the block category, the query is
blocked and redirected.
» Allow: Allow access to any domain that matches the domain pattern.
» Monitor: Monitor traffic to and from domains matching the domain pattern.
8. Enable or disable the status of the filter to make the filter active or inactive.
9. Click OK to save the domain filter.

10. Click OK to save the DNS filter profile.

To edit a domain filter:

1. Go to Security Profiles > DNS Filter.
2. Click Create New or select a DNS filter profile and then click Edit.
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Enable Domain Filter.

In the Domain Filter table, double-click on a filter or select the filter and then click Edit in the toolbar.
Edit the filter settings as required.

Click OK to save your changes to the domain filter.

Click OK to save the DNS filter profile.
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Create or edit a DNS translation entry

This setting allows you to translate a DNS resolved IP address to another IP address you specify on a per-policy basis.

For example, website A has a public address of 1.2.3.4. However, when your internal network users visit this website,
you want them to connect to the internal host 192.168.3.4. You can use DNS translation to translate the DNS resolved
address 1.2.3.4 t0 192.168.3.4. Reverse use of DNS translation is also applicable. For example, if you want a public
DNS query of your internal server to get a public IP address, then you can translate a DNS resolved private IP to a public
IP address.

To create a DNS translation entry:

Go to Security Profiles > DNS Filter and enable DNS Translation.

In the DNS Translation table, select Create New. The New DNS Translation window opens.

Select the type of IP address to translate, either IPv4 or IPv6.

In the Original Destination field, enter the domain's original IP address.

In the Translation Destination field, enter the IP address that you want used instead of the original IP address.
Enter the network mask.

Enable or disable the status.

Click OK to save the DNS translation entry.

Click OK to save the DNS filter profile.
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To edit a DNS translation entry:

Go to Security Profiles > DNS Filter and enable DNS Translation.

In the DNS Translation table, double-click on an entry or select an entry and then click Edit in the toolbar.
Edit the settings as required.

Click OK to save the DNS translation entry.

Click OK to save the DNS filter profile.

o Db =

Application Control

Using the Application Control feature, your FortiProxy unit can detect and take action against network traffic depending
on the application generating the traffic. Based on FortiProxy Intrusion Protection protocol decoders, application control
is a user-friendly and powerful way to use Intrusion Protection features to log and manage the behavior of application
traffic passing through the FortiProxy unit. Application control uses IPS protocol decoders that can analyze network
traffic to detect application traffic even if the traffic uses nonstandard ports or protocols. Application control supports
detection for traffic using HTTP protocol (versions 1.0, 1.1, and 2.0).
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The FortiProxy unit can recognize the network traffic generated by a large number of applications. You can create
application control sensors that specify the action to take with the traffic of the applications you need to manage and the
network on which they are active, and then add application control sensors to the firewall policies that control the network
traffic you need to monitor.

Fortinet is constantly adding to the list of applications detected through maintenance of the FortiGuard Application
Control Database. This database is part of the FortiGuard Intrusion Protection System Database because intrusion
protection protocol decoders are used for application control and both of these databases have the same version
number.

You can see the complete list of applications supported by FortiGuard Application Control on the FortiGuard site or
https://fortiguard.com/appcontrol. This web page lists all of the supported applications. You can select any application
name to see details about the application.

To view available application sensors, go to Security Profiles > Application Control.

+ Create New Search Q
Name Comments Ref.
IEE3A block-high-risk 0
m default Monitor all applications. 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an application sensor. See Create or edit an application sensor on page
298.

Edit Modify the selected application sensor. See Create or edit an application sensor
on page 298.

Clone Make a copy of the selected application sensor.

Delete Remove the selected application sensor.

Search Enter a search term to search the application sensor list.

Name The name of the application sensor.

Comments An optional description of the application sensor.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit an application sensor

To create an application sensor, click Create New.
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Mew Application Sensor

MName

Firmware & General Updates License
A Mot Licensed

23 Cloud Applications require deep inspection.
0 policies are using this profile.

Comments

Categories

« | All Catezories

fo
e
Lo R

Business (172, {6
Game (124)

Mobile (3)

P2P (85)

Remaote Access (91)

Web.Client (18}

I Metwork Protocol Enforcement

Application Control Signatures Package
@ Version 600741

| 0/255 R
Application Signatures
= View Application Signatures
Additional Information
@~ |Cloud.IT (31) @ AP| Preview

@~ |Prowy (104

@ ~ |Unknown Applications

Application and Filter Owverrides
* Create New || # Edit =
Priority Details Type Action
Mo results
L 0]
Opticns

Block applications detected on non-default ports € O

Allow and Log DS Traffic
quic €
Replacement Messages far HTTP-based Applications 0
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Configure the following settings and then select OK:

Name
Comments

Categories

Network Protocol
Enforcement

Application and Filter
Overrides

Allow and Log DNS Traffic

Block applications detected
on non-default ports

Quic
Replacement Messages for
HTTP-based Applications

View Application Signatures

API Preview

FortiProxy 7.2.8 Administration Guide
Fortinet Inc.

The name of the application sensor.
Optional description of the application sensor.

Select an action for All Categories or for each category of applications:

» Monitor—This action allows the targeted traffic to continue on through the
FortiProxy unit but logs the traffic for analysis.

e Allow—This action allows the targeted traffic to continue on through the
FortiProxy unit.

e Block—This action prevents all traffic from reaching the application and logs
all occurrences.

* Quarantine—This action allows you to quarantine or block access to an
application for a specified duration that can be entered in days, hours, and
minutes. The default is 5 minutes.

You can also select View Signatures or View Cloud Signatures to see a list of
signatures for some categories.

Enable and configure network services on certain ports and determine the
violation action. SeeCreate or edit a default network service on page 301.
Protocol enforcement allows you to configure networking services (for example,
FTP, HTTP, and HTTPS) on known ports (for example, 21, 80, or 43). For
protocols that have not been added to the allowlist for certain ports, the IPS
engine performs the violation action to block, allow, or monitor that traffic.

Application overrides allow you to choose individual applications. To add an
application override, see Add or edit an application override on page 302.

Filter overrides can be added based on behavior, application category, popularity,
protocol, risk, technology, or vendor subtypes. To add a filter override, see Add or
edit a filter override on page 302.

Enable to allow DNS traffic.

For monitor and allow actions, applications are blocked if they are detected on
nondefault ports (as defined in FortiGuard application signatures).

Block actions still block all traffic for the application, regardless of port.

Select Allow if you want the FortiProxy unit to inspect Google Chrome packets for
a QUIC header. Select Block to force Google Chrome to use HTTP2/TLS 1.2.

Enable to display replacement messages for HTTP-based applications.

Select to see a list of predefined application signatures. To create an application
signature, see Create or edit an application signature on page 318.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.
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To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

N

Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
Click Close to leave the preview.

o

To edit an application sensor:

1. From the application sensor list, select the sensor that you need to edit and then click Edit from the toolbar or
double-click on the sensor name in the list. The Edit Application Sensor window opens.

2. Edit the information as required and then select OK to save your changes.

Create or edit a default network service

Protocol enforcement allows you to configure networking services (e.g. FTP, HTTP, HTTPS) on known ports (e.g. 21,
80, 443). For protocols that are not allowlisted under select ports, the IPS engine performs the violation action to block,
allow, or monitor that traffic.

This feature can be used in the following scenarios:

» When one protocol dissector confirms the service of network traffic, protocol enforcement can check whether the
confirmed service is allowlisted under the server port. If it is not allowlisted, the traffic is considered a violation and
IPS can take the action specified in the configuration (block or monitor it).

* When there is no confirmed service for the network traffic, the traffic is considered a service violation if IPS
dissectors rule out all of the services enforced under its server port.

In an applicable profile, a default-network-service list can be created to associate well known ports with accepted
services.

Default network services can be added or edited, as required.

To create a default network service:

Go to Security Profiles > Application Control.

Click Create New or select an application sensor and then click Edit.

Enable Network Protocol Enforcement.

In the Network Protocol Enforcement section, select Create New.

Enter a port number.

Enter one or more protocols to allow on the specified port.

Select to block or monitor protocols that are not specified in the Enforce protocols field.
Click OK.

© No ok~ wDdhd-=

To edit a default network service:

1. Goto Security Profiles > Application Control.
2. Click Create New or select an application sensor and then click Edit.
3. Enable Network Protocol Enforcement.
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4. Select the default network service that you want to edit and then click Edit from the toolbar. The Edit Default
Network Service window opens.

5. Edit the information as required and then click OK to apply your changes.

Add or edit an application override
Application overrides can be added or edited as required.

To add predefined signatures:

Go to Security Profiles > Application Control.

Click Create New or select an application sensor and then click Edit.

In the Application and Filter Overrides section, click Create New.

Select Application for the override type.

Select the action to take: Monitor, Allow, Block, or Quarantine.

Use the search field to narrow down the list of possible signatures by a series of attributes.
Click OK.

No o bkowobh-=

To edit a predefined signature:

—

Go to Security Profiles > Application Control.
2. Click Create New or select an application sensor and then click Edit.

In the Application and Filter Overrides section, select the application override to edit and then click Edit from the
toolbar.

4. Edit the information as required and then click OK to apply your changes.

w

Add or edit a filter override
Filters overrides can be added or edited as required.

To create a filter override:

Go to Security Profiles > Application Control.

Click Create New or select an application sensor and then click Edit.

In the Application and Filter Overrides section, click Create New.

Select Filter for the override type.

Select the action to take: Monitor, Allow, Block, or Quarantine.

. Use the search field to narrow down the list of possible filters by a series of attributes.
Click OK.
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To edit a filter override:

1. Go to Security Profiles > Application Control.

2. Click Create New or select an application sensor and then click Edit.

3. Inthe Application and Filter Overrides section, select the filter override to edit and then click Edit from the toolbar.
4. Edit the information as required and then click OK to apply your changes.
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Intrusion Prevention

The Intrusion Prevention System (IPS) combines signature detection and prevention with low latency and excellent
reliability. With intrusion protection, you can create multiple IPS sensors, each containing a complete configuration
based on signatures. Then, you can apply any IPS sensor to any security policy.

This section describes how to configure the Intrusion Prevention settings.

To view available IPS sensors, go to Security Profiles > Intrusion Prevention.

Search Q
Name = Comments = Ref. =
all_default All predefined signatures with default setting. 0
all_default_pass All predefined signatures with PASS action. 0
default Prevent critical attacks. 0
high_security Blocks all Critical/High/Medium and some Low severity vulnerabilities 0
protect_client Protect against client-side vulnerabilities. 0
protect_email_server Protect against email server-side vulnerabilities. 0
protect_http_server Protect against HTTP server-side vulnerabilities. 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an |IPS sensor. See Create or edit an IPS sensor on page 303.

Edit Modify the selected IPS sensor. See Create or edit an IPS sensor on page 303.
Clone Make a copy of the selected IPS sensor.

Delete Remove the selected IPS sensor.

Search Enter a search term to find in the IPS sensor list.

Name The name of the IPS sensor.

Comments An optional description of the IPS sensor.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit an IPS sensor

The Intrusion Prevention System (IPS) combines signature detection and prevention with low latency and excellent
reliability. With intrusion protection, you can create multiple IPS sensors, each containing a complete configuration
based on signatures. Then, you can apply any IPS sensor to any security policy.

IPS sensors can be added, edited, cloned, and deleted as required.

To create an IPS sensor, go to Security Profiles > Intrusion Prevention and click Create New.
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New IPS Sensor

Name

Comments Writeacomment..  Jmmee | e

#0255
Block malicious URLs (b PSS

= View IPS Signatures

IPS Signatures and Filters

Additional Information

=+ Create New

@& API Preview
Details Exempt IPs Action Packet Logging
Mo results
(0]
Botnet C&C
Scan QOutgoing Connections to Botnet Sites Block = Monitor
Configure the following settings and then select OK to save your changes:

Name The name of the IPS sensor.
Comments Optional description of the IPS sensor.
Block malicious URLs Enable this setting to block malicious URLs that FortiSandbox finds. Your

FortiProxy unit must be connected to a registered FortiSandbox.

IPS Signatures and Filters Add or edit an IPS signature or filter. See Add or edit an IPS signature or

filter on page 305.

While individual signatures can be added to a sensor, a filter allows you to
add multiple signatures to a sensor by specifying the characteristics of the

signatures to be added.

Scan Outgoing Connections to Select Block or Monitor to enable botnet blocking across all traffic that
Botnet Sites matches the policy.
View IPS Signatures Select to see a list of predefined IPS signatures. To create an IPS

signature, see Create or edit an IPS signature on page 322.

API Preview The API Preview allows you to view all REST API requests being used by
the page. You can make changes on the page that are reflected in the API
request preview. This feature is not available if the user is logged in as an

administrator that has read-only GUI permissions.
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To use the API Preview:

1.

Lol

Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
Click Close to leave the preview.

To edit an IPS sensor:

1.

2,

From the IPS sensor list, select the sensor that you need to edit and then click Edit from the toolbar or double-click
on the sensor name in the list. The Edit IPS Sensor window opens.

Edit the information as required and then select OK to save your changes.

Add or edit an IPS signature or filter

You can add or edit IPS signatures and filters.

To create a filter:

© NG h~LON-=

Go to Security Profiles > Intrusion Prevention.

In the IPS Signatures and Filters section, select Create New.

In the Add Signatures window, select Filter.

For the action, select Allow, Monitor, Block, Reset, Default, or Quarantine.

Enable or disable packet logging.

Enable the status to make the filter active.

Use the Filter field to select filters.

Use the search field to narrow down the list of possible signatures by a series of attributes.
Click OK.

To create a signature:

Nooabkobdh-=

Go to Security Profiles > Intrusion Prevention.

In the IPS Signatures and Filters section, select Create New.

In the Add Signatures window, select Signature.

For the action, select Allow, Monitor, Block, Reset, Default, or Quarantine.
Enable or disable packet logging.

Enable the status to make the filter active.

Select Default or Specify for the rate-based settings. If you select Specify, enter the number of incidents per minute
in the Threshold field, enter the number of seconds after which the block will be removed in the Duration (seconds)
field, and select whether the rate-based settings use the source IP address, the destination IP address, or any IP
address.

If you want to exempt certain IP addresses from the signature, click Edit IP Exemptions and add the source IP
address and netmask and the destination IP address and netmask.

Use the search field to narrow down the list of possible signatures by a series of attributes.
Click OK.
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To edit a filter or signature:

1. Go to Security Profiles > Intrusion Prevention.
2. Inthe IPS Filters section, select the filter or signature that you want to edit and then click Edit from the toolbar.
3. Editthe information as required and then select OK to apply your changes.

File Filter

The file filter allows the FortiProxy unit to block files passing through based on file type based on the file's metadata only
and not on file size or file content. A DLP sensor must be configured to block files based on size or content, such as SSN
numbers, credit card numbers, or regular expression pattern. The file filter can be applied directly to firewall policies.

To view available file filter profiles, go to Security Profiles > File Filter.

Search Q

Name Comments Ref.

“ default File type inspection. 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a file filter profile. See Create or edit a file filter profile on page 306.

Edit Modify the selected file filter profile. See Create or edit a file filter profile on page
306.

Clone Make a copy of the selected file filter profile.

Delete Remove the selected file filter profile.

Search Enter a search term to find in the file filter profile list.

Name The name of the file filter profile.

Comments An optional description of the file filter profile.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Scan Archive Contents Whether the scanning of archive contents has been enabled or disabled.

Create or edit a file filter profile

Click Create New to open the New File Filter Profile window.
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New File Filter Profile

Name ) )
, FPXVUL2020052001
Comments Nrite a comment... £ 0/255
Scan archive contents @O Additional Information
@ AP| Preview

Rules

Search Q

Rule Comments Traffic Protocols Match Files Action File Types

Mo results

Select a file filter profile and then click Edit to open the Edit File Filter Profile window.

Configure the following settings in the New File Filter Profile window and then click OK:

Name The name of the file filter profile.

Comments Optional description of the file filter profile.

Scan archive contents Enable if you want the archive contents to be scanned.

Rules Create or edit file filter rules. See Create or edit a file filter rule on page 308.
API Preview The API Preview allows you to view all REST API requests being used by the

page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

w
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Create or edit a file filter rule

You can create or edit rules for the file filter profile.

To create a file filter rule:

© NSO OD-=

-
e

11.
12,

Go to Security Profiles > File Filter.
Click Create New or select a file filter profile and then click Edit.
In the Rules table, select Create New. The Create New File Filter Rule window opens.
Enter the name of the file filter rule.
Enter an optional description of the file filter rule.
Select one or more protocols.
Select Incoming, Outgoing, or Both.
Enable Password-protected only if you want to just match password-protected files.
Select the file types to match.
Select the action to take when the rule is matched:
» Block: Block access to any file that matches the rule.
» Monitor: Monitor traffic to and from files matching the rule.
Click OK to save the file filter rule.
Click OK to save the file filter profile.

To edit a file filter rule:

I o

Go to Security Profiles > File Filter.
Click Create New or select a file filter profile and then click Edit.

In the Rules table, double-click on a rule or select the rule and then click Edit in the toolbar.

Edit the rule settings as required.
Click OK to save your changes to the file filter rule.
Click OK to save the file filter profile.

SSL/SSH Inspection

Secure sockets layer (SSL) content scanning and inspection allows you to apply antivirus scanning, web filtering, and

email filtering to encrypted traffic. You can apply SSL inspection profiles to firewall policies.

Deep inspection (also known as SSL/SSH inspection) is typically applied to outbound policies where destinations are

unknown. Depending on your policy requirements, you can configure the following:

Which CA certificate will be used to decrypt the SSL encrypted traffic
Which SSL protocols will be inspected

Which ports will be associated with which SSL protocols for inspection
Whether or not to allow invalid SSL certificates

Whether or not SSH traffic will be inspected

Which addresses or web category allowlists can bypass SSL inspection
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SSL/SSH inspection profile

To view the available SSL/SSH inspection profiles, go to Security Profiles > SSL/SSH Inspection.

Name ¥ Read Only + Comments + Ref. &
abc 1
certificate-inspection a Read-only 551 handshake inspection profile. 1
custom-deep-inspection Customizable deep inspection profile. 0
deep-inspection ] Read-only deep inspection profile. 1
no-inspection a Read-only profile that does no inspection. 0
profilel 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an SSL/SSH inspection profile. See Create or edit an SSL/SSH inspection
profile on page 309.

Edit Modify the selected SSL/SSH inspection profile. See Create or edit an SSL/SSH
inspection profile on page 309.

Clone Make a copy of the selected SSL/SSH inspection profile.

Delete Remove the selected SSL/SSH inspection profile.

Search Enter a search term to find in the SSL/SSH inspection profile list.

Name The name of the SSL/SSH inspection profile.

Read Only The certificate-inspection, deep-inspection,and no-inspection

profiles are read only and cannot be edited.
Comments An optional description of the SSL/SSH inspection profile.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit an SSL/SSH inspection profile

The FortiProxy unit includes four preloaded SSL/SSH inspection profiles, three of which are read-only and can be
cloned:

e certificate-inspection
e deep-inspection

e no-inspection
The custom-deep-inspection profile can be edited, or you can create your own SSL/SSH inspection profiles.

To create an SSL/SSH inspection profile, go to Security Profiles > SSL/SSH Inspection and click Create New.

FortiProxy 7.2.8 Administration Guide 309
Fortinet Inc.



Security Profiles

ey SELS5H) Inspection Profile

Mama
Comments | Wiribe s comment... s V255

=]

551 Irspection Options

Encbia 351 inspaction of Mt ple Chents Connecting o Muliple Seners. e —
B AP Previes

Protecting 55 Server

Irsp=ctionmethad SRl Certificste Irespaction [ETIEER S e ]

O cmrtificate ¥ Fartinet CA_S5L = || & Download
Biocied certificates € o [EEEY | = View Blocemd Cartiicates
Untnusted SEL certificates m Block | Ipnore | | = View Trusted Cés List
Sarver certificats S chack € EE8 5ot | Disase

Erforoe SEL ciphar compliancs [ ]
Erforoe S50 nezpdiztion compliance O
RPC ovemr HTTPS [ ]

Protocsl Port Mepping

Insp=ct zll parts (¥

HTTRS L
SMTPS 0 485
POP35 | 95
IMARE | a3
FTFS L 4

Exempt from 550 Inspaction

Reputable websites @ (O

WWan catmpories Fnanoeznd Ezanking k]
Health and Wallrness x
Personel Privacy k]
+
Adcresses +
Log S5L sv=mptions & ]
55H | nspection Options
ZEH cempscan (W
Comman Cptiors
Irvvlisd S5L cmrtifistas Ao | Bloc |
Expired cartificatas Keap Untrustes & Alloyy Q0= Trost 5 &lloer
Rmyoiond cartificates Keap Untrustes & Allowy Qe Trost S &lloer
Walidation timed-out certificates Block | Trust & allow
Walidation failed certificates Keep Untrusies S Aoy Q= Trust Sallow

Log 551 smormalies ] [

. -

Configure the following settings and then click OK to save your changes:

Name

Comments

SSL Inspection Options
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Fortinet Inc.

Give the profile an easily identifiable name that references its intent.

Enter any additional information that might be needed by administrators, as a
reminder of the profile’s purpose and scope. This setting is optional.
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Enable SSL Inspection of

Server certificate

Inspection Method

CA Certificate

Blocked certificates

Untrusted SSL certificates

Server certificate SNI check

Enforce SSL cipher
compliance

Enforce SSL negotiation
compliance

RPC over HTTPS
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» Muiltiple Clients Connecting to Multiple Servers—Select this option for
generic policies where the destination is unknown. The Exempt from
SSL Inspection and Common Options options are only available with this
option enabled.

e Protecting SSL Server—Select this option when setting up a profile
customized for a specific SSL server with a specific certificate.

Click + and select a certificate or click Create to import a certificate.
This option is available only when Protecting SSL Server is selected.

This option is available only when Multiple Clients Connecting to Multiple Servers
is selected.
o SSL Certificate Inspection—Only inspects the certificate, not the contents of
the traffic.

* Full SSL Inspection—Inspects all of the traffic.

Select a CA certificate from the drop-down menu or select Download
Certificate.You need to have the certificate installed in your browser, or you might
see certificate warnings.

This option is available only when Multiple Clients Connecting to Multiple Servers
is selected.

The FortiProxy unit receives Botnet C&C SSL connections from FortiGuard that
contain SHA1 fingerprints of malicious certificates. By default, these certificates
are blocked. Click View Blocked Certificates to see a detailed list.

Configure the action to take when a server certificate is not issued by a trusted
CA.
« Allow: Allow the untrusted server certificate. This is the default value.
 Block: Block the session.

* Ignore: This option is for Full SSL inspection only. It re-signs the server
certificate as trusted. When configured in the GUI for certificate inspection, it
has no effect, and the setting is not saved.

Click View Trusted CAs List to see a list of the factory bundled and user imported
CAs that are trusted by the FortiProxy unit.

Check the SNI in the hello message with the CN or SAN field in the returned
server certificate.
¢ Enable: If mismatched, use the CN in the server certificate to do URL
filtering.
 Strict: If mismatched, close the connection.
e Disable: Server certificate SNI check is disabled.

Enable to enforce SSL cipher compliance.

Enable to enforce SSL negotiation compliance.

Enable to allow RPC over HTTPS.
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Protocol Port Mapping

Exempt from SSL Inspection

Reputable Websites
Web Categories

Addresses

Log SSL exemptions
SSH Inspection Options
SSH Deep Scan

Common Options

Invalid SSL Certificates

Expired certificates

Revoked certificates

Validation timed-out

certificates

Validation failed certificates

Log SSL anomalies

API Preview
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To optimize the resources of the unit, enable or disable the mapping and
inspection of protocols. The default port numbers are automatically filled in, but
you can change them.

Exempt web categories or specific addresses from SSL inspection. This section is
available only when Multiple Clients Connecting to Multiple Servers and a
protocol under Protocol Port Mapping are enabled.

Enable this option to exempt any websites identified by FortiGuard as reputable.

By default, the categories of Finance and Banking, Health and Wellness, and
Personal Privacy have been added because they are most likely to require a
specific certificate.

Click + to add web categories to be exempt from SSL inspection.
Click + to add web addresses to be exempt from SSL inspection.

Enable this option to log all SSL exemptions.

Enable to perform SSH deep scan and then enter the SSH port to use for the SSH
deep scan.

This section is available only when Multiple Clients Connecting to Multiple
Servers is selected.

» Select Allow to allow traffic with invalid certificate.
» Select Block to block traffic with an invalid certificate.
e Select Custom to display more options.

Select the action to take when the server certificate is expired. The default action
is block.

This option is available only when Custom is selected.

Select the action to take when the server certificate is revoked. The default action
is block.

This option is available only when Custom is selected.

Select the action to take when the server certificate validation times out. The
default action is to keep untrusted and allow.

This option is available only when Custom is selected.

Select the action to take when the server certificate validation fails. The default
action is block.

This option is available only when Custom is selected.

Enable this option to record traffic sessions containing untrusted or expired
certificates.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.
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To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

ol

I\I SSL options can be configured in SSL/SSH profiles even when the protocol is disabled

HTTP/2 support in SSL inspection

Security profiles can perform SSL inspection on HTTP/2 traffic that is secured by TLS 1.2 or 1.3 using the Application-
Layer Protocol Negotiation (ALPN) extension.

To set the ALPN support:

config firewall ssl-ssh-profile
edit <profile>
set supported-alpn {all | httpl-1 | http2 | none}
next
end

Multiple certificates can be defined in an SSL profile in replace mode

Multiple certificates can be defined in an SSL inspection profile in replace mode (Protecting SSL Server). This allows
multiple sites to be deployed on the same protected server IP address, and inspection based on matching the SNI in the
certificate.

When the FortiProxy unit receives the client and server hello messages, it will compare the SNI and CN with the
certificate list in the SSL profile, and use the matched certificate as a replacement. If there is no matched server
certificate in the list, the first server certificate in the list is used as a replacement.

To configure an SSL profile in replace mode with multiple certificates:

config firewall ssl-ssh-profile
edit "multi-cert"
set server-cert-mode replace
set server-cert "bbb" "aaa"
next
end

To configure a policy that uses the SSL profile:

config firewall policy
edit 1
set name "multi-cert"
set srcintf "porte"
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set
set
set
set
set
set
set
set
set
set
set
next
end

Results

If the Server Name Identification (SNI) matches the Common Name (CN) in the certificate list in the SSL profile, then the

dstintf "portll"

srcaddr
dstaddr

action

"all"
"all"
accept

schedule "always"

service

"ATL"™

utm-status enable
ssl-ssh-profile "multi-cert"
av-profile "default"
webfilter-profile "default"
logtraffic all

FortiProxy unit uses the matched server certificate.

If the Server Name Identification (SNI) does not match the Common Name (CN) in the certificate list in the SSL profile,
then the FortiProxy unit uses the first server certificate in the list.

DNS inspection with DoT and DoH

DNS over TLS (DoT) and DNS over HTTPS (DoH) are supported in DNS inspection. The WAD is able to handle DoT and

DoH and redirect DNS queries to the DNS proxy for further inspection.

To configure DNS inspection of DoT and DoH queries in the CLI:

1. Configure the SSL-SSH profile:

config firewall ssl-ssh-profile

edit

next
end

"ggl"

set
set
set
set
set
set
set
set
set
set

end

config dot

status deep-inspection
client-certificate bypass
unsupported-ssl-version block
unsupported-ssl-cipher allow

unsupported-ssl-negotiation allow

expired-server-cert block
revoked-server-cert block
untrusted-server-cert allow
cert-validation-timeout allow
cert-validation-failure block

2. Configure the DNS filter profile:

config dnsfilter profile
"dnsfilter"

edit

config ftgd-dns

config filters

edit 1
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set category 30
set action block
next
end
end
set block-botnet enable
next
end

3. Configure the firewall policy:

config firewall policy
edit 1
set srcintf "portl"
set dstintf "port3"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set utm-status enable
set profile-protocol-options "protocol"
set ssl-ssh-profile "ssl1"
set webfilter-profile "webfilter"
set dnsfilter-profile "dnsfilter"
next
end

Client authentication with an SSL client certificate for the Original Content Server

FortiProxy can provide a client certificate for authentication to the Original Content Server on behalf of a user.
To use the SSL client certificate for server authentication:

» Set the client certificate to inspect underthe config https command.
» Set the status of the SSL client certificate to keyring-1list or ca-sign.

e The keyring-1ist setting matches the user name to the Common Name of the SSL client certificate in the
keyring list for authenticated users. See SSL Keyring on page 93.

« The ca-sign setting provides an SSL client certificate signed by a configured CA for authenticated users. The
signed client certificate has the Common Name set to the authenticated user’s user name.
By default, the status of the SSL client certificate is set to do-not-of fer, which means that the SSL client
certificate is not provided.

To provide an SSL client certificate from the keyring list:

config firewall ssl-ssh-profile
edit <profile name>
config https
set client-certificate inspect
end
config ssl-client-certificate
set status keyring-list
set keyring-list <keyring list used to find client certificate>
end
next
end
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To provide an SSL client certificate signed by a CA:

config firewall ssl-ssh-profile
edit <profile name>
config https
set client-certificate inspect
end
config ssl-client-certificate
set status ca-sign
set caname <CA certficate used to sign client certificate>
end
next
end

Use the FortiProxy CLI to specify which keyring list to use for the SSL client certificate. The universally unique identifiers
(UUIDs) are automatically assigned. See SSL Keyring on page 93 for information about uploading keyring lists.

To specify the keyring list to use for the SSL client certificate:

config firewall ssl keyring-list
edit <keyring list used to find client certificate>
next

end

Disable IP-based URL rating

You can disable IP-based URL rating for SSL-exemption and proxy-address objects. By default, IP -based URL rating is
enabled.

To configure IP-based URL rating in an SSL/SSH inspection profile:

config firewall ssl-ssh-profile
edit <name>
set ssl-exemption-ip-rating {enable | disable}
next
end

To configure IP-based URL rating in web proxy settings:

config firewall profile-protocol-options
edit <protocol>
config http
set address-ip-rating {enable | disable}
end
next
end

Application Signatures

The FortiProxy predefined signatures cover common attacks. If you use an unusual or specialized application or an
uncommon platform, add custom signatures based on the security alerts released by the application and platform
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vendors.

You can create custom IPS signatures and custom application signatures to further extend protection. For example, you
can use custom IPS signatures to protect unusual or specialized applications or even custom platforms from known and
unknown attacks.

All custom signatures follow a particular syntax. Each begins with a header and is followed by one or more keywords. A
custom signature definition is limited to a maximum length of 512 characters. A definition can be a single line or span
multiple lines connected by a backslash (\) at the end of each line.

A custom signature definition begins with a header, followed by a set of keyword/value pairs enclosed by parenthesis [(
)]- The keyword and value pairs are separated by a semicolon (;) and consist of a keyword and a value separated by a
space. The following is the basic format of a definition:

HEADER (KEYWORD VALUE;)

You can use as many keyword/value pairs as required within the 512-character limit.

To view the available custom application signatures, go to Security Profiles > Application Signatures and click Signature.
Custom application signatures are listed under a separate heading in the table. To create a custom application
signature, see Create or edit an application signature on page 318.
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To view the available custom application groups, go to Security Profiles > Application Signatures and click Group.To
create a custom application group, see Create or edit an application group on page 319.

Create or edit an application signature

If you have to detect an application that is not already in the application list, you can create an application signature:

1. Goto Security Profiles > Application Signatures and select Create New > Custom Application Signature. You can
also go to Security Profiles > Application Control, click Create New, click View Application Signatures, and select
Create New > Custom Application Signature.

2. Enter a name (no spaces) for the application signature in the Name field.
3. Enter a brief description in the Comments field.
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4. Enter the text for the signature in the Signature field. The syntax for signatures is described in Valid syntax on page
319.

5. Click OK.

You can edit application signatures that you have created. Select the application signature and then click Edit.

Valid syntax

The following table shows the valid characters and basic structure. For details about each keyword and its associated
values, see Custom signature keywords on page 613.

Field Valid Characters Usage

HEADER F-SBID The header for an attack definition signature.
Each custom signature must begin with this
header.

KEYWORD Each keyword must start with a pair of dashes (--) The keyword identifies a parameter.

and consist of a string of 1 to 19 characters.

Normally, keywords are an English word or English
words connected by an underscore (_). Keywords
are case insensitive.

VALUE Double quotes (") must be used around the value if ~ The value is set specifically for a parameter
it contains a space and/or a semicolon (;). If the identified by a keyword.
value is NULL, the space between the KEYWORD
and VALUE can be omitted. Values are case
sensitive.

NOTE: If double quotes are used for quoting the
value, the double quotes are not considered as part
of the value string.

Create or edit an application group

When creating an application group, you can now define the application group by protocols, risk, vendor, technology,
behavior, popularity, and category.

To create an application group in the CLI:

config application group
edit <name>

set comment <string>
set type {application | filter}
set application <application ID>
set category <2 | 3 | 5-8 | 12 | 15 | 17 | 21-23 | 25 | 26 | 28-32>
set risk <1-5>
set protocols <0-47 | all>
set vendor <0-25 | all>
set technology <all | 0-4>
set behavior <all | 2 | 5 | 6 | 9>
set popularity <1-6>
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next
end

To create an application group:

Go to Security Profiles > Application Signatures.
Select Create New > Application Group.

Enter a group name.

Select the group type, either Application or Filter.
Click + to add members to the group.

Enter an optional description of the group.

Click OK.

No ok obdh-=

To edit an application group:

Go to Security Profiles > Application Signatures.
Select Group.

Select a group name and click Edit.

Make your changes.

Click OK.

o obd-=

IPS Signatures

The FortiProxy predefined signatures cover common attacks. If you use an unusual or specialized application or an
uncommon platform, add custom signatures based on the security alerts released by the application and platform
vendors.

You can create custom IPS signatures and custom application signatures to further extend protection. For example, you
can use custom IPS signatures to protect unusual or specialized applications or even custom platforms from known and
unknown attacks.

All custom signatures follow a particular syntax. Each begins with a header and is followed by one or more keywords. A
custom signature definition is limited to a maximum length of 512 characters. A definition can be a single line or span
multiple lines connected by a backslash (\) at the end of each line.

A custom signature definition begins with a header, followed by a set of keyword/value pairs enclosed by parenthesis [(
). The keyword and value pairs are separated by a semicolon (;) and consist of a keyword and a value separated by a
space. The following is the basic format of a definition:

HEADER (KEYWORD VALUE;)

You can use as many keyword/value pairs as required within the 512-character limit.

To view the available custom IPS signatures, go to Security Profiles > IPS Signatures. Custom IPS signatures are listed
under a separate heading inthe table.
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Severity Target Qs
& High W Server B Windows
[ Critical O Client O Linuwx
142 1 9 - [ Medium 2 340 1 E MacOs
Total . Low Total . All
M Information M ESD

“ & Solaris
+ CreateNew | & Edit | [ Delete Search Q,  Extended Package @

Name = Severity = Target = 0s< Action = CVE-ID =

[E] 1ps signature '

2Wire Wireless.Router. XSRF.Password... Server Linux @ Block CVE-2007-4387
Client

3CX.Phone.SystemVAD_Deploy.Arbitr... mEmm Server Windows @ Block

3Com.3CDaemon.FTPServerBuffer.O... mEmEm Server Windows @ Block CVE-2005-0277

3Com.3CDaemon.FTP.Server.Informati... mHE Client Windows @ Block CVE-2005-0278

3Com.Intelligent.Management.Center.|... Server Windows @ Block

3Com.OfficeConnect. ADSLWireless.Fi... Server Linux @ Block

3Com.OfficeConnect.Utility CGLLRemo... EEEE Server Linux @ Block

3D.Life.PlayerWebPlayer.ActiveX.Cont... EEEE Client Windows @ Block

35-PocketnetVMS. ActiveX.Control.Bu... Client Windows @ Block CVE-2014-9263

3ivi MPEG4.File.Processing.BufferOv... mEEEE Client Windows @ Block CVE-2007-6401

4D.WebStar.FTP.Command.Buffer.Ove... mEEE Server Windows @ Block CVE-2004-0695

4DWebStarTomcat.Plugin.Remote.Buf... Server Windows @ Block CVE-2005-1507

7-Zip.RAR.Solid.Compression.Remote... HEEE Server Windows @ Block CVE-2018-10115
Client

74CMS.Config.Controller.Remote.Cod... EEEEE Server Windows @ Block CVE-201%-10634

Linux

To create a custom IPS signature, see Create or edit an IPS signature on page 322.

Highlight of on-hold IPS signatures

IPS signatures that are on hold (administrator-added delay for activation time) are highlighted in the GUI as follows:

« On-hold signatures are grayed out with an hourglass icon beside the signature name.

» The signature tooltip displays the on hold expiry time.

» Users can still use on-hold signatures in an IPS sensor profile; however, the profile will not block matching traffic. It
will monitor it instead (logging in effect) until the on hold time expires.

After a hold time is configured in the CLI, go to Security Profiles > IPS Signatures. Hover over the grayed-out entry to
view the tooltip, which includes the action and hold time expiry.
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The same tooltip is available on the Edit IPS Sensor (Security Profiles > Intrusion Prevention) page when creating or
editing the IPS signatures. In the Add Signatures pane when the Type is Signature, on-hold signatures are only
displayed as on hold if override-signature-hold-by-idis enabled.

Create or edit an IPS signature
You can create an IPS signature.

To create an IPS signature:

1. Go to Security Profiles > IPS Signatures and click Create New. You can also go to Security Profiles > Intrusion
Prevention, click Create New, click View IPS Signatures, and click Create New.

2. Enter a name (no spaces) for the IPS signature in the Name field.
3. Enter a brief description in the Comments field

4. Enter the text for the signature in the Signature field. The syntax for signatures is described in Valid syntax on page
322.

5. Click OK.

You can also edit IPS signatures that you have created. Select the IPS signature and then click Edit.

Valid syntax

The following table shows the valid characters and basic structure. For details about each keyword and its associated
values, see Custom signature keywords on page 613.

Field Valid Characters Usage

HEADER F-SBID The header for an attack definition signature.
Each custom signature must begin with this
header.

KEYWORD Each keyword must start with a pair of dashes (--) The keyword identifies a parameter.

and consist of a string of 1 to 19 characters.

Normally, keywords are an English word or English
words connected by an underscore (_). Keywords
are case insensitive.

VALUE Double quotes (") must be used around the value if ~ The value is set specifically for a parameter
it contains a space and/or a semicolon (;). If the identified by a keyword.
value is NULL, the space between the KEYWORD
and VALUE can be omitted. Values are case
sensitive.
NOTE: If double quotes are used for quoting the
value, the double quotes are not considered as part
of the value string.
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Web Rating Overrides

This feature allows you to override the FortiGuard web filtering. You can change the rating for a web site and control
access to the site without affecting the rest of the sites in the original category.

To override the FortiGuard web rating, go to Security Profiles > Web Rating Overrides.

=+ Create New | & Edit

www.newest.com
[=] File Sharing and Storage @

www.newwebratingoverride.com

il Delete

Status~ | % Custom Categories Search Q

Status = Comments %

@ Enable 0

@ Enable 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.

The following options are available:

Create New

Edit

Delete
Status

Custom Categories

Search

Show original categories

URL
Status
Comments

Ref.

Override Category
Original Category
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Create a web rating override. See Create or edit a web rating override on page
324.

Modify the selected web rating override. See Create or edit a web rating override
on page 324.

Remove the selected web rating override.
Select Enable or Disable to make the override active or inactive.

Select to create a custom category for groups of URLs. See Create or edit a
custom category on page 325.

Enter a search term to find in the web rating override list.

Enable to add the Original Category column, which shows the categories that are
being overridden.

The URL of a web site.
Whether the override is enabled or disabled.
An optional description of the web rating override

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

The new category for the web site.

The category that the web site originally belonged to.
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Create or edit a web rating override

Click Create New to open the New Web Rating Override window.

New Web Rating Override

LRL Lookup rating FortiProxy
=5 FPX4HETA18000002
Cannot lookup rating as the Webfilter service is
currently not running. Select a Webfilter profilein a Additional Information
firewall policy in order to start the service.
@ AP| Preview
Comments | Write acomment... 40/255
QOverride to
Category Potentially Liable -
Sub-Category | Drug Abuse hd

To open the Edit Web Rating Override window, select a web rating override from the list and then click Edit.

Configure the following settings and then click OK to save your changes:

URL Enter the URL of a website.

Lookup Rating Click to find the FortiGuard rating if it exists for the URL you entered.
Comments Enter an optional description of the web rating override.

Category Select the new category for the website.
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Sub-Category Select a more narrowly defined option within the category that you selected for the
website.
API Preview The API Preview allows you to view all REST API requests being used by the

page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

To use the API Preview:

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.
Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

w

Create or edit a custom category

Click Custom Categories to open the Custom Categories window.

+ Create New Search Q

Name Number of Override URLs Mumber of Web Filter Profile References Status
custom1 0 0 @ Enable
custom?2 0 0 @ Enable

To create a category for a group of web sites:

Go to Security Profiles > Web Rating Overrides.

Click Custom Categories. The Custom Categories window opens.
Click Create New.

Enter the name of the custom category.

Click Enable to make the custom category active.

Click OK.

AN

To use the new category, select the Custom Categories category in the New Web Rating Override window or the Edit
Web Rating Override window. The new categories are listed in the Sub-Category drop-down menu.

To edit a custom category, select a category from the list and then click Edit.

Web Profile Overrides

Administrators can grant temporary access to sites that are otherwise blocked by a web filter profile. You can grant
temporary access to a user, user group, or source IP address. You can set the time limit by selecting a date and time.
The default is 15 minutes.
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When the administrative web profile override is enabled, a blocked access page or replacement message does not
appear, and authentication is not required.

To override the web filter profile, go to Security Profiles > Web Profile Overrides.

+ Create New Search Q

Initiator Scope Original Profile MNew Profile Status Expires

]
& admin & guest E=3 default EZ= monitor-all @ Enable 2021/09/01 11:10:15

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a web profile override. See Create or edit a web profile override on page
326.

Edit Modify the selected web profile override. See Create or edit a web profile override
on page 326.

Delete Remove the selected web profile override.

Search Enter a search term to find in the web profile override list.

Initiator The user who created the web profile override.

Scope The scope is a user, a user group, or a source |IP address.

Original Profile The web filter profile that is being overridden.

New Profile The web filter profile that is overriding the original web filter profile.

Status Whether the override is enabled or disabled.

Expires The day and time when the override ends.

Create or edit a web profile override

Click Create New to open the New Administrative Override window.
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Mew Administrative Override

ortiProxy
Scope range User group  Source IP '
=% FPX4HETA18000002
User w | TRt
Original profile v Additional Information
N ofil v
ewpromie @& AP| Preview
Expires 08/11/2021 04:44 pM (O

Status Disable

To open the Edit Administrative Override window, select a web profile override from the list and then click Edit.

Configure the following settings and then click OK to save your changes:

Scope range Select one of the following scope ranges:

e User: Authentication for permission to override is based on whether or not
the user is using a specific user account.

e User group: Authentication for permission to override is based on whether or
not the user account supplied as a credential is a member of the specified
user group.

e Source IP: Authentication for permission to override is based on the IP
address of the computer that was used to authenticate. This would be used
for computers that have multiple users. For example, if a user logs on to the
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User

User group

Source IP

Original profile

New profile

Expires
Status

API Preview

References

Edit in CLI

To use the API Preview:

computer, engages the override by using their credentials, and then logs off,
anyone who logs on with an account on that computer would be using the
alternate override web filter profile.

If you selected User for the scope range, select or create the user. See Create a
user on page 414.

If you selected User group for the scope range, select or create the user group.
See Create or edit a user group on page 420.

If you selected Source IP for the scope range, enter the source IP address.

Select or create a web filter profile to override. See Create or edit a web filter
profile on page 277.

Select or create a web filter profile that will override the original web filter profile.
See Create or edit a web filter profile on page 277.

Select the date and time when the override ends.
Enable to make the override active.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

Click to open the object usage page to show which other configuration are
referencing the object.

Click to open a CLI console window to view and edit the setting in the CLI. If there
are multiple CLI settings on the page, the CLI console shows the first setting.

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

2. Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.

w

Profile Groups

Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.
4. Click Close to leave the preview.

Profile groups are used to group security profiles of different types together, and can be used in policies instead of

individual profiles.

To create a profile group in the GUI:

1. Goto Security Profiles > Profile Groups and click Create New.

2. Enter a name for the group.

3. Select the Protocol Options from the drop-down list.
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4. Enable the required profile types and select a profile for each.

Create profile group

Name ProfileGroup

Protocol Options default - @ AP| Preview

AntiVirus © [ default -
Web Filter @

VideoFilter @

DNSFilter ©  [ES default

Application Control @ | [ default
IPS © high_security
SSL/SSH Inspection certificate-inspection

R IR R ]

File Filter [ o]
icap > + Creste
I derauit &
5. Click OK.

To create a profile group in the CLI:

config firewall profile-group
edit <name>

set profile-protocol-options <options>
set ssl-ssh-profile {certificate-inspection | custom-deep-inspection | deep-

inspection | no-inspection}
set av-profile <profile>
set ila-profile <profile>
set webfilter-profile <profile>
set dnsfilter-profile <profile>
set emailfilter-profile <profile>
set dlp-sensor <sensor>
set file-filter-profile <profile>
set ips-sensor <sensor>
set application-list <list>
set icap-profile <profile>
set cifs-profile <profile>
set videofilter-profile <profile>
set ssh-filter-profile <profile>

next
end

To use a profile group in a policy:

config firewall policy
edit <policy>
set profile-type group
set profile-group <group>
next
end

Data Leak Prevention

The data leak prevention (DLP) system allows you to prevent sensitive data from leaving your network. After sensitive
data patterns are defined, data matching the patterns will either be blocked or logged and then allowed.
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The DLP system is configured by creating filters based on various attributes and expressions within DLP sensors and
then assigning the sensors to security policies.

DLP can also be used to prevent unwanted data from entering your network and to archive content passing through the
FortiProxy device.

A DLP sensor is a package of filters. To use DLP, select and enable a DLP sensor in a security policy. The traffic
controlled by the security policy will be searched for the patterns defined in the filters contained in the DLP sensor.
Matching traffic will be passed or blocked according to the filters.

To view available DLP sensors, go to Security Profiles > Data Leak Prevention.

+ Create New Search Q

Name = Comments = Ref. =
m Content_Archive
m Content_Summary
IEX) Credit-Card
m Large-File
m SSN-Sensor Match SSN numbers but NOT WebEx invite emai...
m default Default sensor.

Lon R s B e I e T o N o N

m sniffer-profile Log a summary of email and web traffic.

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a DLP sensor. See Create or edit a DLP sensor on page 331.

Edit Modify the selected DLP sensor. See Create or edit a DLP sensor on page 331.
Clone Make a copy of a DLP sensor.

Delete Remove the selected DLP sensor.

Search Search for text in any column.

Name The name of the DLP sensor.

Comments Optional description of the sensor.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

DLP Log Logging when data matches the configured patterns is enabled or disabled.
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Create or edit a DLP sensor

To configure a DLP sensor, go to Security Profiles > Data Leak Prevention and click Create New.

New DLP Sensor

Name
Comments

DLP Log ©

Rules

=+ Create New

Name

Nrite a comment...

FortiProx

= FPX4HETA18000002

40/255
Additional Information

@& AP| Preview

T
T
T

[ %]

earch Q

Protocol Severity filter-by Specified File Types

No results

Configure the following settings and select OK to save your changes:

Name
Comments
DLP Log

Rules

To create a DLP sensor:

Enter he name of the DLP sensor.
An optional description of the DLP sensor.
Enable if you want a log entry when data matches the configured patterns.

Create or edit DLP filter rules. See Create or edit a DLP filter rule on page 333.

1. Goto Security Profiles > Data Leak Prevention and click Create New. The New DLP Sensor window opens.
2. Enter a name for the new sensor in the Name field and, optionally, enter a description of the sensor in the

Comments field.

3. Enable DLP Log if you want a log entry when data matches the configured patterns.
4. Add DLP filter rules to the sensor. See Create or edit a DLP filter rule on page 333.
5. Click OK to create the new sensor.
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To edit a DLP sensor:

Go to Security Profiles > Data Leak Prevention.

Select a DLP sensor and then click Edit. The Edit DLP Sensor window opens.

Edit the DLP sensor name and comments as required.

Enable or disable DLP Log.

Edit, create, or delete DLP filter rules as required. See Create or edit a DLP filter rule on page 333.
Click OK to save your changes.

o g wbh-=

DLP archiving

DLP is typically used to prevent sensitive information from getting out of your company network, but it can also be used
to record network use. This is called DLP archiving. The DLP engine examines email, FTP, NNTP, and web traffic.
Enabling archiving for rules when you add them to sensors directs the FortiProxy unit to record all occurrences of these
traffic types when they are detected by the sensor.

Because the archive setting is configured for each rule in a sensor, you can have a single sensor that archives only the
things you want.

You can archive Email, FTP, HTTP, and session control content:

« Email contentincludes IMAP, POP3, and SMTP sessions. Email content can also include email messages tagged
as spam by Email filtering. If your unit supports SSL content scanning and inspection, email content can also
include IMAPS, POP3S, and SMTPS sessions.

e HTTP contentincludes HTTP sessions. If your unit supports SSL content scanning and inspection HTTP content
can also include HTTPS sessions.

DLP archives are saved to a FortiAnalyzer unit or the FortiGuard Analysis and Management Service (subscription
required).

You can use DLP archiving to collect and view historical logs that have been archived to a FortiAnalyzer unit or the
FortiGuard Analysis and Management Service. DLP archiving is available for FortiAnalyzer when you add a
FortiAnalyzer unit to the Fortinet configuration. The FortiGuard Analysis server becomes available when you subscribe
to the FortiGuard Analysis and Management Service.

Two sample DLP sensors are provided with DLP archiving capabilities enabled. If you select the Content Summary
sensor in a security policy, it will save a summary DLP archive of all traffic the security policy handles. Similarly, the
Content_ Archive sensor will save a full DLP archive of all traffic handled the security policy you apply it to. These two
sensors are configured to detect all traffic of the supported types and archive them.

NOTE: You can see these sensors in the GUI but the configuration is only visible through the CLI; DLP archiving is set in
the CLI only.

To enable the DLP archiving:

config dlp sensor
edit <name of sensor>
set summary-proto smtp pop3 imap http-get http-post ftp nntp mapi cifs
next
end
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Create or edit a DLP filter rule

Each DLP sensor must have one or more DLP filter rules configured within it. Filters can examine traffic for the following:

« Known files using DLP fingerprints

» Files of a particular name or type

Files larger than a specified size

» Data matching a specified regular expression

« Traffic matching an advanced or compound rule

File filters allow you to block files based on their file names and types. When a file filter list is applied to a DLP sensor
filter, the network traffic is examined against the list entries, and, if the sensor filter is triggered, the predefined action is
taken by the DLP sensor filter.

The general steps for configuring filters are as follows:

1. Create a DLP sensor.
2. Add DLP filter rules to filter either messages or specific file types.
3. Select the DLP sensor in a security policy.

To create a DLP filter rule in the GUI:
Select Create New to open the Create New DIp Filter Rule window.

Create New Dlp Filter Rule

MName

Severity Medium -

Type message

Filter By Match Credit Card Numbers hd

Protocols © +

Action @ LogOnly @ Block Quarantine IP Address

To open the Edit Dip Filter Rule window, select a filter and then click Edit.

Configure the following settings in the Create New DIp Filter Rule window or the Edit Dip Filter Rule window and then
click OK.

Name Enter a name for the DLP filter rule.
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Severity Select a severity for the DLP filter rule: Information, Low, Medium, High, or
Critical.

Type Select File or message to filter based on file attributes or to filter for specific
messages.

Filter By Select the filter from the drop-down list.

Regular Expression

File Pattern
File Size

Company ldentifier

Enter the pattern that network traffic is examined for. See Regular expressions on
page 338.

Select or create a DLP file pattern. See File types on page 338.
Enter the maximum file size in kilobytes. See File size on page 336.

Enter the company identifier. The company identifier is to make sure that you are
only blocking watermarks that your company has placed on the files, not
watermarks with the same name by other companies. See Watermarking on page
338.

Protocols Select one or more protocols that the filter will examine. This allows resources to
be optimized by only examining relevant traffic. The available protocols are
HTTP-POST, IMAP, MAPI, NNTP, POP3, and SMTP.

Action Select an action to take if the filter is triggered. Available actions are Allow, Log
Only, Block, and Quarantine IP Address.

Allow No action is taken when the filter is triggered.

Log Only When the filter is triggered, the match is logged, but no other action is taken.

Block Traffic matching the filter is blocked and replaced with a replacement message.

Quarantine IP Address

Basic DLP filter types

See Replacement Messages on page 492.

Block access for any IP address that sends traffic matching the filter. The IP
address is added to the banned user list, and an appropriate replacement
message is sent for all connection attempts until the quarantine time expires.

Enter the amount of time that the IP address will be quarantined for (>= 1 minute).

You can configure four basic filter types:

o Filetypes
¢ File size

¢ Regular expression
¢ Creditcard and SSN

File type and name

A file type filter allows you to block, allow, log, or quarantine based on the file type specified in the file filter list.
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To configure file type and name filtering using the CLI:

1. Create afile pattern to filter files based on the file name patter or file type:
config dlp filepattern
edit <filepattern entry integer>
set name <string>
config entries
edit <file pattern>
set filter-type <type | pattern>
set file-type <file type>
next
end
next
end

For example, to filter for GIFs and PDFs:
config dlp filepattern
edit 11
set name “sample config”
config entries
edit "*.gif"
set filter-type pattern
next
edit "pdf"
set filter-type type
set file-type pdf
next
end
next
end

2. Attach the file pattern to a DLP sensor, and specify the protocols and actions:
config dlp sensor
edit <string>
config filter
edit <integer>
set name <string>
set proto {smtp | pop3 | imap | http-get | http-post | ftp | nntp | mapi}
set filter-by file-type
set file-type 1 <-- Previously configured file pattern

set action {allow | log-only| block | quarantine-ip}
next

end
next
end

To configure file type and name filtering using the GUI:

Go to Security Profiles > Data Leak Prevention.

Click Create New. The New DLP Sensorwindow opens.

Click Create New in the Rules table. The Create New Dip Filter Rule window opens.
Set Type to File and select Match a DLP File Pattern.

Select or create a file pattern. See Create or edit a DLP file pattern on page 340.
Click + and select one or more protocols from the side pane.

o g~ wbdh-=
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7. Select the action.
8. Click OK to save the new filter.

File size

A file size filter checks for files that exceed the specific size, and performs the DLP sensor's configured action on them.

To configure file size filtering using the CLI:

config dlp sensor
edit <string>
config filter
edit <integer>
set name <string>
set proto {smtp | pop3 | imap | http-get | http-post | ftp | nntp | mapi}
set filter-by file-size <-- Match any file over with a size over the threshold
set file-type 1 <-- Previously configured file pattern
set action {allow | log-only| block | quarantine-ip}
next
end
next
end

To configure file size filtering using the GUI:

Go to Security Profiles > Data Leak Prevention.

Click Create New. The New DLP Sensorwindow opens.

Click Create New in the Rules table. The Create New Dip Filter Rule window opens.
Set Type to File and select Match Any File Over Size.

Enter the maximum file size, in kilobytes, in the File Size field.

Click + and select one or more protocols from the side pane.

Select the action.

© No gk Dd-=

Select one of and then click OK.

Regular expression

A regular expression filter is used to filter files or messages based on the configured regular expression pattern.

To configure regular expression filtering using the CLI:

config dlp sensor
edit <string>
config filter
edit <integer>
set name <string>
set type {file | message} <-- Check contents of a file or of messages, web pages,
and so on
set proto {smtp | pop3 | imap | http-get | http-post | ftp | nntp | mapi}
set filter-by regexp <-- Use a regular expression to match content

set regexp <regexp> <-- Input a regular expression pattern
set action {allow | log-only| block | quarantine-ip}
next
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end
next
end

To configure regular expression filtering using the GUI:

Go to Security Profiles > Data Leak Prevention.

Click Create New. The New DLP Sensor page opens.

Click Create New in the Rules table. The Create New Dip Filter Rule window opens.

For filtering regular expressions in files, set Type to File. For filtering in messages, set Type to message.
Select Match a Regular Expression.

Enter the regular expression string in the Regular Expression field.

Click + and select one or more protocols from the side pane.

Select the action.

Click OK.

© XNk ODN-=

Credit card and SSN

The credit card sensor can match the credit card number formats used by American Express, Mastercard, and Visa. It
can be used to filter files or messages.

The SSN sensor can be used to filter files or messages for Social Security Numbers.

To configure credit card or SSN filtering using the CLI:

config dlp sensor
edit <string>
config filter
edit <integer>
set name <string>
set type {file | message} <-- Check contents of a file, or of messages, web
pages, etc.
set proto {smtp | pop3 | imap | http-get | http-post | ftp | nntp | mapi}
set filter-by < credit-card | ssn > <-- Match credit cards or social security
numbers
set action {allow | log-only| block | quarantine-ip}
next
end
next
end

To configure credit card or SSN filtering using the GUI:

Go to Security Profiles > Data Leak Prevention.

Click Create New. The New DLP Sensor page opens.

Click Create New in the Rules table. The Create New Dip Filter Rule window opens.
For filtering in files, set Type to File. For filtering in messages, set Type to message.
Select Match Credit Card Numbers or Match Social Security Numbers.

o g~ wbdh-=

Click + and select one or more protocols from the side pane.
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7. Select the action.
8. Click OK.

Regular expressions

Network traffic is examined for the pattern described by the regular expression specified in the DLP sensor filters.
Fortinet uses a variation of the Perl Compatible Regular Expressions (PCRE) library. For some examples of Perl
expressions, see Perl regular expressions on page 604. For more information about using Perl regular expressions, go
to http://perldoc.perl.org/periretut.html.

By adding multiple filters containing regular expressions to a sensor, a dictionary can be developed within the sensor.
The filters can include expressions that accommodate complex variations of words or target phrases. Within the
sensors, each expression can be assigned a different action, allowing for a very granular implementation.

File types

Archive (7z)
Archive (arj)
Archive (bzip)
Archive (bzip2)
Archive (cab)
Archive (gzip)
Archive (Izh)
Archive (rar)
Archive (tar)
Archive (xz)
Archive (zip)
Audio (avi)
Audio (mp3)
Audio (wav)
Audio (wma)
Batch File (bat)
BMP Image (bmp)

Common Console Document
(msc)
Encoded Data (base64)

Watermarking

Watermarking is essentially marking files with a digital pattern to mark the file as being proprietary to a specific company.
Fortinet provides a Linux-based utility that applies a digital watermark to files. The utility adds a small (approximately 100

Encoded Data (binhex)
Encoded Data (mime)
Encoded Data (uue)
Executable (elf)

Executable (exe)

GIF Image (gif)

HTML Application (hta)

HTML File (html)

Ignored File Type (ignored)
Java Application Descriptor (jad)
Java Class File (class)

Java Compiled Bytecode (cod)
JavaScript File (javascript)
JPEG Image (jpeg)

Microsoft Active Mime Object
(activemime)

Microsoft Office (msoffice)
Microsoft Office (msofficex)

Packer (aspack)

Packer (fsg)

Packer (petite)

Packer (upx)

PalmOS Application (prc)

PDF (pdf)

PNG Image (png)

Real Media Streaming (rm)
Symbian Installer System File (sis)
TIFF Image (tiff)

Torrent (torrent)

Unknown File Type (unknown)
Video (mov)

Video (mpeg)

Windows Help File (hip)
Windows Installer Package (msi)

bytes) pattern to the file that is recognized by the DLP watermark filter. The pattern is invisible to the end user.
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When watermarking a file, verify that the pattern matches a category found on the FortiProxy firewall. For example, if you
are going to watermark a file with the sensitivity level of “Secret” you should verify that “Secret” is a sensitivity level that
has been assigned in the FortiProxy unit.

Company identifier and sensitivity
The company identifier is to make sure that you are only blocking watermarks that your company has placed on the files,
not watermarks with the same name by other companies.

If you are using watermarking on your files, you can use the watermark sensitivity filter to check for watermarks that
correspond to sensitivity categories that you have set up.

Software versions

Before planning on using watermarking software it is always best to verify that the software will work with your OS.
Currently, the only utility available to watermark files is a Linux-based command line tool. It is available for download
from the Fortinet Customer Service & Support website, with a valid support contract and access to the site. To access
the file:

1. Signinto the Fortinet Customer Service & Support website.

2. Go to https://support.fortinet.com/Download/Firmwarelmages.aspx.
3. Navigate to the image file path for WATERMARK.

4. Download the fortinet-watermark-linux.out file.

File types

The watermark utility does not work with every file type. The following file types are supported by the watermark tool: .txt;
.pdf; .doc; .xlIs; .ppt; .docx; pptx; and, .xlIsx.

Syntax of the watermark utility

The tool is executed in a Linux environment by passing in files or directories of files to insert a watermark.
Usage:

watermark linux amd64 <options> -f <file name> -i <identifier> -1 <sensitivity level>
watermark linux amd64 <options> -d <directory> -i <identifier> -1 <sensitivity level>

Options:

-h print help
-I inplace watermarking (do not copy file)
-o output file (or directory in directory mode)
-e encode <to non-readable>
-i add watermark identifier
-1 add watermark sensitivity level
-D delete watermark identifier
-L delete watermark sensitivity level

FortiProxy 7.2.8 Administration Guide 339

Fortinet Inc.


https://support.fortinet.com/
https://support.fortinet.com/
https://support.fortinet.com/Download/FirmwareImages.aspx

Security Profiles

DLP File Pattern

DLP file patterns match selected file types and file patterns. They are used as DLP filter rules in DLP sensors.

To view available DLP file patterns, go to Security Profiles > DLP File Pattern.

1D Name Comments Ref.

1 builtin-patterns 0

%]

all_executables 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a DLP file pattern. See Create or edit a DLP file pattern on page 340.

Edit Modify the selected DLP file pattern. See Create or edit a DLP file pattern on page
340.

Delete Remove the selected DLP file pattern.

ID Identifier for the DLP file pattern.

Name The name of the DLP file pattern.

Comments An optional description of the DLP file pattern.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit a DLP file pattern
You can create or edit DLP file patterns.

To create a DLP file pattern:

Go to Security Profiles > DLP File Pattern.

Click Create New. The Create DLP File Pattern window opens.
Enter an identifier for the DLP file pattern.

Enter a name for the DLP file pattern.

Enter an optional description of the DLP file pattern.

Select one or more file types.

Enter one or more file patterns.

Click OK to save the DLP file pattern.

© No kb=
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To edit a DLP file pattern:

Go to Security Profiles > DLP File Pattern.
Select a DLP file pattern and then click Edit.
Edit the settings as required.

o=

Click OK to save your changes to the DLP file pattern.

Isolator Setting - NEW

Configure the default isolator profile and/or configure the action to perform on rating requests for isolator sessions that
do not match any existing policies (unmatched-session) or have missing information (defective-session).

Default Isolator Profile © hd

Defective Session use-default-profile E Block

Unmatched Session use-default-profile E Elock
Apply

To configure isolator settings in the GUI, go to Security Profiles > Isolator Setting, configure the following options, and
click Apply.

Default Isolator Profile Select a profile that will used when no policy is matched. You can select an
existing isolator profile from the list or create a new one. By default, no profile is
selected.

Defective Session Select the action to perform on rating requests for isolator sessions that do not

match any existing policies.
« Use the action defined in the default isolator profile.
¢ Bypass defective sessions
» Block defective sessions

Unmatched Session Select the action to perform on rating requests for isolator sessions that have
missing information.

¢ Use the action defined in the default isolator profile.
» Bypass unmatched sessions
* Block unmatched sessions

To configure isolator settings in the CLI, use the config isolator settingcommand.
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Content Analyses

Content Analysis Service is an automated computer vision Al that detects visual threats including pornography,
extremism, and graphic violence. Content Analysis empowers your application with Al content moderation that
recognizes threats in images.

Internet Content Adaptation Protocol (ICAP) allows for the offloading of certain processes to a separate server so that
your FortiProxy firewall can optimize its resources and maintain the best level of performance possible.

This section covers the following topics:

» Image Analysis on page 342

» ICAP Profile on page 345

o ICAP Remote Server on page 350

« |CAP Load Balancing on page 352

o ICAP Local Server on page 353

o ICAP scanning with FTP on page 356

Image Analysis

Content Analysis is a licensed feature, powered by Al that detects visual threats including pornography, extremism,
graphic violence, and other inappropriate Not Safe for Work (NSFW) visual content. This service is a real-time analysis
of the content passing through the FortiProxy unit. The Content Analysis Service uses advanced artificial intelligence
that delivers unparalleled accuracy with near zero false positives, all in a matter of milliseconds. After inappropriate
NSFW content is detected, such content can be optionally blocked or reported. Unlike early heuristic-based technologies
the Al-powered Content Analysis Service has been extensively trained and developed, and more NSFW-relevant Threat
Categories are being added as they become available.

In general, the procedure is similar to the HTTP antivirus scanning procedure.

When a client HTTP requests an image, the HTTP header content-type determines the image type. Then the WAD
process holds the image content from the server for scanning before sending it to the client.

If the scan results are larger than the configurable threshold, the requested image is blocked, and the client receives a
replacement image. This replacement image keeps the same image type and size if you enable the option to re-size
images. The FortiProxy unit stores the results to improve performance for future requests.

The default settings provide a good balance, but they might require some adjustment in some instances.

To use Content Analysis, you need to set up at least one profile and apply it to a policy. Content Analysis profiles are
configured under Content Analyses > Image Analyses.

+ Create New
Name Image Skip Size Rating Error Action Comments Ref.
default 1 Pass Analyze image content 0
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Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.

The following options are available:

Create New

Edit

Delete
Name

Image Skip Size

Rating Error Action

Comments

Ref.

Create a Content Analysis profile. See Create or edit an Image Analysis profile on
page 343.

Modify the selected Content Analysis profile. See Create or edit an Image
Analysis profile on page 343.

Remove the selected Content Analysis profile.
The name of the Content Analysis profile.

Enter a value between 0 and 2,048.

This value represents the size of image that will be skipped by the image scan
unit, in kilobytes. Images that are too small are difficult to scan and are more likely
to be rated incorrectly by the image scan engine.

The default value is 1.

Set to either Pass or Block the image when it exceeds the rating threshold. The
defaultis Pass.

An optional description of the Content Analysis profile.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Validating Content Analysis

You can use the following debug commands to validate the service licensing and image cache:

get system fortiguard—Display licensing information.

diagnose test application wad 143—Displayimage cache.

diagnose test application wad 144—Clearimage cache.

You need a license to display and clear the image cache; otherwise, these commands are not available.

Create or edit an Image Analysis profile

Select Create New to open the Create Image Analysis Profile window.
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Create Image Analysis Profile

Name

Comments

Image Skip Size @ 1
Image SkipWidth @ | 30
Image Skip Height & 30

Rating Error Action Pass

Replace Image @

Log Option Violation

Saving Blocked Images

Block Strictness Level €

Alcohol @ Allow @ Moritor

Drugs @ Allow @ Monitor

Pomn @ Allow @ Moritor

Swim Underwear | @ Allow @ Monitor

Extremism LW @ Deny
Gambling LY @ Deny
Gore LY @ Deny
Weapons LW @ Deny

Additional Information

To open the Edit Image Analysis Profile window, select a profile and then click Edit.

Configure the following settings and then click OK:

Name

Comments

Image Skip Size

Image Skip Width

Image Skip Height

Rating Error Action

Replace Image

Log Option

Saving Blocked Images
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Enter a name for this profile.
Optional description of the profile.

Enter a value between 0 and 2,048.

This value represents the image size that will be skipped by the image scan unit,
in kilobytes. Images that are too small are difficult to scan and are more likely to
be rated incorrectly by the image scan engine.

The default value is 1.

This value represents the image width that will be skipped by the image scan unit,
in pixels. Images that are too small are difficult to scan and are more likely to be
rated incorrectly by the image scan engine.

The default value is 30 pixels; the minimum value is 5 pixels.
This value represents the image height that will be skipped by the image scan

unit, in pixels. Images that are too small are difficult to scan and are more likely to
be rated incorrectly by the image scan engine.

The default value is 30 pixels; the minimum value is 5 pixels.

Set to either Pass or Block the image when it exceeds the rating threshold.
The default is Pass.

Select a replacement image. NOTE: The file type must be . jpeg.

To specify the replacement image, go to System > Replacement Messages and
select Manage Images.

Select All to log all content or Violation to log content that exceeds any of the
strictness levels.

Enable to save blocked images.
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Block Strictness Level

Alcohol

Drugs

Extremism

Gambling

Gore

Porn

Swim Underwear

Weapons

For each category, select to Allow, Deny, or Monitor content that exceeds the
strictness level, and set the level between 0 and 100.

The higher the image score, the more chance of the image being explicit. The
challenge with this setting is that if you set it too high, it will block legitimate
images. If you set it too low, it will allow explicit images through. If the image score
is above this setting, the Rating Error Action is taken.

The default value is 30.

The alcohol category is designed to identify images containing alcoholic brands
and beverages, people drinking alcohol, frat parties, keg stands, bars and
nightclubs, party aftermaths, shots, beer pong, kegs, and plastic cups associated
with drinking.

The drugs category is designed to identify images containing illegal and legal
drugs, drug use, drug paraphernalia, and plants and symbols relating to drugs.

The extremism category is designed to identify images containing terrorist
militants, beheadings, executions, propaganda, acts of terrorism, KKK rallies,
Hitler, insignia related to Nazism, KKK, ISIS, and white supremacy icons.

The gambling category is designed to identify images containing gambling.

The gore or graphic violence category is designed to identify images containing
gore, graphic violence, self-harm, suicide, horrific imagery, bloody wounds,
accident victims, shooting victims, beatings, mutilation, decapitation, and images
that contain blood and guts.

The pornography category is designed to identify images and videos containing
commercial pornography, amateur pornography, sexting selfies, nudity, sex acts,
grayscale pornographic images, sexually explicit cartoons, and manga.

The swim and underwear, or risqué, category is designed to identify images
containing people wearing swimwear or beachwear, underwear, and lingerie.

The weapons category is designed to identify images containing rifles, machine
guns, handguns, grenade launchers, swords, knives, and people holding
handheld weapons.

Alternatively, use the config image-analyzer profile command to configure animage analysis profile in the

CLL

ICAP Profile

Internet Content Adaptation Protocol (ICAP) is an application layer protocol that is used to offload tasks from the firewall

to separate, specialized servers. For more information see RFC 3507.

If you enable ICAP in a policy, HTTP and HTTPS (if HTTPS inspection is supported) traffic that is intercepted by the
policy is transferred to the ICAP server specified by the selected ICAP profile. Responses from the ICAP server are
returned to the FortiProxy, and then forwarded to their destination
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Al
‘Q' By default, ICAP is not visible in the GUI. See Feature Visibility on page 506 for instructions on

making it visible.

The ICAP Profile page allows you to view and configure ICAP profiles, which you can then apply to a policy.

If you enable ICAP in a security policy, HTTP traffic intercepted by the policy is transferred to the ICAP servers in the
ICAP profile added to the policy. The FortiProxy unit acts as the surrogate and carries the ICAP responses from the
ICAP server to the ICAP client. The ICAP client then responds back, and the FortiProxy unit determines the action that
should be taken with these ICAP responses and requests.

You can configure ICAP profiles under Content Analyses > ICAP Profile.

=+ Create New

Name Request Response Streaming Content Bypass Ref.
default © Disable © Disable © Disable 0
icap_fpx2_test = Enable = Enable @ Enable 0
icap_test = Enable = Enable @ Enable 0
new © Disable © Disable © Disable 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an ICAP profile. See Create or edit an ICAP profile on page 346.

Edit Edit an ICAP profile. See Create or edit an ICAP profile on page 346.

Delete Delete a profile or profiles.

Name The name of the ICAP profile.

Request Whether request processing is enabled or disabled.

Response Whether response processing is enabled or disabled.

Streaming Content Bypass Whether streaming media is allowed (enabled) to ignore offloading to the ICAP
server.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit an ICAP profile

Select Create New to open the New ICAP Profile window.
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New ICAP Profile

Name
Request processing (B

Response processing (B

Options

Streaming media bypass (B
Preview >
Allow 204 Response »
Scan Size Limit @ 0

FTP

Protocol [J FTP (J SSH

Headers

=+ Create New

Name Header Content Based4 Encoding

%]
1]
oy
=
=

No results

To open the Edit ICAP Profile window, select an ICAP profile and then click Edit.
Configure the following settings in the New ICAP Profile window or Edit ICAP Profile window and then click OK:

Name Specify a name for the ICAP profile. After you create an ICAP profile, you cannot
change the name.

Request Processing Enable or disable request processing.
When enabled, you can further configure the following options:

« Server—Select an existing server from the list or create a new server.

¢ Path—Path to the processing component on the server, such as
/proprietary code/content-filter/.

¢ Method—Allowed HTTP methods that will be sent to ICAP server for further
processing. Click the Add button to add more methods to the list. Click the
Delete button on the right of a method to delete it from the list.

¢ On failure—Action to take if the ICAP server cannot be contacted when
processing an HTTP request.

e Error—HTTP or FTP traffic reports an error and is blocked when the
ICAP server is down.
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Response Processing

Streaming Media Bypass

Preview

Allow 204 Response

Scan Size Limit

Protocol

Headers

FortiProxy 7.2.8 Administration Guide
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* Bypass—HTTP or FTP traffic can still pass through when the ICAP
server is down.

Enable or disable response processing.

When enabled, you can further configure the following options:
» Server—Select an existing server from the list or create a new server.
e Path—Path to the processing component on the server, such as
/proprietary code/content-filter/.

¢ On failure—Action to take if the ICAP server cannot be contacted when
processing an HTTP response.

e Erro—HTTP or FTP traffic reports an error and is blocked when the
ICAP server is down.

e Bypass—HTTP or FTP traffic can still pass through when the ICAP
server is down.

Specify whether to bypass offloading of streaming media to the ICAP server.
When enabled, streaming media is not offloaded to the ICAP server.

Enable preview of data to the ICAP server.

When enabled, you can further configure the Preview Data Length, which is the
preview data length to be sent to the ICAP server.

Specify whether to allow 204 response.
When enabled, you can further configure the 204 Size Limit.

Specify the ICAP server scan size limit for a single request within the range of 0-
4096 (MB). The default is 0 MB, which means unlimited.

Select the FTP protocol: FTP or SSH. You can select both.

When a protocol is enabled, you can further configure the following options:
¢ Server—Select an existing server from the list or create a new server.
« On failure—Action to take if the FTP server cannot be contacted when
processing an FTP request.

e Erro—FTP traffic reports an error and is blocked when the FTP server
is down.

e Bypass—FTP traffic can still pass through when the FTP server is down.

¢ Path—Path to the processing component on the server, such as
/proprietary code/content-filter/.

View existing ICAP headers or create a new ICAP header using the Create New
button.

When creating a new ICAP header, specify the following options in the Create
Header window:
¢ Name—Name of the HTTP forwarded header.

e Header Content—HTTP header content.
» Base64 Encoding—Enable or disable base64 encoding of HTTP content.
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TCP connection pool for connections to ICAP server

A TCP connection pool can maintain local-out TCP connections to the external ICAP server due to a backend update in
the FortiProxy unit. TCP connections will not be terminated once data has been exchanged with the ICAP server, but
instead are reused in the next ICAP session to maximize efficiency.

Use case

In this scenario, an ICAP profile is used as a UTM profile in an explicit web proxy policy, and a client visits web servers
through this proxy policy.

After the WAD is initialized, when a HTTP request is sent from the client to the server through the FortiProxy unit with an
ICAP profile applied to the matched proxy policy, a TCP connection is established between the FortiProxy unit and the
ICAP server to exchange data.

When an ICAP session is finished, the TCP connection is kept in the WAD connection pool. When another ICAP session
needs to be established, the WAD will check if there are any idle connections available in the connection pool. If anidle
connection is available, it will be reused; otherwise, a new TCP connection is established for the ICAP session. This
process can be checked in the WAD debug log.

ICAP server response extension headers

ICAP server responses can be configured to include X-Virus-ID, X-Infection-Found, and X-Violation-Found extension
headers.

config icap local-server

edit 1
config icap-service
edit 1
set extension-headers {X-Virus-id X-Infection-Found X-Violation-Found}
next
end
next
end
X-Virus-id Enable X-Virus-ID ICAP extension header.
X-Infection-Found Enable X-Infection-Found ICAP extension header.
X-Violation-Found Enable X-Violation-Found ICAP extension header.

X-Scan-Progress-Interval header in the FortiProxy ICAP client

You can specify that the X-Scan-Progress-Interval header is used in the FortiProxy ICAP client and specify the scan
progress interval value:

config icap profile
edit <profile name>
set response {enable | disable}
set response-server <name of ICAP server>
set response-path <HTTP response processing service>
set extension-feature scan-progress
set scan-progress-interval <5-30 seconds (default = 10)>
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next
end

Timeout configuration for the FortiProxy ICAP client

You can configure the number of seconds that the ICAP client waits for a response from the ICAP server:

config icap profile
edit <profile name>
set timeout <30-3600 seconds (default = 30)>
next
end

ICAP Remote Server

To view the list of ICAP remote servers, go to Content Analyses > ICAP Remote Servers.

+ Create New Search Q

Name Address Port Health Check Status Ref.

server 1 10.1.1.100 1344 @ Enabled Unknown o

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an ICAP remote server. See Create or edit an ICAP remote server on
page 351.

Edit Edit an ICAP remote server. See Create or edit an ICAP remote server on page
351.

Delete Delete an ICAP remote server or servers.

Name The name of the ICAP remote server.

Address The IP address of the ICAP remote server.

Port The port number that the ICAP remote server is using.

Health Check Indicates whether health check is enabled or disabled for the ICAP remote server.

Status Health status of the ICAP remote server, which can be Online, Offline, or
Unknown.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.
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A\,

b [ 4
? The health check options are added in FortiProxy 7.2.3.

Create or edit an ICAP remote server

Select Create New to open the New ICAP Remote Server window.

New ICAP Remote Server

MName
Address Type
IP address

Plain ICAP Connection #C

Plain ICAP Port

%8 |Pv6Address FQDN
0.0.0.0

)

A

1344

Secure ICAP Connection (B

Max Connections

100

Health Check O

Health Check Service

To open the Edit ICAP Remote Server window, select a server and then click Edit.

Configure the following settings in the New ICAP Remote Server window or Edit ICAP Remote Server window and then

click OK:

Name
Address Type

IP Address/IPv6
Address/FQDN

Plain ICAP Connection

Secure ICAP Connection

Plain/Secure ICAP Port
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Enter a name for the ICAP remote server. After you create an ICAP remote
server, you cannot change the name.

Select IPv4 or IPv6 Address or FQDN.

Enter the IPv4 or IPv6 address or the Fully Qualified Domain Name
(FQDN) for the ICAP remote server.

Enable or disable unsecure connection from the FortiProxy unit to the remote
ICAP server.

Enable or disable secure SSL connection from the FortiProxy unit to the remote
ICAP server.

Enter the TCP port number used by the ICAP remote server, from 1 to 65,535.
The defaultis 1344.

351



Content Analyses

Certificate Select the CA certificate. This option is available only if you enable Secure ICAP
Connection.
Max Connections Enter the maximum number of concurrent connections to the ICAP remote server.

Health

Health

Must not be less than wad-workercount. The defaultis 100. The valid value range
is 0-4294967295.

Check Enable or disable ICAP remote server health checking. When enabled, FortiProxy
attempts to connect to the remote ICAP server to verify that the server is
operating normally and generates an event log each time the ICAP server health
check fails or goes back online. The default is disabled.

Check Service Enter the ICAP service name to use for health checks.

To configure an ICAP remote server via CLI:

config
edit

icap remote-sever
<server name>

set addr-type [ip4|ip6|fgdn]

set ip-address {ipv4-address-any}
set ip6-address {ipv6-address}
set fgdn {string}

set port {integer}

set max-connections {integer}

set secure [disable|enable]

set ssl-cert {string}

set healthcheck [disablel|enable]
set healthcheck-service {string}

next
end

Al
S L4
? The health check options are added in FortiProxy 7.2.3.

ICAP Load Balancing

ICAP load balancing can be configure the balance the traffic load to ICAP servers based on assigned weights, send new

sessions to the ICAP server with the lowest session count, or send new sessions to the active ICAP server with the
highest weight.
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To configure an ICAP load balancing in the GUI:

1. Goto Content Analyses > ICAP Load Balancing and click Create New.
New ICAP Load Balancing
Name Additional Information
Method Least Session | Active Passive

Set up Server List for Load Balance

Name % Weight &
No results
(0]
Cancel

Enter a name for the ICAP load-balancing configuration.
3. Select the load-balancing method:
» Weighted: Balance the traffic load to ICAP servers based on the assigned weights.
» Least Session: Send new sessions to the ICAP server with the lowest session count.
» Active Passive: Send new sessions to the active ICAP server with the highest weight.
4. To create a server list for load balancing:

a. Click Create New in the Set up Server List for Load Balance table.
b. Select or create a remote server. See ICAP Remote Server on page 350 for information.
c. Enter a weight for the remote server.
d. Click OK.
e. Add more servers as required.
5. Click OK.

To configure an ICAP load balancing in the CLI:

config icap remote-server-group
edit <name>
set ldb-method {weighted | least-session | active-passive}
config server-list
edit <ICAP remote server>
set weight <integer>
next
end
next
end

ICAP Local Server

To view the list of ICAP local servers, go to Content Analyses> ICAP Local Servers.
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=+ Create New

1D Status Interfaces Incoming IP QOriginal Address

No matching entries found

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an ICAP local server. See Create or edit an ICAP local server on page
354.

Edit Edit an ICAP local server. See Create or edit an ICAP local server on page 354.

Delete Delete an ICAP local server or servers.

ID The identifier for the ICAP local server.

Status Whether the server is active.

Interfaces The interface that the ICAP local server will use.

Incoming IP The IP address that the ICAP local server will use.

Original Address The original address.

Create or edit an ICAP local server

Select Create New to open the New ICAP Local Server window.
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Mew I[CAP Local Server

Status O
Interfaces
Incoming IP

Original Address

0.0.0.0

Set up Services for Local ICAP Server

=+ Create New | & Edit

ID | Name | DLP Sensor | Webfilter Profile | AV Profile

Mo matching entries found

Cancel

To open the Edit ICAP Local Server window, select a server and then click Edit.

Configure the following settings in the New ICAP Local Server window or Edit ICAP Local Server window and then click

OK:

Status
Interfaces
Incoming IP
Original Address
Create New
Edit

Delete

ID

Name

DLP Sensor
Webfilter Profile
AV Profile

FortiProxy 7.2.8 Administration Guide
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Enable or disable this ICAP local server.
Select an interface for the ICAP local server to use.
Enter an IP address for the ICAP local server to use.

Select the original address.

Create an ICAP service. See Create or edit an ICAP service on page 356.

Edit an ICAP service. See Create or edit an ICAP service on page 356.
Delete an ICAP service.

The identifier for the ICAP service.

The name of the ICAP service.

The DLP sensor used by the ICAP service.

The web filter profile used by the ICAP service.

The antivirus profile used by the ICAP service.
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Create or edit an ICAP service

Select Create New to open the New ICAP Service window.

New I[CAP Service

Name

DLP Sensor hd
Webfilter Profile hd
Antivirus Profile v

To open the Edit ICAP Service window, select an ICAP service and then click Edlt.

Configure the following settings in the New ICAP Service window or Edit ICAP Service window and then click OK:

Name Enter the name of the ICAP service.

DLP Sensor Select the DLP sensor that the ICAP service will use. See Create or edita DLP
sensor on page 331.

Webfilter Profile Select the web filter profile that the ICAP service will use. See Create or edit a
web filter profile on page 277.

AV Profile Select the antivirus profile that the ICAP service will use. See Create or edit an
antivirus profile on page 265.

ICAP scanning with FTP

Transferred files can be forwarded to the ICAP server for further processing using FTP.

To configure ICAP scanning with FTP in the GUI:

1. Configure an ICAP remote server.
2. Create an ICAP profile that references the server.

A\,
‘Q'  Select FTPin Protocol.

« Select the server you created in step 1in Server.
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3. Enable and configure explicit FTP Proxy on page 81.

4. Create an explicit FTP proxy policy that uses the ICAP profile.

\y

list.

e Select FTP under Type for an explicit FTP proxy policy.

e Select ACCEPT for Action to enable the Security Profiles options. You can then
enable ICAP and select the ICAP profile you configured in step 2 from the dropdown

To configure ICAP scanning with FTP in the CLI:

1. Configure

config i
edit

next
end

See config icap remote-server in the CLI guide for more details.

2. Createan

config i
edit

next
end

an ICAP remote server:

cap remote-server
"icaplll
set ip-address 172.18.20.43

ICAP profile that references the server:

cap profile

"icapFTP"
set file-transfer ftp
set file-transfer-server "icapl"
set file-transfer-failure error
set file-transfer-path "ftpicap"

See config icap profile in the CLI guide for more details.

3. Enable and configure explicit FTP Proxy:

config £
set
set
set
set
set
set
set
set
set
set

end

tp-proxy explicit

status [enable|disable]
incoming-port {user}

incoming-ip {ipv4-address-any}
outgoing-ip {ipv4-address-any}
sec-default-action [accept|deny]
server—-data-mode [client|passive]
ssl [enable|disable]

ssl-cert {string}

ssl-dh-bits [768]1024]...]
ssl-algorithm [high|medium]|...]

See config ftp-proxy explicit in the CLI guide for more details.

4. Create an

config £
edit

explicit FTP proxy policy that uses the ICAP profile:

irewall policy

1

set type explicit-ftp
set name "test"

set dstintf "any"

set srcaddr "all"
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end

set
set
set
set
set
set
next

dstaddr "all"

action accept

schedule "always"

ssl-ssh-profile "certificate-inspection"
utm-status enable

icap-profile "icapFTP"

See config firewall policy in the CLI guide for more details.
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WAN Optimization

You can add WAN optimization to improve traffic performance and efficiency as it crosses the WAN. For more
information about WAN optimization, see WAN optimization on page 20.

The WAD traffic dispatcher now allows incoming traffic to be directly distributed to the workers. This enhancement also
allows source addresses to be exempt from proxy affinity, which allows traffic from the same source and different server
to be distributed to workers in a round-robin configuration. A maximum of 255 workers is now supported.

This section describes the following:

» Profiles on page 359
o Peers on page 363
o Authentication Groups on page 364

Profiles

FortiProxy WAN optimization consists of a number of techniques that you can apply to improve the efficiency of
communication across your WAN. These techniques include the following:

» Protocol optimization—Protocol optimization can improve the efficiency of traffic that uses the CIFS, FTP, HTTP, or
MAPI protocol, as well as general TCP traffic.

» Byte caching—Byte caching caches files and other data on FortiProxy units to reduce the amount of data
transmitted across the WAN.

+ Web caching—Web caching stores web pages on FortiProxy units to reduce latency and delays between the WAN
and web servers.

« SSL offloading—SSL offloading offloads SSL decryption and encryption from web servers onto FortiProxy SSL
acceleration hardware.

» Secure tunneling—Secure tunneling secures traffic as it crosses the WAN.
You can apply different combinations of these WAN optimization techniques to a single traffic stream depending on the

traffic type. For example, you can apply byte caching and secure tunneling to any TCP traffic. For HTTP and HTTPS
traffic, you can also apply protocol optimization and web caching.

You can view the list of WAN optimization profiles by going to WAN Optimization > Profiles and selecting the List icon
(the farthest right of the three icons in the upper right of the window; it resembles a page with some lines on it) in the Edit
WAN Optimization Profile page toolbar.

=+ Create New

Name Ports Transparent Authentication Group Comments
CIF5/445
FTP/21
default HTTR/80 @ Enabled NewAuthGroup Default WANopt profile.
MAPI/135

TCP/1-65535
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Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the

columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.

The following options are available:
Create New
Edit
Delete
Name

Ports

Transparent

Authentication Group

Comments

Create a WAN optimization profile. See Create or edit a WAN optimization profile
on page 360.

Modify the profile. See Create or edit a WAN optimization profile on page 360.
Remove the profile.

The name of the WAN optimization profile.

The ports used by the profile.

Whether the WAN optimization transparent mode is enabled.

For more information about the WAN optimization transparent mode, see WAN
optimization transparent mode on page 20.

The authentication group used by the profile, if any.
See Authentication Groups on page 364.

Optional description of the WAN optimization profile.

Create or edit a WAN optimization profile

To configure WAN optimization profiles, go to WAN Optimization > Profiles. The Edit WAN Optimization Profile page is

displayed.
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Edit WAN Qptimization Profile

Name

Comments

| @]
Authentication Group OB

Transparent Mode

Protocol Options

Protocol

CIFS

) FTP
C) HTTP
MAPI

] TCP

551 Offloading

default + @ m

default

(%]
[35]
F
in
Ln

Default WANopt profile. P

Secure Tunneling | Byte Caching

Apply

Configure the following settings and then select Apply to save your changes:

drop-down list

Create New icon

Clone icon
List icon
Name
Comments

Transparent Mode

FortiProxy 7.2.8 Administration Guide
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Select a profile to edit from the drop-down list. See To create a WAN optimization
profile: on page 362.

Create a WAN optimization profile. See To edit a WAN optimization profile: on
page 362.

Clone the current profile. See To clone a WAN optimization profile: on page 362.
View the WAN optimization profile list. See Profiles on page 359.

Enter a name for the WAN optimization profile.

Optionally, enter a description of the profile.

Enable or disable transparent mode.

For more information about the WAN optimization transparent mode, see WWAN
optimization transparent mode on page 20.

361



WAN Optimization

Authentication Group Enable to select the authentication group from the drop-down list that will be
applied to the WAN optimization profile. To create an authentication group, see
Create or edit an authentication group on page 365.

Protocol Select the protocols that are enabled for this profile: CIFS, FTP, HTTP, MAPI, and
TCP.

NOTE: The FortiProxy unit supports WAN optimization for SMBv1, SMBv2 and
SMBV3 (unencrypted only) protocols.

SSL Offloading Select to enable SSL offloading.

SSL offloading offloads SSL decryption and encryption from web servers onto
FortiProxy SSL acceleration hardware. It is only available for HTTP and TCP
protocols.

Secure Tunneling Select to enable secure tunneling.

To use secure tunneling, it must be enabled for a protocol, and an authentication
group must be added. The authentication group specifies the certificate or pre-
shared key used to set up the secure tunnel. The Peer Acceptance setting of the
authentication group does not affect secure tunneling.

The FortiProxy units at each end of the secure tunnel must have the same
authentication group with the same name and the same configuration, including
the same pre-shared key or certificate.

Byte Caching Select to enable byte caching.

Byte caching breaks large units of application data (for example, a file being
downloaded from a web page) into small chunks of data, labeling each chunk of
data with a hash of the chunk and storing those chunks and their hashes in a
database. The database is stored on a WAN optimization storage device.

You can add, edit, clone, and delete WAN optimization profiles.

To create a WAN optimization profile:

1. From either the Edit WAN Optimization Profile page or the WAN optimization profile list, select Create New.
2. Enter the required information and then click OK to create the new WAN optimization profile.

To edit a WAN optimization profile:

1. From the Edit WAN Optimization Profile page, select the profile you need to edit from the profile drop-down list.

Alternatively, from the profile list, either select the profile you want to edit and then click Edit from the toolbar or
double-click on the profile name in the list. The Edit WAN Optimization Profile page opens.

2. Edit the information as required and then select Apply to apply your changes.

To clone a WAN optimization profile:

1. From the Edit WAN Optimization Profile page, select the profile you need to clone from the profile drop-down list.
2. Select Clone from the toolbar.

3. Enter a name for the profile in the dialog box and then click OK.

4. Edit the clone as required.

FortiProxy 7.2.8 Administration Guide 362
Fortinet Inc.



WAN Optimization

To delete a profile or profiles:

1. From the profile list, select the profile or profiles that you want to delete.
2. Click Delete from the toolbar.
3. Click OKin the confirmation dialog box to delete the selected profile or profiles.

Peers

The client-side and server-side FortiProxy units are called WAN optimization peers because all of the FortiProxy units in
a WAN optimization network have the same peer relationship with each other. The client and server roles relate to how a
session is started. Any FortiProxy unit configured for WAN optimization can be both a client-side and a server-side
FortiProxy unit at the same time, depending on the direction of the traffic. Client-side FortiProxy units initiate WAN
optimization sessions, and server-side FortiProxy units respond to the session requests. Any FortiProxy unit can be a
client-side FortiProxy unit for some sessions and a server-side FortiProxy unit for others.

To identify all of the WAN optimization peers that a FortiProxy unit can perform WAN optimization with, host IDs and IP
addresses of all of the peers are added to the FortiProxy unit configuration. The peer IP address is actually the IP
address of the peer unit interface that communicates with the FortiProxy unit.

Go to WAN Optimization > Peer Settings to view the WAN optimization peer list.

+ Create New Search Q, | Local Host ID: | fpx%
Peer Host 1D IP Address Ref.
1 Q0
fpx10 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a WAN optimization peer. See To create a WAN optimization peer: on
page 364.

Edit Edit a WAN optimization peer. See To create a WAN optimization peer: on page
364.

Delete Delete a WAN optimization peer or peers.

Search Enter a search term to search for in the peer list.

Local Host ID The local host identifier. Enter an identifier and then select Apply to apply the
identifier.

Peer Host ID The peer host identifier of the WAN optimization peer.

IP Address The IP address of the peer.

Ref. Displays the number of times the object is referenced to other objects.
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To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit a WAN optimization peer

To create a WAN optimization peer:

1. From the peer list, select Create New in the toolbar.
The New WAN Optimization Peer window opens.

MNew WAN Optimization Peer

Peer Host 1D
P Address 0.0.0.0

2. Enterthe Peer Host ID and IP Address.
3. Click OKto create the new peer.

To edit a WAN optimization peer:

1. Select the peer that you want to edit in the peer list and then click Edit from the toolbar or double-click on the peer in
the peer list. The Edit WAN Optimization Peer window opens.

2. Editthe peer as required and click OK to apply your changes.

To delete a WAN optimization peer or peers:

1. Select the peer or peers that you want to delete in the peer list.
2. Click Delete from the toolbar.
3. Click OKin the confirmation dialog box to delete the selected peer or peers.

Authentication Groups

You need to add authentication groups to support authentication and secure tunneling between WAN optimization
peers.

To perform authentication, WAN optimization peers use a certificate or a pre-shared key added to an authentication
group, so they can identify each other before forming a WAN optimization tunnel. Both peers must have an
authentication group with the same name and settings. The authentication group is added to a peer-to-peer or active rule
on the client-side FortiProxy unit. When the server-side FortiProxy unit receives a tunnel start request that includes an
authentication group from the client-side unit, the server-side unit finds an authentication group in its configuration with
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the same name. If both authentication groups have the same certificate or pre-shared key, the peers can authenticate
and set up the tunnel.

Go to WAN Optimization > Authentication to manage the authentication groups.

+ Create New Search Q

Name Authentication Method Peer(s) Ref.
NewAuthenticationGroup Certificate (Fortinet_CA_SSL) Any 4]

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an authentication group. See Create or edit an authentication group on
page 365.

Edit Edit an authentication group. See Create or edit an authentication group on page
365.

Delete Delete an authentication group or groups.

Search Enter a search term to search for in the group list.

Name The name of the authentication group.

Authentication Method The authentication used by the group, either Certificate or Pre-shared key.

Peer(s) The peer or peers in the authentication group.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit an authentication group

To create an authentication group:

1. Goto WAN Optimization > Authentication.
2. Select Create New from the toolbar.
The New Authentication Group window opens.
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New Authentication Group

Name

Authentication Method Pre-shared Key
Certificate v
Accept Peer(s) m Defined Only = Specify

3. Enter the following information:

Name Enter a name for the authentication group.

Authentication Method Select the authentication method to use.
» Cetrtificate: Use a certificate to authenticate and encrypt WAN
optimization tunnels. Then select a local certificate that has been added
to this FortiProxy unit from the drop-down list.

* Pre-shared Key: Use a pre-shared key or password to authenticate and
encrypt WAN optimization tunnels. Then enter the password (or pre-
shared key) in the Password field.

Other FortiProxy units that participate in WAN optimization tunnels with this
unit must have an authentication group with the same name and password.
The password must contain at least 6 printable characters and should be
known only by network administrators. For optimum protection against
currently known attacks, the key should consist of a minimum of 16
alphanumeric characters.

Certificate Select a local certificate from the drop-down list.
Pre-shared Key Enter the pre-shared key.
Accept Peer(s) Select the peer acceptance method for the authentication group.

e Any: If you do not know the peer host IDs or IP addresses of the peers
that will use this authentication group.

This setting is most often used for WAN optimization with FortiProxy units
that do not have static IP addresses, such as units that use DHCP.

¢ Defined Only: Authenticate with peers that have added to the peer list
only.

e Specify: Select a peer from the drop-down list to authenticate with the
selected peer only. Select Create New from the drop-down list to create a
peer; see Create or edit a WAN optimization peer on page 364.

4. Click OK to create the new authentication group.

The authentication group can now be added to WAN optimization profiles to apply the authentication settings in the
authentication group to the profile. See Create or edit a WAN optimization profile on page 360.
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To edit an authentication group:

1. Goto WAN Optimization > Authentication.

2. Select the group you want to edit and then click Edit from the toolbar or double-click on the group in the
authentication group list.

The Edit Authentication Group window opens.
3. Edit the group information as required and click OK to apply your changes.

To delete an authentication group or groups:

Go to WAN Optimization > Authentication.
Select the group or groups that you want to delete.
Click Delete from the toolbar.

o b=

Click OK in the confirmation dialog box to delete the selected group or groups.
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You can use web caching to cache web pages from any web server. All traffic between a client network and one or more
web servers is then intercepted by a web cache policy. This policy causes the FortiProxy unit to cache pages from the
web servers on the FortiProxy unit and makes the cached pages available to users on the client network. Web caching
can be configured for standard and reverse web caching.

In a standard web caching configuration, the FortiProxy unit caches pages for users on a client network. A router sends
HTTP traffic to be cached to the FortiProxy unit.

You can also create a reverse proxy web caching configuration where the FortiProxy unit is dedicated to providing web
caching for a single web server or server farm. In this second configuration, one or more FortiProxy units can be installed
between the server network, and the WAN or Internet or traffic to be cached can be routed to the FortiProxy units.

This section describes the following:
« Settings on page 368
» Prefetch URLs on page 372
+ Reverse Cache Server on page 374
» Prefetch File on page 375
» WCCP Settings on page 378
¢ User Agent on page 385

Settings

You can optimize web cache settings to improve performance and exempt specific URL patterns from caching and/or
forward them to a web proxy server.

In most cases, the default settings for the WAN optimization web cache are acceptable. However, you might want to
change them to improve performance or optimize the cache for your configuration.

Go to Web Cache > Settings to configure web cache settings.
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Settings

Always Revalidate »

Max Cache Object Size 512000 KB
Megative Response Duration 0 Minutes
Fresh Factor 100 (1-1003%)
MaxTTL 7200 Minutes
Min TTL 5 Minutes
Default TTL 1440 Minutes
Proxy FQDN default.fqdn

Max HTTP request length 8 KB

Max HTTP message length 32 KB
lgnore

If-modified-since »
HTTP 1.1 Conditionals OB
Pragma-no-cache @ J

IE Reload O

Expiry Options
Cache Expired Objects »

Revalidated Pragma-no-cache (B

Apply
Configure the following settings and then select Apply to save your changes:
Always Revalidate Always re-validate requested cached objects with content on the server before
serving them to the client.
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Max Cache Object Size

Negative Response Duration

Fresh Factor

Max TTL

Min TTL

Default TTL

Proxy FQDN

Max HTTP request length
Max HTTP message length
Ignore

If-modified-since

HTTP 1.1 Conditionals

The maximum size of objects (files) that are cached (the default is 512,000 KB).

Objects that are larger than this size are still delivered to the client but are not
stored in the FortiProxy web cache.

The amount of time, in minutes, that the FortiProxy unit caches error responses
from web servers (default is 0 minutes).

The content server might send a client error code (4xx HTTP response) or a
server error code (5xx HTTP response) as a response to some requests. If the
web cache is configured to cache these negative responses, it returns that
response in subsequent requests for that page or image for the specified number
of minutes, regardless of the actual object status.

For cached objects that do not have an expiry time, the web cache periodically
checks the server to see if the objects have expired. The higher the fresh factor,
the less often the checks occur (default is 100%).

For example, if you set Max TTL and Default TTL to 7,200 minutes (5 days) and
set Fresh Factor to 20, the web cache checks the cached objects 5 times before
they expire, but, if you set the Fresh Factor to 100, the web cache will only check
once.

The maximum amount of time (Time to Live), in minutes, an object can stay in the
web cache without the cache checking to see if it has expired on the server. From
110 5,256,000 minutes (one year) (default is 7,200 minutes).

The minimum amount of time an object can stay in the web cache before the web
cache checks to see if it has expired on the server. From 1 to 5,256,000 minutes
(default is 5 minutes).

The default expiry time for objects that do not have an expiry time set by the web
server. From 1 to 5,256,000 minutes (default is 1,440 minutes).

This setting cannot be changed from the default: default.fqdn.
This setting cannot be changed from the default: 4KB.
This setting cannot be changed from the default: 32KB.

If the time specified by the if-modified-since (IMS) header in the client’s
conditional request is greater than the last modified time of the object in the
cache, it is a strong indication that the copy in the cache is stale. If so, HTTP does
a conditional GET to the original content source, based on the last modified time
of the cached object.

Enable ignoring if-modified-since to override this behavior.

HTTP 1.1 provides additional controls to the client for the behavior of caches
toward stale objects. Depending on various cache-control headers, the FortiProxy
unit can be forced to consult the OCS before serving the object from the cache.
For more information about the behavior of cache-control header values, see
RFC 2616.

Enable ignoring HTTP 1.1 conditionals to override this behavior.
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Pragma-no-cache

IE Reload

Expiry Options
Cache Expired Objects

Revalidated Pragma-no-cache

HTTP traffic caching reports

Typically, if a client sends an HTTP GET request with a pragma no-cache (PNC)
or cache-control no-cache header, a cache must consult the OCS before serving
the content. This behavior means that the unit always re-fetches the entire object
from the OCS, even if the cached copy of the object is fresh.

Because of this behavior, PNC requests can degrade performance and increase
server-side bandwidth use.

Enable ignoring Pragma-no-cache so that the PNC header from the client request
is ignored. The FortiProxy unit treats the request as if the PNC header is not
present.

Some versions of Internet Explorer issue Accept / header instead of Pragma no-
cache header when you select Refresh. When an Accept header has only the /
value, the FortiProxy unit treats it as a PNC header if it is a type-N object. Enable
ignoring IE reload to cause the FortiProxy unit to ignore the PNC interpretation of
the Accept / header.

Enable to cache expired type-1 objects (if all other conditions make the object
cacheable).

The PNC header in a request can affect how efficiently the device uses
bandwidth.

If you do not want to completely ignore PNC in client requests by selecting Ignore
> Pragma-no-cache, you can lower the impact on bandwidth usage with this
option.

When selected, a client’s nonconditional PNC-GET request results in a
conditional GET request sent to the OCS if the object is already in the cache. This
gives the OCS a chance to return the 304 Not Modified response, which
consumes less server-side bandwidth because the OCS has not been forced to
return full content.

By default, Revalidate Pragma-no-cache is disabled and is not affected by
changes in the top-level profile. When the Substitute Get for PNC configuration is
enabled, the revalidate PNC configuration has no effect.

Most download managers make byte-range requests with a PNC header. To
serve such requests from the cache, you need to also configure byte-range
support when you configure the Revalidate pragma-no-cache option.

Another way to review traffic caching is to generate top-entry reports with the following CLI commands:

config system global

set http-view {enable | disable}

end

After enabling top-entry reports, you can execute and generate six different kinds of reports, depending upon what
statistics you are interested in. Enter the following command:

execute http-view report {00

| 01 | 02 | 03 | 04 | 05}

Enter the two-digit value for the report that you want generated:
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« 00: Top entries by total HTTP requests

» 01: Top entries by bandwidth consumed

« 02: Top entries by cacheable percent of total requests

» 03: Top entries by cache hit percent of total requests

« 04: Top entries by cache hit percent of cacheable requests
» 05: Top entries by bandwidth saved with cache hits

Each generated report shows the appropriate domain traffic within the last hour.

Prefetch URLs

To improve the speed of your system, you can specify URLs to preload.

To see the list of prefetch files of URLSs to preload, go to Web Cache > Prefetch URLs.

4+ Create New Prefetch URL & Download Prefetch Log

URL depth Repeat Interval(Minutes) MNext Run

Mo URLs are currently scheduled for pre-loading.

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Prefetch URL Add a new prefetch file. See To create a prefetch file: on page 372.

Edit Edit the selected prefetch file. See To edit a prefetch file: on page 373.

Delete Delete the selected prefetch file. See To delete a prefetch file or files: on page
By,

Download Prefetch Log Select to download the prefetch log.

URL The URLSs to preload.

Depth How many levels deep to preload.

Repeat Interval (Minutes) How often, in minutes, to preload the URLSs.

Next Run When the URLs will be preloaded next.

To create a prefetch file:

1. Go to Web Cache > Prefetch URLs and select Create New Prefetch URL from the toolbar. The Create New Prefetch
URL window opens.
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Create New Prefetch URL

URL www.fortinet.com
Crawl Depth 0

lgnore robots.txtrules (B

Run After Hours | O Minutes | 3

Repeat Interval Hours | O Minutes | O Repeat times | 0
User Agent Wizet/1.17 (linux-gnu)

User

Password

2. Configure the following settings:

URL Enter the URLSs to preload. Separate multiple URLS with a semicolon.

Crawl Depth Enter how many levels deep to preload the URLs.

Ignore robots.txt rules Enable to ignore the rules found in the robots. txt file.

Run After Select when the URL is preloaded the first time.

Repeat Interval Enter how often to preload the URLs and how many times to preload the
URLs.

User Agent The name of the computer program to use to preload the URLs.

User The user name for the user agent.

Password The password for the user agent.

3. Click OK to create the new prefetch file.

To edit a prefetch file:

1. Goto Web Cache > Prefetch URLs.

2. Select the file that you want to edit and then click Edit from the toolbar or double-click on the file in the table. The Edit
Reverse Cache Prefetch window opens.

3. Edit the information as required, then click OK to apply your changes.

To delete a prefetch file or files:

Go to Web Cache > Prefetch URLSs.
Select the file or files that you want to delete.
Click Delete from the toolbar.

Ao b=

Click OK in the confirmation dialog box to delete the selected file or files.
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Reverse Cache Server

If you want to use reverse proxy web-caching, you need to configure a reverse cache server. For more information about
reverse proxy web caching, see Web-caching topologies on page 26.

To see the list of reverse cache servers, go to Web Cache > Reverse Cache Server.

=+ Create New

Name IP Port Status Ref.

No matching entries found

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Add a new reverse cache server. See Create or edit a reverse cache server on
page 374.

Edit Edit the selected reverse cache server. See Create or edit a reverse cache server
on page 374.

Delete Delete the selected reverse cache server.

Name The name of the reverse cache server.

IP The IP address of the reverse cache server.

Port The port number that the reverse cache server is using.

Status The status is Enabled or Disabled.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit a reverse cache server

To create a reverse cache server:

1. Go to Web Cache > Reverse Cache Server and select Create New from the toolbar. The Create Reverse Cache
Server window opens.
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Create Reverse Cache Server

Name

IP

Port

Status Enable Disable
Priority

Prefetch File +

2. Configure the following settings:

Name Enter a name for the reverse cache server.

IP Enter the IP address of the reverse cache server.

Port Enter the port number that the reverse cache server will use.

Status Enable or disable the reverse cache server.

Priority Enter a number to indicate the priority of the reverse cache server.

Prefetch File If you created a prefetch file of URLs that you want preloaded, select + to open

the Select Entries window and then select the prefetch file.
To create a prefetch file, see Prefetch URLs on page 372.

3. Click OK to create the reverse cache server.

To edit a reverse cache server:

1. Goto Web Cache > Reverse Cache Server.

2. Select the server you want to edit and then click Edit from the toolbar or double-click on the server in the table. The
Edit Reverse Cache Server window opens.

3. Edit the information as required and then click OK to apply your changes.

Prefetch File

Use the prefetch file to specify which URLSs to preload.
To see the list of prefetch files, go to Web Cache > Prefetch File.
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=+ Create New

Name URL Crawl Depth Interval Repeats Ref.
one 0 43200 0 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Add a new prefetch file. See Create or edit a prefetch file on page 376.

Edit Edit the selected prefetch file. See Create or edit a prefetch file on page 376.
Delete Delete the selected reverse cache prefetch file.

Name The name of the reverse cache prefetch file.

URL The URLs to preload.

Crawl Depth How many levels deep to preload.

Interval How often, in seconds, to preload the URLs.

Repeats How many times to preload the URLs. The value range is 0-4,200,000,000.
Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit a prefetch file

To create a prefetch file:

1. Goto Web Cache > Prefetch File and select Create New from the toolbar.
The Create Reverse Cache Prefetch window opens.
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Create Reverse Cache Prefetch

Name

URL

Crawl Depth

lgnore robots.txt rules (B

Interval (i ]
Repeats Li ]
User Agent +

BT

2. Configure the following settings:

Name Enter a name for the reverse cache prefetch file.

URL Enter the URLSs to preload. Separate multiple URLS with a semicolon.
Crawl Depth Enter how many levels deep to preload the URLs.

Ignore robots.txt rules Enable to ignore the rules found in the robots. txt file.

Interval Enter how often, in seconds, to preload the URLSs.

Repeats Enter how many times to preload the URLs. The value range is 0-

4,200,000,000.

User Agent The name of the computer program to use to preload the URLs. To create a
user agent, see Create or edit a user agent on page 386.

3. Click OK to create the new reverse cache prefetch file.

To edit a prefetch file:

1. Goto Web Cache > Prefetch File.

2. Select the file that you want to edit and then click Edit from the toolbar or double-click on the file in the table.
The Edit Reverse Cache Prefetch window opens.

3. Edit the information as required, then click OK to apply your changes.
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WCCP Settings

WCCP can be used to provide web caching with load balancing and fault tolerance. In a WCCP configuration, a WCCP
server receives HTTP requests from users’ web browsers and redirects the requests to one or more WCCP clients. The
clients either return cached content or request new content from the destination web servers, before caching it and
returning it to the server. The server then returns the content to the original requester. If a WCCP configuration includes
multiple WCCP clients, the WCCP server balances traffic among the clients and can detect when a client fails and
redirects traffic to still operating clients. WCCP is described by the Web Cache Communication Protocol internet draft.

Ay
‘Q' You can purge specific cached content with a CLI command. See Purging specific cached
- content for details.

FortiProxy units operate as WCCP clients and support WCCPv2. FortiProxy units use UDP port 2048 for WCCP
communication, with user traffic encapsulated in GRE-mode or L2-mode.

This section describes the following:

o WCCP service groups, numbers, IDs, and well-known services on page 378

» WCCP configuration overview on page 379

o Example: Caching HTTP sessions on page 379

o WCCP packet flow on page 383

o Configure forward and return methods and adding authentication on page 383
o WCCP messages on page 384

e Troubleshooting WCCP on page 384

WCCP service groups, numbers, IDs, and well-known services

A FortiProxy unit configured as a WCCP client can include multiple client configurations. Each of these configurations is
called a WCCP service group. A service group consists of one or more FortiProxy units configured as WCCP servers (or
routers) and one or more FortiProxy WCCP clients working together to cache a specific type of traffic. The service group
configuration includes information about the type of traffic to be cached, the addresses of the WCCP clients and servers,
and other information about the service.

A service group is identified with a numeric WCCP service ID (or service number) in the range 0 to 255. All of the servers
and clients in the same WCCP service group must have service group configurations with the same WCCP service ID.

The value of the service ID provides some information about the type of traffic to be cached by the service group. Service
IDs in the range 0 to 50 are reserved for well-known services. A well-known service is any service that is defined by the
WCCP standard as being well known. Because the service is well known, you just need to specify the service ID to
identify the traffic to be cached.

Even though the well-known service ID range is 0 to 50, only one well known service has been defined. Its service ID is
0, which is used for caching HTTP (web) traffic.
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To configure WCCP to cache HTTP sessions, you can add a service group to the FortiProxy WCCP router and
FortiProxy WCCP clients with a service ID of 0. No other information about the type of traffic to cache needs to be added
to the service group.

Because service IDs 1 to 50 are reserved for well-known services and because these services are not defined yet, you
should not add service groups with IDs in the range 1 to 50.

FortiProxy allows you to add service groups with IDs between 1 and 50. However, because
these service groups have not been assigned as well-known services, they will not cache any
N - /, sessions. Service groups with IDs 51 to 255 allow you to set the port numbers and protocol
q number of the traffic to be cached. So you can use service groups with IDs 51 to 255 to cache
- different kinds of traffic based on port numbers and protocol number of the traffic. Service
groups 1 to 50 however, do not allow you to set port or protocol numbers, so they cannot be
used to cache any traffic.

To cache traffic other than HTTP traffic you must add service groups with IDs in the range 51 to 255. These service
group configurations must include the port numbers and protocol number of the traffic to be cached. It is the port and
protocol number configuration in the service group that determines what traffic will be cached by WCCP.

WCCP configuration overview

To configure WCCP, you must create a service group that includes FortiProxy units configured as WCCP servers and
FortiProxy units configured as WCCP clients. WCCP servers intercept sessions to be cached (for example, sessions
from users browsing the web from a private network). To intercept sessions to be cached, the WCCP server must
include a firewall policy that accepts sessions to be cached, and WCCP must be enabled in this firewall policy.

The server must have an interface configured for WCCP communication with WCCP clients. That interface sends and
receives encapsulated GRE or L2 traffic to and from WCCP clients. The server must also include a WCCP service group
that includes a service ID and the addresses of the WCCP clients, as well as other WCCP configuration options.

To use a FortiProxy unit as a WCCP client, you must configure an interface on the unit for WCCP communication. The
client sends and receives encapsulated GRE traffic to and from the WCCP server using this interface.

The client must also include a WCCP service group with a service ID that matches a service ID on the server. The client
service group also includes the IP address of the servers in the service group and specifies the port numbers and
protocol number of the sessions that will be cached on the FortiProxy unit.

When the client receives sessions from the server on its WCCP interface, it either returns cached content over the
WCCP interface or connects to the destination web servers using the appropriate interface, based on the client routing
configuration. Content received from web servers is then cached by the client and returned to the WCCP server over the
WCCP link. The server then returns the received content to the initial requesting user’s web browser.

Finally, you might also need to configure routing on the FortiProxy server unit and FortiProxy client units, and you might
need to add additional firewall policies to the server to accept sessions not cached by WCCP.

Example: Caching HTTP sessions

In this example configuration, a FortiProxy unit is operating as an Internet firewall for a private network. The port39
interface of the FortiProxy unit is connected to the Internet, and the port38 interface is connected to the internal network.
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All HTTP traffic on port80 that is received at the port38 interface of the FortiProxy unit is accepted by a port39-to-port38
firewall policy with WCCP enabled. All other traffic received at the port2 interface is allowed to connect to the Internet by
adding a general port38-to-port39 firewall policy below the HTTP-on-port-80 firewall policy.

A WCCP service group is added to the FortiProxy unit with a service ID of 0 for caching HTTP traffic on port80. The port1
interface of the FortiProxy unit is configured for WCCP communication.

A FortiProxy unit connects to the Internet through the FortiProxy unit. To allow for this, a port1-to-port39 firewall policy is
added to the FortiProxy unit.

NOTE: The WCCP client can operate in L2 mode. The WCCP client firewall policy must specify which ingress interface
is receiving the L2-forwarded traffic. This is different from GRE-mode, which uses the w.root interface.

Configure the WCCP client
You can configure the WCCP client in the GUI or CLI.

To configure the FortiProxy unit as a WCCP client using the GUI:

Go to Network > Interfaces.

Select an interface and then click Edit. If there are no interfaces in the list, select Create New.

Move the slider for Enable WCCP Protocol to enable WCCP on this interface and Click OK to save your changes.
Go to Web Cache > WCCP Settings and select Create New.

Configure the following settings:

o obd-=

Server ID Enter the WCCP service group identifier.
Enter 90 for the example network.

Cache ID Enter the IP address that is known by all web cache routers.
Enter 10.51.101.10 for the example network.

Router List Enter the IP addresses of potential cache servers.
Enter 70.51.101.100 for the example network.

Authentication Enable or disable MD5 authentication.
Select Disable for the example network.

Cache Engine Method Select the method for forwarding traffic to the routers and for returning traffic to
the cache engine, either GRE or L2.

Select GRE or L2 for the example network.

Assignment Method Select the preferred assignment method for the hash key, either HASH or
MASK.

Select HASH or MASK for the example network.
6. Click OKto create the WCCP client.
To configure the FortiProxy unit as a WCCP client using the CLI:

Use the following steps to configure the FortiProxy unit as the WCCP client for the example network. The example steps
only describe the WCCP-related configuration.
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1. Enable the L2 mode:

config system wccp
edit <Service-ID>

set
next
end

cache-engine-method L2

2. Configure the FortiProxy unit to operate as a WCCP client:
config system settings
set wccp-cache-engine enable

end

You cannot enter the wecp-cache-engine enable command if you have already

is added to the FortiProxy configuration. All traffic redirected from a WCCP router is

s‘é’, added a WCCP service group. When you enter this command, an interface named w.root

considered to be received at this interface of the FortiProxy unit operating as a WCCP
client. A default route to this interface with lowest priority is added.

3. Enable WCCP on the aggregate interface aggr1:
config system interface
edit aggrl

set

set

set

set

set

set
end

ip 192.168.1.2 255.255.255.0

allowaccess ping https ssh snmp http telnet
type aggregate

explicit-web-proxy enable

member portl portd

wcecp enable

4. Add aWCCP service group with service ID 0:

config system wccp

edit 0
set
set

end

router-list 192.168.1.2
cache-id 192.168.1.1

5. Add a port-w.root-to-aggr1 firewall policy that accepts HTTP traffic on port80 and is configured for WCCP:

config firewall policy

edit 1
set
set
set
set
set
set
set
set

end

srcintf w.root
dstintf aggrl
srcaddr all
dstaddr all
action accept
schedule always
service HTTP
webcache enable

config firewall central-snat-map

edit 1

set masquerade enable
set srcintf w.root
set dstintf aggrl

set orig-addr "all"
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set dst-addr "all"
next
end

NOTE: If the FortiProxy is operating in L2 mode, the firewall policy must specify the ingress interface where L2-
forwarded traffic is being received:

config firewall policy
edit 1
set srcintf <port x>
set dstintf <port y>
set srcaddr all
set dstaddr all
set action accept
set schedule always
set service HTTP
set webcache enable
end

config firewall central-snat-map
edit 1
set masquerade enable
set srcintf <port x>
set dstintf <port y>
set orig-addr "all"
set dst-addr "all"
next
end

Verify the WCCP status

After setting up the FortiProxy unit as the WCCP client, you should verify to confirm that it is configured correctly.

diagnose test application wccp 2
root: work mode:cache working NAT first phy id=8
interface list:
intf=aggrl, gid=8 phy id=8
service list:
service: 0, cache id=192.168.1.2, group=0.0.0.0, auth(no)
forward=1, return=1, assign=1l.
router list:
192.168.1.1
port list:
ecache 1d=192.168.1.2

diagnose test application wccp 6
service-0 in root
erouter list: 1 routers in total
0. 192.168.1.1
receive 1d:23573 change number:2
cache servers seen by this router:
0. 192.168.1.2 weight:0 (*Designated Web Cache)
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WCCP packet flow

The following packet flow sequence assumes you have configured a FortiProxy unit to be a WCCP server and one or
more FortiProxy units to be WCCP clients.

1.
2,

A user’s web browser sends a request for web content.

The FortiProxy unit configured as a WCCP server includes a firewall policy that intercepts the request and forwards
it to a FortiProxy WCCP client.

The firewall policy can apply UTM features to traffic accepted by the policy.
The FortiProxy WCCP client receives the WCCP session.

The client either returns requested content to the WCCP server if it is already cached or connects to the destination
web server, receives and caches the content, and then returns it to the WCCP server.

The WCCP server returns the requested content to the user’s web browser.

The WCCP router returns the request to the client web browser. The client web browser is not aware that all this is
taking place and does not have to be configured to use a web proxy.

Configure forward and return methods and adding authentication

The WCCP forwarding method determines how intercepted traffic is transmitted from the WCCP router to the WCCP
cache engine. FortiProxy units use GRE forwarding.

GRE forwarding encapsulates the intercepted packet in an IP GRE header with a source IP address of the WCCP router

and a destination IP address of the target WCCP cache engine. The result is a tunnel that allows the WCCP router to be

multiple hops away from the WCCP cache server.

By default, the WCCP communication between the router and cache servers is unencrypted. If you are concerned about

attackers sniffing the information in the WCCP stream, you can use the following command to enable hash-based
authentication of the WCCP traffic. You must enable authentication on the router and the cache engines, and all must
have the same password.

config system wccp

edit 1
set authentication enable
set password <password>

end

Purging specific cached content

You can purge specific cached content with the following CLI command:

execute webcache delete [pattern type] [pattern string]

For [pattern_type], there are three choices:

» simple—a simple string following the pattern [domain_string]:[port_string]/[path_string]
o wildcard—a wild-card match following the pattern [domain_wildcard]:[port_wildcard]/[path_wildcard]
» regexp—a Perl regular expression

To delete all cached content from www.domain.com/path:

execute webcache delete simple www.domain.com:80/path

To delete all content from .com www sites
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execute webcache delete wildcard www.*.com:*/*

To verify the status of a purge request

execute webcache delete status

WCCP messages

When the WCCP service is active on a web cache server, it periodically sends a WCCP HERE | AM broadcast or unicast
message to the FortiProxy unit operating as a WCCP router. This message contains the following information:

« Web cache identity (the IP address of the web cache server)
« Service information (the service group to join)

If the information received in this message matches what is expected, the FortiProxy unit replies with a WCCP | SEE
YOU message that contains the following details:

o Router identity (the FortiProxy unit’s IP address)
« Sentto IP (the web cache IP addresses to which the packets are addressed)

When both ends receive these two messages, the connection is established, the service group is formed, and the
designated web cache is elected.

Troubleshooting WCCP

Two types of debug commands are available for debugging or troubleshooting a WCCP connection between a
FortiProxy unit operating as a WCCP router and its FortiProxy WCCP cache engines.

Real-time debugging

The following commands can capture live WCCP messages:

diagnose debug enable
diagnose debug application wccpd <debug level>

Application debugging

The following commands display information about WCCP operations:

get test wccpd <integer>
diagnose test application wccpd <integer>

Where <integer> is a value between 1 and 5:

Display WCCP statistics
Display WCCP configuration
Display WCCP cache servers
Display WCCP services
Display WCCP assignment

o oN-=

Enter the following command to view the debugging output:

diagnose test application wccpd 3
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Sample output from a successful WCCP connection:

service-0 in root: num=1, usable=1

cache server ID:

len=44, addr=172.16.78.8, weight=4135, status=0
rcv_id=6547, usable=1, fm=1, ng=0, dev=3(k3),
to0=192.168.11.55

ch no=0, num router=1l:

192.168.11.55

Sample output from the same command from an unsuccessful WCCP connection (because of a service group password
mismatch):

service-0 in root: num=0, usable=0

diag debug application wccpd -1

Sample output:

wcecp _on_recv()-98: root recv: num=160, dev=3(3),
172.16.78.8->192.168.11.55

wccp2 receive pkt()-1124: len=160, type=10, ver=0200,
length=152

wcep2 receive pkt()-1150: found component:t=0, len=20
wcep2 receive pkt()-1150: found component:t=1, len=24
wcep2 receive pkt()-1150: found component:t=3, len=44
wcep2 receive pkt()-1150: found component:t=5, len=20
wcep2 receive pkt()-1150: found component:t=8, len=24

wcep2 check security info()-326: MD5 check failed

User Agent

You can specify which computer programs are used to preload URLs. Multiple browsers are supported, such as
Chrome, Safari, Firefox, and Internet Explorer. After you define a user agent, you can select it when you create prefetch
URLSs or reverse cache prefetch URLs.

To see the list of user agents, go to Web Cache > User Agent.

+ Create New

Name User Agent Ref.
Google Google 0
Internet Explorer Internet Explorer 0
Safari Safari 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.
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The following options are available:

Create New Add a new user agent. See Create or edit a user agent on page 386.

Edit Edit the selected user agent. See Create or edit a user agent on page 386.
Delete Delete the selected user agent.

Name The name of the user agent.

User Agent The name of the computer program to use to preload the URLs.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit a user agent

To create a user agent:

1. Goto Web Cache > User Agent and select Create New from the toolbar. The Create User Agent window opens.

Create User Agent

Mame

User Agent

BT

2. Configure the following settings:
Name Enter a name for the user agent.

User Agent Enter the name of the browser.

3. Click OK to create the new user agent.

To edit a user agent:

1. Goto Web Cache > User Agent.

2. Select the user agent you want to edit and then click Edit from the toolbar or double-click on the server in the table.
The Edit User Agent window opens.

3. Edit the information as required and then click OK to apply your changes.
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The VPN menu allows you to configure IPsec VPN and SSL-VPN.
The following topics are included in this section:

o |IPsec Tunnels on page 388

o IPsec Wizard on page 393

o IPsec Tunnel Template on page 399

o SSL-VPN Portals on page 400

e SSL-VPN Settings on page 405

o SSL-VPN Personal Bookmarks on page 409
e SSL-VPN Realms on page 410

IPsec VPN

Virtual Private Network (VPN) technology enables remote users to connect to private computer networks to gain access
to their resources in a secure way. For example, an employee traveling or working from home can use a VPN to securely
access the office network through the Internet.

Instead of remotely logging on to a private network using an unencrypted and insecure Internet connection, the use of a
VPN ensures that unauthorized parties cannot access the office network and cannot intercept any of the information that
is exchanged between the employee and the office. It is also common to use a VPN to connect the private networks of
two or more offices.

Fortinet offers VPN capabilities in the FortiProxy Unified Threat Management (UTM) appliance and in the FortiClient
Endpoint Security suite of applications. A FortiProxy unit can be installed on a private network, and FortiClient software
can be installed on the user’'s computer. It is also possible to use a FortiProxy unit to connect to the private network
instead of using FortiClient software.

SSL-VPN

As organizations have grown and become more complex, secure remote access to network resources has become
critical for day-to-day operations. In addition, businesses are expected to provide clients with efficient, convenient
services including knowledge bases and customer portals. Employees traveling across the country or around the world
require timely and comprehensive access to network resources. As a result of the growing need for providing
remote/mobile clients with easy, cost-effective and secure access to a multitude of resources, the concept of a Virtual
Private Network (VPN) was developed.

SSL VPNs establish connectivity using SSL, which functions at Levels 4-5 (Transport and Session layers). Information is
encapsulated at Levels 6-7 (Presentation and Application layers), and SSL VPNs communicate at the highest levels in
the OSI model. SSL is not strictly a Virtual Private Network (VPN) technology that allows clients to connect to remote
networks in a secure way. A VPN is a secure logical network created from physically separate networks. VPNs use
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encryption and other security methods to ensure that only authorized users can access the network. VPNs also ensure
that the data transmitted between computers cannot be intercepted by unauthorized users. When data is encoded and
transmitted over the Internet, the data is said to be sent through a “VPN tunnel.” A VPN tunnel is a non-application
oriented tunnel that allows the users and networks to exchange a wide range of traffic regardless of application or
protocol.

The advantages of a VPN over an actual physical private network are two-fold. Rather than utilizing expensive leased
lines or other infrastructure, you use the relatively inexpensive, high-bandwidth Internet. Perhaps more important though
is the universal availability of the Internet. In most areas, access to the Internet is readily obtainable without any special
arrangements or long wait times.

SSL (Secure Sockets Layer) as HTTPS is supported by most web browsers for exchanging sensitive information
securely between a web server and a client. SSL establishes an encrypted link, ensuring that all data passed between
the web server and the browser remains private and secure. SSL protection is initiated automatically when a user (client)
connects to a web server that is SSL-enabled. Once the successful connection is established, the browser encrypts all
the information before it leaves the computer. When the information reaches its destination, it is decrypted using a secret
(private) key. Any data sent back is first encrypted, and is decrypted when it reaches the client.

FortiProxy supports the SSL and TLS versions defined in the following table.
SSL and TLS version support table

Version RFC

SSL2.0 RFC 6176
SSL 3.0 RFC 6101
TLS 1.0 RFC 2246
TLS 1.1 RFC 4346
TLS 1.2 RFC 5246

IPsec Tunnels

The data path between a user’'s computer and a private network through a VPN is referred to as a tunnel. Like a physical
tunnel, the data path is accessible only at both ends. In the telecommuting scenario, the tunnel runs between the
FortiClient application on the user’s PC, or a FortiProxy unit or other network device and the FortiProxy unit on the office
private network.

Encapsulation makes this possible. IPsec packets pass from one end of the tunnel to the other and contain data packets
that are exchanged between the local user and the remote private network. Encryption of the data packets ensures that
any third-party who intercepts the IPsec packets can not access the data.

You can create a VPN tunnel between:

+ A PC equipped with the FortiClient application and a FortiProxy unit
» Two FortiProxy units
¢ Third-party VPN software and a FortiProxy unit

To view a list of IPsec tunnels, go to VPN > IPsec Tunnels. After you create an IPsec VPN tunnel, it appears in the VPN
tunnel list.
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+ Create New ~
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Tunnel Interface Binding Status Ref.

™ portl © Inactive 4

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New > IPsec Tunnel Run the IPsec Wizard and create an |IPsec tunnel. See |IPsec Wizard on page

Edit
Delete
Search
Tunnel

Interface Binding

Status
Ref.

Aggregate Weight
Comments

IKE Version

Mode

Phase 2 Selectors

Edit an IPsec tunnel

393.

Edit an IPsec tunnel. See Edit an IPsec tunnel on page 389.
Delete the selected IPsec tunnel.

Enter a search term to find in the list.

The name of the IPsec tunnel.

Select the name of the interface through which remote peers connect to the
FortiProxy unit.

The status is Active or Inactive.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

The aggregate weight.
An optional description of the IPsec tunnel.
The default IKE versionis 1.

The mode is Aggressive or Main (ID Protection):
e Main (ID Protection)—The Phase 1 parameters are exchanged in multiple
rounds with encrypted authentication information.
* Aggressive—The Phase 1 parameters are exchanged in single message
with authentication information that is not encrypted.

The name of phase 2.

Select an IPsec tunnel and then click Edit to open the Edit VPN Tunnel page.
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Edit VPN Tunnel
MName MewlPsecTunne
C ¢ WPMN: NewlPsecTunnel
omments (Created by VPN wizard) 4 43255
Metwork # Edit
Remote Gateway : Static IP Address | ), Interface : port1
Authentication # Edit
Authentication Method : Pre-shared Key
IKE Version : 1, Mode : Main (ID protection)
Phase 1 Proposal # Edit

Algorithms : AES128-SHAZ56, AES256-SHAZ256, AES128-5HATL, AES256-
SHA1

Diffie-Hellman Groups: 14, 5

XAUTH # Edit

Type : Disabled

Phase 2 Selectors

Mame Local Address Remote Address © Add
MewlPsecTunnel  NewlPsecTunnel_local Newl PsecTinneI_remot &

Configure the following settings in the Edit VPN Tunnel page. After each editing a section, select the checkmark icon to
save your changes. After you make all of your changes, click OK.

Name The name of the IPsec tunnel cannot be changed.
Comments An optional description of the IPsec tunnel.
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Network
IP Version

Remote Gateway

IP Address

Interface

Local Gateway

NAT Traversal

Keepalive Frequency

Forward Error Correction
Add route

Auto discovery sender
Auto discover receiver
Authentication

Method

Pre-shared Key
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Select Edit to make changes.
This option is set to IPv4.

This option is set to Static IP Address for a remote peer that has a static IP
address.

Enter the IP address of the remote peer.

Select the name of the interface through which remote peers connect to the
FortiProxy unit.

Enable this option to configure a local gateway and then select Primary IP,
Secondary IP, or Specify. Enter or select the IP address.

Select Enable if a NAT device exists between the local FortiProxy unit. and the
VPN peer or client. The local FortiProxy unit and the VPN peer or client must have
the same NAT traversal setting (both selected or both cleared) to connect reliably.
Additionally, you can force IPsec to use NAT traversal.

If this option is set to Forced, the FortiProxy unit uses a port value of zero when
constructing the NAT discovery hash for the peer. This causes the peer to think it
is behind a NAT device, and it will use UDP encapsulation for IPsec, even if no
NAT is present. This approach maintains interoperability with any IPsec
implementation that supports the NAT-T RFC.

If you selected Enable or Forced for the NAT traversal, enter a keep-alive
frequency.

Select Egress or Ingress.

Select Enabled if you want to add a route.

Select Enabled to automatically discover the sender.
Select Enabled to automatically discover the receiver.
Select Editto make changes.

Select Pre-shared Key or Signature:

* Pre-shared Key—A preshared key contains at least six random
alphanumeric characters. Users of the VPN must obtain the preshared key
from the person who manages the VPN server and add the preshared key to
their VPN client configuration.

 Signature—Use one or more certificates for authentication.

If you selected Pre-shared Key for the authentication method, enter the pre-
shared key that the FortiProxy unit will use to authenticate itself to the remote peer
or dial-up client during Phase 1 negotiations. You must define the same key at the
remote peer or client.

The key must contain at least 6 printable characters. For optimum protection
against currently known attacks, the key must consist of a minimum of 16
randomly chosen alphanumeric characters. The limit is 128 characters.
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Certificate Name

Version

Mode

Phase 1 Proposal

Encryption

Authentication

Diffie-Hellman Groups

Key Lifetime (seconds)

Local ID

XAUTH

Type

Username
Password

Phase 2 Selectors
Name

Comments

Local Address

Remote Address

Phase 2 Proposal

Encryption

Authentication

Enable Replay Detection
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If you selected Signature for the authentication method, select + and then select
one or more certificates that the FortiProxy unit will use to authenticate itself.

IKE version 1 is selected by default.

Select Aggressive or Main (ID protection):
e Main (ID protection)—The Phase 1 parameters are exchanged in multiple
rounds with encrypted authentication information.

¢ Aggressive—The Phase 1 parameters are exchanged in single message
with authentication information that is not encrypted.

Select Editto make changes.
Select Add to get another row of Encryption and Authentication options.

Select DES, 3DES, AES128, AES192, AES256 to use as the encryption
algorithm.

Select MD5, SHA1, SHA256, SHA384, or SHA512 to use for authentication.

Select one or more Diffie-Hellman (DH) asymmetric key algorithms for public key
cryptography.

Enter the time (in seconds) that must pass before the IKE encryption key expires.
When the key expires, a new key is generated without interrupting service. The
key lifetime can be from 120 to 172,800 seconds.

A Local ID is an alphanumeric value.

Select Edit to make changes.

Select Client to require an additional user name and password for authentication.
If you selected Client, enter a user name for authentication.

If you selected Client, enter a password for authentication.

Select Add to enter new phase-2 information.

Enter the Phase-2 name.

An optional description of the VPN tunnel.

Select Subnet, IP Range, IP Address, Named Address,IPv6 Subnet, IPv6 Range,
IPv6 Address, or Named IPv6 Address and then enter the specified information.

Select Subnet, IP Range, IP Address, Named Address,IPv6 Subnet, IPv6 Range,
IPv6 Address, or Named IPv6 Address and then enter the specified information.

Select Add to get another row of Encryption and Authentication options.

Select DES, 3DES, AES128, AES128GCM, AES192, AES256 or
CHACHA20POLY1305 to use as the encryption algorithm.

Select MD5, SHA1, SHA256, SHA384, or SHA512 to use for authentication.

Replay attacks occur when an unauthorized party intercepts a series of IPsec
packets and replays them back into the tunnel.
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Enable Perfect Forward
Secrecy (PFS)

Local Port
Remote Port
Protocol

Auto-negotiate
Autokey Keep Alive

Key Lifetime

Seconds

Kilobytes

IPsec Wizard

To set up an IPsec VPN:

1. Goto VPN > [Psec Wizard.

Enable for PFS.

Select All or enter the local port number.
Select All or enter the remote port number.
Select All or enter the protocol number.

Enable the option if you want the tunnel to be automatically renegotiated when the
tunnel expires.

Select the check box if you want the tunnel to remain active when no data is being
processed.

Select the method for determining when the Phase 2 key expires: Seconds,
Kilobytes, or Both. If you select Both, the key expires when either the time has
passed or the number of kilobytes have been processed.

If you selected Seconds or Both for the key lifetime, enter the number of seconds.

If you selected Kilobytes or Both for the key lifetime, enter the number of kilobytes.

2. Configure the VPN setup and then select Next:

Name

Template Type

NAT Configuration

Remote Device type

Enter a unique descriptive name (15 characters or less) for the VPN tunnel.

Select Site to Site or Custom:
» Site to Site—Static tunnel between this FortiProxy unit and a remote
FortiProxy unit through the Internet.

* Custom—No template. See Create a custom VPN tunnel on page 395.

If you selected Site to Site, select No NAT between sites, This site is behind
NAT, or The remote site is behind NAT.

If you selected Site to Site, select FortiProxy or Cisco.

3. Configure the authentication and then select Next:

Remote Device

Remote IP Address

FQDN
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If you selected Site to Site for the template type, select IP Address or Dynamic
DNS.

If you selected /P Address for the remote address, enter the IP address of the
remote peer.

If you selected Dynamic DNS for the remote address, enter the domain name
of the remote peer.
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Outgoing Interface

Incoming Interface

Authentication Method

Pre-shared Key

Certificate Name

Peer Certificate CA

If you selected Site to Site for the template type, select the outgoing interface
from the drop-down list.

If you selected Remote Access for the template type, select the incoming
interface from the drop-down list.

Select Pre-shared Key or Signature:
¢ Pre-shared Key—A preshared key contains at least six random
alphanumeric characters. Users of the VPN must obtain the preshared
key from the person who manages the VPN server and add the preshared
key to their VPN client configuration.

¢ Signature—Use one or more certificates for authentication.

If you selected Pre-shared Key for the authentication method, enter the pre-
shared key that the FortiProxy unit will use to authenticate itself to the remote
peer or dial-up client during Phase 1 negotiations. You must define the same
key at the remote peer or client.

The key must contain at least 6 printable characters. For optimum protection
against currently known attacks, the key must consist of a minimum of 16
randomly chosen alphanumeric characters. The limit is 128 characters.

If you selected Signature for the authentication method, select + and then
select one or more certificates that the FortiProxy unit will use to authenticate
itself.

If you selected Signature for the authentication method, select a peer
certificate authority.

4. Configure the policy and routing settings:

Local Interface

Local Subnets

Remote Subnets

Internet Access

Shared WAN

Local Gateway

5. Select Create.

Select the name of the interface through which remote peers or dial-up clients
connect to the FortiProxy unit.

If you selected Site to Site for the template type, enter a local subnet. Select +
to enter another local subnet.

Enter a remote subnet. Select + to enter another remote subnet.

Select None, Share Local, or Use Remote.
* None—Site-to-site devices communicate over the VPN, but Internet
access does not require VPN.
» Share Local—Allow the remote site to use this FortiProxy as an Internet
gateway.
» Use Remote—This FortiProxy unit will use a tunnel for Internet access
from the remote location.

If you selected Share Local for Internet access, select the WAN interface.

If you selected Use Remote for Internet access, enter the local gateway
address.

6. Select Add Another to start at the beginning of the IPsec Wizard or select Show Tunnel List to see the available

IPsec tunnels.
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Create a custom VPN tunnel

If you select Custom for the template type in the IPsec Wizard and then select Next, the New VPN Tunnel window opens.
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Mew VPN Tunnel

Mame

Comments

Enable |Psec Interface Mode o

| MewCustomTunneal

| Comments

il
i

Metwork
IPVarsion
Remote Gatewsy | Static IP Address - |
IP Address [ 0000 |
Interface | -]
Local Gateway >
MAT Trawerzal Enable | Diizable  Forced
Keepalive Freguency | 10
Dizad Peer Detaction Disable | Onldle | CnDemand
Authentication
Method [ Pre-shared Key -
Pre-zhared Key | |
IKE
ersion i
Mode Aggraszive
Phase1Proposal @ Add
Encryztion Authentl'catl'un x
Encryption AEZ258 ™| ) chentication | SHAZIS *| X
Encryption Authentication | SHAZSS | | X
Encrystion Authentl'catl'un x
Encryztion Authentl'catl'un x
Encryption Authentication [ 3HAL  ¥| [ X
30 29 [0 28 7 21 [ 20
Diffie-Hellman Groups 1% 18 @ 17 15 15 14
< 5 2 [1
Key Lifetime (seconds) [ 28400 |
Local I | |
HAUTH
Type | Disabled -
Phase 2 Selectors
Mame Local Address Remote Address
0.0.0.0/0.000 0:0:0.0/0.0.00 &
Mew Phase 2 [ 1S
Marne | MewCustomTunnel |
Comments | Comments |
Local Address | Subret ~|| 00000000 |
Remote Address | sutret ~|| cooomooo |
Advanced. ..
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Configure the following settings and then click OK:

Name

Comments

Enable IPsec Interface Mode
IP Version

Remote Gateway

IP Address

Interface

Local Gateway

NAT Traversal

Keepalive Frequency

Dead Peer Detection

Method

Pre-shared Key
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Type a name for the Phase 1 definition.

An optional description of the VPN tunnel.

Select this option if you want to create an IPsec VPN tunnel.
This option is set to IPv4.

This option is set to Static IP Address for a remote peer that has a static IP
address.

Enter the IP address of the remote peer.

Select the name of the interface through which remote peers connect to the
FortiProxy unit.

Enable this option to configure a local gateway and then select Primary IP,
Secondary IP, or Specify. Enter or select the IP address.

Select Enable if a NAT device exists between the local FortiProxy unit. and the
VPN peer or client. The local FortiProxy unit and the VPN peer or client must have
the same NAT traversal setting (both selected or both cleared) to connect reliably.
Additionally, you can force IPsec to use NAT traversal.

If this option is set to Forced, the FortiProxy unit uses a port value of zero when
constructing the NAT discovery hash for the peer. This causes the peer to think it
is behind a NAT device, and it will use UDP encapsulation for IPsec, even if no
NAT is present. This approach maintains interoperability with any IPsec
implementation that supports the NAT-T RFC.

If you selected Enable or Forced for the NAT traversal, enter a keep-alive
frequency.

Select On Idle to reestablish VPN tunnels on idle connections and clean up dead
IKE peers if required. You can use this option to receive notification whenever a
tunnel goes up or down, or to keep the tunnel connection open when no traffic is
being generated inside the tunnel.

With On Idle or On Demand selected, you can use the config vpn ipsec
phasel (tunnel mode) or config vpn ipsec phasel-interface (interface
mode) CLI command to optionally specify a retry count and a retry interval.

Select Pre-shared Key or Signature:
¢ Pre-shared Key—A preshared key contains at least six random
alphanumeric characters. Users of the VPN must obtain the preshared key
from the person who manages the VPN server and add the preshared key to
their VPN client configuration.

» Signature—Use one or more certificates for authentication.
If you selected Pre-shared Key for the authentication method, enter the pre-
shared key that the FortiProxy unit will use to authenticate itself to the remote peer

or dial-up client during Phase 1 negotiations. You must define the same key at the
remote peer or client.
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Certificate Name

Version

Mode

Accept Types

Peer ID

Peer certificate

Phase 1 Proposal

Encryption

Authentication

Diffie-Hellman Groups

Key Lifetime (seconds)

Local ID
Type

User Name
Password
Name
Comments

Local Address
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The key must contain at least 6 printable characters. For optimum protection
against currently known attacks, the key must consist of a minimum of 16
randomly chosen alphanumeric characters. The limit is 128 characters.

If you selected Signature for the authentication method, select + and then select
one or more certificates that the FortiProxy unit will use to authenticate itself.

IKE version 1 is selected by default.

Select Aggressive or Main (ID protection):
* Main (ID protection)—The Phase 1 parameters are exchanged in multiple
rounds with encrypted authentication information.

» Aggressive—The Phase 1 parameters are exchanged in single message
with authentication information that is not encrypted.

If you selected Pre-shared Key for the authentication method and selected
aggressive mode, select Any peer ID or Specific peer ID. If you select Specific
peer ID, enter the peer ID.

If you selected Signature for the authentication method, select Any peer ID,
Specific peer ID, or Peer cettificate.

If you selected Any peer ID, enter the peer ID.

If you selected Peer certificate for the authentication method, select the
certificate.

Select Add to get another row of Encryption and Authentication options.

Select DES, 3DES, AES128, AES192, and AES256 to use as the encryption
algorithm. AES256 is the most secure; DES is the least secure.

Select MD5, SHA1, SHA256, SHA384, SHA512, or SHA256 to use for
authentication.

Select one or more Diffie-Hellman (DH) asymmetric key algorithms for public key
cryptography.

Enter the time (in seconds) that must pass before the IKE encryption key expires.
When the key expires, a new key is generated without interrupting service. The
key lifetime can be from 120 to 172,800 seconds.

A Local ID is an alphanumeric value.

Select Client to require an additional user name and password for authentication.
If you selected Client, enter a user name for authentication.

If you selected Client, enter a password for authentication.

By default, the Phase-2 name is the same as the Phase-1 name.

An optional description of the VPN tunnel.

Select Subnet, IP Range, IP Address, Named Address,IPv6 Subnet, IPv6 Range,
IPv6 Address, or Named IPv6 Address and then enter the specified information.
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Phase 2 Proposal
Encryption
Authentication

Enable Replay Detection
Enable Perfect Forward
Secrecy (PFS)

Local Port

Remote Port

Protocol

Auto-negotiate

Autokey Keep Alive

Key Lifetime

Seconds

Kilobytes

Select Subnet, IP Range, IP Address, Named Address,IPv6 Subnet, IPv6 Range,
IPv6 Address, or Named IPv6 Address and then enter the specified information.

Select Add to get another row of Encryption and Authentication options.

Select NULL, DES, 3DES, AES128, AES128GCM, AES192, AES256, or
AES256GCM to use as the encryption algorithm. NULL is the least secure;
AES256GCM is the most secure.

Select NULL, MD5, SHA1, SHA256, SHA384, or SHA512 to use for
authentication.

Replay attacks occur when an unauthorized party intercepts a series of IPsec
packets and replays them back into the tunnel.

Perfect forward secrecy (PFS) improves security by forcing a new Diffie-Hellman
exchange whenever keylife expires.

Select All or enter the local port number.
Select All or enter the remote port number.
Select All or enter the protocol number.

Enable the option if you want the tunnel to be automatically renegotiated when the
tunnel expires.

Select the check box if you want the tunnel to remain active when no data is being
processed.

Select the method for determining when the Phase 2 key expires: Seconds,
Kilobytes, or Both. If you select Both, the key expires when either the time has
passed or the number of kilobytes have been processed.

If you selected Seconds or Both for the key lifetime, enter the number of seconds.

If you selected Kilobytes or Both for the key lifetime, enter the number of kilobytes.

IPsec Tunnel Template

Several tunnel templates are available in the IPsec VPN Wizard that cover a variety of different types of IPsec VPN. Go
to VPN > IPsec Tunnel Template to see a list and descriptions of these templates:

« Site to Site - FortiProxy
« Site to Site - Cisco

Select a template and then select View to see the template details.
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SSL-VPN Portals

The SSL-VPN portal enables remote users to access internal network resources through a secure channel using a web
browser. FortiProxy administrators can configure login privileges for system users as well as the network resources that
are available to the users.

This step in the configuration of the SSL-VPN tunnel sets up the infrastructure; the addressing, encryption, and
certificates needed to make the initial connection to the FortiProxy unit. This step is also where you configure what the
remote user sees with a successful connection. The portal view defines the resources available to the remote users and
the functionality they have on the network.

Goto VPN > SSL-VPN Portals to see a list of available SSL-VPN portals.

+ Create New Search Q
Name Tunnel Mode Web Mode
full-access © Enabled @ Enabled
tunnel-access @ Enabled © Disabled
web-access © Disabled @ Enabled

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an SSL-VPN portal. See Create or edit an SSL-VPN portal on page 400.
Edit Edit an SSL-VPN portal. See Create or edit an SSL-VPN portal on page 400.
Delete Delete an SSL-VPN portal.

Search Enter a search term to find in the list.

Name The name for the portal.

Tunnel Mode Whether this portal is using tunnel mode.

Web Mode Whether this portal is using web-only mode.

IPv6 Tunnel Mode Whether this portal is using IPv6 tunnel mode.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit an SSL-VPN portal

Select Create New to open the New SSL-VPN Portal page.
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Mew SSL-VPM Portal

Marme
% FPX4HETA13000002

Limit Users to One 35LVPM Connection st a Time (B

& Tunnel b
unrel Mode @ AP Preview

Enzble Split Tunneling ) Disabled
All client traffic will be directed over the S5L-VEPN tunnel.

@ Enabled Basedon Puolicy Destination
Only client traffic in which the destination matches the destination of the configured firewsall policies will be directed ower the 55L-
VPN tuninel.

Enabled for Trusted Destinations
Only client traffic which does not match explicitly trusted destinations will be directed owver the S5LVPN tunnel.

Q

Fouting Address Cwerride +

Epurce IP Pools +

B IPve Tunnel Mode

Tunnel Mode Client Options

Allow client to save password »
Allow client to connect automatically O
Allow client to keep connections alive (B

DS Split Tunneling »

(B Host Check

(W Restrict to Specific 05 Versions

@ Enable Web Mode

Portal Messags SSLVPM Portal

Theme Neutring -
Show Session Information @0

Show Connection Launcher @

Show Login History [ 8]
Uzer Boockmarks €O
Rewrite Content |R/ULS [ )
ROPAVMC clipboard O

Predefined Bookmarks

*CreateMew | # Edit O Delete Seard Q

Marne & Type = Locstion & Description &

Me results

Select an SSL-VPN portal from the list and then click Edit to open the Edit SSL-VPN Portal page.
Configure the following settings in the New SSL-VPN Portal page or Edit SSL-VPN Portal page and then click OK:

Name The name for the portal. After you create the SSL-VPN portal, the name cannot be
changed.

FortiProxy 7.2.8 Administration Guide 401
Fortinet Inc.



Limit Users to One SSL-VPN
Connection at a Time

Tunnel Mode

Enable Split Tunneling

Routing Address Override

Source IP Pools

IPv6 Tunnel Mode

Enable IPv6 Split Tunneling

IPv6 Routing Address
Override

Source IPv6 Pools

Allow client to save password

Allow client to connect
automatically

Allow client to keep
connections alive

DNS Split Tunneling

Host Check

Restrict to Specific OS
Versions

Enable Web Mode
Portal Message

Theme
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You can set the SSL VPN tunnel such that each user can only log into the tunnel
one time concurrently per user per login. That is, after logging into the portal, they
cannot go to another system and log in with the same credentials again. This
option is disabled by default.

Enable to determine how tunnel-mode clients are assigned IPv4 addresses.

If you want to use split tunneling, select Enabled Based on Policy Destination or
Enabled for Trusted Destinations.

If you enable split tunneling, you are required to set the routing address, which is
the address that your corporate network is using. Traffic intended for the routing
address is not split from the tunnel.

Select an IP pool for users to acquire an IP address when connecting to the portal.

There is always a default pool available if you do not create your own.

Move the slider to determine how tunnel-mode clients are assigned IPv6
addresses.

Select Disabled, Enabled Based on Policy Destination, or Enabled for Trusted
Destinations.

If you enable split tunneling, you are required to set the IPv6 routing address,
which is the address that your corporate network is using. Traffic intended for the
routing address is not split from the tunnel.

Select an IPv6 pool for users to acquire an IP address when connecting to the
portal. There is always a default pool available if you do not create your own.

When enabled, if the user selects this option, their password is stored on the
user’'s computer and will automatically populate each time they connect to the
VPN.

When enabled, if the user selects this option, when the FortiClient application is
launched, for example after a reboot or system startup, FortiClient will
automatically attempt to connect to the VPN tunnel.

When enabled, if the user selects this option, the FortiClient should try to
reconnect once it detects the VPN connection is down unexpectedly (not
manually disconnected by user).

Enable and then create or edit the DNS entry. See Create or edit a DNS entry on
page 404.

Enable and then select Realtime AntiVirus, Firewall, or Enable both.

Enable or disable.

Enable for web-mode access.
This is a text header that appears on the top of the web portal.

Select a color styling specifically for the web portal.
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Show Session Information

Show Connection Launcher
Show Login History

User Bookmarks

Rewrite Content IP/Ul/
FDP/VNC clipboard

Create New

Edit

Delete

Search

Enable FortiClient Download
Download Method

Customize Download Location
Windows

Mac

The Show Session Information widget displays the login name of the user, the
amount of time the user has been logged in and the inbound and outbound traffic
statistics.

Displays the Connection Launcher widget in the web portal.

Select to include user login history on the web portal.

Enable to allow users to add their own bookmarks in the web portal.
Enable or disable whether the content can be rewritten.

Enable or disable the FDP/VNC clipboard.

Create a bookmark. See Create or edit a bookmark on page 404.

Edit a selected bookmark. See Create or edit a bookmark on page 404.
Delete a selected bookmark.

Enter a search term to find in the list.

Enable to allow users to customize the download URL for FortiClient.

If you enable FortiClient download, select whether FortiClient will directly
download or use SSL-VPN proxy.

Enable to change the download location.
Enable to specify the Windows download location.

Enable to specify the Mac download location.

Disable the clipboard in SSL-VPN web-mode RDP connections

In web portal profiles, the clipboard can be disabled for SSL VPN web-mode RDP/VNC connections. Users will not be
able to copy and paste content to or from the internal server.

To disable the RDP/VNC clipboard in the GUI:

Select a portal and click Edit.
Disable RDP/VNC clipboard.
Click OK.

Ao b=

Go to VPN > SSL-VPN Portals.

To disable the RDP/VNC clipboard in the CLI:

config vpn ssl web portal
edit <portal name>

set clipboard disable

next
end

FortiProxy 7.2.8 Administration Guide
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Create or edit a bookmark

A web bookmark can include login credentials to automatically log the SSL-VPN user into the website. When the
administrator configures bookmarks, the website credentials must be the same as the user’s SSL-VPN credentials.
Users configuring their own bookmarks can specify alternative credentials for the website.

Select Create New to open the New Bookmark page.

MNew Bookmark

Mame

Type HTTR/HTTPS -

URL

Description

single Sign-On [ ay SSLVPN Login |~ Alternative

Select a bookmark from the list and then click Edit to open the Edit Bookmark page.

Configure the following settings in the New Bookmark page or Edit Bookmark page and then click OK:

Name

Type

URL
Description
Single Sign-On
SSO Form Data

Form Key
Form Value
Username

Password

Create or edit a DNS entry

Enter a name for the bookmark.

Select the type of link from the drop-down list: HTTP/HTTPS, FTP, RDP, SFTP,
SMB/CIFS, SSH, TELNET, or VNC.

Enter the URL for the bookmark.
Enter a brief description of the link.
If you want to use single sign-on, select SSL-VPN Login or Alternative.

If you selected SSL-VPN Login for SSO, select whether you want to use SSO
form data.

If you enabled SSO Form Data, enter the SSO form key.
If you enabled SSO Form Data, enter one or more form values.
If you selected Alternative for SSO, enter a user name for signing in.

If you selected Alternative for SSO, enter a password for signing in.

You can create or edit a DNS entry for the SSL-VPN portal.

FortiProxy 7.2.8 Administration Guide
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To create a DNS entry:

1. Goto VPN > SSL-VPN Portals and, under Tunnel Mode Client Options, enable DNS Split Tunneling.
2. Inthe Split DNS table, select Create New. The New DNS Entry window opens.

New DNS Entry
Domains www.example.com
L+
Primary DNS Server 0.0.0.0
Secondary DNS Server 0.0.0.0

Primary DNS |Pvé Server
Secondary DMNS IPvé Server

3. Enter one or more domains for the DNS entry.

4. Enter the IPv4 address of the primary DNS server.

5. Enter the IPv4 address of the secondary DNS server.

6. Enterthe IPv6 address of the primary DNS server.

Enter the IPv6 address of the secondary DNS server.

Click OK to save your DNS entry. The new DNS entry is added to the table.
Click OK to save your changes to the SSL-VPN portal.

N

© »

To edit a DNS entry:

Go to VPN > SSL-VPN Portals and, under Tunnel Mode Client Options, enable DNS Split Tunneling.
Select a DNS entry and then click Edlit.

In the Edit DNS Entry page, make your changes.

Click OK to save your changes to the DNS entry.

Click OK to save your changes to the SSL-VPN portal.

o 0D =

SSL-VPN Settings

To configure the basic SSL-VPN settings for encryption and login options, go to VPN > SSL-VPN Settings.
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S5LVPM Settings

Addrtional inro SLICN

SELAPM settings are not fully configured

@& APl Preview
*— EditinCLI
Connection Settings &
Enzble S5L-WPH [ 8]
Listen on Interfacs(s) +
Listen cn Port 443
Port conflicts with the administrative HTTPS port for this system
Fedirect HTTP to S5LVEN B
Restrict Access RN L N el Limit 2ocess to specific hosts
Idle Logout O
Inactive Far 300 Seconds
Server Certificate E§ Fortine:_Factory -
“fou are using a default built-in certificate, which will not be able to verify
your server's domain name (your users will see a waming). Let's Encrypt %
can be used to easily generate a trusted certificate if you do not have
one. To do this simply import a new local certificate and select type
"Automated®
Click here to learn more
Require Client Certificate (B
Tunnel Mode Client Settings @
Address Rangs PTG e L e BT T Specify custom [P rangss
Tunnel users will receive IPs in the range of 100212 134,200 -
10.212 134 210, fdff-fif=/120
DME Server Same as client systemn DNS e
Specify WINS Servers (B
Authentication/Portal Mapping @
# Edit W Delete | B8 Send 35PN Configuration
Users/Groups = Realm = Portal =
All Other Users/Groups i) Mot Set
L 1]
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Configure the following settings and then select Apply:

Enable SSL-VPN

Listen on Interface(s)

Listen on Port
Redirect HTTP to SSL-VPN

Restrict Access

Hosts

Idle Logout

Inactive For

Server Certificate

Require Client Certificate

Address Range

IP Ranges

DNS Server

DNS Server #1

DNS Server #2

IPv6 DNS Server #1

IPv6 DNS Server #2

Specify WINS Servers

FortiProxy 7.2.8 Administration Guide
Fortinet Inc.

Enable to use SSL-VPN.

Select + to choose one or more interfaces that the FortiProxy unit will use to listen
for SSL-VPN tunnel requests. This is generally your external interface.

Enter the port number for HTTPS access.
Move the slider to redirect the admin HTTP port to the admin HTTPS port.

Restrict accessibility to either Allow access from any host or to Limit access to
specific hosts.

If you selected Limit access to specific hosts, enter the hosts.

Enable if you want the user to log in again after the connection is inactive for the
specified number of seconds.

Type the period of time (in seconds) that the connection can remain inactive
before the user must log in again. The range is from 10 to 28800 seconds. Setting
the value to 0 will disable the idle connection timeout. This setting applies to the
SSL-VPN session. The interface does not time out when web application
sessions or tunnels are up.

Select the signed server certificate to use for authentication. If you leave the
default setting (Fortinet_Factory), the FortiProxy unit offers its built-in certificate
from Fortinet to remote clients when they connect. A warning appears that
recommends you generate a trusted certificate and import it for use.

Select to use group certificates for authenticating remote clients. When the
remote client initiates a connection, the FortiProxy unit prompts the client

Select Automatically assign addresses or Specify custom IP ranges.

If you selected Specify custom IP ranges, select the range or subnet firewall
addresses that represent IP address ranges reserved for tunnel-mode SSL VPN
clients.

Select Same as client system DNS or Specify.

If you select Specify, you can enter up to two DNS servers (IPv4 or IPv6) to be
provided for the use of clients.

If you select Specify, you can enter up to two DNS servers (IPv4 or IPv6) to be
provided for the use of clients.

If you select Specify, you can enter up to two DNS servers (IPv4 or IPv6) to be
provided for the use of clients.

If you select Specify, you can enter up to two DNS servers (IPv4 or IPv6) to be
provided for the use of clients.

Move the slider to access options for entering up to two WINS servers (IPv4 or
IPv6) to be provided for the use of clients.
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WINS Server #1

WINS Server #2

IPv6 WINS Server #1

IPv6 WINS Server #2

Create New

Edit

Delete
Send SSL-VPN Configuration

API Preview

Edit in CLI

To use the API Preview:

If you enabled Specify WINS Server, you can enter up to two WINS servers (IPv4
or IPv6) to be provided for the use of clients.

If you enabled Specify WINS Server, you can enter up to two WINS servers (IPv4
or IPv6) to be provided for the use of clients.

If you enabled Specify WINS Server, you can enter up to two WINS servers (IPv4
or |IPv6) to be provided for the use of clients.

If you enabled Specify WINS Server, you can enter up to two WINS servers (IPv4
or IPv6) to be provided for the use of clients.

Creates an authentication/portal mapping. See Create or edit an
authentication/portal mapping on page 409.

Modifies the selected authentication/portal mapping. See Create or edit an
authentication/portal mapping on page 409.

Removes the selected authentication/portal mapping.
Click to email the SSL-VPN configuration.

The API Preview allows you to view all REST API requests being used by the
page. You can make changes on the page that are reflected in the API request
preview. This feature is not available if the user is logged in as an administrator
that has read-only GUI permissions.

Click to open a CLI console window to view and edit the setting in the CLI. If there
are multiple CLI settings on the page, the CLI console shows the first setting.

1. Click API Preview. The API Preview pane opens, and the values for the fields are visible (data). If a new object is
being created, the POST request is shown.

Enable Show modified changes only to show the modified changes instead of the full configuration in the preview.

3. Click Copy to Clipboard to copy the JSON code shown on the preview screen to the clipboard.

4. Click Close to leave the preview.

Dual-stack IPv4 and IPv6 support for SSL VPN

Dual-stack IPv4 and IPv6 support for SSL-VPN servers and clients enables a client to establish a dual-stack tunnel to
allow both IPv4 and IPv6 traffic to pass through. FortiProxy SSL-VPN clients also support dual stack, which allows it to
establish dual stack tunnels with other FortiProxy units.

Users connecting in web mode can connect to the web portal over IPv4 or IPv6. They can access bookmarks in either
IPv4 or IPv6, depending on the preferred DNS setting of the web portal.

To enable dual stack in the CLI:

config vpn ssl settings

set dual-stack-mode enable

end

FortiProxy 7.2.8 Administration Guide
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Create or edit an authentication/portal mapping

Select Create New to open the New Authentication/Portal Mapping page.

New Authentication/Portal Mapping x
Users/Groups +
Realm DEETINGEE Specify
Portal hd

Configure the following settings and then click OK:

Users/Groups Select + to choose which users and user groups to add.

Realm Select Default realm or Specify. If you select Specify, select a realm from the
drop-down list.

Portal Select an SSL-VPN portal from the drop-down list. To create an SSL-VPN portal,
see Create or edit an SSL-VPN portal on page 400.

SSL-VPN Personal Bookmarks

The administrator has the ability to view bookmarks the remote client has added to the remote client’s SSL-VPN login in

the bookmarks widget. This enables the administrator to monitor and, if needed, remove unwanted bookmarks that do
not meet with corporate policy.

To view and maintain remote client bookmarks, go to VPN > SSL-VPN Personal Bookmarks.

To enable personal bookmarks:

1. Goto System > Feature Visibility.
2. Enable SSL-VPN Personal Bookmark Management.
3. Click Apply.

To view the list of personal bookmarks, go to VPN > SSL-VPN Personal Bookmarks.
B View = X Clear A Delete Search Q

User % User Group % Bookmarks <

No results
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Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

View Select a bookmark and then select View to see the bookmark target.

Clear All Select Clear All to delete all personal bookmarks.

Delete Select a bookmark and then select Delete to remove the selected bookmark.
Search Enter a search term to find in the list.

User The user who created the bookmark.

User Group The user groups that have access to the bookmark.

Bookmarks The IP address source.

SSL-VPN Realms

You can go to VPN > SSL-VPN Realms and create custom login pages for your SSL-VPN users. You can use this
feature to customize the SSL-VPN login page for your users and also to create multiple SSL-VPN logins for different user
groups.

To view the list of available SSL-VPN realms, go to VPN > SSL-VPN Realms.

+ Create New Search Q

URL Path Virtual Host Max Concurrent Users

NewRealm 500

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an SSL-VPN realm. See Create or edit an SSL-VPN realm on page 411.
Edit Modify the selected SSL-VPN realm. See Create or edit an SSL-VPN realm on
page 411.
Delete Delete the selected SSL-VPN realm.
Search Enterr a search term to find in the list.
URL Path The actual path for the custom login page.
Virtual Host The virtual host name for this realm.
Max Concurrent Users The maximum number of users that can access the custom login at any given
time.
FortiProxy 7.2.8 Administration Guide 410
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Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit an SSL-VPN realm

Select Create New to open the New SSL-VPN Realm window.

Mew SS5LVPN Realm

URL Path

Limit Concurrent Users O

Customize Login Page (B

Select an SSL-VPN realm and then click Edit to open the Edit SSL-VPN Realm window.
Configure the following settings in the New SSL-VPN Realm window or Edit SSL-VPN Realm window and then click OK:

URL Path Enter the URL path to access the SSL-VPN login page. Do not include “http://”.

Limit Concurrent Users Move the slider to limit the number of users that can access the custom login at
any given time and then enter the maximum number of users.

Customize Login Page Enable if you want to change the login page for the SSL-VPN realm, click Edit,
and then make your changes in the text/html column.

Restore Defaults Select this option to undo your changes to the login page.

To configure SSL-VPN realms using the GUI:

1. Configure a custom SSL VPN login by going to VPN > SSL-VPN Realms and selecting Create New. Users access
different portals depending on the URL they enter.

2. Configure the settings and click OK.

FortiProxy 7.2.8 Administration Guide 411
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After adding the custom login, you must associate it with the users that will access the custom login. Go to VPN >

SSL-VPN Settings. Under Authentication/Portal Mapping, select Create New and select the user groups and the
associated realm.

4. Click OKto save the authentication/portal mapping.
5. Click Apply to save your changes to the SSL-VPN settings.

FortiProxy 7.2.8 Administration Guide
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The User & Authentication menu allows you to configure user accounts, user groups, guests, authentication settings,
and FortiTokens.

FortiProxy units support the use of external authentication servers. An authentication server can provide password
checking for selected FortiProxy users, or it can be added as a member of a FortiProxy user group.

NOTE: If you are going to use authentication servers, you must configure the servers before you configure the
FortiProxy users or user groups that require them.

This section describes the following topics:

» User Definition on page 413

o User Groups on page 418

o Guest Management on page 422
o LDAP Servers on page 424

o RADIUS Servers on page 427

o TACACS+ Servers on page 429
» Kerberos on page 432

e SAML on page 433

o FortiTokens on page 437

User Definition

A user is defined in a user account that consists of a user name, password and, in some cases, other information that
can be configured on the unit or on an external authentication server. Users can access resources that require
authentication only if they are members of an allowed user group.

Alocal user is a user configured on a unit. The user can be authenticated with a password stored on the unit or with a

password stored on an authentication server. The user name must match a user account stored on the unit, and the user

name and password must match a user account stored on the authentication server associated with the user.

Go to User & Authentication > User Definition and select Create New to create new users with the Users/Groups
Creation Wizard.

To configure users, go to User & Authentication > User Definition.

+ Create New Search Q
User Name Type Two-factor Authentication Ref.
guest & LOCAL [} 1
t1 & LOCAL (] 1
t2 & LOCAL & FTK2001475Q17X9F 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the

columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

FortiProxy 7.2.8 Administration Guide
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The following options are available:

Create New Run the Users/Groups Creation Wizard and create a user. You can also use the

wizard to create new groups. See Create a user on page 414.

Edit User Edit a user. See Edit a user on page 417.

Clone Make a copy of a user.

Delete Delete a user or users.

Search Enter a search term to find in the user list.

User Name The name of the user.

Type The type of user, such as Local or LDAP.

Two-factor Authentication Displays whether the user has token two-factor authentication enabled.
Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create a user

Use the Users/Groups Creation Wizard to create user accounts. From the User Definition page, select Create New to
start the wizard.

To create a local user:

1.
2,
3.

In the User Type page, select Local User and then select Next.
In the Login Credentials page, enter a user name and password for the new user and then select Next.

In the Contact Info page, enter an email address for the user and then select Next. Alternatively, you can supply the
user's SMS contact information. To assign a FortiToken to the user, enable Two-factor Authentication and select a
token from the drop-down menu provided. The Contact Info page is optional.

In the Extra Info page, select Enabled to make the new user active. To place the user into a group, enable User
Group and then select a group from the drop-down menu. For information on user groups, see Create or edit a user
group on page 420.

Select Submit to create the new local user.

To create a remote RADIUS user:

In the User Type page, select Remote RADIUS User and then select Next.

In the RADIUS Server page, enter a user name, select a RADIUS server from the drop-down menu, and then select
Next. For information on RADIUS servers, see Create or edit a RADIUS server on page 428.

In the Contact Info page, enter an email address for the user and then select Next. Alternatively, you can supply the
user's SMS contact information. To assign a FortiToken to the user, enable Two-factor Authentication and select a
token from the drop-down menu provided. The Contact Info page is optional.

In the Extra Info page, select Enabled to enable the new user. To place the user into a group, enable User Group
and then select a group from the drop-down menu. For information on user groups, see Create or edit a user group

FortiProxy 7.2.8 Administration Guide
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on page 420.
5. Select Submitto create the new RADIUS user.

To create a remote TACACS+ user:

By default, the TACACS+ Servers option under User & Device is not visible unless you add a
server using the following CLI command:
\ L} ,
~ (4 config user tacacs+
? edit <name>
= set server <IP address>
next

end

1. Inthe User Type page, select Remote TACACS+ User and then select Next.

2. Inthe TACACS+ Server page, enter a user name, select a TACACS+ server from the drop-down menu, and then
select Next. For information on TACACS+ servers, see Create or edita TACACS server on page 431

3. Inthe Contact Info page, enter an email address for the user and then select Next. Alternatively, you can supply the
user's SMS contact information. To assign a FortiToken to the user, enable Two-factor Authentication and select a
token from the drop-down menu provided. The Contact Info page is optional.

4. Inthe Extra Info page, select Enabled to enable the new user. To place the user into a group, enable User Group
and then select a group from the drop-down menu. For information on user groups, see Create or edit a user group
on page 420.

5. Select Submitto create the new TACACS+ user.

To create a remote LDAP user:

1. Inthe User Type page, select Remote LDAP User and then select Next.

2. Inthe LDAP Server page, select an existing LDAP server from the drop-down menu or create an LDAP server and
then select Next. To create an LDAP server, select the Create New icon in the drop-down menu, enter the required
information, and then click OK. For information on LDAP servers, see Create or edit an LDAP server on page 425.

3. Inthe Remote Users page, enter and apply the LDAP filter, enter a search term to search the server, and select a
user from the results.

4. Select Submitto create the remote LDAP user.

To use Fortinet Single Sign-On (FSSO):

1. Inthe User Type page, select FSSO and then select Next.

2. Inthe Remote Groups page, select the FSSO agent, select an AD group, and then select Next.
To create an AD group, see To create an AD group:.

3. Inthe Local Group page, select Choose Existing or Create New.
If you select Choose Existing, select the FSSO group name from the drop-down menu.
If you select Create New, enter the name of the FSSO group in the field.

4. Select Submitto use FSSO.

5. Click OK in the confirmation dialog box.
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To create an AD group:

config user adgrp
edit <AD group name>
set server-name <FSSO agent name>
next
end

For example:

config user adgrp
edit adgroupl
set server—-name NewEFSSOserver
next
end

To enable DNS service lookup:

config user domain-controller
edit "win201l6"
set ad-mode ds
set dns-srv-lookup enable
set hostname "win2016"
set username "replicate"
set paSSWOrd * Kk kkkkkkkk
set domain-name "SMB201l6.LAB"
next
end

To specify the source IP and port for the fetching domain controller:

config user domain-controller
edit "win2016"
set ad-mode ds
set hostname "win2016"
set username "replicate"
Set paSSWOrd * Kk k ok ok ok ok ok kok
set ip-address 172.18.52.188
set source-ip-address 172.16.100.1
set source-port 2000
set domain-name "SMB2016.LAB"
next
end

To use an LDAP server as a credential store:

1. Configure the LDAP server:

config user ldap
edit "openldap"
set server "172.18.60.214"
set cnid "cn"
set dn "dc=gafsso,dc=com"
set type regular
set username "cn=Manager,dc=gafsso,dc=com"
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Set password * Kk ok ok kkkk kK
set antiphish enable
set password-attr "userPassword"
next
end

2. Configure the web filter profile:

config webfilter profile
edit "webfilter"
config ftgd-wf
unset options
config filters
edit 1
set action block
next
end
end
config antiphish
set status enable
config inspection-entries
edit "cat34"
set fortiguard-category 34
set action block
next
end
set authentication ldap
set ldap "openldap"
end
set log-all-url enable
next
end

To configure Active Directory in LDS mode:

config user domain-controller
edit "win20lo6adlds"
set ad-mode lds
set hostname "win201l6adlds"
set username "foo"
Set password *hkkkkkkk kK
set ip-address 192.168.10.9
set domain-name "adlds.local"
set adlds-dn "CN=adldslpartl, DC=ADLDS, DC=COM"
set adlds-ip-address 192.168.10.9
set adlds-port 3890
next
end

Edit a user

To edit a user:

1. Select the user you want to edit and then click Edit User from the toolbar or double-click on the user in the table. The
Edit User window opens.
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Edit User

User Name guest

User Account Status BRI ELGEGE © Disabled

User Type Local User

Password ssssssse

Email Address

User Group € | = Guest-group x
+

» SMS

® Two-factor Authentication

2. Edit the user information as required or select Disabled to disable the user account.
3. Click OKto apply your changes.

User Groups

A user group is a list of user identities. An identity can be one of the following:

» alocal user account (user name and password) stored on the Fortinet unit

« alocal user account with a password stored on a RADIUS, LDAP, or TACACS+ server
+ aRADIUS, LDAP, or TACACS+ server (all identities on the server can authenticate)

¢ auser or user group defined on a Directory Service server

There are four types of user groups:
» Firewall
» Fortinet Single Sign-On (FSSO)
» RADIUS Single Sign-On (RSSO)

e Guest

For each resource that requires authentication, you specify which user groups are permitted access. You need to
determine the number and membership of user groups appropriate to your authentication needs.

Users that are associated with multiple groups have access to all services within those user groups. This access is only
available in the CLI with the auth-multi-group command, which is enabled by default. This feature checks all groups
a user belongs to for firewall authentication.
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To configure user groups, go to User & Authentication > User Groups.

=+ Create New Search Q
Group Name Group Type Members Ref.
Guest-group (3 Members) 2 Firewall & guest & JaneDoe & Bob Jones 0
NewGroup (0 Members) & Guest
SSO_Guest_Users (0 Members) Ff Fortinet Single Sign-On (FSS0O)

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a user group. See Create or edit a user group on page 420.

Edit Edit a user group. See Create or edit a user group on page 420.

Clone Make a copy of a user group.

Delete Delete a group or groups.

Search Enter a search term to search the user group list.

Group Name The name of the user group.

Group Type The type of group: Firewall, Fortinet Single Sign-On (FSSQO), RADIUS Single-
Sign-On (RSSO), or Guest.

Members The names of the members in the group.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.
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Create or edit a user group

To create a user group:

1. Inthe user group list, select Create New from the toolbar. The Create User Group window opens.

Create User Group

Mame

Fortinet Single Sign-On (FS50)
RADIUS Single-5ign-On (RS50)

Guest

Logic Type m AMND

Members

2. Enter a name for the group in the Name field.
3. Select the group type in the Type field, one of: Firewall, Fortinet Single Sign-On (FSSO), RADIUS Single-Sign-On

(RSSO), or Guest.

4. Enter the following information, depending on the group type selected:

Firewall

Logic Type

Members

Fortinet Single Sign-On
(FSSO)

Logic Type

Members

RADIUS Single Sign-On

(RSSO)
RADIUS Attribute Value
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This type of group can be selected in any security policy that requires firewall
authentication.

Select whether OR or AND logic is used for matching memberships of a user
group.

If you selected a Firewall user group, select users to add to the group from the
drop-down list.

This type of group can be selected in any security policy that requires FSSO
authentication.

Select whether OR or AND logic is used for matching memberships of a user
group.

If you selected the FSSO user group, select users to add to the group from the
drop-down list.

This type of group can be selected in any security policy that requires RSSO
authentication.

If you selected the RSSO user group, enter the RADIUS attribute value. This
value matches the value from the RADIUS Accounting-Start attribute.
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Guest

Batch Guest Account
Creation

User ID

Maximum Accounts

Require Name

Require Email

Require SMS

Password

Sponsor

Company

Start Countdown

Time

This type of group can be selected in any security policy that allows guest
authentication.

If you selected the Guest user group, enable the creation of batches of guest
accounts.

When enabled, only the Maximum Accounts, Start Countdown, and Time
options are available.

If you selected the Guest user group, select a user identifier option:
e Email: The user identifier is emailed.

* Auto Generated: The user identifier is generated automatically.
e Specify: The user identifier must be specified.

If you selected the Guest user group, enable Maximum Accounts to limit how
many accounts exist and then enter the maximum number in the field.

If you selected the Guest user group, enable Require Name to require names
for guests.

If you selected the Guest user group, enable Require Email to require email
addresses for guests.

If you selected the Guest user group, enable Require SMS to require SMS
contact information for guests.

If you selected the Guest user group, enable Password to require passwords
for guests and then select a password option:
¢ Auto Generated: The password is generated automatically.

» Specify: The password must be specified.

If you selected the Guest user group, enable Sponsor and select Required to
make a sponsor a requirement for guests.

If you selected the Guest user group, enable Company and select Required to
make a company a requirement for guests.

If you selected the Guest user group, select when the expiration countdown
begins for the user group, either On account Creation or After first login.

If you selected the Guest user group, select the expiration time for the user
group in Days, Hours, Minutes, and Seconds.

5. Click OKto create the new user group.

To edit a user group:

1. Select the group you want to edit and then click Edit from the toolbar or double-click on the group in the table. The

Edit User Group window opens.

2. Edit the information as required and then click OK to apply your changes.
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Guest Management

Visitors to your premises might need user accounts on your network for the duration of their stay. If you are hosting a
large event such as a conference, you might need to create many such temporary accounts. The FortiProxy Guest
Management feature is designed for this purpose.

A guest user account User ID can be the user’s email address, a randomly generated string, or an ID that the
administrator assigns. Similarly, the password can be administrator-assigned or randomly generated.

You can create many guest accounts at the same time using randomly generated User IDs and passwords. This reduces
administrator workload for large events.

To set up guest user access, you need to create at least one guest user group and add guest user accounts. Optionally,
you can create a guest management administrator whose only function is the creation of guest accounts in specific guest
user groups. Otherwise, any administrator can do guest management.

To manage guest access, go to User & Authentication > Guest Management.

NOTE: You must create a user group with the Guest group type before the toolbar is displayed on the Guest
Management page.

+ Create New ~ & Print | ¢ Send~ | Search Q

User 1D * Expires Comments
user0001 2018-12-1120:15:00
userQ002 2018-12-1120:15:00
userQ003 2018-12-1120:15:00
userQ004 2018-12-1120:15:00
userQ005 2018-12-1120:15:00
userQ006 2018-12-1120:15:00

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New > User Create a guest user account. See Create or edit a guest user account on page
423.
Create New > Multiple Users Create more than one guest user account at the same time. See Create multiple

guest user accounts on page 423.

Edit Modify a guest user account. See Create or edit a guest user account on page
423.

Delete Remove the selected guest user account.

Purge Remove all expired accounts from the list.

Print Print the network guest access credentials, including the user identifiers,

passwords, and expiration date and time.

Search Enter a search term to find in the guest user list
User ID An automatically generated number to identify the guest user.
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Expires Date and time when the guest user account becomes inactive.

Comments An optional description of the guest user account.

Create or edit a guest user account

Select Create New > User to open the New User page.

Mew User

UseriD Auto Generated

Password Auto Generated

Expiration 2018-12-1213:01

Comments Optional

Cance

Select a guest user account and then click Edit to open the Edit User page.

Configure the following settings in the New User page or Edit User page and then click OK:

User ID The user identifier is automatically generated when you create a guest user
account, but you can edit it.

Password The password is automatically generated when you create a guest user account,
but you can edit it.

Expiration Date and time when the guest user account becomes inactive.

Comments An optional description of the guest user account.

Create multiple guest user accounts

Select Create New > Multiple Users to open the New User page.
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Mew User

MNumber of Accounts 0

Expiration 2018-12-12 13:10

Configure the following settings in the New User page and then click OK:

Number of Accounts Enter the number of guest user accounts that you want to create.

Expiration Date and time when the guest user accounts become inactive.

LDAP Servers

LDAP is an Internet protocol used to maintain authentication data that can include departments, people, groups of
people, passwords, email addresses, and printers. LDAP consists of a data-representation scheme, a set of defined
operations, and a request/response network.

To manage LDAP servers, go to User & Authentication > LDAP Servers.

+ Create New Search Q
Name Server Port Commaon Name |dentifier Distinguished Name Ref.
MewlLDAPserver 7.8.9.0 389 cn www.example.com 0

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create an LDAP server. See Create or edit an LDAP server on page 425.
Edit Modify an LDAP server. See Create or edit an LDAP server on page 425.
Clone Make a copy of an LDAP server.
Delete Remove a server or servers.
Search Enter a search term to find in the LDAP server list.
Name The name that identifies the LDAP server on the Fortinet unit.
Server The domain name or IP address of the LDAP server.
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Port The TCP port used to communicate with the LDAP server. By default, LDAP uses
port 389.

Common Name Identifier The common name identifier for the LDAP server.

Distinguished Name The base distinguished name for the server using the correct X.500 or LDAP

format. The unit passes this distinguished name unchanged to the server.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit an LDAP server

To add a new LDAP server:

1. Inthe LDAP server list, select Create New from the toolbar. The Create LDAP Server window opens.

Create LDAP Server

Name

Server IP/Name

Server Port 389

Common Name ldentifier | cn

Distinguished Name Browse
Bind Type Anonymous | Regular
Secure Connection (B

Test Connectivity
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2. Configure the following:

Name
Server IP/Name

Server Port

Common Name ldentifier

Distinguished Name

Bind Type

Secure Connection

Protocol

Certificate

Test Connectivity

Enter the name that identifies the LDAP server on the FortiProxy unit.
Enter the domain name or IP address of the LDAP server.

Enter the TCP port used to communicate with the LDAP server. By default,
LDAP uses port 389.

If you use a secure LDAP server, the default port changes if you select Secure
Connection.

Enter the common name identifier for the LDAP server. The maximum number
of characters is 20.

Enter the base distinguished name for the server using the correct X.500 or
LDAP format. The unit passes this distinguished name unchanged to the
server. The maximum number of characters is 512. You can also select
Browse to contact and retrieve the specified LDAP server.

Select the type of binding for LDAP authentication.

¢ Simple: Connect directly to the LDAP server with user name/password
authentication.

¢ Anonymous: Connect as an anonymous user on the LDAP server and
then retrieve the user name/password and compare them to given values.

* Regular: Connect to the LDAP server directly with user name and
password and then receive acceptance or rejection based on search of
given values. Enter the user name and password of the user to be
authenticated in the Username and Password fields.

Enable to use a secure LDAP server connection for authentication.
If you enabled Secure Connection, select a secure LDAP protocol to use for

authentication, either STARTTLS or LDAPS.

Depending on your selection, the server port changes to the default port for the
selected protocol:
e STARTTLS: port 389

* LDAPS: port 636

If you enabled Secure Connection,select a certificate to use for authentication
from the list.

Select Test Connectivity to test if the LDAP server can be contacted.

3. Click OKto create the new LDAP server.

To edit an LDAP server:

1. Select the LDAP server you want to edit and then click Edit from the toolbar or double-click on the address in the
address table. The Edit LDAP Server window opens.

2. Edit the server information as required and click OK to apply your changes.
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Creating an administrator that can be authenticated by an LDAP server

You can configure a least privileges user account (read access only) in Active Directory for FortiProxy admin users which
can be authenticated by an LDAP server:

1. Configure an LDAP server. See Create or edit an LDAP server on page 425. Alternatively, use the configure
user ldap command.

2. To allow only a particular group of members to login to the FortiProxy as administrators, configure an LDAP user
group under User & Authentication > User Group to limit the access. Alternatively, use the configure user
group command.

3. Configure an administrator to authenticate with the LDAP server under System > Administrators. See
Administrators on page 445. Alternatively, use the config system admin command.

4. Verify the configuration is successful by accessing the FortiProxy GUI using the credentials of the configured LDAP
user(s).

RADIUS Servers

RADIUS is a broadly supported client server protocol that provides centralized authentication, authorization, and
accounting functions. RADIUS clients are built into gateways that allow access to networks such as Virtual Private
Network (VPN) servers, Network Access Servers (NASs), as well as network switches and firewalls that use
authentication. FortiProxy units fall into the last category.

RADIUS servers use UDP packets to communicate with the RADIUS clients on the network to do the following:

« Authenticate users before allowing them access to the network
» Authorize access to resources by appropriate users
» Account or bill for those resources that are used

RADIUS servers are currently defined by RFC 2865 (RADIUS) and RFC 2866 (Accounting). They listen on either UDP
ports 1812 (authentication) and 1813 (accounting) or ports 1645 (authentication) and 1646 (accounting) requests.
RADIUS servers exist for all major operating systems.

You must configure the RADIUS server to accept the FortiProxy unit as a client. FortiProxy units use the authentication
and accounting functions of the RADIUS server.

When a configured user attempts to access the network, the FortiProxy unit forwards the authentication request to the
RADIUS server, which then matches the user name and password remotely. After authentication succeeds, the RADIUS
server passes the Authorization Granted message to the FortiProxy unit, which then grants the user permission to
access the network.

The RADIUS server uses a “shared secret” key, along with MD5 hashing, to encrypt information passed between
RADIUS servers and clients, including the FortiProxy unit. Typically, only user credentials are encrypted.

To manage RADIUS servers, go to User & Authentication > RADIUS Servers.

w

arch Q
Name Server IP/Name Ref.
NewRADIUSserver 1.2.34 1

=+ Create New

e
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Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a RADIUS server. See Create or edit a RADIUS server on page 428.

Edit Modify a RADIUS server. See Create or edit a RADIUS server on page 428.

Clone Make a copy of a RADIUS server.

Delete Remove a server or servers.

Search Enter a search term to find in the RADIUS server list.

Name The name that identifies the RADIUS server on the unit.

Server IP/Name The domain name or IP address of the primary and, if applicable, secondary,

RADIUS server.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit a RADIUS server

To add a RADIUS server:

1. Inthe RADIUS server list, select Create New from the toolbar. The New RADIUS Server window opens.

MNew RADIUS Server

MName

Primary Server IP/Name

Primary Server Secret est Connectivity
Secondary Server IP/Name

Secondary Server Secret est Connectivity

Authentication Method Specify

MNAS IP
Include in every User
Group
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2. Configure the following:

Name

Primary Server IP/Name

Primary Server Secret

Test Connectivity

Secondary Server IP/Name

Secondary Server Secret

Authentication Method

NAS IP

Include in every User Group

Enter the name that is used to identify the RADIUS server on the FortiProxy
unit.

Enter the domain name or IP address of the primary RADIUS server.

Enter the RADIUS server secret key for the primary RADIUS server. The
primary server secret key length can be up to a maximum of 16 characters.

For security reason, it is recommended that the server secret key be the
maximum length.

Select Test Connectivity to test if the primary and secondary RADIUS servers
can be contacted using the domain name or IP address and secret provided.

Enter the domain name or IP address of the secondary RADIUS server, if
applicable.

Enter the RADIUS server secret key for the secondary RADIUS server. The

secondary server secret key can be up to a maximum length of 16 characters.

Select Default to authenticate with the default method.

Select Specify to override the default authentication method and then select
the protocol from the list: MSCHAP-v2, MS-CHAP, CHARP, or PAP.

Optionally, enter the NAS IP address (RADIUS Attribute 31, outlined in RFC
2548).

In this configuration, the FortiProxy unit is the NAS, which is how the RADIUS
server registers all valid servers that use its records.

If you do not enter an IP address, the IP address that the Fortinet interface
uses to communicate with the RADIUS server is applied.

Enable to have the RADIUS server automatically included in all user groups.

3. Click OK to create the new RADIUS server.

To edit a RADIUS server:

1. Select the RADIUS server you want to edit and then click Edit from the toolbar or double-click on the address in the

address table. The Edit RADIUS Server window opens.
2. Edit the server information as required and click OK to apply your changes.

TACACS+ Servers

TACACSH+ is a remote authentication protocol that provides access control for routers, network access servers, and

other networked computing devices through one or more centralized servers. TACACS+ allows a client to accept a user

name and password and send a query to a TACACS+ authentication server. The server host determines whether to
accept or deny the request and sends a response back that allows or denies the user access to the network.

TACACSH+ offers fully encrypted packet bodies and supports both IP and AppleTalk protocols. TACACS+ uses TCP port

49, which is seen as more reliable than RADIUS’s UDP.

FortiProxy 7.2.8 Administration Guide
Fortinet Inc.

429



User & Authentication

By default, the TACACS+ Servers option under User & Device is not visible unless you add a
server using the following CLI command:
Ay ,
~ ’ config user tacacs+
? edit <name>
= set server <IP address>
next

end

To manage TACACS+ servers, go to User & Authentication > TACACS+ Servers.

+ Create New Search Q

Name Server Authentication Type Ref.
NewTACACSserver 5.6.7.8 Auto 1

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:

Create New Create a TACACS+ server. See Create or edit a TACACS server on page 431.
Edit Modify a TACACS+ server. See Create or edit a TACACS server on page 431.
Clone Make a copy of a TACACS+ server.

Delete Remove a server or servers.

Search Enter a search term to find in the TACACS+ server list.

Name The name that identifies the TACACS+ server on the unit.

Server The domain name or IP address of the TACACS+ server.

Authentication Type The authentication type used by the server.

Ref. Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.
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Create or edit a TACACS server
To add a TACACS+ server:

1. Inthe TACACSH+ server list, select Create New from the toolbar. The New TACACS+ Server window opens.

Mew TACACS+ Server

Mame
Server IB/Name

Server Secret

Authentication Type Specify

Cance

2. Configure the following:

Name Enter the name of the TACACS+ server.
Server IP/Name Enter the server domain name or IP address of the TACACS+ server.
Server Secret Enter the key to access the TACACS+ server. The server key can be a

maximum of 16 characters in length.
Authentication Type Select the authentication type to use for the TACACS+ server: Auto,
MSCHAP, CHAP, PAP, or ASCII.

Auto authenticates using PAP, MSCHAP, and CHAP, in that order. For more
information, see Authentication protocols.

3. Click OKto create the new TACACS+ server.

To edit a TACACS+ server:

1. Selectthe TACACS+ server you want to edit and then click Edit from the toolbar or double-click on the address in
the address table. The Edit TACACS+ Server window opens.

2. Edit the server information as required and click OK to apply your changes.

Authentication protocols

ASCII Machine-independent technique that uses representations of English characters.
Requires user to type a user name and password that are sent in clear text
(unencrypted) and matched with an entry in the user database, which is stored in

ASCII format.

PAP Password Authentication Protocol (PAP). Used to authenticate PPP connections.
Transmits passwords and other user information in clear text.

FortiProxy 7.2.8 Administration Guide 431

Fortinet Inc.



User & Authentication

CHAP

MSCHAP

Auto

Kerberos

Challenge-Handshake Authentication Protocol (CHAP). Provides the same
functionality as PAP but is more secure because it does not send the password
and other user information over the network to the security server.

Microsoft Challenge-Handshake Authentication Protocol v1 (MSCHAP).
Microsoft-specific version of CHAP.

The default protocol configuration, Auto, uses PAP, MSCHAP, and CHAP, in that
order.

Kerberos authentication is a method for authenticating both explicit web proxy and transparent web proxy users. It has
several advantages over NTLM challenge response:

» Does not require FSSO/AD agents to be deployed across domains.
» Requires fewer round-trips than NTLM SSO, making it less latency sensitive.

« Is (probably) more scalable than challenge response.

¢ Uses existing Windows domain components rather than added components.

* NTLM may still be used as a fallback for non-Kerberos clients.

To configure Kerberos authentication service, go to User & Authentication > Kerberos.

+ Create New

Name

Principal LDAP Server Ref.

webproxy HTTP/PROXY.QA.BERBER.COM@QA.BERBER.COM Idapsrv 1

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.

The following options are available:

Create New

Edit

Delete

Name
Principal
LDAP Server
Ref.
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Create a Kerberos authentication service. See Create or edit a Kerberos
authentication service on page 433.

Modify a Kerberos authentication service. See Create or edit a Kerberos
authentication service on page 433.

Remove a Kerberos authentication service or services.

The name of the Kerberos authentication service.

The server domain name of the Kerberos authentication service.
The name of the LDAP server used for authorization.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

432



User & Authentication

Create or edit a Kerberos authentication service

To add a new Kerberos authentication service:

1. Inthe Kerberos service list, select Create New from the toolbar. The New Kerberos Keytab window opens.

Mew Kerberos Keytab
Name
Principal HTTP/fgt.example.com@exampl

e.com

4 0/511

LDAP server "
Keytab € #0/8191

© Upload

2. Configure the following:

Name Enter the name of the Kerberos authentication service.

Principal Enter the server domain name of the Kerberos authentication service.
LDAP server Enter the name of the LDAP server used for authorization.

Keytab Select Upload and then navigate to the file that contains the shared secret.

Use the ktpass command (found on Windows servers and many domain
workstations) to generate the Kerberos keytab.

3. Click OK to create the new Kerberos authentication service.

To edit the Kerberos authentication service:

1. Select the Kerberos authentication service you want to edit and then click Edit from the toolbar or double-click on
the service in the service table. The Edit Kerberos Keytab window opens.

2. Edit the service information as required and click OK to apply your changes.

SAML

Security Assertion Markup Language (SAML) is an XML-based, open-standard data format for exchanging
authentication and authorization data between two security domains: an Identity Provider (IdP) and a Service Provider
(SP). The FortiProxy unit supports the SAML protocol and will act as a Service Provider.

FortiProxy 7.2.8 Administration Guide
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In SAML-SP authentication, the FortiProxy unit redirects unauthenticated users to the IdP (FortiAuthenticator, Okta
Identity, Microsoft ADFS, or similar) for authentication. After the user is authenticated with the IdP, the user is redirected
to the FortiProxy unit with SAML assertion information using the POST method. The assertion information includes the

authentication result, user name, and group in attribute assertions (or claim in terms of ADFS). Based on that
information, the FortiProxy unit executes both authentication and authorization (matching the user to the group). If the
IdP is Microsoft ADFS, the FortiProxy unit supports resolving the user group information through the LDAP query with

Kerberos or NTLM authentication.

To manage SAML servers, go to User & Authentication > SAML.

+ Create New

Name

entity-id single-sign-on-url Ref.

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change

their order.

The following options are available:

Create New Create a SAML server. See Create or edit a SAML server on page 435.
Edit Modify a SAML server. See Create or edit a SAML server on page 435.
Delete Remove a server or servers.

Name The name that identifies the SAML server on the Fortinet unit.

Entity ID The SP entity identifier.

Single Sign On URL

The SP single sign-on URL.

Ref. Displays the number of times the object is referenced to other objects.
To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.
ADFS Claim Enable or disable the ADFS claim for the user and group attributes in the

digest-method

Group Claim Type
Group Name

IDP Entity ID

IDP Single Logout URL
IDP Single Sign On URL
Single Logout URL
User Claim Type

User Name

FortiProxy 7.2.8 Administration Guide
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assertion statement.

Which algorithm is used for the digest method.
The group claim in the assertion statement.

The group name in assertion statement.

The IDP entity identifier.

The IDP single logout URL.

The IDP single sign-on URL.

The SP single logout URL.

The user name claim in the assertion statement.

The user name in the assertion statement.
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Create or edit a SAML server

To add a new SAML server in the GUI:

1. Inthe SAML server list, click Create New from the toolbar. The Create SAML window opens.
Create SAML

Additional Information
Name

Certificate - @& API Preview
Entity ID €

Single Sign On URL @

Single Logout URL @

IDP Entity ID €

IDP Single Sign On URL €@

IDP Single Logout URL €

IDP Certificate v
User Name

Group Name

Digest Method Algorithm

ADFS Claim @
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2. Configure the following:

Name Enter the name that identifies the SAML server on the FortiProxy unit.
Certificate Select the certificate to sign SAML messages.
Entity ID Enter the service provider entity identifier. The URL must start with http://

Single Sign On URL

Single Logout URL

IDP Entity ID

IDP Single Sign On URL

IDP Single Logout URL

orhttps://.

http://orhttps://.

http://orhttps://.

orhttps://.

http://orhttps://.

http://orhttps://.

Enter the service provider single sign-on URL. The URL must start with

Enter the service provider single logout URL. The URL must start with

Enter t he identity provider entity identifier. The URL must start with http://

Enter the identity provider single sign-on UR. The URL must start with

Enter the identity provider single logout URL. The URL must start with

IDP Certificate Enter the identity provider certificate name.

User Name Enter the user name in the assertion statement.

Group Name Enter the group name in the assertion statement.

Digest Method Algorithm Select the algorithm used for the digest method.

ADFS Claim Enable or disable the ADFS claim for the user and group attributes in the
assertion statement.

User Claim Type Select the user name claim in the assertion statement.

Group Claim Type Select the group claim in the assertion statement.

3. Click OKto create the new SAML server.

To add a new SAML server in the CLI:

config user saml

edit <SAML server entry name>

set
set
set
set
set
set
set
set
set
set
set
set
set
set

cert <certificate to sign SAML messages>

entity-id <service provider entity ID>

single-sign-on-url <service provider single sign-on URL>
single-logout-url <service provider single logout URL>
idp-entity-id <identity provider entity ID>
idp-single-sign-on-url <identity provider single sign-on URL>
idp-single-logout-url <identity provider single logout URL>
idp-cert <identity provider certificate name>

user-name <user name in assertion statement>

group-name <group name in assertion statement>

algo {shal | sh256}

adfs-claim {enable | disable}

limit-relaystate {enable | disable}

user-claim-type {email | given-name | name | upn | common-name
group | upn-adfs-1x | role | sur-name | ppid | name-identifier
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method | deny-only-group-sid | deny-only-primary-sid | deny-only-primary-group-
sid | group-sid | primary-group-sid | primary-sid | windows-account-name }

set group-claim-type {email | given-name | name | upn | common-name | email-adfs-1x |
group | upn-adfs-1x | role | sur-name | ppid | name-identifier | authentication-
method | deny-only-group-sid | deny-only-primary-sid | deny-only-primary-group-
sid | group-sid | primary-group-sid | primary-sid | windows-account-name}

next
end

To edit a SAML: server:

1. Select the SAML server you want to edit and then click Edit from the toolbar. The Edit SAML window opens.
2. Edit the server information as required and click OK to apply your changes.

FortiTokens

FortiToken is a disconnected one-time password (OTP) generator. It is a small physical device with a button that when
pressed displays a six digit authentication code. This code is entered with a user’s username and password as two-
factor authentication. The code displayed changes every 60 seconds, and, when not in use, the LCD screen is blanked
to extend the battery life.

There is also a mobile phone application, FortiToken Mobile, that performs much the same function.

FortiTokens have a small hole in one end. This is intended for a lanyard to be inserted so the device can be worn around
the neck, or easily stored with other electronic devices. Do not put the FortiToken on a key ring as the metal ring and
other metal objects can damage it. The FortiToken is an electronic device like a cell phone and must be treated with
similar care.

Any time information about the FortiToken is transmitted, it is encrypted. When the FortiProxy unit receives the code that
matches the serial number for a particular FortiToken, it is delivered and stored encrypted. This is in keeping with the
Fortinet's commitment to keeping your network highly secured.

FortiTokens can be added to user accounts that are local, IPsec VPN, SSL VPN, and even Administrators. See
Associate FortiTokens with accounts on page 442.

A FortiToken can be associated with only one account on one FortiProxy unit.

If a user loses the FortiToken, it can be locked out using the FortiProxy unit so it will not be used to falsely access the
network. Later if found, that FortiToken can be unlocked on the FortiProxy unit to allow access once again. See
FortiToken maintenance on page 443.

To view a list of available FortiTokens, go to User & Device > FortiTokens.

+ Create New 2 Refresh | & Download Available | Search Q

Type Serial Number Status User Drift Comments

No matching entries found

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

The following options are available:
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Create New

Edit

Delete

Activate

Provision

Refresh

Download Available
Search

Type

Serial Number
Status

User

Drift

Comments

License

Add a FortiToken to your FortiProxy unit. See Add or edit a FortiToken on page
440.

Modify a FortiToken that was added to your FortiProxy unit. See Add or edit a
FortiToken on page 440.

Remove a FortiToken from the list.

Activate a FortiToken that was added to your FortiProxy unit. See Activate a
FortiToken on the FortiProxy unit on page 441.

Notify the FortiToken provisioning server that the token has been assigned for
subsequent activation. The provisioning server sends an activation code to the
end user.

Update the data displayed.

Download FortiToken information.

Enter a search term to find in the FortiToken list.

The FortiToken type can be Hard Token or Mobile Token.
The FortiToken serial number.

Whether the FortiToken has been assigned or activated.
The user associated with the FortiToken.

How many minutes the FortiToken time differs from the time on the FortiProxy
unit.

An optional description of the FortiToken.

The license for the mobile token.

FortiToken authentication process

There are three tasks to complete before FortiTokens can be used to authenticate accounts:

1. Add or edit a FortiToken on page 440
2. Activate a FortiToken on the FortiProxy unit on page 441

3. Associate FortiTokens with accounts on page 442

The following are the steps during FortiToken two-factor authentication:

1. The user attempts to access a network resource.

2. The FortiProxy unit matches the traffic to an authentication security policy, and the FortiProxy unit prompts the user

for user name and password.

No as~o

Internet.
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The user enters the user name and password.

The FortiProxy unit verifies the information, and, if valid, prompts the user for the FortiToken code.

The user gets the current code from their FortiToken device.

The user enters current code at the prompt.

The FortiProxy unit verifies the FortiToken code, and, if valid, allows access to the network resources such as the
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The following steps are needed only if the time on the FortiToken has drifted and needs to be re-synchronized with
the time on the FortiProxy unit.

8. Iftime on FortiToken has drifted, the FortiProxy unit will prompt the user to enter a second code to confirm.
9. User gets the next code from their FortiToken device.
10. User enters the second code at the prompt.
11. The FortiProxy unit uses both codes to update its clock to match the FortiToken and then proceeds as in step 7.

When configured, the FortiProxy unit accepts the user name and password, authenticates them either locally or
remotely, and prompts the user for the FortiToken code. The FortiProxy unit then authenticates the FortiToken code.
When FortiToken authentication is enabled, the prompt field for entering the FortiToken code is automatically added to
the authentication screens.

Even when an Administrator is logging in through a serial or Telnet connection and their account is linked to a
FortiToken, that Administrator will be prompted for the token’s code at each login.

\ L}
‘?' If you have attempted to add invalid FortiToken serial numbers, there will be no error
- message. The serial numbers will simply not be added to the list.

FortiToken Mobile Push

A command under config system ftm-push allows you to configure the FortiToken Mobile Push services server
IP address and port number. The Push service is provided by Apple (APNS) and Google (GCM) for iPhone and Android
smartphones respectively. This service prevents tokens from becoming locked after an already enabled two-factor
authentication user has been disabled.

CLI syntax

config system ftm-push
set server-ip <ip-address>
set server-port [1-65535] // Default is 4433.
set status <enable | disable>

end

NOTE: The server-ip is the public IP address of the FortiProxy interface that the FTM will call back to; it is the IP
address used by the FortiProxy for incoming FTM calls.

In addition, FTM Push is supported on administrator login and SSL VPN login for both iOS and Android. If an SSL VPN
user authenticates with their token, then logs out and attempts to reauthenticate again within a minute, a new message
displays showing “Please wait x seconds to login again.” This replaces a previous error/permission denied message.

The “x” value depends on the calculation of how much time is left in the current time step.

CLI syntax

config system interface
edit <name>
set allowaccess ftm
next
end

FortiProxy 7.2.8 Administration Guide 439
Fortinet Inc.



User & Authentication

L The FortiProxy unit supports FTM Push notifications initiated by FortiAuthenticator when users
? are attempting to authenticate through a VPN and/or RADIUS (with FortiAuthenticator as the
3 RADIUS server).

Migrate FortiToken Mobile users from FortiProxy to FortiToken Cloud

The execute fortitoken-cloud migrate-ftm <license> <vdom>command allows the migration of
FortiToken Mobile users from the FortiProxy unit to FortiToken Cloud. The FortiToken Cloud account must be using a
time-based subscription license. A request must be made to Fortinet Customer Service to initiate and pre-authorize the
transfer. All current active FortiToken Mobile users will be migrated to the FortiToken Cloud license with no changes to
the FortiToken Mobile serial number. The FortiProxy user or administrator's two-factor setting is automatically converted
from fortitokento fortitoken-cloud. After migration, end users will be able to authenticate as before without any
changes to their FortiToken mobile app. See Migrate FTM tokens to FortiToken Cloud for more information.

Add or edit a FortiToken

Before one or more FortiTokens can be used to authenticate logons, they must be added to the FortiProxy unit. The
import feature is used to enter many FortiToken serial numbers at one time. The serial number file must be a text file with
one FortiToken serial number per line.

Both FortiToken Mobile and physical FortiTokens store their encryption seeds on the cloud;

. therefore, you will only be able to register them to a single FortiProxy unit or FortiAuthenticator
! : : unit.

Because FortiToken-200CD seed files are stored on the CD, these tokens can be registered
on multiple FortiProxy units and/or FortiAuthenticator units, but not simultaneously.

To manually add a FortiToken to the FortiProxy using the web-based manager:

Go to User & Authentication > FortiTokens.

Select Create New.

In Type, select Hard Token or Mobile Token.

Enter one or more FortiToken serial numbers (hard token) or activation codes (mobile token).
Click OK.

o DD =

Ay
‘Q' For mobile token, you receive the activation code in the license certificate after you purchase a
license.

To import multiple FortiTokens to the FortiProxy unit using the web-based manager:

1. Goto User & Authentication > FortiTokens.
2. Select Create New.

3. In Type, select Hard Token.

4. Select Import.
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5. Select Serial Number File or Seed File, depending on which file you have.
6. Select Upload and browse to the local file location on your local computer.
7. Select Open. The file is imported.

8. Click OK.

To import FortiTokens to the FortiProxy unit from external Sources using the CLI:

FortiToken seed files (both physical and mobile versions) can be imported from either FTP or TFTP servers, or a USB
drive, allowing seed files to be imported from an external source more easily:
execute fortitoken import ftp <file name> <ip>[:ftp port] <Enter> <user> <password>

execute fortitoken import tftp <file name> <ip>
execute fortitoken import usb <file name>

Ay
b ] L4
? To import seed files for FortiToken Mobile, replace fortitoken with fortitoken-mobile.

To add two FortiTokens to the FortiProxy unit using the CLI:

config user fortitoken
edit <serial number>
next
edit <serial number2>
next

end

To edit the settings for a FortiToken:

Go to User & Authentication > FortiTokens.

Select a FortiToken from the list.

Select Edit.

Change the comments and serial number as needed.
Click OK.

o Dd =

Activate a FortiToken on the FortiProxy unit

After one or more FortiTokens have been added to the FortiProxy unit, they must be activated before being available to
be associated with accounts. The process of activation involves the FortiProxy unit querying FortiGuard servers about
the validity of each FortiToken. The serial number and information is encrypted before it is sent for added security.

\ L}
S L4
? A FortiProxy unit requires a connection to FortiGuard servers to activate a FortiToken.
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To activate a FortiToken on the FortiProxy unit using the web-based manager:

Go to User & Authentication > FortiTokens.

Select one or more FortiTokens with a status of Available.

Right-click the FortiToken entry and select Activate.

Select Refresh. The status of selected FortiTokens will change to Activated.

o=

The selected FortiTokens are now available for use with user and admin accounts.

To activate a FortiToken on the FortiProxy unit using the CLI:

config user fortitoken
edit <token serial number>
set status active
next
end

Associate FortiTokens with accounts

The final step before using the FortiTokens to authenticate logons is associating a FortiToken with an account. The
accounts can be local user or administrator accounts.

NOTE: You cannot delete a FortiToken from the FortiToken list page if it is associated with a user account.

To add a FortiToken to a local user account using web-based manager:

1. Ensure that your FortiToken serial number has been added to the FortiProxy unit successfully, and its status is
Available.

Go to User & Authentication > User Definition, select the user account, and then click Edit User.
Enter the user's Email Address.

Enable Two-factor Authentication.

Select the user's FortiToken serial number from the Token list.

Click OK.

o gk~ wbd

\‘é', For mobile token, select Send Activation Code to be sent to the email address configured

previously. The user will use this code to activate the mobile token. An Email Service has to be
set under System > Advanced to send the activation code.

To add a FortiToken to a local user account using the CLI:

config user local
edit <username>

set type password
set passwd "myPassword"
set two-factor fortitoken
set fortitoken <serial number>
set email-to "username@example.com"
set status enable
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To add a FortiToken to an administrator account using the web-based manager:

1. Ensure that your FortiToken serial number has been added to the FortiProxy unit successfully, and its status is
Available.

Go to System > Administrators , select admin, and then click Edit. This account is assumed to be configured except
for two-factor authentication.

Enter admin's Email Address.

N

Enable Two-factor Authentication.
Select the user's FortiToken serial number from the Token list.
Click OK.

N

s‘é’, For mobile token, select Send Activation Code to be sent to the email address configured

previously. The admin will use this code to activate the mobile token. An Email Service has to
be set under System > Advanced to send the activation code.

To add a FortiToken to an administrator account using the CLI:

config system admin
edit <username>
set password "myPassword"
set two-factor fortitoken
set fortitoken <serial number>
set email-to "username@example.com"
next
end

The fortitoken keyword is not visible until fortitoken is selected for the two-factor option.

A\,

S L4
q Before a new FortiToken can be used, you might need to synchronize it due to clock drift.

FortiToken maintenance

After FortiTokens are entered into the FortiProxy unit, there are only two tasks to maintain them—changing the status
and synchronizing them if they drift.

To change the status of a FortiToken between Activated and Locked using the CLI:

config user fortitoken
edit <token serial num>
set status lock
next
end

Any user attempting to login using this FortiToken will not be able to authenticate.
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To list the drift on all FortiTokens configured on this FortiProxy unit using the CLI:

# diag fortitoken info

FORTITOKEN DRIFT STATUS

FTK2000BHV1KRZCC 0 token already activated, and seed won't be returned
FTK2001C5YCRRVEE 0 token already activated, and seed won't be returned
FTKMOB4B94972FBA 0 provisioned

FTKMOB4BA4BE9B84 0 new

Total activated token: 0

Total global activated token: 0

Token server status: reachable

This command lists the serial number and drift for each FortiToken configured on this FortiProxy unit. This command is
useful to check if it is necessary to synchronize the FortiProxy unit with any particular FortiTokens.
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System

The System menu provides submenus for three areas: system administration, system configuration, and certificates.
System administration covers the following topics:

o Administrators on page 445
o Admin Profiles on page 451
o Firmware on page 454

o Settings on page 455

System configuration covers the following topics:

» HAon page 469

o SNMP on page 481

» Replacement Messages on page 492

» Replacement Message Groups on page 500
e FortiGuard on page 502

o Feature Visibility on page 506

Certificates on page 508 covers generating, editing, deleting, importing, viewing, and downloading certificates.

Administrators

Administrators are configured in System > Administrators. There is already a default administrator account on the unit
named admin that uses the super_admin administrator profile.

=+ Create New~ & Edit Delete

MName Trusted Hosts Profile Type Two-factor Authentication
& admin super_admin Local (%]
test api_profile APl Key

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.

You need to use the default admin account, an account with the super_admin admin profile, or an administrator with
read-write access control to add new administrator accounts and control their permission levels. If you log in with an
administrator account that does not have the super_admin admin profile, the administrators list shows only the
administrators for the current virtual domain.

The Administrators page lists the default super_admin administrator account, and all administrator accounts that you
have created. The following options are available:

Create New Creates a new administrator account. See Create or edit an administrator on page
446 or Create or edita REST APl administrator on page 449.
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Edit Modifies settings within an administrator’'s account. When you select Edit, the Edit
Administrator page opens. See Create or edit an administrator on page 446 or
Create or edita REST APl administrator on page 449.

Delete Remove an administrator account.
You cannot delete the original admin account until you create another user with
the super_admin profile, log out of the admin account, and log in with the alternate
user that has the super_admin profile.
To remove multiple administrator accounts, select multiple rows in the list by
holding down the Ctrl or Shift keys and then select Delete.

Name The login name for an administrator account.
Trusted Hosts The IP address and netmask of trusted hosts from which the administrator can log
in.
Profile The admin profile for the administrator.
Type The type of authentication for this administrator, one of the following:
» Local: Authentication of an account with a local password stored on the
FortiProxy unit.

« Remote: Authentication of a specific account on a RADIUS, Lightweight
Directory Access Protocol (LDAP), or Terminal Access Controller Access-
Control System (TACACS+) server.

e Remote+Wildcard: Authentication of any account on an LDAP, RADIUS, or
TACACS+ server.

* PKI: PKl-based certificate authentication of an account.

Two-factor Authentication FortiProxy supports FortiToken and FortiToken Mobile. FortiToken Mobile is a
Fortinet application that enables you to generate One Time Passwords (OTPs) on
a mobile device for FortiProxy two-factor authentication. The user’s mobile device
and the FortiProxy unit must be connected to the Internet to activate FortiToken
mobile. Once activated, users can generate OTPs on their mobile device without
having network access. FortiToken Mobile is available for iOS and Android
devices from their respective Application stores. No cellular network is required
for activation.

Comments A description of the administrator account.

Create or edit an administrator

Select Create New > Administrator to open the New Administrator page. It provides settings for configuring an
administrator account. When you are configuring an administrator account, you can enable authentication for an admin
from an LDAP, RADIUS, or local server.
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Mew Administrator

Uszer Mame

Type

Match a user on a remote server group
Match all usersin a remote server group
Use public key infrastructure (PKI) group

Password @
Confirm Password @
Comments Write a comment... | rzss
Administrator Profile i

Email Address

» SMS
® Two-factor Authentication
(B Restrict login to trusted hosts

(® Restrict admin to guest account provisioning only

Select an administrator and then click Edit to open the Edit Administrator page.

Configure the following settings in the New Administrator page or Edit Administrator page and then click OK:

User Name Enter the login name for the administrator account.

The name of the administrator should not contain the characters <, >, (, ), #, ", or
'. Using these characters in the administrator account name can result in a cross-
site scripting (XSS) vulnerability.

Type Select the type of administrator account.
» [ocal User—Select to create a local administrator account.

e Match a user on a remote server group—Select to authenticate the
administrator using a RADIUS, LDAP, or TACACS+ server. Server
authentication for administrators must be configured first.

* Match all users on a remote server group—Select to authenticate all users
using a specific RADIUS, LDAP, or TACACS+ server. Server authentication
for administrators must be configured first.
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Password

Confirm Password

Backup Password

Comments

Administrator Profile

Email Address

Remote User Group

PKI Group

SMS

Restrict login to trusted hosts

Restrict admin to guest
account provisioning only

e Use public key infrastructure (PKI) group—Select to enable certificate-based
authentication for the administrator. Only one administrator can be logged in
with PKI authentication enabled.

Enter a password for the administrator account. For improved security, the
password should be at least 6 characters long. Select the eye icon to view the
password.

This option is only available if Type is Local User.

Type the password for the administrator account a second time to confirm that
you have typed it correctly. Select the eye icon to view the password.

This option is not available if Type is Use public key infrastructure (PKI) group.

Enter a backup password for the administrator account. For improved security,
the password should be at least 6 characters long. Select the eye icon to view the
password.

This option is only available if Type is Match a user on a remote server group or
Match all users in a remote server group.

Optionally, enter comments about the administrator account.

Select an administrator profile to use for the new administrator.

To create an administrator profile, see Create or edit an administrator profile on
page 452.

If email is used for two-factor authentication, provide the email address at which
the user will receive token password codes.

Select the administrator user group that includes the remote server/PKI (peer)
users as members of the Remote User Group. The administrator user group
cannot be deleted after the group is selected for authentication.

This option is only available if Type is Match a user on a remote server group or
Match all users in a remote server group.

Select to allow all accounts on the RADIUS, LDAP, or TACACS+ server to be
administrators.

This option is only available if Type is Use public key infrastructure (PKI) group.

If SMS is used for two-factor authentication, enable SMS and provide the country
dial code and SMS cell phone number at which the user will receive token
password codes.

Enable to restrict this administrator login to specific trusted hosts and then enter
the IPv4 or IPv6 addresses and netmasks of the trusted hosts. You can specify up
to 10 trusted hosts and 10 IPv6 trusted hosts.

Enable to create a guest management administrator and then select the name of
the guest group.

Regular (password) authentication for administrators

You can use a password stored on the local unit to authenticate an administrator. When you select Local User for Type,
you will see Local as the entry in the Type column when you view the list of administrators.

FortiProxy 7.2.8 Administration Guide
Fortinet Inc.

448



System

Using trusted hosts

Setting trusted hosts for all of your administrators increases the security of your network by further restricting
administrative access. In addition to knowing the password, an administrator can connect only through the subnet or
subnets that you specify. You can even restrict an administrator to a single IP address if you define only one trusted host
IP address with a netmask of 255.255.255.255.

When you set trusted hosts for all administrators, the unit does not respond to administrative access attempts from any
other hosts. This provides the highest security. If you leave even one administrator unrestricted, the unit accepts
administrative access attempts on any interface that has administrative access enabled, potentially exposing the unit to
attempts to gain unauthorized access.

The trusted hosts you define apply to the GUI, Ping, SNMP, and the CLI when accessed through Telnet or SSH. CLI
access through the console port is not affected.

The trusted host addresses all default to 0.0.0.0/0.0.0.0. If you set one of the zero addresses to a nonzero address, the
other zero addresses will be ignored. The only way to use a wildcard entry is to leave the trusted hosts at 0.0.0.0/0.0.0.0.
However, this configuration is less secure.

Create or edit a REST API administrator

Select Create New > REST API Admin to open the New REST API Admin page. It provides settings for configuring a
REST API administrator account.
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New REST APl Admin

User Name

Comments 2| oass
Administrator Profile v
PKI Group O v

REST API clients must use client certificate
O authentication. Only certificates from this PKI group
will be authorized.

CORS Allow Origin O

Restrict login to trusted hosts
Trusted Hosts | 0.0.0.0/0 or /0

[+

Select a REST APl administrator and then click Edit to open the Edit REST APl Admin page.
Configure the following settings in the New REST API Admin page or Edit REST API Admin page and then click OK:

User Name Enter the login name for the administrator account.

The name of the administrator should not contain the characters <, >, (, ), #, ", or
'. Using these characters in the administrator account name can result in a cross-
site scripting (XSS) vulnerability.

Comments Optionally, enter comments about the administrator account.
Administrator Profile Select an administrator profile to use for the new administrator.
To create an administrator profile, see Create or edit an administrator profile on
page 452.
PKI Group Enable this option for REST API clients and then select which PKI group to
accept.
CORS Allow Origin Enable this option for cross-origin resource sharing (CORS) and then specify the
URL that can access the REST API.
Trusted Hosts Enter the trusted hosts allowed to log in to the REST API.
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Using trusted hosts

Setting trusted hosts for all of your administrators increases the security of your network by further restricting
administrative access. In addition to knowing the password, an administrator can connect only through the subnet or
subnets that you specify. You can even restrict an administrator to a single IP address if you define only one trusted host
IP address with a netmask of 255.255.255.255.

When you set trusted hosts for all administrators, the unit does not respond to administrative access attempts from any
other hosts. This provides the highest security. If you leave even one administrator unrestricted, the unit accepts
administrative access attempts on any interface that has administrative access enabled, potentially exposing the unit to
attempts to gain unauthorized access.

The trusted hosts you define apply to the GUI, Ping, SNMP, and the CLI when accessed through Telnet or SSH. CLI
access through the console port is not affected.

The trusted host addresses all default to 0.0.0.0/0.0.0.0. If you set one of the zero addresses to a nonzero address, the
other zero addresses will be ignored. The only way to use a wildcard entry is to leave the trusted hosts at 0.0.0.0/0.0.0.0.
However, this configuration is less secure.

Admin Profiles

Each administrator account belongs to an admin profile. The admin profile separates FortiProxy features into access
control categories for which an administrator with read-write access can enable none (deny), read-only, or read-write
access.

Read-only access for a GUI page enables the administrator to view that page. However, the administrator needs write
access to change the settings on the page.

The admin profile has a similar effect on administrator access to CLI commands. You can access get and show
commands with Read Only access, but access to con fig commands requires Read-Write access.

When an administrator has read-only access to a feature, the administrator can access the GUI page for that feature but
cannot make changes to the configuration. There are no Create or Apply buttons, and lists display only the View icon
instead of icons for Edit, Delete, or other modification commands.

You need to use the admin account or an account with read-write access to create or edit admin profiles.

The Admin Profile page lists all administration profiles that you created as well as the default admin profiles. On this
page, you can edit, delete, or create an admin profile.

To view administrator profiles, go to System > Admin Profiles.

=+ Create New

Profile Name Comments Ref.
api_profile 1
prof_admin 0
super_admin 1

Hover over the leftmost edge of the column heading to display the Configure Table icon, which you can use to select the
columns to display or to reset all the columns to their default settings. You can also drag column headings to change
their order.
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The following options are available:

Create New

Edit Profile

Delete

Profile Name
Comments

Ref.

Creates an administrator profile. See Create or edit an administrator profile on
page 452.

Modifies the selected administrator profile. When you click Edit Profile, the Edit
Administrator Profile page opens. See Create or edit an administrator profile on
page 452.

NOTE: You cannot edit the super_admin profile.

Removes the admin profile from the list on the page.
You cannot delete an admin profile that has administrators assigned to it.

To remove multiple admin profiles, select multiple rows in the list by holding down
the Ctrl or Shift keys and then select Delete.

The name of the admin profile.
Comments about the admin profile.

Displays the number of times the object is referenced to other objects.

To view the location of the referenced object, select the number in Ref.; the Object
Usage window opens and displays the various locations of the referenced object.

Create or edit an administrator profile

Select Create New to open the New Administrator Profile page. It provides settings for configuring an administrator

profile.
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New Administrator Profile

Mame:

Comments:
Access Control

Maintenance

Administrator Users

FortiGuard Update

User & Device

System Configuration

MNetwork Configuration
Log & Report

Router Configuration
Firewall Configuration

VPN Configuration

N
[
[
Ui
in

Mone Read Only Read-Write

Security Profile Configuration | @® o Q

WAN Opt & Cache

(® Override Idle Timeout

Select an administrator profile and then click Edit Profile to open the Edit Administrator Profile page.

Configure the following settings in the New Administrator Profile page or Edit Administrator Profile page and then click

OK.

NOTE: You cannot edit the super_admin profile.

Name

Comments

Access Control

FortiProxy 7.2.8 Administration Guide
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Enter a name for the new administrator profile. After an administrator profile is
created, you cannot change the name.

Optionally, add comments about the administrator profile.

List of the items that can customize access control settings if configured.
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None
Read Only
Read-Write

Access Control (categories)

Override Idle Timeout

Timeout

Idle

Firmware

Deny access for the Access Control category.
Enable read-only access for the Access Control category.
Allow read-write access for the Access Control category.

Make specific access control selections as required.
* Maintenance
* Administrator Users
¢ FortiGuard Update
e User & Device
» System Configuration
» Network Configuration
e Log & Report
¢ Router Configuration
 Firewall Configuration
* VPN Configuration
 Security Profile Configuration
¢ WAN Opt & Cache

Enable to change how many minutes the FortiProxy unit is idle before the session
closes.

Select Idle Countdown to specify the number of minutes that the system is idle
before the session closes. Select Never Timeout to prevent the FortiProxy unit
from closing idle sessions.

Enter the number of minutes that the FortiProxy unit is idle before the session
closes. The defaultis 10 minutes.

Go to System > Firmware to check the current firmware version and to upload firmware from your computer or from

FortiGuard.

Firmware Management

Current version

Upload Firmware

Selectfile = @ Browse

FortiProxy 7.2.8 Administration Guide
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To upload a new firmware image from your computer:

1. Goto System > Firmware and select Browse.

2. Select the file on your PC and select Open.

3. Select Backup Config and Upgrade. Your system will reboot.

Settings

Use the system settings to configure general settings for administration access, password policies, system time settings,

and display settings.

Go to System > Settings to configure system settings.

Configure the following settings and then select Apply:

System Settings

Host name

System Time
Time Zone

Set Time

Setup device as local NTP
server

Administration Settings
HTTP port
Redirect to HTTPS

FortiProxy 7.2.8 Administration Guide
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The host name of the FortiProxy unit. The only administrators that can change a
host name are administrators whose admin profiles permit system configuration
write access. If the FortiProxy unit is part of an HA cluster, you should use a
unique host name to distinguish the FortiProxy unit from others in the cluster.

Select the time zone of your FortiProxy unit.

Select either NTP, PTP, or Manual settings.
e NTP:

To use an NTP server other than FortiGuard, the CLI must be used.

In the Sync interval field, enter how often, in minutes, that the device
synchronizes its time with the NTP server.

e PTP:
» Set the Mode to Multicast or Hybrid.
¢ Select the Delay mechanism: E2E or P2P.
e Setthe Request interval, in seconds.

¢ Select the Interface.
e Manual settings:

Manually enter the Date, and Time.

Enable to configure the FortiProxy as a local NTP server. This option is not
available if Set Time is PTP.

In the Listen on Interfaces field, set the interface or interfaces that the FortiProxy
will listen for NTP requests on.

Enter the TCP port to be used for administrative HTTP access. The default is 80.
Enable Redirect to HTTPS to force redirection from HTTP to HTTPS.
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HTTPS port

HTTPS server certificate
SSH port
Telnet port

Idle timeout

ACME interface

Allow concurrent sessions

Password Policy

Password Scope

Minimum Length

Character requirements

Allow password reuse

Password expiration

View Settings

Language

Date/Time display
System Operation Settings

Virtual Domains

FortiProxy 7.2.8 Administration Guide
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Enter the TCP port to be used for administrative HTTPS access. The default is
443.

Select Fortinet_Factory or search for a certificate.
Enter the TCP port to be used for administrative SSH access. The default is 22.
Enter the TCP port to be used for administrative Telnet access. The defaultis 23.

Change the time after which the GUI logs out idle system administration settings,
from 1 to 480 minutes.

Select the interface that the ACME client will listen to for challenges to provision
and renew certificates.

Concurrent administrator sessions occur when multiple people concurrently
access the FortiProxy unit using the same administrator account. This behavior is
allowed by default.

Select Admin, IPsec, or Both to change the policy for the administrator password.
Select Off to apply no policy for the administrator password

If you select Admin, IPsec, or Both, set the minimum acceptable length for
passwords, from 8 to 128 characters.

If you select Admin, IPsec, or Both, select to enable special character types,
upper or lower case letters, or numbers.

Enter information for one or all of the following. Each selected type must occur at
least once in the password.

e Uppercase—A,B,C, ...Z

e [owercase—a,b,c, ...z

e Numbers (0-9)—0,1,2,...9

e Specia—@, ?,#,... %

If you select Admin, you can select this option to allow passwords to be reused.

If you select Admin, IPsec, or Both, you can require administrators to change the
password after a specified number of days. Enter the number of days in the field.
The default is 90 days.

The language the GUI uses: English, French, Spanish, Portuguese, Japanese,
Traditional Chinese, Simplified Chinese, or Korean.

You should select the language that the operating system of the management
computer uses.

Display the time in either the FortiProxy timezone or the Browser timezone.

Enable or disable VDOMs.
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Defining the password policy with a minimum character change

Administrators can set a minimum number of unique characters in the new password that do not exist in the old
password. This setting overrides the password reuse option if both are enabled.

To configure the password policy in the GUI:

1. Goto System > Settings and navigate to the Password Policy section.
2. For Password scope, select Admin.
3. Enter a value for Minimum number of new characters.

System Settings

Password Policy

Password scope € Off IPsec Both
Minimum length 8

Minimum number of new characters 0

Character requirements »

Allow password reuse O

Password expiration >

Apply
4. Click Apply.

To configure the password policy in the CLI:

config system password-policy

set status enable

set min-change-characters <0-128>
end

Trusted platform module support

On supported FortiProxy hardware devices, the Trusted Platform Module (TPM) can be used to protect your password
and key against malicious software and phishing attacks. The dedicated module hardens the FortiProxy by generating,
storing, and authenticating cryptographic keys. To help prevent tampering, the chip is soldered on the motherboard to
reduce the risk of data transaction interceptions from attackers.

By default, the TPM is disabled. To enable it, you must set the 32 hexadecimal digit master-encryption-password which
encrypts sensitive data on the FortiProxy using AES128-CBC. With the password, TPM generates a 2048-bit primary
key to secure the master-encryption-password through RSA-2048 encryption. The master-encryption-password protects
the data. The primary key protects the master-encryption-password.
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b [ 4
? The TPM module does not encrypt the disk drive of eligible FortiProxy units.

The primary key binds the encrypted configuration file to a specific FortiProxy unit and never leaves the TPM. When
backing up the configuration, the TPM uses the primary key to encrypt the master-encryption-password in the
configuration file. When restoring a configuration that includes a TPM protected master-encryption-password:

If TPM is disabled, then the configuration cannot be restored.
If TPM is enabled but has a different master-encryption-password than the configuration file, then the configuration
cannot be restored.

If TPM is enabled and the master-encryption-password is the same in the configuration file, then the configuration
can be restored.

For information on backing up and restoring the configuration, see Automatic backup to an FTP or TFTP server on page
608.

Passwords and keys that can be encrypted by the master-encryption-key include:

Admin password

Alert email user's password

BGP and other routing related configurations
External resource

FortiGuard proxy password
FortiToken/FortiToken Mobile’s seed

HA password

IPsec pre-shared key

Link Monitor, server side password

Local certificate's private key

Local, LDAP. RADIUS, FSSO, and other user category related passwords
Modem/PPPoE

NST password

NTP Password

SDN connector, server side password
SNMP

Wireless Security related password

L}
‘?' In HA configurations, each cluster member must use the same master-encryption-key so that
|| the HA cluster can form and its members can synchronize their configurations.

To check if your FortiProxy device has a TPM:

Verify all the following commands exist. Otherwise, the platform does not support it.

# diagnose hardware test info

List of test cases:

bios: sysid

FortiProxy 7.2.8 Administration Guide
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bios: checksum
bios: license
bios: detect

# diagnose hardware deviceinfo tpm
TPM capability information of fixed properties:

TPM PT FAMILY INDICATOR: 2.0

TPM PT LEVEL: 0

TPM PT REVISION: 138

TPM PT DAY OF YEAR: 8

TPM PT YEAR: 2018

TPM PT MANUFACTURER: NTC

# diagnose hardware test tpm

=========== Fortinet Hardware Test Report
TPM

TPM Device DeteCtion. ...ttt ittt ittt e e teeeennn PASS
Fortinet Hardware Test PASSED ===

# diagnose tpm

get-property Get TPM properties. [Take 0-1 arg(s)]
get-var-property Get TPM var properties.

read-clock Read TPM internal clock.

shutdown-prepare Prepare for TPM power cycle.

selftest Perform self tests.

generate-random-number Generate a 4-byte random number
SHA-1 HASH a sequence of num with SHA-1 algo

SHA-256 HASH a sequence of num with SHA-256 algo

To enable TPM and input the master-encryption-password:

config system global
set private-data-encryption enable
end

Please type your private data encryption key (32 hexadecimal numbers) :
khkkhkkhkhkhkkhkkhkkhkhkhkhkkhkhkhkhhkkhkhkhkhkhkkhkhkhhrhkhhhxkhk

Please re-enter your private data encryption key (32 hexadecimal numbers) again:
kkhkkhkkhkkhkkhkkhkkhkhkkhkkhkhhkkhhkkhhkhhkhhkhhkrkhkrkhkhkxkx

Your private data encryption key is accepted.

VDOM

Virtual Domains (VDOMSs) are used to divide a single FortiProxy into two or more virtual units that function
independently. VDOMs can provide separate firewall policies and security profiles. In NAT mode, they provide separate
routing configurations. When multi VDOM mode is enabled, the default VDOM is the root VDOM, and it cannot be
deleted.

Multiple VDOMs allow users to combine NAT and transparent mode on a single FortiProxy; VDOMSs can be
independently configured to operate in NAT or transparent mode. In transparent mode, it is recommended to configure a
dedicated management interface when out-of-band management is required. S