Bmecre va sonue

uMdpoBu3aynm

Mf.g TR :*-;"v:-w:up
[ln3anH coBpeMeHHOM 2627 waprs 2019
KopropatusHon LAN ceTtu

YacTb 1:
asonoumst ot Spanning Tree Kk SDN

[ennc KogeHues
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3auem Ham SDN? V Hac u Tak Bce xopoLuo! &

-‘*-’ ‘-*’ Core 94 Bcero ycTpoicTs
168 Port-Channels
168 Access Trunks

4032 User Ports

Distribution
Design Considerations:
STP Loop Prevention

CAM & ARP Tuning
-— — - e - . - — - - FHRP Tuning / Priority
e e . (- [ —— Routing Protocol Tuning
— - — - — e - — e - o e —— PIM Tuning / DR priority
B mees  mess  /Access e —— . - — o
30aHue 1 30aHue 2 3aaHune 3 3aaHuve 4 94 Configuration Points
1008 Ports 1008 Ports 1008 Ports 1008 Ports 94 Image Upgrade Points
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Ho mbl )xe moxem caenaTtb Routed Access? Tenepb-To BCe XOpOLIO?

x |

bl
-

Network Design

94 Total Devices
168 Port-Channels

Core

4032 User Ports

in
in
l I

i
in
i
in

i
)

Distribution

s
b
b
b
il
b
s
s

Design Considerations:

e B mesm  Access - e . e .. - e ..
Building 1 Building 2 Building 3 Building 4 94 Configuration Points
1008 Ports 1008 Ports 1008 Ports 1008 Ports 94 Image Upgrade Points
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Tak B yem e npobaema’?

CeTeBble NMOJINTUKM ceroaHA
z
- “—,
CeTeBas nonnTtuka

[ . Enterprise Network
‘ @_\ P

L ¥
PAYLOAD DATA DSCP PngST PD()SFIT PrOT | IR IP DST
/‘QOS \ <

<

- Security
Monutnku ncnonb3ytot “5 Tuple”

- Redirect/copy
: : . « CoxpaHeHue Ha BCcem NyTun
- Traffic engineering - TONbKO TPaH3UTUBHbIE AaHHble

- efc. /
athvanle

Gsco Comnect 2039
CiI15CO
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Tak B yem e npobaema’?

CeTeBble NMOJINTUKM ceroaHA

B -, B -,

access-1ist 102 deny udp 167.160.188.162 0.0.0.255 gt 4230 248.11.187.246

0.2
CeTeBad nonuTUKa ot L e e 7 5455000 137 e 035 139 201 133 104 0.0°%1

55.255.255 eq 2165

5.
31.255 gt 428

1.255 gt 1511
access-Tist 102 deny tcp 247.54.117.116 0.0.0.127 gt 4437 136.68.158.104 0.0.1.255 gt 1945
access-Tist 102 permit icmp 136.196.101.101 0.0.0.255 1t 2361 90.186.112.213 0.0.31.255 eq 116
— access-Tist 102 deny udp 242.4.189.142 0.0.1.255 eq 1112 19.94.101.166 0.0.0.127 eq 959
PS access-Tist 102 deny tcp 82.1.221.1 255.255.255.255 eq 2587 174.222.14.125 0.0.31.255 1t 4993

access-Tist 102 deny tcp 103.10.93.140 255.255.255.255 eq 970 71.103.141.91 0.0.0.127 1t 848
access-Tist 102 deny ip 32.15.78.227 0.0.0.127 eq 1493 72.92.200.157 0.0.0.255 gt 4878

access-Tist 102 permit icmp 100.211.144.227 0.0.1.255 1t 4962 94.127.214.49 0.255.255.255 eq 1216
access-Tist 102 deny icmp 88.91.79.30 0.0.0.255 gt 26 207.4.250.132 0.0.1.255 gt 1111
access-Tist 102 deny ip 167.17.174.35 0.0.1.255 eq 3914 140.119.154.142 255.255.255.255 eq 4175
access-1ist 102 permit tcp 37.85.170.24 0.0.0.127 1t 3146 77.26.232.98 0.0.0.127 gt 1462
" access-1ist 102 permit tcp 155.237.22.232 0.0.
1

0.127 gt 1843 239.16.35.19 0.0.1.255 Tt 4384
A4

PAYLOAD DATA

AY

— PORT PORT '

P
ADDRESSES
= Kro BbiI?
= [pe Bbl?
= Kak Bac o6cnyxusartb? | |
= |P 3abpatb c coboit Henb3a! W @
Csco Connect 2019 e

Ci15CO
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Tak B uem e npobrnema?

YnpaBseHne OCTYNOM U B3aUMOAENCTBMEM — KaK 3TO MPOUCXOAMUT cerogHaA"?

Production = % AAA =  Tpwu rpynnbl Nosb3oBaTenen
Servers == é TpE6OBaHMF| : ?p%ﬁ:g:i}?e o
Developer = e 3akasHliRd = CermeHTaumA rocteBoro A4ocTyna
Servers = (wired and wireless)

a LAN core

" [oNUTUKM:

L3 Switch MonntmKm

3dKa34U1NKa

Trunks

& G0 © | [
&

L2 Switch

U3MEHEHUN
N, OneSSID
28] 282 40
BYOD Employee Contractor N1INT

CDSEO
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Tak B ueMm e npodrnema?
VnpaBneHme AOCTYNOM U BSaMMOﬂeVICTBMGM — KaK 3TO nponcxoamT CGFO,D,HFI?

1. Onpegenutb rpynnbl 8 AD —

2. Onpenenvtb NOANTUKK =
=  VLAN/subnet based

Production =
Servers

3. BHepgputb VLANs/Subnets
. Create VLANSs

=  Define DHCP scope

=  Create subnets and L3 interfaces
=  Routing for new subnets

Developer
Servers

BHeceHue
N3MEHEeHUI a

Devices CLI

BYOD Employee Contractor NN
Ci15cO
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Tak B uem e npobrnema?

Y Hac coBpeMeHHas ceTb! Mbl MOXeM nerko nogaep»katb 6usnec! Nnn net?
MoxxeTte nun Bil...

Data Centre

?
2
[ ]
o ]

A ansanH
IP-
agpecauum

Ncnonb3oBaTb noTeHumarn
802.11ac/ax?

MoopepxaTb MOBUNBHOCTb
nonb3oBaTeneun

OddekTnBHO NnepenasaTb
MEXXMonb3oBaTeNnbCKUN

Tpaduk

Be3onacHo noaknoyaTb U
cermeHTupoBartb loT
yCTponcTBa

Hy>xeH pacnpegeneHHbin Data plane npu 3ToM Hago Kak-To NpeoaosieTb

orpaHunyeHus IP gnsainHa, KoTopble NpensaTCTBYOT MOOUIBHOCTU N POYMUHTY




BapuaHT pewieHusa — ceTeBast BUPTyanmM3aLus

CeTeBOW AN3aMH
A A
H core 94 Total Devices

4032 User Ports

Design Considerations:
CeTteBan pabpuKa
Ta——— mamennne: . re—1 “ammnnnr - e anmanmas - e ——-,—'""—_—:‘/
B e mess  /\CCeSS — o — — o — ——
3aaHue 1 30aHue 2 30aHue 3 30aHune 4 1 anemMeHT HaCTPOMKM
1008 Ports 1008 Ports 1008 Ports 1008 Ports

1 3leMeHT U3SMeHeHUM

Ceco Comnact 2019 R ——



Tak 3aueM e HaMm «ceTeBas Pabpukan?

* [lpocToTa: OgnH 60NbLLOW NOrMUYECKUI
KOMMYTaTop

 MacwTtabnpyemocTb - N3MEHEHNS MTHOBEHHO U
6e3onacHo

« Tononorusa TpaHcnopTa He Ba)XkHa

e [MoNUTUKM NPUMEHSAIOTCHA B CTPOro
onpepeneHHbix mecTtax (Ha rpaHuue dabpukm)

« CoxpaHseM nHopmMaLUo O KOHTEKCTE
« CeTb «pacnos3HaeT» rnosb3oBaTens

* [lonnTukn npmuea3saHbl K YPOBHIO
nonb3oBaTena/rpynnbl/npunoxeHus, a He IP

agpecy
* MoOb6UNbHOCTb NOMNb30OBATENEN U MPUTOXXEHUN

« ABTOMaTU3UPOBAHHOE BHEOPEHUE U
aKkcnnyaTauums

Cisco Connect 2019 e
cisco
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Bbl cMOXeTe ynpocTuTb MOCTPOEHUe M 3KcnyaTauuto Bawei cetu ...

Bbl cmoskeTe JIerKo uaeHTMdULUMpoBaTb NosIb3oBaTeNEen U YCTPOMUCTBA U
NPUMEHATb NOJINTUKM ...

Bbl cmoXKeTe IerKko peasinu3oBaTb CKBO3HYIO CErmeHTauuio ...

Bbl cmoxeTe peannsoBaTtb rubKuim TpaHcnopt L2 /L3 ...

C ceteBou pabpukom ...

... Mbl CMOXXeM uUcnosib3oBaTb IP-agpec ALCRTE LT )
TO/IbKO A1 L|Iej'|e[71 agpecaumn 1 Ha ﬁlﬂlel\/\ Ecnn mbi cmoxkem “cHATb 3aBUCMMOCTL”
mexay |IP-agpecaumen n nonutnKkamu,
Aapyrue cnocobbl crpynnupoBaTtb
o o Mbl CMOKEM 3HaUUTENIbHO YNPOCTUTb
nosib3oBaTtéeszien " yCtpoucrtea 4/iAd ceTn — U caenatb ux

i
npumeHeHuna NOJIUTUK? bon1ee YHKUMOHANbHbBIMY.

©20



s N Cisco SD-Access?

A Uto Takoe

oll'a'l't
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SD-Access - kntoueBsoun cueHapum ans Cisco DNA

ABTOMaTU3aLUSA
HaCTPOMKU
doabpurKkm

EonHaa dbabpuka ons LAN/WLAN

@ NpeHTndukayms
CermenTtauusa u Nonutuka

bes npmeaskn Kk VLAN mnnu IP

DNA Center

D %# 5 (vq

Monutkn  ABTOMaTM3aLmMa AHaNUTUKa

DC/WAN/
Internet

O

I
\\O AHanms &

TenemeTpus

[loBegeHwe 1 COCTOSHME CEeTH,
KIMTMEHTOB U MPUNOXXEHWUM

User Mobility

____________ }
Policy stays with User



SD-Access: ApxXUTeKTypa

PacnpeneneHue ponen B goabpuke

Cisco DNA
Automation

[ Identity

NCP
Services e
= ISE NDP

Cisco DNA
Assurance

Cisco DNA
Center

Fabric Border
Nodes

Controller

Fabric Wireless

Control-Plane
Nodes

Intermediate
Nodes (Underlay

|
|
|
|

Fabric Edge
Nodes

Csco Comnect 20 79E

Cisco DNA Automation - obecneueHne
npocToro nHTepdenca GUI gna ynpasnenuns,
asTomaTnzdaumm (NCP) 1 0bMeHa KOHTEKCTOM

Cisco DNA Assurance - C60p JaHHbIX
(NDP) 1 aHan1sa noToKOB OT KIMEHTOB U
MPUNOXXEHNM, MOHUTOPUHI COCTOSIHMSA dpabpuKm

Identity Services - Cuictema
noeHTudpmkaumm n NAC (ISE) ona
OMHAMMUECKOrO MPUMEHEHWSA TPYMM U NOANTUK
6€30MacHOCTM K KIMeHTam

Control-Plane Nodes - Cuctema
onpegeneHnsa OTHOLLEHWM Mexay KIMMEHTOM U
CeTEBbIM YCTPOMCTBOM

Fabric Border Nodes - YcTponcTtso

dhabpukm (Core) ong NoakMoUEHUS BHELLIHUX
L3 ceTen kK SDA thabpuke

Fabric Edge Nodes - YcTponcTBO (habpukm
(Access unu Distribution) onsg NnpoBoaHOMoO
nogktoueHms kKNeHToB K SDA thabpuke

Fabric Wireless Controller - YCTponCcTBO
dhabpukm (WLC) onsa nogknoueHmnsa APS 1
6eCcnpoBOAHbIX KNNMEHTOB K SDA thabpuke

T
Ci5co

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco Software-Defined Access

YnpoulleHne cBAZHOCTM be3 ynpoLleHUA BO3MOXKHOCTEM

Stretched Subnets No Spanning Tree ECMP

Distributed Anycast Default+ No STP Equal Cost
Gateway | No HSRP / VRRP Multi-Path
Limit Broadcast Domain Routed Access

- L XY - L TY LY L 7Y

SD-Access ¢pabpuka

|

Csco Comnect 2019 NN

cisco

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 15




B SD-Access uHterpupoBaH Cisco TrustSec

8 NDAC

Network Device
Admission Control

NDAC ayteHTUdUUMpYeT
ycTponcTtea ana gomeHa CTS

Scalable Group ACL Cisco ISE Scalable Group Tags
Destinations SGT and | S

SGT 1 SGT Names - I XISV SGT Names 4: Contractors
LleHTpannsosaHHO g SV XY 8: PCI_Servers
3aaHHble Ha3BaHMA o :
Endpoint ID Groups P XV XXX Appsenvers
MaTtpuuya noNnTUK gna
pPacrnpoCTpaHeHnA Ha
ceTeBble YCTPOMUCTBA
ISE aAnHammyecku } e
ayTeHTUdMUMpPYeT <
YCTPOMCTBA Rogue
nonb3oBaTenel, Device(s) 802.1X . Dynamic SGT Static SGT
YCTPOMCTBA U Assignment Assignment
npuceamBaetrSGT E

CGsco Comnect 2039 tlel,
16cisco
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[TonnTUKH OoCTyra n CerMeHTaymnin

* Cisco SD-Access npeanaraet macwitabmpyembin Nnoaxos K CErmeHTauunm,
He3aBUCALLKI OT Tonoaormu B Buae meTtok Scalable Group Tags (SGT)*

MNonb3oBatenu MpunoxeHna
*’ Mpumepsb! rpynn Mpumepsbl rpynn
Konnyectso y
o/1nM4ecCTBO
reynn @
COKpaLLaeTcs ¢ HH SG-ACL rpynn
46 Jile) 4 COKpallaeTcAa C
@ 60 no 4

B

,D,O: 11,040 ACE/ACLS (46 (source IPs) x 60 (destination IPs) x 4 TCP/UDP Port Permissions)

[Mocne: = 64 SGACLs @4 (source SGTs) x 4 (destination SGTs) x 4 TCP/UDP Port Permissions)

Csco Comnect 2019 1 SGT formerly Security Group Tag olllollh
. ) . Ci15co

© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Pacwunpenne pabpuku ¢ SD-Access Extension
nogaep»xka loT

DNA Center

MonaepxuBaeTcs @ {t’ 3\C.)

Policy Automation Analytics

(B (B

Catalyst Digital Building

- -

- - - -
h*

Extended )
Node

N Extended
Node

on = -

4
o

__________________________________________________________________

IE Series (4K/5K)
loT Network Employee Network

Obwaga nonuTuka ABTOMaTU3aUUS
CerMmeHTaumm MNOOKMHOUEHUS

CneunanbHo gnga loT




Unterpauus BJ/IBC B SDA ceTeByio pabpuky

ISE / AD APIC-EM ISE / AD APIC-EM

0 —=g —
e S

Non-Fabric
WLC

CAPWAP

Cntrl plane
CAPWAP
Cntrl & Data VS.
VXLAN
Data plane
Non-Fabric Fabric enabled
APs APs
I —
CAPWAP ana Control Plane n Data Plane =  CAPWAP Control Plane, VXLAN Data plane
SDA Fabric — npocTo TpaHcnopT =  WLC/APs nHTerpmpoBaHbl B «PabpuKy», npenmyuiectsa SD-
Mopaepxusaetca ntobbim NO 1 Bcemn mogenamm WLC/AP Access
MpeaBapuTe/bHbIN 3Tan nepes, noaHoLeHHbIM SDA =  Tpebyerca obHosneHwe MO (8.5+)

. OnTumanbHo paboTaet ¢ 802.11ac Wave 2 T[,

CGsco Comnect 2039 e

Ci15CO
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BoaBpalladcb K MacLUTabUpoOBaHULIO
BHegpeHue/n3ameHeHmne NOMNTUKM B SD-Access

DNA Center 1. Onpegenutb rpynnsl B AD

Production
Servers =

2. [OwnsanH n BHegpeHue B DNA-C
= Create Virtual Network for Corporate

= Define Policies
* Role/Group based

iy = Apply Policies
LAN co,'rex‘ e SGT based

Production Serv. Developer Serv.
SGT 10 SGT 20
abric Employee
BYOD
SGT 200
Contractor
SGT 300

_}#J }LLJ JLLJ 3. C MoMeHTa NofkmnoYeHns nonb3oBaTens,

NoNMMTUKa creayetT 3a HUM

DHCP

Developer

Servers AD

L3 Switch

Corporate VN

L3 Switch

, © El O
Touch Point

V One SSID

BYOD Employee  Contract
Ploy actor athvenkee

Ci5Co
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SD-Access - onTuMarnbHas KOMOUHaUUA Mexay
pacnpegeneHHbiM U LEHTPAaNM30BaHHbIM ON3aNHOM

-
-

Data Centre il @
74:& ------------------------
AD O0000000

CAPWAP

LDAP (Control)

- DNS  DHCP

@~ BE

Interface VLAN
vrf forwarding Employee
ip address 10.10.10.1/24

Interface VLAN
vrf forwarding Employee
ip address 10.10.10.1/24

C SDA
» PacnpegeneHHbin data-
plane

» Underlay cetb L3, HO
nonb3oBaTenbCckme NoaceTn
MOryT BbITb BE3ae

= BcTpoeHHaqa nogaepxka
MOBUNBLHOCTU

PacnpegeneHH
-as ceTb 6e3
TPaANLIMOHHBIX
orpaHnyeHunmn




s 8 nomeHbl? WAN? L1IOA?

A A KaK Xe gpyrue
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A €Cnn Mbl XOTUM €QMHYIO NOMUTUKY BO BCEX AOMEHAX?

€ 0 @&

Ho MaJ'IVISGLI,VIFI NONMNTUKA VI r

Campus & Branch - Scalable Groups Sec Apps- Security Groups Data Center: Classic-SGT / ACI-EPG C|0Ud Security/Network Groups

OoMe0 BE@ 558F 2 o
0606 &

Google Cloud Platform

amazon
webservices™

StealthWatch/Tetration
Visibility
Csco Comnect 2019 N1INT

Ci15CO
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[MTpuHUMNDbI U Noaxoabl NPU B3aUMOOENCTBUMN Pa3HbIX AOMEHOB

MANAGEMENT

& Cisco DNA Center

POLICY

Cloud Edge
(SD-AcceSSI:)i

Cloud Edge
(SD-Access)

Cisco Comnect 2019

802.1Q Header

SGT (16 l

DATA-PLANE

MPLS SGT (16 bits) SGT (16 bits)
Labels

bits)

ci15co
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Kak B 0encTBuUTENbHOCTU MHTErpmuposatb SDA n ACI?

CONTROL-PLANE

BGP/IGP

-

Csco Comnect 2019 T
Ci5co
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UHTerpauusa Ha ypoBHe nonutuk mexnay ISE n APIC

Oé6uwmue rpynnbl 6e30MNacHOCTHU
WEB
‘&@— -

DB
KOHTPaKT

y
4
'll
|
y

CMHXpOHM3aLI,MFI 7
aBTOMaTM3aLUms

Destination
e ———

........

____________________________________________________________________________________________________________________________________________________________________

Ceco Comnect 2009 otheenles



s . Cisco DNA Center

BHepgpeHue SD-Access
C MOMOLLbIO

oll'a'l't
CISCO



Ynpasngatowme komnoHeHTbl Cisco SD-Access

Kak HacTpauBaTb M 3KCMNyaTUpoBaTb?

o
ot rROVISION s L ]

DN2-HW-APL
X Design R Policy @ Provision Cisco DNA Centre
APl ettty el e Bl ettty D API Appliance

i M Assurance € Platform

. 3 et r e Rl s e
Cisco ISE f St o it o NDP
ldentity Services Engine AP AP Network Data Platform

NETCONF
SNMP
SSH

SD-Access Fabric s

Syslogs

RADIUS
EAPoL

Cisco Switches | Cisco Routers | Cisco Wireless

Cisco Comnect 2019 athvenkee
i - CISCO
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Cisco DNA Center

JXN3HEHHbIN UMK pa3geneH Ha doasbl

ABTOMaTU3aUUS Assurance

[TnaHnpoBaHWe 1 BHeOpeEHME

[TpOaKTMBHAA OLEHKA COCTOAHUSA CETU, NMONb30BATENEN, MPUNOXKEHUN

Cisco Connect 2019 T
CI15¢0
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[Tpouecc pa3BepTbiBaHMA SD-Access

oT dusanHa go onpepnenexnuns Nonnutmk

aliili. DNA
cisco A

DESIGN poLICY PROVISION ASSURANCE
Network Hierarchy Network Setting mage Repository th Templa!
v @& Global o & z
& g
v & San Jose J £ b
g Milpitas
v #¥S5JC-023 z A%
Z z
£3 Floor-1 2 3
2 9

"
W

Network Hierarchy

snco Comnect 2009

aliiln DNA

DESIGN POLICY PROVISION ASSURANCE
cisco

Network Settings

iq Network

v & Global

ﬁ v & San Jose

v #HSJC-023

deploy using these settings.

AAA Server

&3 Floor-1
Network Clent/Endoont

NETWORK
Servers Protocal

OF™3

Networ 1P Adaress (Primary)

10.4.250.200 v 10.4.250.200

Sotup network properties ke AAA, NTP, Sysiog, Trap and NetFlow using the * Add Servers” link

aliali. pNA
cisco

OESIGN  POLICY  PROVISION
% Hierarchy Network Settings
Q
one v @& Global
ﬁ . &S .
B 8en Jose IP Address
v WHSJC-023
&4 Floor-1

Name

AP_Pool

VN_Campus_Poot

VN_Campus,_Voi

Network Settings — Network Settings

ASSURANCE

Pools (8)

P Subnet...
&231.0024
42320024
0.4.234.0/24

IP Address Pools

Type Global IP Gateway
e San_Jose_P 2300
e San_Jose_Pool 042321
[res \_Jove_Pool 1042341

Network Settings - Address Pools

Wil pNA
c1sco

Avsdatsie S slatie Groups

L

Goouprs in B Virtusl Network

Al DNA - pesion  poucy

cisco PROVISION ASSURANCE
Network Setings
Q
v &Global
‘ v @S Jose Enterprise Wireless
v HS)C-023

& Fooe-1

Network Name ($$10)

Policy — Macro Segmentation

Wireless

Sacurity

Network Settings - Wireless

© 2019 Cisco and/or its affiliates. All rights reserved.
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Cisco DNA Center (DNA-C)
[ToocTOM N LEHTPaNM30BaHHbIM NPOLECC CO30aHUSA/U3MEHEHUS MOMUTUK

GROUP-BASED POLICIES

CISCO Source Destination
DNA CENTER @ @
Employees Contract Contractors
DENY
API
CISCO ISE Empl Production Contractors  Development

POLICY DOWNLOAD

-

- Sw
-~ -
-~ o
~ -~
. -~
. “o
. -
. -~
-~ Se
- -
-~ -
~ s
b, -
= Q | Q

Cisco Comnect 2019 FABRIC NODES Ieanlee
~15C0
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[Toouecc pasBepTbiBaHUA SD-Access

oT [nsanHa oo onpepeneHus Nonntuk

bl pNA
DESIGN poLICY PROVISION ASSURANCE
cisco \

Network Hierarchy Network Settings Image Repository Network Profiles

Q e Add Site ¥ Import

v & Global [
v & San Jose
v #¥SJC-023

z
z
£3 Floor-1 ’%

L

'2'.'5'2'5' DNA DESIGN  POLICY  PROVISION  ASSURANCE

Network Settings

Q Network

v & Global
Setup network properties ke AAA, NTP, Sysiog, Trap and NetFlow using the * Add Servers” link. Onc|

v & San Jose deploy using these settings.
v #5JC-023 AAA Server
&3 Floor-1
Networt ChenyEndgon
NETWORK
Servers Protocel
OF-: O an *) RADUS
Networr 1P Adaress (Premary)
10.4.250.200 « v 10.4.250.200 « v

Network Hierarchy

) L3 Trusted Asset
a Trusted User

n Partners

D DD 2 Trusted User
e (<] Q 28 Partners
D D D e cloudApp A
OO D e ciouwdappB
e e e a Server A
g g e E Server B

Policy — Micro Segmentation

Cesco Comnect 2019

Network Settings — Network Settings

BoN  POLN sonmoN e
Ve St
o
Avsdatsie Scalatie Groups Groagrs o Poe Virtual Netares
Unsele.
~ L ot os w L o ™~ Ld L
N "~ 0 " L o
™ ™ w w

Policy — Macro Segmentation

aluilie DNA
duals DESION  POLICY  PROVISION  ASSURANCE
% Hiorarchy Neotwork Settings Image Reposi
Q Network »evice Credentials IP Address Pools 5P Profiles
v & Global
v &S A e . \
San Jose IP Address Pools (8)
v WHS)C-023
&4 Flooe-1
Name P Subnet... - Type Global IP .. Gateway
AP_Poot 10.4.237.0/24 LAN San_Jose_Pool ( waemn
VN_Campus_Pool 10.4.232.0/24 LAN San_Jose_Pool ( 1042321
W Compun ok, 104234004 LN Son_tose_Poct(— 1047341
.
Network Settings - Address Pools
aliilie DNA )
cIsco DESIGN PoOLICY PROVISION ASSURANCE
Network Setings
q Neawork ’ orna Addre He Wiraless
& Global
v @5 Jose Enterprise Wireless
v HS)C-023
¥ Flooe-1
[ Network Name (300) Sacurity

Network Settings - Wireless

atheanles
Cis5co
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[Toouecc pasBepTbiBaHUA SD-Access

[Togkntouaem HoBbIM KOMMYyTaTOP - LAN Automation

0 °
aliln - _ aliilie DNA ) )
il DNA DESIGN  POLICY  PROVISION  ASSURANCE P DESION  POLICY  PROVISION  ASSURANG .
Netw
Networl K Hierarc hy
Q L * P Acdress Pools
a ©
Global
v Global o

IP Address Pools (8)

v @San Jose ;g’ & Milpitas q v #8023 ﬁ

v #SJC-023 z & Fiooe-1 - e - - -1 ,;

Network Settings - Device Credentials

Network Hierarchy Add Pool
ress Poo

Seed Devices — Discover
Assign to site

LAN Automation

LAN Automation Status

ARy —
. Qo001 sdr b com 2 CLCH002.0d 4 com
- Summary Dev ‘
o nms
h Discovered Site: ; h
— ity hoven - — S ame® el e B 1P Pool: Indertay_P 4.238.0/24
erlay-Device

Device Prefix:
Primary Device:
Peer Device:

Primary Device Interfaces:  TenGigabitEthernet1/1/8 TenGigabitEthermet1/1/7
GuotedSan JoseS)C023
Status:

: Undeday_Pool | 104238024
Discovered Devices: 2
¥ n Proare Error = . -
M

Network Device - Onboarded ,

LAN Automation - Stop LAN Automation - Start
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Ci15C0O
© 2019 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



[Toouecc pa3BepTbiBaHMA SD-Access

[1o6aBnsiemMm HOBbIM KOMMYTATOP B 0abpuky

(,w&.] »[)_.]
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@
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Provision
Fabric Provision — Transit Site
Fabric Site
Csco Comnect 2019 athvanle
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SD-Access @ Cisco DNA Center

Nob6asnsem ycTponcTeo goctyna (Fabric Edge)
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[Toouecc pa3BepTbiBaHMA SD-Access

[1obaBnsieMm HOBbIM KOMMYTATOP B Pabpuky

Provision

v

Fabric Provision — Transit Site

Fabric Provision Host Onboarding

Fabric Site Default Authentication Template

¢ [ oonetrene .
0 optmemertiny ¢ [J ogeereveriie ¢ [] opetrevertny ¢ [J Opmemeneinn ¢
- & [ At maant & 1 At mamar & 1 nstmanr

LSS o N

Fabric Network

Cesco Comnect 2019

Fabric Provision Host On-boarding
Port Assignment

Address Pool Assighnment

Fusion Configuration

Connecting Fabric to Traditional Infrastructure

Extend ©BGP Route Leak BGP

+ Configure VRF + eBGP neighbors * Route-leak shared-services * iBGP neighbors for each

* Interfaces for for each VN between subnets to each VN VN between Border nodes
each VN Fusion and Border * Route-leak VN subnets into
matching Border Global

configuration
Fusion-2

*

o - i | B
I
— Vi ®Y i aaac

et

Fusion Configuration

atheanles
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Bmecre Ha sonue
umdbposusaynm

MOCran + edMmouenp
d5-27 wbpra 20Y9

[TunoTHbIN NpoekT SDA.
OnbIT U pekoMeHgaLuumn.

LLynbrun Cepren

ApPXUTEKTOP MHGPaCTPYKTypbl UT

Salym Petroleum Development

NI
CiSCO




>2000 KM?2
N/IOWALb MECTOPOXAEHMA

N3 12 CTPAH MUPA

% 1000 COTPYOHUKOB
=] PACMPEAENEHHAA OPNCHAA NHOPACTPYKTYPA

~iS

- YIMH, YNCB, NCH, BKHC, BYPOBbIE YCTAHOBKHU
— ONACHBbIE NMPON3BOACTBEHHbBIE OBbEKTbI

500 KM
MPOMBbIC/IOBbLIX TPYBOMNPOBOAOB

S

9HEPTOOBbBEKTbI, BOJIEE 1000 KM B/1 U BOJIC
— PA3BETBJIEHHAA CUCTEMA 3J/IEKTPOCHABXKEHWA

«LENb HO/b»
OMNEPALIMOHHAS AEATE/ILHOCTb C 3ABOTOM
O NOAAX M SKONOTUM

/A=
o
N2

POCT U PASBUTUE
PA3SBEOOYHOE BYPEHUE U BBO/ HOBbIX OBbEKTOB

i
Q57
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© 2019 Cisco and/or its affiliates. All rights reserved. cisco




PacnpepeneHHan cetesasa nHdpacrtpykrypa CMnAa:

* TpaAWUMOHHAA TPEXYPOBHEBAA APXUTEKTYPA
* 350+ KommyTaTopos 1 mapupytusatopos Cisco

* 100+ TexHonornyecKkux NaoWwanoK c cepeepHbIMM

* 2 KpynHbix UOJ,

OcHOBHbIle 6M3HEC-CepBMCbI:

* Ynpas/ieHMe TEXHOIOTMYECKMMM NpoLEeccamm

e CucTtemMbl CBAI3U B Ype3BbIYaMHbIX CUTYaLMAX

e [octyn odUCHbIX NONb30BaTeIEN K BuUsHec-
NPUNOXKEHUAM U CEPBUCAM

e Ob6MmeH AaHHbIMK C KNHOYEBbIMU NOAPAAHbIMU

OopraHnsaumnamm n NOCTaBWMKaMuM ycnyr

'
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[ocTynHOCTb

— Mpubnmxkatowmiica EoS, EoL ana 37xx, 28xx, 26xx
MbKocTb

MacmTaGMwemoc b
— HeB03MOXHOCTb ObICTPOro BHeApPeHMUA HOBbIX CEPBUCOB U CYHKO

YnpiNHeAtEseTs CerperaLmm ceTei npu oTCYTCTBUM TEXHONOMUM
METOYHOrO YPOBHS, KaK cneacrteme dpusmnveckoe aybamposaHue ceten /
besqragcHdCTbyuHbIX VRF

— PacnpeaeneHHyto ceTb TAXeNo cbanaHCcMpPoBaTb Ha BCEX TPEX YPOBHAX
nepapxmm

— ®parmeHTtayma IP gnana3oHoB

— [lecsaTku oBep/ienHbIN CETEN, BHELLIHMX NOAKAOYEHUN

— OrpomHoe KO/IMYeCcTBO PYTUHHbIX PYYHbIX onepauunm

— Wcnonb3oBaHMe CTaTUYECKOM aapecaLmm B TEXHOIOTMYECKOM CErMeHTe

— 3ameyanusa ayamuta Nb, HeobxoanmmocTb macwTabHoM akTyanmsaumm ACL

— Wcnonb3oBaHne MAC-ounbTpaumm B TEXHOIOTMHYECKOM CEFMEHTE

— HeobxoanmocTtb BHeapeHua ERSPAN ans noaaep*KKn HOBENLWKNX
peleHnin B obnactn kubepbesonacHoctn

athvenkee
Ci15Co



MPLS

N3BeCTHaA M XOPOLLO OT/IAaXKEHHAA TEXHO/I0TMA
BupTtyanusauma

EAMHBIN TpaHCNOpPT

CHU)XeHne agMUHUCTPATUBHOM HArpy3Ku

He3HaunTenbHoeE yayylleHne napameTpoB
6e3onacHocTu

CnoxHaa Tononorma B cneumduke CNA
3ameHa napka ycrpoiicts Ha ASR/ISR
Hebonblwon onbIT Ucnonb3osBaHUA Ha 9300/9500

ComMHuUTeNnbHblE 0N roOCpoYHblIE NEPCNEKTUBDI

P/PE/CE Ha ogHOM YCTPOMCTBE B Npeaenax Kaxkaom
TEXHONOTMYECKOM NIOLWaAKM

Hu3Kunii ypoBeHb aBTOMaTU3aLMN

- '
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2 nokymeHTa High-Level Design (SDA & ISE)

CTeHA, — YMEeHbLUEeHHas Konus MHPACTPYKTYpbI

OTtyeT 06 ycnewHOM TeCTUPOBAHUM

Mepexoa K HOBOW apXUTEKType 3aKpoeT
60NbWNHCTBO CcyLecTBYOWMX Npobaem

N3yueHue n BblI60p HOBENLLUNX NNHEEK
ob6opyaoBaHua 9300 n 9500, KoTopble yke
3aKynatTcsa ANA MoAepHU3aLNM CETH
(SDA-ready infrastructure)

Pa3spaboTtainTte T3 1 YcTas NpoeKTa

OnunwunTe BCe CyWecTByOLME B3aUMOCBA3N

ObcyauTte T3 ¢ uHKeHepamu Cisco
PycckoAasbluHaa komaHAaa Cisco AS

BoBnekanTte B npoekT Nb n busHec

) “_.l-‘-._‘{' .‘!1 .'_3

TeppuTOpManbHana yaaneHHOCTb NA0LWAA0K
NPUBOAMUT K YCNOMHEHUIO apPXUTEKTYPbI

Heobxogmmo npopabotate MC3 BHYTpH
$abpurKM 1 B TOYKAX NPUCOEANHEHUA K
BHELUHMM CeTAM

NuTterpauua c AD / Infoblox B uHppacTpykType
CNA tpebyeTt npopaboTku, T.K. 3TU CUCTEMbI
ynpasaatoTtca rnobanbHon komaHgom Shell

Heobxoamumo oby4yeHue no LISP / TrustSec

DNA: SDA / SD-WAN / ACI

SDA-Transit vs. SD-WAN

JlocTyn K A4OpPOXHbIM KapTam pa3sutma SDA,
B/IMAHNE HA NPUOPUTETHOCTb Pa3pPaboTKM
dYHKLMOHANA B HOBbIX pesin3ax

JKcnepTM3a He Yyepes obydveHune, a yepes
MUNOTHOE TeCTUPOBaHME

CLI no-npexHemy Heobxoanm bl

Ci5C0O
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NMoaBoast UTOMrMU: UTO YHUKaNbHOro B chabpuke SD-
Access?

®abpunka pagmkanbHo obaeryaer peannsauuio NOANTUK

dabpuKa ycTpaHaeT 3aBUCUMMOCTb mexXay |IP n noautukamu. Paspgenser
TPAHCNOPTHYIO U CeEPBUCHYIO DYHKUMU. B dabpuke nonntnKkn npmsasaHbl K

OBepnen

[]0 Y

YcTpoicTtea

Control plane
osepnes (LISP)

Gesco Comnact 2039

DNA Center — aBTOomatusauma un assurance
*  EauHbI HTEpdenc ana ynpaBneHua n opkectpaummn pabpukm
e [loNnTUKM OCHOBAaHBbI Ha identity nonb3oBaTenen u ycTpomcTs
e ABTOMATM3aUMA AM3aMHA, BHEAPEHUA, MOHUTOPUHIA U

TpabawyTnHra

Osepneit pabpuku — cepBUChHI
*  [IMHaMMYECKM coeauHsIeT N0/ib30BaTeNIer U YCTPOMCTBA
o IP He npmBA3aH K cepBncam 1 NOJIMTUKaM
* CKBO3HbIE NO/IUTUKN U cermeHTayua

OnopHan cetb PabpuKu — TpaHcnopT
e CoepguHsaeT anemMeHTbl CeTeBOM MHPPACTPYKTYpPbI
e OnTMMU3MpPOBaHa Ana TpaHcnopTa (MacwTabupyemocTs,
NPOM3BOAUTENBHOCTb)

Ci15co
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SD-Access - roe nogaexuBsaerca?

KoMMyTauus

Catalyst 9500

Catalyst 9300
“'ﬁfié ==@

. Ci_ T ¥ T T X T e T T3

Catalyst 9200

Catalyst 4500E Catalyst 6800
F——F——1 &

Catalyst 3650 & 3850

LBCO l'--t_'.'('(‘\ff 2U 9

MapLupyTmn3aums

ASR-1000-HX

A e e L

ENCS 5400

cs.co/sda-compatibility-matrix

BETA

BIBC

Catalyst 9800

loT

AIR-CT5520

Nrew
r.'.. '..---- °
AIR—CT3504 t&" siteean  iei3 “vadll
@ 4800 e ===';:' Ge3ii., . -
\L. A | / ‘ I Catalyst 3560-CX

Wave 2 APs (1800,2800, 3800)

\ /

38 ' J N
‘///\ - 1 WI\J :
Wave 1 APs’ (1700,2700,3700)

Cisco IE 4K/5K

NN
Ci5CO
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ITnueHsnmn Cisco DNA = gocTtyn K MHHoBauusMm (B Tom umncne SDA)

*x

Cisco ONE

Suites or Ala
Carte Model

[octynHo Catalyst 3K, 4K, 6K n Catalyst 9K

&b

NHHOBauum Myn nnueHsunm Bk/itoueHa nogaeprka OpEx MeHbLue 6a3oBas
Mmozaenb CTOMMOCTb
Cisco Connect 2019 il
cisco
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SD-Access y)Xe noutu 2 roga
MY Hac y>Xe MHOXXECTBO pearnbHbiX 3aKka3unkos!

A
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AL K © = = ==
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TEXAS ASM I
University of
t&1 RoyalCaribbean Northampton
w INTERNATIONAL
Production
ATV e AMORE PACIFIC Child rens
K Hospital
> _LOS ANGELES:
g felixplatterspztal We Treat Kids Better
: E]B NIir
BAHN SCENTSY cisco.
Cisco IT
Cisco Comnect 2019 WWW.CiSCO.com/c/en/us/solutions/enterprise-networks/network-architecture-customer-success-stories.html ol
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SD-Access
XOTuUTE y3HaTb 6onbLue?

cisco.com/go/dna
cisco.com/go/sdaccess cisco.com/go/dnacenter

*  SD-Access At-A-Glance ° e Cisco DNA Center At-A-Glance
*  SD-Access Ordering Guide Clsco.co m/gO/CVd *  Cisco DNA ROI Calculator
*  SD-Access Solution Data Sheet e Cisco DNA Center Data Sheet

*  SD-Access Solution White Paper * SD-Access Design Guide e  Cisco DNA Center 'How To' Video Resources
* SD-Access Deployment Guide

e SD-Access Segmentation Guide

Clisco Connect 2019 ol
CI15Co
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https://cisco.com/go/cvd
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Software-Defined-Access-Design-Guide-2018APR.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Software-Defined-Access-Deployment-Guide-2018APR.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/CVD-Software-Defined-Access-Segmentation-Design-Guide-2018MAY.pdf
https://cisco.com/go/dnacenter
https://www.cisco.com/c/dam/en/us/products/collateral/cloud-systems-management/dna-center/at-a-glance-c45-739010.pdf?oid=aagen000249
https://dnaroi.cisco.com/go/cisco/dnaroi/index.html?lang=en-us&ccid=cc000006&oid=caten000241
https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/application-policy-infrastructure-controller-enterprise-module/datasheet-c78-739052.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/video-resources.html
https://cisco.com/go/sdaccess
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/software-defined-access/at-a-glance-c45-738181.pdf?oid=aagen000292
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/software-defined-access/guide-c07-739242.html
https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/software-defined-access/solution-overview-c22-739012.pdf?oid=sowen000311
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/software-defined-access/white-paper-c11-739642.html
https://cisco.com/go/dna




#CiscoConnectRu

KoHTaKTbI:

Cnacu6o 3a BHumaHue!

WWW.Cisco.com

OueHnTe gaHHY CeCCUI0 B MOBUMbHOM
NPUNOXXEHNU KOHdEPEHLUNKn

www.facebook.com/CiscoRu

www.instagram.com/ciscoru

www.youtube.com/user/CiscoRussiaMedia
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