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The comparison of ZyNOS and ZLD

Since ZyXEL USG 2000 adopt ZLD 2.10 as their network operating system. Additionally,
ZLD 2.10 provides many new features and new design in GUI. Hence, the layout in ZyNOS
might not be the same as the one in ZLD 2.10. Accordingly, we provide a comparison table for

your reference.

Platform Chapter in
Feature/Term Support Note
NAT Advanced > NAT > Network > Routing >

Address Mapping Policy Route SNAT
Advanced > NAT Port Network > Virtual 3.1.2 NAT &
forwarding Server Virtual Server
Advanced > NAT Port Network > Routing >
Trigger Policy Route Port
Triggering
VPN Security> VPN > VPN > IPSec VPN> 1.1.2 Site to site
Gateway Policy VPN Gateway VPN solutions
Security> VPN > VPN > IPSec VPN> 1.1.2 Site to site
Network Policy VPN Connection VPN solutions
Security> VPN > VPN > IPSec VPN>
Gateway Policy & Concentrator
Network Policy
(Hub & Spoke VPN
network)
Others Advanced > BW MGMT | AppPatrol & Network >
Policy Route
Network > Network > Interface >
LAN/DMZ/WLAN> IP LAN/DMZ/VLAN/Brid
alias ge> Virtual Interface
Wireless > Wi-Fi Network > Interface >
WLAN
Wireless > 3G Network > Interface > | 2.4 Mobility
Cellular Internet Access
Security > Auth Server Object > AAA Server
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1. Deploying VPN

VPN (Virtual Private Network) allows you to establish a virtual direct connection to remote
locations or for the telecommuters to access the internal network in the office. VPN is a
replacement for the traditional site-to-site lease lines like T1 or ISDN. Through the VPN
applications, it reduces setup cost, works for various types of Internet connection devices
(ISDN modem, ADSL modem and FTTX...) and is easy to troubleshoot.

Protected Servers -
\ Wirsless Client

a0 |E iy \ = . Teleworker
Central Slte ” ) = ‘ 18 .
\ Quisider Home —
!-—\ \ucocﬂm : J.. T~ ‘\1‘4\ Ipub“-: Kiosk
= -

M seves &y Internet f},

IyWALL 1050/ USG300 -‘ ‘: 1
L3
-

ZyYWALL 5 UTM N gy, OYWALLTO U’M\ ZyWALL
&S N Ba \v,l
: i Remote Office
Partner Site Branch Office

VPN gives you site-to-site connection flexibility. However, with multiple VPN connections
between sites, it can become more difficult to maintain. Typically, an administrator has to
configure many site-to-site VPN connections to allow a truly global VPN network.

VPN connection management is made easily using the VPN concentrator. The VPN
concentrator routes VPN traffic across multiple remote sites without complex setting, thus
reduces the configuration overhead and the possibility of improper configuration. The VPN
concentrator is also a centralized management tool for administrators because all the traffic
sent between remote sites has to go through the central office first and administrators can set
up different access control rules. These are based on the source address, remote address, user
and schedule to enhance VPN security. To help to reduce network intrusion attacks,
administrators can configure the built-in IDP engine to inspect VPN traffic. For easy
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troubleshooting and monitoring, the VPN concentrator logs and stores system information and
network status for further easy troubleshooting and analysis.

€

Remote Gateway A \

Remote Gateway B

Central Office Gateway

...

\.,

Remote Gateway c

~~
A E

ote Gateway D

The VPN concentrator enhances the VPN routing ability and helps network administrators in
setting up a global VPN network with less effort but stronger security and management

possibilities.

N
BARREZ ww *
» Remote Gateway D

Remote Gateway B

|

For SMB customer, ZyXEL provides a total VPN solution from a personal client to a 500+
people firewall where all of these devices have the VPN connection ability.

The benefit from deployment of ZyXEL VPN solutions

All contents copyright (c) 2008 ZyXEL Communications Corporation.
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Security and Reliability
Improved communications
Increased flexibility
Lower cost

1.1 Extended Intranets

The ZyXEL VPN solutions primarily can be used to extend the intranet and deliver increased
connectivity between operation sites. The branch office subnet will be considered a part of
main office internet. Therefore, user behind branch office also can use the internal network
resources as if he was in the main office. Because of the VPN connection, user will feel like he
is using a local LAN even though he is accessing the network resources via Internet. Use of a
VPN for smaller branch offices, franchise sites and remote workers provides nearly the same
level of connectivity and reliability as a private network. The remote connection cost also can
decrease by leveraging the Internet connections to replace expensive leased lines.

a@ff‘mﬂ — 1 = psec VPN Tunnel Branch Office
S— . - . . - ﬁ
Cmnmonly used applications % |
Intmnet i inside LAN can be extended to | Now part of |
~ I serve users in remote site | Intranet
= i without hassle..and in a securs I I
i Q. Qi | . communication channel ; I
[T ...." Py— ---""-"I:; ........... I
I Domaif~EIP  File Server : USG 2000 |
Controller I
I oniroller =
USG2000 I [
‘_f""" "\"'H,. I
{  More desktops can gain -I
: access o the network, | I [
| because aVPH allows new I
t users to be added almost | |
!-1 instantly j Desktop users |
e o I -— e s s sl

1.1.2 Site to Site VPN solutions (ZyWALL 1050 <~ ZyWALL USG 2000):

Site to Site VPN is the basic VPN solution between local and remote gateway. This type of
VPN connection is used to extend and join local networks of both sites into a single intranet.
There are two kinds of connection interface. Static IP and dynamic DNS.

11
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Configure ZyWALL 1050 with Static IP address:

ZyWALL 1050 uses the static IP address for VPN connection. The topology is shown on the

following figure.

Static IP address
210.110.7.1

\tl-t/ernet

Static IP address

167.35.43 N\

User needs to configure the static IP address and then apply to the VPN Gateway
configuration page. The configuration steps are stated below:

1) Login ZyWALL 1050 GUI, setup the ge2 interface for internet connection and manually
assign a static IP. The configuration path in ZyWALL 1050 is Network > Interface >
Ethernet >Edit > ge2

l Status

ZyWALL
Licensing
B Network
~Interface
~Routing
~Zone
DDNS
- ¥irtual Server
~HTTP Redirect
-ALG
Firewall
¥YPN

AppPatrol
EFAnti-X
Device HA
object
El System
EMaintenance

% ZyWALL > Network = Interface = Edit =

ge2

Ethernet Interface Properties

¥ Enable
Interface Mame
Description

IP Address Assignment

C Get Automatically

' Use Fixed IP Address
IP Address
Subnet Mask
Gateway

Metric
Interface Parameters

Upstream Bandwidth
Downstream Bandwidth
MTU

RIP Setting

2101107 1
55295255224 |
Floatoris |
b (0-1:)

1048576 Kbps
1043576 Kbps
1500 Bytes

{Optional)

{Optional)

2) Switch to VPN > IPSec VPN > VPN Gateway select interface ge2 as My Address and

All contents copyright (c) 2008 ZyXEL Communications Corporation.
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then in Security Gateway Address field set the remote gateway IP to 167.35.4.3. The
Local ID Type and content are IP and 210.110.7.1, Peer ID Type and content are IP and
167.35.4.3.

VFT Galcway e — S
o — 2 e (3]
PN Gatemiy Heme | & :
IKE Phase | ;
|V 'i
Heguiafeon Mode s b
Frigansl EWMﬁ ﬂ!;.-’.d.‘a'mz \M‘T_.:,hm
S TR g | RS SR ] 1 fes  #] s 7 B
1 | s = ] ﬂ
iy v ma ] B0 camo. a00000s
54 s Time [ Seconads) M <180 - 2000000
I AT Trawersy
F Dead Feer Detection (OFD)
!
Property .
My Adess e 3] st s6m35 vase s s
W [aberface P2 2] st - FI0010.7.0/255.255. 55200 .
 Comam Name 1. EFany
Seaure Gateway Adéress |,F§.-‘EE¢': : :I.'G"
. foog
A EIU:
Authentication M ethad
M
B pra-Shared Key -——J
1 T (5ee My Carthicates)
£ Canfieats F3
Liscal 1D Type -'[- =
73543
Cantent ﬁ
|| -
Pesr BD Type: -
|l LA

Cankert

3) User can refer to the user guide to complete the rest of the settings for VPN tunnel.

4) The ZyWALL1050 and ZyWALL USG 2000 VPN are route-based VPN. This means the
VPN tunnel can be an interface to route the VPN traffic. Thus, we need to configure a
policy route for VPN traffic from the local subnet to the remote subnet after configuring
the VPN gateway and connection (phasel and phase2). The purpose of this policy route is
to tell the ZyWALL1050 to send the traffic to VPN tunnel when the traffic flows from the
local subnet to a destination that is in the remote subnet. Switch to ZyWALL 1050 >
Network > Routing > Policy Route and add a new policy route. The source and the
destination addresses are the local and remote subnets. The Next-Hop type is VPN tunnel.
Then choose the corresponding VPN connection rule from the VPN tunnel drop down
menu. Now, the VPN tunnel and routing is configured and user can start to test it.

13
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= 2¢yWALL > Network > Routing > Policy Route > Edit = #1

Configuration

Enable

Description i\-’PN_route | {Optional)
Criteria

User |any \q
Incoming

Source Address | LAN_SLENET v
Destination Address Remaote_Subnet W
Zohadule nans V
Service any v
Next-Hop

Type WP Tunnel

YPN Tunnel !RemoteTunneI |

Bandwidth Shaping

Maxirnumn Bandwidth 0 __J Kbps

Bandwidth Priority .

]

|(1-?, 1 is highest priority)

Maximize Bandwidth Usage

5) Login ZyWALL USG 2000 GUI, setup the ge2 interface for internet connection and
manually assign a static IP. The configuration path in ZyWALL USG 2000 menu is
ZyWALL > VPN > IPSec VPN >VPN Gateway > Add. Select Static site to site VPN and
then create an object if you have not created any wan interface.

& ZyWALL > VPN > IPSec VPN > VPN Gateway

VPN Gateway

Configuration

Total Connectioniundefined ;3[: |V| connection per page Pane: [E]E] 1 of Nall E]@

B

14
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* ZyWALL > VPN » IPSec VPN > VPN Connection

VEORTTTSa T VPl Gateway | Concentrator

Global Setting

[l Use Palicy Route to control dynamic IPSec rules

Configuration

Total Connection:0 [20 lr] connection per page

of 1 (][]

Page: [HI[4] 1

6) Switch to VPN > IPSec VPN > VPN Gateway > Edit select interface ge2 as My Address
and then in Security Gateway Address field set the remote gateway IP to 210.110.7.1.
The Local ID Type and content are IP and 167.35.4.3, Peer ID Type and content are IP
and 210.110.7.1.

» 2YWALL = VPN > IPSec VPN > VPN Gateway > Edit > #1

k General Settings

VoH Gateway Name

Gateway Settings
My Address
(@ Intarface o= | Stakic - 167.35.4,3/255.255,255.0
() pomain Mama | 17
Peer Gateway Address
o ¥
18 Static Address
L (AT
2,080
{0 Bynamic Address
Authentication
(D pre-shared Key
;
S piathoic sefact |30 (See My Caciicates)
Local [D Typa GN
Contart CNeusg200_0019CET 27296
Peas [D Type F v
Condert 20071071
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7) Create VPN by selecting ZyWALL > VPN > IPSec VPN > VPN Connection > Edit. As
for more detail, user can refer to the user guide to complete the rest of the settings for VPN

tunnel.
% ZyWALL = ¥PH = IPSec ¥PN = ¥PW Connection = Edit = #1

General Settings

Connection Marme

¥PN Gateway

Static

@ Site-to-site | IKE_Gateway =]
gez
Dwnamic
' Site-to-site with Dynaric Peer l ﬂ
T Remote Access I .:I
Policy
Local policy LI
Rermote policy |

Phase 2 Settings

SA Life Time ISE4DD {180 - 3000000 Seconds)

8) The ZyWALL1050 and ZyWALL USG 2000 VPN are route-based VPN. This means the
VPN tunnel can be an interface to route the VPN traffic. Thus, we need to configure a
policy route for VPN traffic from the local subnet to the remote subnet after configuring
the VPN gateway and connection (phasel and phase2). The purpose of this policy route is
to tell the ZyWALL1050 to send the traffic to VPN tunnel when the traffic flows from the
local subnet to a destination that is in the remote subnet. Switch to ZyWALL 1050 >
Network > Routing > Policy Route and add a new policy route. The source and the
destination addresses are the local and remote subnets. The Next-Hop type is VPN tunnel.
Then choose the corresponding VPN connection rule from the VPN tunnel drop down
menu. Now, the VPN tunnel and routing is configured and user can start to test it.

Tips for application:
1. Make sure the presharekey is the same in both local and remote gateways.

2. Make sure the IKE & IPSec proposal is the same in both local and remote gateways.

16
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3. Select the correct interface for VPN connection.
4. The Local and Peer ID type and content must the opposite and contain the same.

Make sure the VPN policy route has been configured in ZyWALL1050.

All contents copyright (c) 2008 ZyXEL Communications Corporation.
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1.2 Extranet Deployment

The VPN provides the access to extranets which can provide the security path over internet to
improve the client service, vendor support and company communication. Different flexible
business models have been developed based on the global VPN extranet architecture. For
example, customers can order equipment over the VPN and also suppliers can check the orders
electronically. Another result of its application is that the employees across different branches
can collaborate on project documents and share the different site’s internal resource to
complete the project.

— o — — I pSec YPH Tunnel
| [====
IUIain Office The VPN pravides Branch Office
I access o hoth E \ H =1
extranets and _ l FylAll 70 I
I iide-area infranets in b ===
I f Remaote Dﬂicn-l
. B =1
| zvwan 3 |
= T e e e e e o8
USG 2000 ——
Customer Site
1 — Partner Site |
: ==
I Its easy to establish WPN :_Fnﬂ;m_ _ _:
' : connectivity with your _ [—— ===
parner skcustomer's site : - ‘ I
Desktop users regardless of what their YPH A |
i l.‘-he_chl’ui_nt'.'PE .

The ZyWALL USG 2000 can be placed as a VPN gateway in the central site. It can
communicate with other ZyXEL’s VPN-capable products as well as VPN products from other
major vendors in the network device industry, e.g. Cisco PIX/IOS VPN products, Check Point
VPN Pro, Juniper NetScreen 100/200 and others...

18
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1.2.1 Site to site VPN solutions (ZyWALL USG 2000 to ZyWALL70)

The exciting ZyWALL35 or 70 in central office gateway can be replaced by ZyWALL USG
2000, and the ZyWALL35 or 70 moved to a remote office. The ZyWALL USG 2000 can
provide higher VPN throughput and deal with multiple VPN tunnels at the same time. To show
how to build tunnel between ZyWALL5/35/70 and ZyWALL USG 2000 we used ZyWALL 70
as an example.

AN Static IP address

— E— 210.110.7.1 Static IP address
E E— 167.35.4.3

\HG

Intemet — \E———=1
CenterOfflce Gateway Branch Gateway W
Ll

76

=====}AN: 192.168.1.X LAN: 192.168.2.X

’4
!

1) Login ZyWALL USG 2000 GUI and setup the ge2 interface for the internet connection
and manually assign a static IP. The configuration path is ZyWALL USG 2000 > Network
> Interface > Edit > ge2

» Z¥yWALL = Network > Interface = Edit = ge2

I Status
( A
Interface Properties

ZyWaLL

Licensing I Enable Interface

B Network Interface Mame gez
- Interface MAC Address 00:19:CR:97:49:58
- Routing Description {Optional)

Zone

DDNS IP Address Assignment

- ¥irtual Server

L HTTP Redirect 0 Get Automnatically 0.0.0.0
ALG @ \Jse Fixed IP Address
Firewall = IP Address 21011071
¥YPN s Subnet Mask 255.255.255.224
AppPatrol = Gateway 2101107 .13] (Optional)
Anti-X | Metric o (015
Device HA =
Object Interface Parameters
System
Maintenance Upstream Bandwidth 1045576 Kbps
Downstream Bandwidth 1045576 Kbps
MTU 1500 Bytes

2) Switch to VPN > IPSec VPN > VPN Gateway, select My Address as interface ge2 and
then in Security Gateway Address field set the remote gateway IP to 167.35.4.3. The

Local ID Type and content are IP and 210.110.7.1, Peer ID Type and content are IP and
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167.35.4.3.

3) Login to ZyWALL70 and go to Security > VPN > Gateway Policy, add a new gateway
policy to connect with central office’s ZyWALL USG 2000. My Address and Remote
Gateway Address are ZyWALL70 and ZyWALL USG 2000 WAN IP addresses. The
Pre-Shared Key configured on both sides must exactly the same Local ID Type &
content and Peer ID Type & content are reverse to the Local ZyWALL USG 2000.

4) The IKE Proposal is very important setting when configuring the VPN tunnel. The
proposal includes Negotiation Mode, Encryption and Authentication Algorithm and....
Make sure the IKE proposal parameters are must the same on both ends.

L m.
fot ot araz Mote =
Encryplan kigontr ¥
htasroiton, kigoner W =
Tl by T | ot e
iy o
1 Enable Multiin Prigeiais
i Gty M @ Lamatiay
IE Phase |
Pngotason Mo tar ¥
I | B
——
1 s = i = hee Branchsios @
—_—- e v [ Praersal
Lify Teme | Seconds Ly L=l
[] BT Trawsrial
H Dasd Potr Datmzian (90 l‘;‘,w
[— (2} s L Foman Rpme e 3 db)
My st
¥ tmace
ur Name
ey Radress
Agthersic ghigs Methed
+ Fre-Shared Kis
carsten
szl 1D Trew

5) Switch to Network > IPSec VPN > VPN Connection, add a new VPN connection (IPSec
phase2). Setup the Phase2 proposal and local and remote policies. The chosen phase2
proposal chosen must be the same as on the remote site’s ZyWALL?70.
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6) In ZyWALL70, VPN is a rule based VPN. This means that whether the traffic is going to
the tunnel or not will depend on the local and remote policies. In this example,
ZyWALL70 local and remote policies are 192.168.2.0 and 192.168.1.0 and the traffic
from 192.168.2.X subnet to 192.168.1.X subnet will go through the VPN tunnel to the
remote site as predefined. The ZyWALL USG 2000 local and remote policies must be
reverse to the ZyWALL70’s settings, otherwise the tunnel will not be built up.

7) Check whether the IPSec proposal on both sites is the same and the configuration is done
on both sites.

Encapsulation Mode Tunnel %
¥PN Connection
#ctive Protocal ESP v
Connection Hame RemateTunnel Encryption Algorithm DES v
Authentication Algorithm SHAT v
¥PN Gateway
S Life Time {Seconds) 28300
Narne Localste Addd Meve WPN Gateway Perfect Forward Secrecy (FFS) HONE %
2
& || Enable Replay Detection
Phase 2 ] Enable Multiple Proposals 7
Active Protocol ESP ¥
Encapsulation Tunnel %
Proposal
1 DES v SHat v Propert;
54 Life Time (Seconds) 6400 I(180 - 3000000) Active
Perfect Forward Secrecy (PFS) none ¥ Mame RemoteTunnel
N Protocol 0
Policy
[ Nailed-Up
POI'CV Enforcement |:| Allow MetBIOS Traffic Through IPSec Tunnel
Laca| policy LAN_SUBNET | SUBNET, 192.168.1.0/24 [ check 1psec Tunnel Connectivity Log
Remote policy Remote_Subnet % SUBNET, 192.168.2.0/2 Ping this Addrass
Property formation
[ nailed-Up @ @ Gateway Policy BranchGffice | ¥ |

[C]Enable Replay Detection
[]Enable NetBIOS broadeast ower IPSec

Advanced

m Address Type Subnet Address v

Starting IP Address | {92 . 188 . 2 . O
Ending IP Address / Subnet Mask 255 ., 285 255 .0
Local Port Start|0 lend o
E:g} Address Type Subnet Address v
Starting IP Address {92 . 188 . 1 . O

Ending IP Address / Subnet Mask 255 , 285 . 255 ., 0
Remote Port Start O End 0

8) The ZyWALL USG 2000 VPN is a route-based VPN, this means the VPN tunnel can be an
interface to route the VPN traffic. Thus, we need to configure a policy route for VPN
traffic from the local subnet to the remote subnet after configuring the VPN gateway and
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the connection (phasel and phase2). The purpose for this policy route is to tell the
ZyWALL USG 2000 to send the traffic to the VPN tunnel when the traffic goes from the
local subnet to the destination that is in a remote subnet. Switch to Network> Routing >
Policy > Policy Route and add a new policy route, the source and destination address are
the local and remote subnet and the Next-Hop type is a VPN tunnel. Then choose the
corresponding VPN connection rule from the VPN tunnel drop down menu. Now, the VPN
tunnel and routing is built and user can start to test it.

= ZyWALL > Metwork = Routing > Policy Route = Edit = #3

8
Configuration
M Enatle
Description I\-"PN_route {Optional)
Criteria
User |an\,n' LI
Incorning Interface / any | Change.. |
Source Address LAN_SUBNET =l
Destination Address Remote_Subne LI
: Schedule none 3

o Service ary ;I
Next-Hop
Type PR Tunnel 'I
WPH Tunnel RemoteTunnel LI
I auto Destination Address E

9) After configuring both sides of the VPN, click the “Dial up” icon to test the VPN
connectivity.

10) “VPN tunnel establishment successful,” message appears.

22
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:' ¥PN Rules (IKE) | ¥PN Rules {Manual) SA Monitor Global Setting

(9]

Local Remote
__ Network = _ Network
—t,_J o st -

RS Branchoffics E2167.354.3 210,110,701 EQE] sf%?
192.168.2.0 / 19216810 /
Bsmoteunns] 2 5552850850 &2 ss52852550 s A | ?%5

¥PMN Tunnel Establishment Successful
Please click Return to go to the WPHN Rules screen. 0

Tips for application:

1.
2.

Make sure the presharekey is the same in both the local and the remote gateways.

Make sure the IKE & IPSec proposal is the same in both the local and the remote
gateways.

Select the correct interface for the VPN connection.

The Local and Peer ID type and content must be the opposite and not of the same content.
Make sure the VPN policy route had been setup in ZyWALL USG 2000.

1.2.2 Interoperability — VPN with other vendors

1.2.2.1 ZyWALL with FortiGate VPN Tunneling

This page guides how to setup a VPN connection between the ZyWALL USG 2000 and
FortiGate 200A.

As on the figure shown below, the tunnel between Central and Remote offices ensures the
packet flow between them are secure, because the packets go through the IPSec tunnel are
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encrypted. To setup this VPN tunnel, the required settings for ZyWALL and FortiGate are

explained in the following sections.

210.110.7.1

HEE

oS oS

E====f AN: 192.168.1.X

Static IP address

nte rnet
Central Offlce Gateway
ZyWALL

Static IP address
167.35.4.3

N

Branch Gatewa

FortiGate 200A [

LAN: 192.168. 2 X

\ma
i

The central office gateway ZyWALL USG 2000’s interface and VPN setting retain the same
setting as in the previous example. If you jumped this section first, please refer to ‘ZyWALL

USG 2000 to ZYWALL70 VPN tunnel setting’ on page 8.

This list below is to briefly show the VPN phasel and phase2 configuration parameters:

ZyWALL

WAN: 210.110.7.1
LAN: 192.168.1.0/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Perfect Forward Secrecy (PFS): None

FortiGate

WAN: 167.35.4.3
LAN: 192.168.2.0/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Perfect Forward Secrecy (PFS): None

1) Configure the ZyWALL USG 2000 ‘s VPN gateway and VPN connection as on the list.
Also, remember to configure the policy route for the VPN traffic routing. Refer to the
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previous scenario or user guide to find help on setting the ZyWALL USG 2000 VPN.

2) Login to the FortiGate GUI and switch to System > Network > Interface and set the wanl

interface to 167.35.4.3 and internal interface to 192.168.2.1/255.255.255.0.

I = Create New ) @
Status
Mame IP / Netmask fAccess Status :

dmz1 10.10.10.1 / 255,255,255.0 HTTPS,PING O Bring Down P
dmz2 / PING © Bring Down o
internal 192.168.2.1 / 255.255.255.0 HTTPS,PING,HTTP O Bring Down @'
Sl 167.35.4.3 / 255,255,255.0 HTTPS,PING,HTTP O Bring Down P
wan2 / PING O Bring Down P

Note: About the detail interface settings, refer to FortiGate user guide.

3) Switch to System > VPN > IPSEC and select the Auto Key (IKE) tab and click the Create

Phase 1 button. This will open a new page for VPN phasel setup.

Auto Key (IKE) \ Manual Key ‘| Concentrator ‘| Monitor q_
l System
{Create Phase L)fbreate Phase 2)
l Router
Phase 1 Phase 2 Interface Binding
l Firewall

IPSEC
PPTP

4) Fill-in the VPN phasel setting according to the table listed. We don’t have to setup the 1D
type and content because the FortiGate accepts any peer ID. Make sure both the pre-shares

key and proposal are the same as in the ZyWALL USG 2000.

All contents copyright (c) 2008 ZyXEL Communications Corporation.
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Auto Key (IKE) \j Manual Key | Concentrator | Monitor
New Phase 1

Mame ZyWwaLL
Remote Gateway Static IP Address v

1P Address 210.110.7.1

Local Interface wanl v

Mode O pogressive & Main (1D protection)
AlUthentication Method Preshared Key hd

Fre-shared Key ssssssuse

Peer Options

) Accept any peer 1D

{ Advanced... ) (®&UTH, Mat Traversal, DPD)

[ Enable IPSec Interface Mode

Local Gateway IF Main Interface IP
Specify
P1 Proposal
1 - Encryption | DES v | authentication | MDS v | H

DH Group 1 20 s5M
Kevlife 28800 {120-172200 seconds)
Lacal ID {optional)

XAuth () Disable O Enable as Client Enable as Server
Mat-traversal Enable
Keepalive Freguency 10 (10-900 seconds)

Dead Peer Detection Enable

r Al I aneal b
5) Get back to the VPN configuration page again and click the Create Phase 2 button to add
a new Phase2 policy.

Auto Key (IKE) \j Manual Key | Concentrator | Monitor
! System
(Create Phase 1) (Create Phase %g
! Rout:
e Phase 1 Phase 2 Interface Binding
I Firewall Tunnel Made:
ZywaLL wani o

6) Select the “ZyWALL”(configured in the step 4) policy from the Phase 1 drop down menu
and click the Advanced... button to edit the phase 2 proposal and source and destination
address. Please make sure the phase 2 proposal is the same as in ZyWALL USG 2000
phase 2.
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Auto Key (IKE) \ Manual Key ‘| Concentrator ‘| Monitor _
Mew Phase 2 @

Narme ZyWwall PHZ2

Phase 1 ZyWalLl w
Advanced... )

P2 Proposal 1-Encryption: | DES ~|authentication: | SHa1 | B

Enable replay detection
] Enable perfect forward secrecy(PFS).
DH Group 1 2 5
Keylife: Seconds % | |1800 (Seconds) (KBytes)
Autokey Keep Alive [ ] Enahble

Quick Mode Selector 5o o5 address  [192,168,2/255.255.255.0
Source port u}
Destination address | 192.168.1.0/255.255.255.0
Destination port ]

Protocol 0

Qg QK ) i Cancel )

7) The VPN tunnel configuration is finished and the VPN IPSec page will show the VPN
phase 1 and phase 2 rules in the Auto Key (IKE) tab.

Auto Key (IKE) \ Manual Key ‘| Concentrator “ Monitor
H System
(Create Phase 1) (Create Phase g)
! ot o Phase 1 Phase 2 Interface Binding
H Firewall Tunnel Mode: .
¥ ZyWalLL wanl [
ZywaLL_pH2 a

8) We need to setup the firewall rules for IPSec VPN traffic transmitting from ZyWALL to
FortiGate and from FortiGate to ZyWALL. Switch to Firewall > VPN >Address menu and
add two new address object which stand for ZyWALL LAN subnet and FortiGate LAN
subnet. Using the “Create New” button to create a new address object.

Address \ Group

': Create New )
Mame Address / FQDN
w IPfMask
Fortinet 192.168.2.0/255.255.255.0 \J
Zynet 192 168.1.0/255,255.255.0 P
all 0.0.0.0/0.0.0.0 P

9) Switch to Firewall > Policy and click “Insert Policy Before” icon to add new policy for the
VPN traffic from FortiGate to ZyWALL.

Policy

H Systemn
{_ Create New )
! Router

(o] Source Dest Schedule Service Action Enable
Crenan | el wemt 1
7
1 all all always ANT ACCEPT mP %é‘]
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10) We will setup the FortiGate to ZyWALL policy in the new page. The source interface is
internal and Address name is Fortinet (192.168.2.0/255.255.255.0 address object). The
destination interface is wanl and Address name is Zynet (192.168.1.0/255.255.255.0
address object). Schedule and service type are “always” and “ANY” to ensure that all
kinds of traffic can pass through the VPN tunnel at any time. There are three kinds of
“Action” available for user to configure, because the traffic is send from “internal” to
WAN and will be encrypted by IPSec VPN tunnel. Thus, we select “IPSEC” as action and
chose allow inbound and outbound traffic in the ZyWALL tunnel.

New Policy

Source Interface,/Zone | internal v
Address Mame | Fortinet A

Destination Interface/Zone | wanl L
address Name | Zynet N
Schedule always v
Service ANY
&ction IPSEC

WRN Tunnel ZywaLL v

[ allaw inbound Oinbound KaT

[ allaw outhaund [ outhound NaT

[ Pratection Profile
[1 Log allowed Traffic
[] Traffic Shaping

Comments (maximum 63 characters)

i OK ) i Cancel )

11) Switch to Firewall > Policy and click “Create New” button to add new policy for the VPN
traffic from ZyWALL to FortiGate.

I System 11
_ GCreate New ﬁ )
1D Source Dest Schedule Service Action Enable
alic: 2 Fortinet Zynet always AMY ENCRYPT

@ E
& &
K&
i
B

always ANT ACCEPT

&

1 all

12) We setup the ZyWALL to FortiGate policy in the new page. The source interface is wanl
and Address name is Zynet (192.168.1.0/255.255.255.0 address object). The destination
interface is internal and the Address name is Fortinet (192.168.2.0/255.255.255.0 address

object). Schedule and service type are always and ANY to ensure that all kinds of traffic
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can pass through the VPN tunnel at any time. Select “ACCEPT” as an action this time
because the traffic sent from wan to internal must be decrypted first and only then can be
transmitted. Don’t select the IPSec as the Action in this VPN traffic flow direction.

Policy
New Policy @
Source Interface/Zone | wanl V|
Address Mame |Zvnet V|
Destination Interface/Zone | internal V|
address Mame |For‘tinet V|
Schedule |a|way5 V|
Service |ANY v|
Action | ACCEPT v|
T Dynaric IP Pool
Fixed Port
[ Protection Profile
[ Log &llowed Traffic
Authentication
[] Traffic Shaping
Comments (maximum 63 characters)
4 OK 3 Cancel J

13) The overall firewall policy is shown on the following figure. The VPN tunnel between
ZyWALL and FortiGate has been successfully setup.

Policy

I System
Create New )
I Router

(o] Source Dest Schedule Service Action Enable

m w internal -> wanl (2)
2 Fortinet Zynet always BT EMCRYPT o & = B
1 all all always ANT ACCEPT o & = B

w wanl -> internal {1}
3 Zynet Fortinet always AN ACCEPT i P =

Tips for application:

1. Make sure the Pre-Shared Key is the same in both local and remote gateways.

2. Make sure both IKE and IPSec proposal are the same in both local and remote gateways.
3. Make sure the VPN policy route has been configured in ZyWALL USG 2000.

4. Make sure the Firewall rule has been configured in FortiGate.
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1.2.2.2 ZyWALL with NetScreen VPN Tunneling

This section guides how to setup a VPN connection between the ZyWALL USG 2000 and
NetScreen 5GT.

As on the figure below, the tunnel between Central and Remote offices ensures the packet
flows between them are secure. This is because the packets flowing through the IPSec tunnel
are encrypted. The required settings to setup this VPN tunnel using ZyWALL and NetScreen
are stated in the following section.

Static IP address
— 210.110.7.1

=AN7192.168.1.X LAN: 192.168.2.X

Static IP address

167.35.4.3 D

( Internet

Central Office Gate;m/\/ ) Branch Gateway |||l
ZyWALL NetScreen 5GT = <

The central office gateway ZyWALL USG 2000’s interface and VPN setting retain the same
settings as in the previous example. If you jumped to this section first, please refer to
*ZyWALL USG 2000 to ZYWALL70 VPN tunnel setting’ on the page 8.

This list below is to briefly show the VPN phasel and phase2 configuration parameters:

ZyWALL NetScreen
WAN: 210.110.7.1 WAN: 167.35.4.3
LAN: 192.168.1.0/24 LAN: 192.168.2.0/24
Phase 1 Phase 1
Negotiation Mode : Main Negotiation Mode : Main
Pre-share key: 123456789 Pre-share key: 123456789
Encryption :DES Encryption :DES
Authentication :MD5 Authentication :MD5
Key Group :DH1 Key Group :DH1
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Phase2 Phase2
Encapsulation: Tunnel Encapsulation: Tunnel
Active Protocol: ESP Active Protocol: ESP
Encryption: DES Encryption: DES
Authentication: SHA1 Authentication: SHAL
Perfect Forward Secrecy (PFS): None Perfect Forward Secrecy (PFS): None

1) Configure the ZyWALL USG 2000 ‘s VPN gateway and VPN connection as on the list.
Also, remember to configure the policy route for the VPN traffic routing. Refer to the
pervious scenario or user guide to find help on setting the ZyWALL USG 2000 VPN.

2) Using a web browser, login NetScreen by entering the LAN IP address of the NetScreen in
the URL field. The default username and password is netscreen/netscreen.

3) Switch to menu Network > Interfaces and configure the WAN/LAN IP addresses to
WAN: 167.35.4.3 / LAN: 192.168.2.0/24. The trust interface is for LAN, the untrust
interface is for WAN.

Network > Routing > Routing Entries B ns5gt ﬂ|
—ﬁ List per page
: List route entries for

NETSCREEN

trust-vr

IP/Netmask Gateway @ Interface Protocol Metric Vsys Configure

* 10.0.0.0/0 167.25.4.1 |untrust S 1 Root |Remowve
* 1167.35.4.0/24 0.0.0.0 untrust C 1] Root |-
* 1192.168.2.0/24 |0.0.0.0 trust C 1] Root |-
* Active route  C Connected 1 Imported eB EBGP O OSPF  E1 OSPF external type 1
S Static & Auto-Ewported B IBGP R RIP E2 OSPF external type 2

Note: Regarding the detail interface settings, please refer to NetScreen user guide to get the
detail info.

4) NetScreen won’t setup a route for the traffic to the external network. We have to manually
add a route for it. After configuring a static IP address in untrust interface, switch to
Network -> Routing -> Routing Entries to edit a default Gateway IP address. In this
example, the Gateway IP address is 167.35.4.1.
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Metwork > Routing = Routing Entries

jﬁ Listper page

List route entries for | All vital oners | v

NETSCREEN

) 1REnn. secure

NSSGT trust-vr
IP/Netmask Gateway Interface Protocol Metric | Vsys GConfigure
* 192.168.1.0/24 0.0.0.0 trust [ u] Root
* 167.35.4.0/24 0.0.0.0 untrust [ u] Root
* | 0.0.0.0/0 167.35.4.1 untrust S 1 Root Remowve
* Active route  C Connected I Irmported eB EBGP O OSPF  E1 OSPF external type 1
S Static A Auto-Exported B IBGP R RIP E2 OSPF external type 2

5) To edit the IPSec rule, first set the gateway policy and then edit the IKE policy. Switch to
VPNs > AutoKey Advanced > Gateway, and then press the New button.

VPNs > AutoKey Advanced > Gateway nsSgt (7]

-

NETSCREEN
B 1rene. secure

NSEGT Name | Type | Address/ID/User Group Local ID Security Level Configure

Mew

Mo entry available

6) Choose a name for the policy, for example “ToZyWALL”. Remote Gateway IP Addr is
the ZyWALL's WAN IP address. In this example, we select Static IP Address option
and enter IP 210.110.7.1 in the text box. Enter the key string 123456789 in Preshared
Key text box, and then press Advanced button to edit the advanced settings.
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Gateway Mame |[ToZy'Wall

Security Level () Standard

Remote Gateway Type

() static IP Address
) Dynamic IP Address
) pialup User

) Dialup User Group

Preshared Key sesssssss
Local ID

Outgoing Interface |unfmst +

) Campatible

(6]

O Basic & Custom

IP Address/Hostname |210.110.7.1

Peer ID
User |Mone

Group | Mone

Use as Seed [

{optional}

Lo«

[ Cancel ]

[ Advanced

7)

On Security Level settings, we can set up phase 1 proposal. In this example, we select

User Defined, and choose pre-gl-des-md5 rule. The pre-gl-des-md5 means Pre-Share
Key, groupl, DES for Encryption Algorithm and MD5 for Authentication Algorithm.
Select Main (ID Protection) option for Mode (Initiator). Then, press Return button, and
press OK button on next page to save your settings.

Security Level
Predefined O Standard
User Defined &) Custom
Phase 1 Proposal
pre-gl-des-mads

b

MNone ~

[J Enable NAT-Traversal
UDP Checksum

) MaAuth Server
() Use Default
) Local Authentication

O Compatihble

Mode (Initiator) &) Main (ID Pratection)

Keepalive Frequency S Seconds (0~300 Sec)
Heartbeat
Hello |0 Seconds (0~3600 Sec)
Reconnect O Seconds {(60~9999 Sec)
Threshold 5
) Mone

) Basic

Mone

Mone

) aggressive

-
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8) After applying the previous settings, the new IKE rule is shown on the page.

Name Type Address /ID/User Group Local ID Security Level Configure

ToZy'Wall Static 210.110.7.1 - Custom Edit | Remove

9) To edit the IPSec rule, switch to VPNs > AutoKey IKE, and then press the New button to
edit your IPSec rules.

VPNs > AutoKey IKE

Monitor GConfigure

Security

Gateway

Mo entry available

10) Give a name for the VPN, for example “ToZyWALL IPSec”. In Remote Gateway, choose
the Predefined option and select the ToZyWALL rule. Then, press Advanced button to

edit the advanced settings.

¥YPN Name  ToZyWALL IPSec
Security Level O Standard O Compatible O Basic &) Custom

Remote Gateway (5 Predefined TozZyWALL
() Create a Simple Gateway
Gateway Name

Type ) Static IP  Address/Hostname

O Dynamic IR Peer ID
O Dialup User User | Nome v
O Dialup Group Group Mon= v
Local ID {optional)
Preshared Key Use 45 Seed [

Security Level &) Standard O compatible O Basic
Outgoing Interface | untrust v

(0] 4 ] ’ Cancel l [ ﬂdvanced%
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11) In Security Level settings, choose the option User Defined and choose nopfs-esp-des-sha
rule on Phase 2 Proposal. The nopfs-esp-des-sha means no PFS, ESP Protocol,
Encryption Algorithm to DES and Authentication Algorithm to SHAL. Check the VPN
Monitor check box so that you can monitor your VPN tunnels. Then, press Return button
and OK button on next page to save the settings.

Security Level

Predefined O Standard O Compatible O Basic @
User Defined (2} Custom
Phase 2 Proposal
nopfs-esprdes-sha w | | Home v
Mene w | | MNone v

Replay Protection []
Transport Mode [| (For L2TP-over-IPSec anly)

Bind to &) None

O Tunnel Interface NomE
O Tunnel Zone Untrost-Ton s
Proxy-ID
Local IP f Netmask (192.162.2.0 Fo24
Remote IP / Netmask 192 168.1.0 Fo24
Service |AMY -
YPN Group| Mone « YWeight |0

YPMN Monitor [v]
Source Interface |defalt «
Destination IP (0.0.0.0
Optimized []
Rekey [ ]

[ Return ] [ Cancel ]

12) After applying the settings, the VPN IKE page will show the new IPSec rule.

Name Gateway Security Monitor Configure @
ToZyWall IPSec ToZyWaLl Custom on Edit -

13) Switch to Policies to set up policy rules for VPN traffic. In the field From choose Trust
and in the field To choose Untrust (it means from LAN to WAN). Then press the New
button to edit the policy rules.
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?]

Policies {(From Trust To Untrust)

List per page
NETSCREEN From{ Tost v | To[Dntrwst "] [[Mew ||
NS5GT From Trust To Untrust, total policy: 1
ID Source Destination | Service | Action Options Configure Enable Move
1 Any Any ANY @ Edit |Clone | Remave I3 -

14) Assign a name to this policy, for example “VPN”. In Source Address, set the Local LAN
IP addresses. In this example, we select New Address option. Type 192.168.2.0 /
255.255.255.0 in the text box. Set the remote IP addresses as Destination Address. In this
example, we select New Address option, and type 192.168.1.0 / 255.255.255.0 in the text
box. In drop down menu Action select the option Tunnel and then select the
ToZyWALLIPSec VPN rule. Check Modify matching bidirectional VPN policy check
box, so that you can create/modify the VPN policy for the opposite direction. Then, press
OK hbutton to save your settings.

MName {optional} |'v'F'N |

O few Address | i |
@) Address Book Entry | 192.16820055255.2550 v | Multiple |

Source Address

O Mew Address | M |
© address Book Entry | 19.168.1.0255255.2550 v || multiple |

Destination Address

Service |:’-‘5NY v|[ Multiple ]
Application |NOHE V|
Action |T1mnel v| [ Leep Inspection ]

Attarched AV Object Mames o Avadlable AV Object Mames

3CAM-TRgY

Tunnel ypy | ToZyWALL PSc v
Modify matching bidirectional YPN policy I

LzTR Momz v

Logging

Antivirus Objects

[ (0]4 l [ Cancel ] [ Advanced
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15) After applying the settings, the new policy rules will be displayed in the Policies page.

Policies {From All zones To All zones) nsSgt ﬂ|
‘ﬁ] List |20 % |per page
' Ao E 5 =
e From ™
@) 1een secune
NS5GT From Trust To Untrust, total policy: 2
1D Source Destination Service Action Options Configure Enable

1 any Any ANY Clone |Remove W

3 |192.168.2.0/255,255,255.0 | 192,168.1.0/255.255,255.0 | ANY Edit | Clone Remove 2

From Untrust To Trust, total policy: 2

1D Source Destination Service Action Options Configure Enable
2 any Any ANY @ Edit | Clone |Remove W
4 |192,168.1,0/255,255,255.0 | 192,168.2,0/255,255,255,0 | ANY @ Edit | Clone Remove ~

16) Move the added policy rules to the top, so that the VPN policies will be checked first.

Policies {From All zones To All zones)

List per page

MNew

From ro [Alze ¥

From Trust To Untrust, total policy: 2

1D Source Destination Service Action Options Configure Enable

Edit | Clone | Remowve v

-+192.168.2.0/255.255.255.0 192.168.1.0/255.255,255.0 | ANY qﬁp

1 | any Any ANY @ Edit | Clone Remove |

From Untrust To Trust, total policy: 2

ID Source Destination Service Action Options Configure Enable

Edit | Clone | Remowve v

—*192.168.1.D/255.255.255.D 192.168.2.0/255.255,255.0 | ANY q§:>

2 | Any Any ANY @ Edit | Clone Remowe | W

17) Ping the remote host and switch to VPNs > Monitor Status to check the VPN link status. If
the Link status is Up, it means the VPN tunnel between ZyWALL and NetScreen has been
successfully built.
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¥YPNs > Monitor Status LET [7]]
ﬁ] List|20 ¥ per page
- Show all Filter
Nersenetn (show an ]
LI'.‘E'.".’- sgc_uﬁs
NSEGT ¥PN Name SA ID Policy ID Peer Gateway IP Type SA Status Link
ToZyWALL IPSec 0000o00& 443 210.110.7.1 AutolKE active Up

1.2.2.3 ZyWALL with SonicWall VPN Tunneling

This section guides how to setup a VPN connection between the ZyWALL USG 2000 and
SonicWall TZ170.

As on the figure below, the tunnel between Central and Remote offices ensures the packet
flows between them are secure. This is because the packets flowing through the IPSec tunnel
are encrypted. The required settings to setup this VPN tunnel using ZyWALL and SonicWall
are stated in the following sections.

Static IP address

210.110.7.1 Static IP address
167.35.4.3

T / Internet
entral Office Gateway \/ Branch Gateway
|—|7 ZyWALL \J
NN ’ SonicWall TZ170 ==
==-=4 AN:192.168.1.X LAN: 192 168.2.

The central office gateway ZyWALL USG 2000’s interface and VPN setting retain the same
settings as in the previous example. If you jumped to this section first, please refer to
‘ZyWALL USG 2000 to ZYWALL70 VPN tunnel setting’ on the page 8.

This list below is to briefly show the VPN phasel and phase2 configuration parameters:
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ZyWALL Sonicwall
WAN: 210.110.7.1 WAN: 167.35.4.3
LAN: 192.168.1.0/24 LAN: 192.168.2.0/24
Phase 1 Phase 1
Negotiation Mode : Main Negotiation Mode : Main
Pre-share key: 123456789 Pre-share key: 123456789
Encryption :DES Encryption :DES
Authentication :MD5 Authentication :MD5
Key Group :DH1 Key Group :DH1
Phase2 Phase2
Encapsulation: Tunnel Encapsulation: Tunnel
Active Protocol: ESP Active Protocol: ESP
Encryption: DES Encryption: DES
Authentication: SHA1 Authentication: SHA1
Perfect Forward Secrecy (PFS): None Perfect Forward Secrecy (PFS): None

1) Configure the ZyWALL USG 2000 ‘s VPN gateway and VPN connection as on the list.
Also, remember to configure the policy route for the VPN traffic routing. Refer to the
previous scenario or user guide to find help on setting the ZyWALL USG 2000 VPN.

2) Using a web browser, login SonicWall by entering the LAN IP address of SonicWall in the
URL field. The default username and password is admin/password.

3) Switch to menu Network > Interfaces and configure the WAN/LAN IP address to WAN:

167.35.4.3 LAN: 192.168.2.1/24.

SONICWALL>

System
Metwork

Netwark > Interfaces Setup Wizard... [z]

Interface Settings

IP Address Subnet Mask IP Assignment Status Comment Configure

LA LAN 19216621 2552552550 | Static 100 Mbps full-duplex Default LAMN %9

AR AR 167.35.4.3 265.265.2686.0 | Static 100 Mbps full-duplex Default WA %ﬁ

aPT Unassigned noog no.oo iR, Malink @
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4) Switch to VPN > Settings, check Enable VPN check box and press Add button. This will
bring the VPN settings.

Note: The VPN Policy Wizard is an alternative way to set up the VPN rules.

System

SaonicPoint

Firewall VPN Global Settings
wolP

Enahle VPN

Unigue Firewall |dentifier. |000E5B10418D68

Items |1 to 2 ¢of2y 01 < [ [

VPN Policies
W # Name Gateway Destinations Crypto Suite Enable Configure
1 VAN GroupyEN ESP 3DES HMAC SHAT (IKE) O &’}
2 \WLAN GroupWPH ESP 3DES HMAC SHAT (IKE) i @
[ o
]

Site To Site Policies: 0 Policies Defined, 0 Palicies Enabled, 2 Maximum Folicies Allowed

GroupPN Policies: 2 Policies Defined, 0 Policies Enabled, 6 Maximurm Policies Allowed

5) Click the tab General, to bring the Security Policy settings and assign a name to this
policy. In this example, we use ToZyWALL. IPSec Primary Gateway Name or
Address is the ZyWALL's WAN IP Address (IP address of the remote gateway). In this
example, we use 210.110.7.1 in IPSec Primary Gateway Name or Address text box.
Then, enter the key string 123456789 in the text box Shared Secret.

General

Security Policy

IPSec Keying Mode: IKE using Preshared Secret
Marrne: ToZyWwWALL

IFSec Primary Gateway Mame or Address: 21011071

IFSec Secandary Gateway Marme aor Address:

Shared Secret: 1234567589

Local IKE ID {optional): IP Address -

Feer |[KE ID {(optionaly: IP Address e

o< cercel It |
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6) Switch to Network tab to configure the local and remote networks for VPN tunnel. We
choose the predefined “LAN Subnets” object from the local network drop down list. There
is no predefined address object for remote subnet. Therefore, we have to create a new
address object in the remote network drop down list. Then a new address object window

will pop-up.

Metwark

Local Networks

() Choose Iocal network from list LAM Subnets

() Local network abtains IP addresses using DHCP through this YFM Tunnel

) anw address

Destination Networks

() Use this P Tunnel as default route for all Internet traffic
() Destination netwark ohtains IP addresses using DHCP through this YFR Tunnel

(+) Choose destination netwark from list | —-Select Remaote Metwork--
--Select Remnote MNetwork--
(Create new address object. ..
Create new address group...

[ cancol I b |
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7) The name for this object can be for example “Remote_Subnet”. The Network IP Address
and the Subnet Mask are the remote site LAN subnet. In this example, enter 192.168.1.0
in Network text box and then type 255.255.255.0 in Subnet Mask text box. Then press
OK. Now after the address object successfully configured, the new address object
“Remote_Subnet” can be selected from the destination network drop down list.

8)

Marme: Rermote_Subnet
Fone Assigniment: WP R
Type: Metwork hd
Netwark: 192.168.1.0
Metmask: 2a5 2685 2650
Ready

[ {bj Cancel |

23 hitpF71167.35 4 % - Add Address Object - Mi___ E]|E|Ej

Switch to Proposals tab. In IKE (Phasel) proposal settings, select Main mode, set DH
Group to Groupl, Encryption to DES and Authentication to MD5. In IPSec (Phase2)
proposal settings, select ESP Protocol, Encryption to DES and Authentication to SHAL.

Then press the OK button.

Froposals

IKE {(Phase 1) Proposal

Exchange:
ODH Group:
Encryption:
Authentication:

Life Time (seconds):

Ipsec (Phase 2) Proposal

Fain Mode
Group 1
DES

mADS

28300

Fratacal:
Encryption:

Authentication:

[] Enahle Perfect Forward Secrecy

DH Group:

Life Time {seconds=):
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9) Switch to Advanced tab. In the setting VPN policy bound to select Interface WAN.
Then press the OK button.

Advanced

Advanced Settings

[] Enable Keep Alive
[ | Suppress automatic Access RBules creation for YPM Policy
[ | Require authentication of VPR clients by XAUTH
Liser group for ¥AUTH users:
[] Enable wWindows Metworking (WNetBIOS) Broadeast
] Enable Multicast
[ Apply NAT Policies
Translated Local Metwork:
Translated Remote Metwark:
Managerment via this S&: CTHTTE [] HTTPS
Jser login via this S& [T HTTR [] HTTPS

Default LAM Gateway (optional):

YRR Policy hound to: Interface WWAN

“ 0§ ol B e |

10) The VPN status page will show a new VPN rule. Make sure the rule has been enabled.

VPN Policies Items |1 to 3 (of 3y [ L Ll
W # MName Gateway Destinations Crypto Suite Enable Contigure
1 WWARN GroupyFM ESP 3DES HMAC SHAT (IKE) ] 8}
2 WLAN GraupVvPM ESP 3DES HMAC SHAT (IKE) O 8}
[ 3 ToZwuslL 21011071 192.168.1.1-192.168.1.255 ESP DES HMAC SHAT (IKE) 8} @
Add... Delete All
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11) Ping the remote host to dial up the tunnel. We can check the connected VPN status in the
VPN status page. The VPN tunnel should appear in the Currently Active VPN Tunnels
page. It should show that the tunnel had been successfully built-up.

VPN Policies lterns 1 to3of3y (1 < [
W # Name Gateway Destinations Crypto Suite
1 WAN GroupvPN ESP 3DES HMAC SHAT (IKE) O 8}
2 WLAMN GroupWPM ESP 3DES HMAC SHAT (IKE) O 8}
[0 3 TaZpwnwialL 21011071 @ 182168.1.1 - 192.168.1.255 ESP DES HMAC SHA1 (IKE) 8} ﬁ
Add. Delete A

Site To Site Policies: 1 Folicies Defined, 1 Policies Enabled, 2 Maximum Policies Allowed

GroupWPR Palicies: 2 Policies Defined, 0 Palicies Enahbled, 6 Maximum Policies Allowed

Currently Active VPN Tunnels ltems | 1 to 1 of 13 61 < P [
# Mame Local Remote Gateway
1 ToZWNALL  192.168.2.1-192.168.2.255 192.168.1.1-192.168.1.255 21011071 Renegotiate m =]

1 Currently Active %FR Tunnels
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1.3 Remote Access VPN

Remote Access VPN provides a cost-effective alternative to standard dial-in remote access to a
company network. The users can connect to the network via the Internet, eliminating the
expensive long-distance or the toll-free dial-in costs.

The most common scenario for application might look like this: An employee is on the road
(i.e. teleworker). He can gain full network access simply by connecting to the Internet. During
the data transmission between remote and host, this connection should also provide
confidentiality (Data transferring in VPN tunnel with encryption).

Another genius application is a “Mobile office”: Teleworker or home & SOHO employee can
work at airport, cyber café, hot spots, hotel or home. The office building scope can be
eliminated and a global office can start to fully utilize the global resources.

ZyWALL USG 2000 incorporates IPSec, SSL VPN and L2TP over IPSec into a single box.
The customers can choose the most appropriate application for the remote access application.

1.3.1 IPSec VPN for Remote Access

In this scenario, we assume the ZyWALL USG 2000 admin configured the VPN settings in a
way to allow teleworker access internal network resource through remote access VPN. Since it
is unknown what IP address will the remote teleworker’s PC/notebook connect from, 0.0.0.0 is
used as for ZyWALL USG 2000’s remote gateway setting it represents “any IPs”. On the other
end, the teleworker use ZyWALL VPN client on their notebooks to establish IPSec VPN with
the main office.
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Hain Dl’ﬂce Branch Office __ __ __
[ ]
mrata natwnrh IPSec VPN Tunnel I Private network I
Application access .
Gl mmm | =
IMI-I Internal FTF
II!II iL IIIII ZJWALL 70
—— J
l T — =
: | Remate teleworker can access
LISG 2000 | "
I to network resources within
I \\;‘x i private networks of Main office
.M.- . g,Btﬁ‘nch offices, o matter
- . . l

So we are going to complete the following tasks.

In ZyWALL USG 2000 create object “address’ for both local and remote networks
In ZyWALL USG 2000 configure a VPN gateway and the VPN connection setting
In ZyWALL VPN client configure the corresponding VPN setting in ZyWALL VPN

client

ZyWALL USG 2000

My address: ge2(10.59.1.45)
Secure gateway address: 0.0.0.0

Local: 192.168.2.0/24
Remote: 0.0.0.0/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

ZyWALL VPN Client
My address: Any

Secure gateway address: 10.59.1.45

Local: Any
Remote: 192.168.2.0/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1
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Phase2 Phase2
Encapsulation: Tunnel Encapsulation: Tunnel
Active Protocol: ESP Active Protocol: ESP
Encryption: DES Encryption: DES
Authentication: SHA1 Authentication: SHA1
Perfect Forward Secrecy (PFS): None Perfect Forward Secrecy (PFS): None

1.3.1.1 Steps to configure

Below is step by step configuration:
1) Login ZyWALL USG 2000 GUI and go to Object > Address to create an address object
(local subnet) for remote access.

Mame subnet2
hddress Type SUBMET %

2552552550

| |

| |

| |

| |

Metwaork 1 19216820 :
|

Metmask 1 1

| |

| |

2) Create another address object for the remote host. The IP Address of the host should be
0.0.0.0, which means that remote user dials in dynamically.

| 1

Narne 1 WPMCliert :
|

Address Type 1 HOST  w :
1

IP Address 1 0000 :
|

3) Go to VPN > IPSec VPN > VPN Gateway to create gateway for remote a VPN client.
Because this kind of VPN is initialed from remote user, the Secure Gateway should be set as
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dynamic, 0.0.0.0. Also, the VPN peers should keep consistence with each other for other
parameters, such as Pre-Shared Key, ID Type, Encryption and Authentication proposal and so

on.

& ZyWALL > VPN > IPSec VPN > VPN Galeway > Edit > #1
| VPN Galeway Name
A
Gateway Settings
My Address
{® inteface
() Domain Names | |
Feer Gateway Address
Static Address

L")

21

Ei Dynamic Address

Authentication

(%) pre-Shared Key
() Certificate

Local ID Type
Conbent

Feer [0 Type

i~
Canbert

Phase 1 Seftings

Regriadooess

T

I¥] Stakic -~ 10.59.1,45/255.255.255.0

(Ses My Certificates)

= ZyWALL > VPN > IPSec VPN > VPN Gateway > Edit > #1

Phase 1 Settings

54 Life Time [as400
Negotiation Mode [
Fropozal

Key Group DH1|VI
[0 WAT Traversal o

Dead Peer Detection (DPD)
"less Settings

Extended Authentication

[ Enable Extended Authentication
® zerver Mode
OCIient Maode

User Name

Paszword

[ detaut [ae]

i OK i

Cancel

£ Message QECCLNE
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4) To create a VPN rule, go to VPN > IPSec VPN > VPN Connection. Check the “Use
Policy Route to control dynamic IPSec rules.” as defined in step 1 and step 2. Remote
policy should be a dynamic host address. We put VPN Gateway as dynamic as was defined in
step 3.

= ZyWALL = ¥PN = IPSec ¥PN = ¥PN Connection

¥PN Connection VPN Gateway

Global Setting

|_ Ignore "Don't Fragment” setting in packet header E

Configuration

Total Connection:1 30 | connection per page page: [H][+] |1 of 1 [][H]
1 Default_L2TP_WPMN_ Connec‘tlon Default L2TP_ \.I'PN GW TRF\NSPORT 3DES/SHA 3DES.-"’I'\‘1D5 DES/SHA / (e} @9'@'1}&

ey | Res|

5) Go to remote host to configure ZyXEL VPN Client. We create a Net Connection set remote
access subnet to 192.168.2.x.

¥4 security Policy Editor - ZyWALL VPN Client
File Edit Options Help

|£|||F‘G|><_1H1 @EI

P ebwark, Security Policy

Connection S ecurity
B Hew Can iy + Secure v Only Connect b anually
: = - ¢ Mon-secure
= @ Security FPolicy ~ Block %
=) =l Authentication [Phase 1) £

[E3 Propozal 1
= ‘E& K.ey Exchangs [Fhaze 2]

[ Propozal 1
1D T IFP &.dd R -
& Other Connections ¥pe 1 e e —J

Fermote Party |dentity and Addreszsing

From: | [192168.2.0

Te [192168.2.255

Protocol (&l -~ Fort { | _j ]

WV Use |Sec:ure Gateway Tunnel j

1D Type {,é.,ny LJ lGatewa_l,l IF Address j

frue I [10591.45

Click here to find out about program add-on=.

In My Identity, select local ID type as Any.
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¥4 Security Policy Editor - ZyWALL VPN Client
File Edit Options Help

= ZN|

Metwork Security Policy

| =) 1 My Connections My |dentity
= @ ek Connecftlon Select Certificate Pre-Shared Key
3 My Identity
=] g Security Policy 1“0"19 Li

=& Authentication [Phase 1) T Port
] Proposal 1 =

= ﬁ K.ey Exchange [Phaze 2] 1IF‘Address -‘v—l I —] 1
[} Proposal 1 1-“-\“}'

& Other Connections

Secure Interface Configuration

Yirtual Adapter Dizabled LJ

=21 My Conned

Pre-Shared Key E|

=By Mew C e-Shared Key
3 My
= @l
! ~ Enter Pre-Shared Key [at least 8 characters) 1 —_] J—
= % Thig key iz used during Authentication Phase if the
’ Authentication Method Propozal iz "Pre-Shared key''.
- & Other Con
v]
Ok 1 Cancel ‘
i~ Intemet Interface-
I anne I,-’.\ny j

IP Addr |&ny

The last step is to go to Security Policy to configure parameters for Phasel and Phase 2. After
saving the configuration, the VPN connection should be initialed from the host site.
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rﬂ Security Policy Editor - ZyWALL VPN Client

File Edit ©Options Help

Bn = |E

Mebwork Security Policy

| =1 My Conmections
I =-¢8ly Mew Connection
I 5 My ldentity
= g Security Policy
=& Authentication [Phase 1]

=l ﬁ K.ey Exchange [Phaze 2]
~[2 Proposal 1
& Other Connections

Authentication Method and Algorithrms

Authentication Method

Pre-Shared Key

Encrept &Alg |DES -

MD5 h

Hazh alg

Seconds

Salife  |Seconds | [28800

Key Group IDiffie-HeIIman Group 1 j

File Edit Options Help

¥4 Security Policy Editor, - ZyWALL VPN Client

=

Metwark, Security Policy

i < e

=0 My Connections

IPSec Pratocols -

2|

=By Mew Connection Seconds kButes
3 My Identity 54 Lite |Seconds | |28800 |
= g Security Policy )
=[] suthertication [Phase 1) 2R ]None :_J
B! Proposal 1
= 'Ea Key Exchange [Phase 2)
] Proposal 1 Encroptalg  |DES hd
i % Other Connections Hash Alg MD& %

Encapsulation | Tunnel -
[ Authentication Protocol [8H)

Tips for application:

1. Make sure both pre-shared key settings are the same in local and remote gateway.

2. Make sure both IKE proposal settings are the same in local and remote gateway.

3. Select the correct interface for the VPN connection.

4. The Local and Peer ID type and content must the opposite and not of the same content.

5. The Local Policy of ZyWALL USG 2000 should be “dynamic single host with the value

0.0.0.0’. The VPN tunnel should be initialed from the remote host site.
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1.3.2 SSL VPN Application - Reverse Proxy
In order to provide a proper access for remote users, a web server is considered to implement

behind ZyWALL USG 2000. So, remote users can access the internal resource anywhere via a
secure path.

1.3.2.1 Scenario topology

Internal
Resource
WAN(ge2) LAN(ge1)
Simulated 10111 1921681 1 HTTP
Internet - /— Server
HTTPS )
Remaote user
101.1.33 USG2000 192168133
+

The default LAN subnet is combined to gel and default IP is 192.168.1.1. Please connect to
lanl and ZyWALL USG 2000 will dispatch an IP for your PC then we can start to setup the
basic interface and routing setting.

1.3.2.2 Configuration flow

»  Network setup
»  Test

1.3.2.3 Configuration procedure

1) Connect your NB at ZyWALL USG 2000’s gel port. Get the IP address by DHCP and login
to ZyWALL USG 2000 by http://192.168.1.1. Configure the ZyWALL USG 2000’s gel and
ge2 interface with proper IP address.

52
All contents copyright (c) 2008 ZyXEL Communications Corporation.




ZyXEL

ZYWALL USG 2000 Support Notes

» ZYWALL = Network > Interface = Ethernet

- l Status

ZyWALL

Firewall
B VPN

AppPatrol
Anti-X
FDewvice HA
EFDbject
EXSystem
Maintenance

Lo O T O N

Configuration

gel STATIC
gez DHCP --
ges DHZP --
ged STATIC --
ge5 STATIC --
qeb STATIC --
gev STATIC --
ged STATIC --

--192.165.1.111

0.0.0.0

0.0.0.0
192.168.2.1
192.165.3.1
0.0.0.0

0.0.0.0
59.124,163.154

Apply | Reset |

e D

255.255.255.0

0.0.0.0 FED
0.0.0.0 SED
255.255,255.0 e
ZE5.255.255.0 PE
0.0.0.0 CED
0.0.0.0 SED
255.255.255.224 CED

2) Go to menu ZyWALL> VPN > SSL VPN, create one access privilege rule by clicking the

Add icon.

= ZyWALL = ¥PN = S5L ¥PMN = Access Privilege

Access Privilege Connection Monitor

Configuration

Then continue to create user or group object. Here we create one user by click the “Add”

button.
%= ZyWALL = ¥PM = SSL ¥PN = Access Policy =

Edit = #1

Configuration

V' Enable
Mame

Description

User/Group

Available

ad-uzers
acimin
ldap-users
radius-users

User Configuration

User Mame
User Type
Password

Retype

Description

Lease Time

Reauthentication Time

ic

Lzer 'I

e

[ an

Local User
1440
unlimited)
1440
unlirmited)

(0-1440 minutes, 0 is

(0-1440 minutes, 0 is

Ad

§5L Application List (Optiona F——Egz

192.168.1.111 &

Available

Y

[ |

Member

s
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Then, continue to create one application object. Here we create one for reverse proxy rule

using web application by click the “Add” button.
lSSL Aeelication List saetionali

Available Member

i hitps:ff192Z_168.1.1 - nevappobj. himl - Microsoft Internet Explo

ODhiect

Craa D

NMetwork Exte

Tvpe wveb spplication — |

I~ Enable Met web Application

as==sign IP F

Mame =~ _rttp
D= Servwe
DMNE Serwve URL [Fttpi ez 1651 33 Prewvisuws
WIS Serw Entry Point I (optionall
W IME Sers Server Tvpe e server ~ |

I~ wreb Page Encryption

Metvaork List

EN =i - Y, Sy — —
Login and check if WAN user can access to the ZyWALL GUI by HTTP.

Step 1. Initial a browser and try to connect to http://10.1.1.1

Step 2. Enter the ID/password, check the “log into SSL VPN” and click Login button.

ZYWALL USG 2000

Enter User Narme/Password and click to lo g__ii.:-}:-, -

Step 3. Click the Yes buttons until you see the following page, which is the ZW_http link
available in the application list.
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ZyXEL 44 O

Application File Sharing Language: | English vl

!%] Application

2W__http wiebh Server

1.3.3 SSL VPN Application — Network Extension

The network extension application enables the user to use specific client tools to access the
server. Unlike reverse proxy applications, the user won’t be limited to the access to the
available application list only. They can access any destination which is allowed and is
pre-defined in “SSL VPN network” list.

1.3.3.1 Scenario topology

Internal
Resource

WAN(wan1) LAN1
10111 19216811

Simulated
Internet

HTTPS

R:'&Tm;'sw USG 2000 192168133
+

1.3.3.2 Configuration flow

»  Network setup
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>  Test

1.3.3.3 Configuration procedure

Network setup

The default gel subnet is combined to gel and default IP address is 192.168.1.1. Please
connect your NB to gel port and ZyWALL USG 2000 will dispatch an IP address. Then we
can start to setup the basic interface setting.

Step 1.  Connect your NB at ZyWALL USG 2000’s LAN (lanl). Get the IP address by
DHCP and login to ZyWALL USG 2000 by http://192.168.1.1. Configure the
ZyWALL USG 2000’s LAN and WAN interface with proper IP address in
ZyWALL> Network > Interface.

= ZyWALL > Network > Interface > Ethernet

l % Status Interface Summary Port Grouping a PPPoE/PPTP. | Auxili ry I
P
Configuration
ZyWALL
ElLicensing — ——— e
Interface 1 get STATIC -- 192.168.1.1 255.255.255.0 [N
Hotling 2 ge2 DHCP -- 0.0,0.0 0.0.0.0 P
Zone
3 e3 DHCP -- 0.0.0.0 0.0.0.0
DDNS = YED
. 4 ged STATIC -- 192.168.2.1 255.255.255.0 [oNE4
HTTP Redirect 5 ges STATIC -- 192.168.3.1 255.255.255.0 o
ALG 6 ge6 STATIC -- 0.0.0.0 0.0.0.0 o
Eirewall 7 ge? STATIC -- 0.0.0.0 0.0.0.0 o
B VPN
8 ged STATIC -- 59.124,163.154 255.255.255.224 XES

IPSec ¥PN
SSL ¥YPN
LZTP ¥YPN
AppPatrol
EX Anti-X
Device HA
B object

e e

User/Group
nddre

Step 2.  Create address Object for remote IP assignment. Switch to menu Object > Address

and click Add icon to add new user.

Address

Configuration

il LAN_SUBMNET

SUBMET 192.168.1.0/24

Configure a network range from 8.1.1.33 to 8.1.1.50 for remote IP assignment.
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Configuration
Mame |SSLremcdeIP
Address Type RAMNGE
Starting IP Address 5.1.1.33
End IP Address 3.1.1.50
Ok | Cancel |

Step 3.  Create address Object for VPN network which allows remote users to access to.
Switch to menu Object > Address and click Add icon to add new address.

Address-Group |

Configuration

Type
ik LAN_SUBNET SLUBMET 192 165.1.0/24
2 SSLremotelP RA&NGE g.1.1.33-8.1.1.50

Configure a network subnet 192.168.1.0/24.

Configuration

Marne network_192_168_1
Address Type IW‘
Metwork W
Metmask W

M Cancel

Step 4.  Modify the SSL rule we created for LABL1 by clicking the modify icon.
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% ZyWALL = ¥PN = SSL ¥PN = Access Privilege

Access Privilege Connection Monitor

Configuration

1 sslrule Wic ZWi_http m@ o EN

T

Apply Reset

Step 5.  Keep other settings but choose object we just created for network extension settings
as follows. Click OK button.

Network Extension (Optional)

v Enable Metwork Extension

Assign TP Paol (|5ELremotelP T URANGE 511,33 -81.1.50
DNS Server 1 none v
CHE Server 2 none h
WINS Server 1 nane A
WINS Server 2 none A

Metwork List

Ay ailable
LAN_SUBNET
ﬂ
ﬂ
A
OK Cancel

Test: Login and check if WAN user can access to the ZyNOS ZyWALL GUI by HTTP

Step 1.  Config your NB with IP address 10.1.1.33 and connect it to ZyWALL USG 2000’s
WAN site (ge2). Initial a browser and try to connect to https://10.1.1.1

Step 2.  Enter the ID/password, check the “log into SSL VPN” and click Login button.
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ZyWALL USG 2000

Enter User Name/Passward and click iﬂlﬁg{-ﬂ

Step 3. Click Yes buttons until you see the following page. You can find a small window is
processing about the security extender rule (for network extension).
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AE
zyXEL Loading ZWWVALL SecuExtender: : 80% 0 G @

ZW_http Web Server

Step 4.  After a while, the window will show you the information about network extension.

ZyxEL il @ 560

Application File Sharing Language: ?I-English bl
= Application !
Z2W_http Web Server
@ ; "‘?‘"-"x'-\?\sp.'r-rrﬂ*xﬁ""r rer —E‘.Ef':""

A
Ciel FYWALL SecuExtender

> IP: 8.1.1.33

= DNS Server1: 0.0.0.0

= DNS Server 2 0.0.0.0

= WINS Serverl : 0.0.0.0

> WINS Server 2 0.0.0.0 I

= Metwork 1 : 192.165.1.0 -
— = Metmask 1 : £55.255.255.0

R
Step 5. Please check the IP address assigned and routing info on the remote PC/NB.

You will see one PPP interface as below by typing ‘ipconfig’ on command prompt.
Windows IP Configuration

PPP adapter BAS Server (Dial In>» Interface:

Connection—specific DNS Suffix =

IP Addwress. . . . - - - . o= B.1.1.323
Subnet Mask . . . - - - .- = 255_255_255_25%5
Default Gateway . - e IS
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You will see the routing information accordingly as below by typing ‘route print’.

etwork Destination Metmask Gateway Interface Metric

8.1.1.33 255.255.255.255 127.8.8.1 58

Step 6.  Still try to connect the ZW_http link. You should be able to access the ZyWALL
login page then.

Step 7. Try to ftp the device and see if you can access the ZyNOS ZyWALL by FTP tool. If
so, that means you have successfully established the network extension and aren’t
limited just by the available application list.

@ | VOO

st IyWALL SecuExtender
Language: | English b

= IP: 8.1.1.33

= DNS Server1: 0.0.0.0 l -
% DNS Server ? 0.0.0.0 AWINDOWS\system¥2\cmd exe - fip 192.168.1.34

*WINS Serverl:  0.0.0.0 Microsoft Windows XP L7 5.1.2688]

® WINS ServerZ:  0.0.0.0 (C) Copyright 1985-20B1 Microsoft Corp.

= Metwork 1 192.168.1.0

= Netmask 1 : P RE NG - O ftp 192.168.1.34

Connected to 192.168.1.34.

228 FIP version 1.8 ready at Tue May 22 B9:38:11 2887
User (192.168.1.34:Cnone?>: admin

331 Enter PASE command

[Paszword:

288 Port command okay
5@ Opening data connection for LIST
——w-—w-—u— 1 ouwner group 4147808 Oct 2 18:18 ras
Frw-ru-ru— 1 ouwner group 393216 May 22 2: 7 ron8
226 File sent OK

ftp: 138 bytes received in B.@BSeconds 130000.00Khytessec.
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1.3.4 L2TP over IPSec Application

1.3.4.1 Scenario topology

Internal
Resource

Remote User VAN ge2) LAR(ge | ges)
Internet 10111 192.168.1.1
| ) L2TP overIPSec &I — y. v HTTF
e~ q% ‘:Q"' Server
10116 =

L2TP Pool: USG 2000
192.168.2.1-192.168.2.10

192.165.1.53

1.3.4.2 Configuration flow

Create object

Configure the default L2TP rule in IPSec VPN Gateway
Configure the default L2TP rule in IPSec VPN Connection
Configure the L2TP rule

Configure Policy Route for L2TP

Remote PC/NB L2TP Setup on WinXP or Win2K

V VV V V V

1.3.4.3 Configuration Procedure

Create Object

Step 1.  Switch to menu Object > Address, create two object for further VPN connection

setting.
L2TP_IFACE, HOST, 10.1.1.1
L2TP_HOST, HOST, 0.0.0.0
L2TP_Pool, Range, 192.168.2.1 ~ 192.168.2.10

Step 2. Switch to menu Object > User/Group, create one object for L2TP application.

L2TP_user/1234, Local user
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Configure the default L2TP rule in IPSec VPN Gateway
Step 1. Go to menu VPN > IPSec VPN > VPN Gateway, click the Default_L2TP_VPN_GW
entry’s Edit icon.

¥PN Connection ¥Ph Gateway Concentrator 54 Monitor

Configuration

Total Connection:1

1

Page: =] [=] |1 of 1 (=] [E]

Name

| k1 oni on
Default_L2TP_WPH_GW

Default_L2TP_YPH_Connection W W

Step 2. Ensure the My Address is configured with Interface ge2 with WAN IP address,
10.1.1.1. And the pre-shared key is 12345678. Click the OK button.

General Settings

VPN Gateway Mame Cefault_L2TP_WPR_Gi
Gateway Settings

My Address
G Interface gel 'I Static -- 10.1,1.1/255.255.255.0

! Domain Name FIP
Peer Gateway Address

O Static address

1. G0
2. |G Ceog
= Dynamic Address
Authentication ) Advanced
# pre-Shared Key 12345675
' Certificate defaul vI (See My Certificates)
Phase 1 Settings ) Advanced
S4 Life Time SE400 (180 - 3000000 Seconds)

Step 3. Enable the rule by clicking the enable icon.
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¥PMN Connection p \\'PN Gateway Concentrator | 54 Monitor I

Configuration

Total Connection: 1 30 =| connection per page Page: =][=] |1 of 1 ][]
1 Default L2TP_WPN_GW qe2 0.0.0.0, 0.0.0.0 Default_LZTP_WPH_Connection @g@'

Configure the default L2TP rule in IPSec VPN Connection
Stepl.  Switch to menu VPN > IPSec VPN > VPN Connection, click the
Default_ L2TP_VPN_GW entry’s Edit icon.

¥PN Connection ¥YPMN Gateway ; | Concentrator | 54 Monitor !

Global Setting

M use Paolicy Route to control dynamic IPSec rules
- Ignore "Don't Fragrent” setting in packet headerﬁ

Configuration

Total Connection:1 I 30 'vl connection per page Page: (][] I of 1 (=] [F]

1 Defau|t_L2TF‘_\.-'F‘N_CDnnect|Dn Default_L2TF‘_\.-'F‘N_GW TRANZPORT 3DES/SHA 3DES/MDS DES/SHA / @'@' =IHL=

Step 2. Especially configure the policy enforcement as below. Click OK button.

Policy &9 Basic
Local policy L2TP_IFACE LI HOST, 10.1.1.1
Remote policy L2TP_HOST ;I HOST, 0.0.0.0

Step 3.  Enable the rule by clicking the enable icon.
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¥PN Connection ¥PM Gateway Concentrator 54 Monitor

Global Setting

M use Paolicy Route to control dynamic IPSec rules
- Ignore "Don't Fragrent” setting in packet headerﬂ

Configuration

30 »| connection per page Page: (][] |1 of 1 (=] [F]

Total Connection:1
Fl Name | veNGateway | Encapsulation Algorithm ;
1 Default_LZTP_WPN_Connection Default L2TP_WPN_GW TRAMSPORT

Configure the L2TP rule
Step 1. Goto menu VPN > L2TP VPN, configure it as follows.

LZTP ¥PN Session Monitor

General Setup

nable L2TP Over IPSec

Default _L2TP_“Pr_Connection

VPR Connection _L2T
[IP address Pool LZTF_Pool |
Authentication Method defad
[.ﬁ.llowed User L2TF_user j
G0 {1-180 seconds)

lkeep Alive Timer

Cugtom Defined

Second DMNSE Server (Optional) Custom Defined -
First WIMN= Server (Optional)
Second WIMNS Server (Optional)

First DMNS Server (Optional)

Configure Policy Route for L2TP
Step 1.  Go to menu Network > Routing > Policy Route, configure it as follows.
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Configuration

¥ Enable

Description |f0r_L2TP (COptional)
Criteria

User |an\,f LI
Incorming Interface / any = Change... |
Source Address LAN_SUBMET =]
Destination Address L2TP_POOL -
Schedule none hd
Tervice ary =
MNext-Hop

Type WP Tunnel ;i

VPN Tunnel Default_L2TP_%PH_Connection =

I futo Destination Address [T

. 1 ——
Port Triggering M"-mﬁ‘\ ming Service

Remote PC/NB L2TP Setup on WinXP or Win2K

Note: Please ensure your computer is using Windows XP and Windows 2000 for the follow
settings.

Before you configure the client, issue one of the following commands from the Windows
command prompt to make sure the computer is running the Microsoft IPSec service. Make sure
you include the quotes.

* For Windows XP, use net start "ipsec services".

 For Windows 2000, use net start "ipsec policy agent".

In Windows XP do the following to establish an L2TP VPN connection.

Step1l Click Start > Control Panel > Network Connections > New Connection Wizard.
Step 2  Click Next in the Welcome screen.

Step 3  Select Connect to the network at my workplace and click Next.
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New Connection Wizard

Metwork Connection Type
\Whal do vou want ta do?

() Connect to the Internet

Connect tathe Internet 30 pou can biowse the Web and 12ad email

(®)iConnect to the nelwork at my workplace

afield office, or another location

() Set up an advanced connection

Contect toa busines: network |uzing dislup or'VPR] zo vou can work, from home,

() Set up a home or small office network
Connect to an existing hame or small office netwark o et up & new one.

Connect dirsctly bo another computer using your serial, paallel, or infrared port, or
get up thig computer 20 that other computers can conneci to it

[ < Back " Heat = l[ Carcel ]

Step 4

Select Virtual Private Network connection and click Next.

New Connection Wizard

Metwork Connection

Creatz the following connection:

() Dial-up connection

Metwerk ISDM] phone line.

Howe do you want to connect to the network. &t your workplace?

Conrnect usng amodem and a rzgular phane line or an Inegraed Services Digital

Intarmat.

Connect tothe retwork ushg avirtual private retwork, (WP connection over the

[ < Back " Heat > l’ Carcel

Step 5
Step 6

Type L2TP to ZyWALL as the Company Name.
Select Do not dial the initial connection and click Next.
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New Connection Wizard
Public: Netwark
Wincows can make sure the public netwark is connected first G

Windows can automaticaly did the initial connection bo he Inkernet or cther public
netwark, before estanlishing the virtual connectian.

(Do not dal the bl connechon

() Automatizally dial this infial connection:

’ < Back ” Mest > l’ Carcel ]

Step 7  Enter the domain name or WAN IP address configured as the My Address in the
VPN gateway configuration that the ZyWALL is using for L2TP VPN (10.1.1.1 in
this example). Click Next.

New Connection Wizard
VPH Semver Selection
‘whal is the name or address of the VPN server? %

Typethe host name or Intemet Protocol [|P) address of the camputer to which vou are
connecting.

Host name or IP address [for example, microscft.com or 157.54.01 |

[10.1.1.1

[ < Back “ Mest - ] [ Cancel

Step 8  Click Finish.
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Step9 The Connect L2TP to ZyWALL screen appears. Click Properties > Security.

Connect LATF o £y WARLL

Llzzr name;

Fasamonct

] Saw= ihis us=1 name= end pastvad for the Iolomwrg e

[ Conrest | [ Cancel J| Hep |

Step 10 Click Security, select Advanced (custom settings), and click Settings.
General I DptinmNetwukingI Sharingl

= Securiby opticig
= Twypical recommended settings]

Walidate my identity ag folaws:

™| Autamaticellyuss my Wincavs fgon name ane
pazswiard (and domain it any]

[™ | Begure dea enzuption [decommect frnaore]

dvanced [custom settings)

|Jzing theze setings requres & knowledosd] -
of zecunty protocols. ;

ak, | Cancel |

Step 11 Select Optional encryption allowed (connect even if no encryption) and the Allow
these protocols radio button. Select Unencrypted password (PAP) and clear all of
the other check boxes. Click OK.
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Data encryplion:

¢D_pti0nal encryption [connect even if no encryption] ) v |

Logon zecurity

() Uze Extensible Authentcation Proocal [EAP)

@%@ﬁ: i )
[#] Urencrpted password [PAP

[[] Sheva Pazsward Authervication Protocal [SPAP]
[[] Challenge Handshake Authentication Protocal [CHAP)
[[] Microsalt CHAP [kS-CHAP]

[ ] Microsolt CHAP Wersion 2 [M5-CHAP +2)

Step 12 Click IPSec Settings.

&= | JTP to ZyWALL Properties

Gareral Dptiom| Securiy |Netwuking Advanced

Security opticns

(O Tvpical [recommendad setings)

©ady nosk

Llzing these settings requires & knowledge
of security pratocols. Settings...

| IESec Settings... '

[ ak l[ Cancel ]

Step 13 Select the Use pre-shared key for authentication check box and enter the pre-shared
key used in the VPN gateway configuration that the ZyWALL is using for L2TP VPN.

Click OK.
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[#] Use pre-shared key for authenticalion

Key 12345678 |
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Step 14 Click Networking. Select L2TP 1PSec VPN as the Type of VPN. Click OK.

Step 15 Enter the user name and password of your ZyWALL account. Click Connect.

Step 16 A window appears while the user name and password are verified.

Step 17 A ZyWALL-L2TP icon displays in your system tray. Double-click it to open a status
screen.

B a0 Em

Step 18 Click Details to see the address that you received is from the L2TP range you
specified on the ZyWALL (192.168.10.10-192.168.10.20).

& | 2TP to ZyWALL Status El@

Gieneral | Datailz

Property Y alue

Levice Narme WAN Minpart [LZTF)
Device Type wpn

Server bype FFF

Tranzports TCRIARP
Authentication PaP

IFSELC Encryplion IFSec, ESF SDES

Compression [hane]

PPP raulilink, raming O

Sarver [P addess 0.0.0.0

Client IP address 1921681012

Close

Step 19 Access the HTTP server behind the ZyWALL USG 2000 to make sure your access
works.
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1.4 Large-scale VPN Deployment

With the business growing, network administrator will face the more and more complicated
VPN topology and applications. ZyWALL USG2000 supports various types of VPN topology
that can meet the needs of the organizations of any size.

ZyWALL USG2000 VPN Topology supports fully meshed topology that can be deployed
when the total number of remote site is small. Star topology is recommended when the total
number of remote sites is high, Even more flexible design, Star and Mesh mixed topology
(cascading topology) can be applied for a global distributed environment.

1.4.1 Fully Meshed Topology

. . i Inafully-meshed VPN topology, an
All models in ZyWALL series © user can access to resources within
can support Fully-meshed VPN i remote VPN sites provided thata
topology, including: ZyWALL 2 . VPN tunnel was already established
Plus/5/35/70/1050/USG2000 B e

In this topology, each site
plays the same role — handles
incoming encrypted traffic or

Paris Hannover encrypts outgoing traffic
i designated to a remote site

1) In order to achieve the VPN connectivity of all sites in the fully meshed VPN topology, all
the sites must be directly connected with VPN tunnels to all the remote sites. The network
administrator has to pay huge establishment and maintenance effort with the new remote
site joining. This VPN topology is suitable for only a few sites connected with VPN.

2) For example, to complete the above topology, administrator needs to repeat the same steps
at least five times and totally needs to establish 10 VPN tunnels. The tunnels list follows:

Tunnel 1: London €<VPN ->Madrid
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Tunnel 2: London €VPN ->Paris
Tunnel 3: London €VPN ->Hannover
Tunnel 4: London €< VPN ->0Oslo
Tunnel 5: Madrid €VPN -> Paris
Tunnel 6: Madrid €VPN - Hannover
Tunnel 7: Madrid €VPN - Oslo
Tunnel 8: Paris €VPN - Hannover
Tunnel 9: Paris €VPN - Oslo
Tunnel 10: Hannover €VPN - Oslo
3) For help on building up the 10 tunnels, please refer to the section ZyWALL USG2000 to

ZyWALL USG2000 VPN tunnel configuration steps . We will introduce the configuration
steps for a VPN concentrator that will greatly help to reduce the total number of tunnels.

1.4.2 Star Topology

London

- L .

7 Ina Star VPN topology, any userina \ ; —
spoke site (in here it's Madrid) can ¢ An userina spoke site (in
access to resources within another here it's Oslo) can access
spoke site (London) via the central . i resources within central

site — Amsterdam site — Amsterdam

In a Star VPN topology, ZyWALL Amsterdam g Oslo
1050 acts as a central site (enabling -_—
Hub & Spoke VPN) and spoke sites
can be any model of ZyWALL series

Ii

Paris Hannover

74
All contents copyright (c) 2008 ZyXEL Communications Corporation.



ZyXEL ZyWAL L USG 2000 Support Notes

The ZyWALL USG2000 supports Star topology via the VPN concentrator feature. The
VPN concentrator can help to reduce the VPN tunnel numbers and allows centralized VPN
tunnel management.

The topology used for our VPN concentrator guide.

ZyWALL35 L@
N Internet

o l: Simulatievg - TWHQ
WAN <.

VWAN

4%/‘; >
WAN WAN
vai

' | ) | LAN
LAN

This topology is designed to simulate a global VPN network deployment. The company has
a global headquarters in Taiwan and other offices around the world.

This company decided to build up a VPN concentrator to let all the offices’ internal network to
be shared and interconnected based on a security link.

We will separate each group as a member of each office and build up the VPN tunnel with

headquarter and then to route the VPN traffic across the HQ to the destination office’s internal
network.

The VPN configuration parameter
Remote Office HQ

WAN: 10.59.1.11 WAN: 10.59.1.10
~ LAN: 192.168.100.0/24
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WAN: 10.59.1.17
LAN: 192.168.101.0/24

~

LAN: 192.168.119.0/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Perfect Forward Secrecy (PFS): None

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP
Encryption: DES
Authentication: SHAL
Perfect Forward Secrecy (PFS): None

Setup VPN tunnel between each remote office and HQ
We used the Netherland site (NL) as an example to show how to setup tunnel between NL and
HQ. Please refer the above VPN parameter table to setup the VPN gateway and connection as

I don’t list the detail configuration steps here,.

Configure the NL site address object for each remote office subnet

Address Address Group

Configuration

[+
1 HG_SUBMET SUBMET 192,168.100.0/24 EA]
2 WPN_REMOTE_SUBMET SUBMET 192.168.1.0/24 Ed]
3 DMZ_SUBMET SUBMET 192.168.200.0/24 EA]
4 WPN_visitar_pc HOST 192.168.1.33 EAu]
5 Trainer_PC HOST 10.59.1.18 EA]
13 LAM_SUBMET SUBMET 192.168,101.0/24 A
7 DE_SUBMET SUBMET 192.168.102.0/24 EA]
8 CZ_SUBNET SUBMET 192.168.103.0/24 EAu]
9 LIK_SUBMET SUBMET 192.168.104.0/24 EA]
10 FR_SUBMET SUBMET 192.168.105.0/24 Ed]
11 SE_SUBMET SUBMET 192.168.106.0/24 B W
12 DK_SUBNET SUBMET 192.168.107.0/24 EA]

All contents copyright (c) 2008 ZyXEL Communications Corporation.
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Setup NL site address group that includes all the remote office subnets; the address object
group is used as a policy route destination criterion.

Group Members

Mame Femoteoffice P

Description

Member List

Available Mermber
=== iJhject === =«
DMZ1 _SUBMET
DhZ2_SUBMET
L2TP_HOST
L2TP_IF ACE
L2TP_POoL
LaMN_SUBMNET

=== (Group ===

ok | camee |

The screenshot below is the NL site VPN Gateway status page.

] ¥PH Gateway P P T

Configuration

Total Connection: 2 I |1 of 1 (] [E]
1 Default_L2TP_VPN_Gw geZ 0.0.0.0, 0.0.0.0 Default_L2TP_WPN_Connection
| z ML_HQ gez 10.59.1.1, 10.59.1.1 ML_HQ tunnel

Apply Reset

NL site VPN Connection status page
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¥YPN Connection ¥PN Gateway | Concentrator | SA Monitor

Global Setting

[T Use Policy Route to control dynamic IPSec rules
- Ignore "Don't Fragment” setting in packet header E

Configuration
Total Connection:2 connection per page Page: (=] [#] |1 of 1 [=]
1 Default_L2TP_YPN_Connection Default_ L2TP_YPMN_Gi TUMMEL DES/SHA LAN_SLIBNET/LF\N_SUBNET @@?ﬁ =TC=
|2 ML_HG_tunnel ML_HGQ TUMMEL DES/SHA LAM_SUBMET/HGQ_SUBMET @@9"@ :]:u}-l
Apply Reset I

NL site policy route for VPN traffic, this policy route is used to indicate that the ZyWALL
1050 sends the packets to the VPN tunnel.

Policy Route Static Route RIP OSPF

BWM Global Setting

[ Enable BwM

Configuration

30 | connection per page Page: 4] [=] |1 of 1 (=] [B]

Total Connection:4

0| ] 2 Eu
L e LAN_SUBMET RemoteOfficeVPN any NL_HQ_tunnel none 0 QEREeN
Z any none gel LAN_SUBMET  any any WAN_TRUMK  outgoing-interface O CEE W N
Gty | gl ged DMz1_SUBNET any any WAN_TRUNK  outgoing-interface 0 CE @ WIN
4 any none ges DMZZ_SUBMNET any any WAN_TRUMK  outgoing-interface O PEE W N

App.y o

HQ VPN concentrator configuration steps:
Here are step by step instructions on how to setup the VPN concentrator in HQ to route all

the remote sites” VPN traffic.
The amount of tunnels needed to be configured in HQ ZyWALL1050 is the amount of the

remote sites.
This means that if we want HQ to route 5 remote sites VPN traffic, we need to configure 5

VPN tunnels from remote office to HQ.
For the HQ VPN tunnel setting, please refer to the table below.

Remote Office HQ
WAN: 10.59.1.11 WAN: 10.59.1.10
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WAN: 10.59.1.17
LAN: 192.168.101.0/24

LAN: 192.168.119.0/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP
Encryption: DES
Authentication: SHA1
Perfect Forward Secrecy (PFS): None

LAN: 192.168.100.0/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP
Encryption: DES
Authentication: SHAL
Perfect Forward Secrecy (PFS): None

Setup the remote offices’ subnets address objects for the further VPN configuring.

Policy Route

BWM Global Setting

[ Enable BwM

Configuration

Total Connection:4

Page: 4] [=] |1 of 1 (=] [B]

|3EI vi connection per page
[es ion |5 ,'.;_’c-" ice | Nes Hop |

chedule | Incoming | Hop SNAT Bwr | e »
any ML _HQ_tunnel none i} @ @9 i DNl
gel LAN_SUBNET  any any WAN_TRUNK  outgoing-interface O CEE W N
ged DMZ1_SUBMET any any WAN_TRUMK  outgoing-interface 0 G W EN
ges DMZZ_SUBNET any any WAN_TRUNK outgoing-interface O 9 @ mWeN
Apply | Reset |

Setup the HQ VPN Gateway for all the remote sites
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¥PMN Connection ¥PN Gateway Concentrator 5A Monitor

Configuration
Total Connection:9 30 =| connection per page Page: (D |1— of 1 =] [BI]
Fl Neme __Secure Gateway | ___¥PNcomnection ] =
1 Default LZTP_WPN_GWw 0.0.0.0, 0.0.0.0 Default_ LZTP_WPM_Connection
2 ML_HQ 10.59.1.1,10.59.1.1 ML HGQ_tunnel @ @9 i
3 HO_ML 10,59,1.11, 10,58.1.11  HQ_ML_tunnel O m
4 HOQ_DE 10,59.1.1%, 10.58.1.12  HQ_DE_tunnel O m
5 HQ_CZ 10.59.1.13, 10.58.1.13  HOQ_CZ_tunnel @
& HGQ_UK 10.59.1.14, 10.58.1,14  HQ_UK_tunnel S @
7 HGQ FR 10.59.1.15, 10.58.1,.15  HQ_FR_tunnel S
5 HQ_SE 10.59.1.16, 10.58.1.16  HQ_SE_tunnel ST
9 HGQ DK 10.59.1.17, 10.58.1.17  HQ_DK_tunnel S
Apply Reset

Setup the HQ VPN connection for all the remote sites

¥PN Connection ¥YPM Gateway Concentrator 58 Monitor

Global Setting

T use Policy Route to contral dynamic IPSec rules

- Ignore "Don't Fragment" setting in packet headera

Configuration

Total Connection:9 30 =| connection per page Page: =] [=] |1 of 1 (][]

[ # | Name | ¥PNGateway | Encapsulation | Algorithm | Policy | S
1 Default_LZTP_WPN_Connection Default_LZTP_WPM_GW  TUMMEL DES/SHA  LAN_SUBMET/LAN_SUBMET @ B W <Br-
2 NL_HG_tunnel ML_HG TUMMEL DES/SHA  LAM_SUBMET/HQ_SUBNET @ B @ <nr=
3 HGQ_MNL_tunnel HG WL TUMMEL DES/SHA LAN_SUBNET/NL_SUE\NET @ g i =T
4 HQ_DE_tunnel HO_DE TUMMEL DES/SHA LAI'\!_SUBNETJ’QE_SUBNET @ @ﬁ '@' =TFL=
5 HQ_CZ_tunnel HGQ_CZ TUMMEL DES/SHA LAMN_SUBMET/CZ_SUBMET @ @9 W =T
6 HQ_UK_tunnel HG Uk TUMMEL DES/SHA LAN_SUBNETfUK_SUBNET @ g i =IrC=
7 HOQ_FR_tunnel HQ_FR TUNMEL DES/SHA  LAN_SUBMET/FR_SUBNET @ B W <TC-
& HQ_SE_tunnel HQ_SE TUMMEL DES/SHA LHI\!_SUBNETfSE_SUBNET @ g W =T
9 HQ _Dk_tunnel HG_ Dk TUMMEL DES/SHA LAN_SUBNETfDK_SUBNET @ @ﬁ '@' =THLC=

Apply I Reszet I

The next step is the most important one. We need to build up a VPN concentrator and join all
the remote sites’ VPN traffic to it.

Switch to ZyWALL USG2000 > Configuration > Network > IPSec VPN > Concentrator and
then click the add icon to add a new concentrator.

On the concentrator edit page, click the add icon to add VPN connection to this concentrator.

The VPN traffic can be routed by HQ once the VPN connection has been added to the
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concentrator. If this tunnel is already included in the concentrator, user doesn’t need to add any
policy route to the VPN tunnel.

Group Members

Marne IRemuteOfficeConcentrator
'
1 IPSEC / HQ_CZ_tunnel T
z IPSEC / HQ_DE_tunnel |
3 IPSEC / HQ_DK_tunnzl5 |
4 IPSEC / HQ_FR_tunnzl 5 |
5 IPSEC / HQ_ML_tunnel i
& IPSEC / HQ_SE_tunnel B i
7 IPSEC / HQ_UK_tunnel 9 im|

OK | Cancel |

Now after the VPN concentrator setup, all the remote VPN tunnels have been linked to the HQ
concentrator and remote sites can reach other remote sites via HQ.

The VPN concentrator is designed to route the remote sites’ VPN traffic. However, user still
needs to setup the policy route for local subnet VPN traffic. For example, if we setup the VPN
concentrator only for HQ and remote sites A & B, then the A subnet can connect to B subnet
but HQ subnet can’t connect to neither A nor B subnet.

Thus, this depends on how customers want to deploy their Global VPN network.

We can add the following policy route to allow the HQ subnet to connect with all the
concentrator’s remote subnets.
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DSPF

Policy Route St

BWM™ Global Setting

7 Enable Bim

Configuration

Total Connection:10

connection per page

Page:

All contents copyright (c) 2008 ZyXEL Communications Corporation.

: 1. soul Jestinat Johestiion |

1 any none LAN_SUBNET UK_SUBMNET any HGQ_UK_tunnel none o @ @ W N
2 any none any LAM_SUBMET ~ ML_SUBMET  any HQ_NL_tunnel none a SE @ @N
a5 |Elos line 2. S AN SRS B HETA e HQ_FR_tunnel none g P B meN
4 any  none any LAN_SUBNET ~ CZ_SUBMET any HQ_CZ_tunnel none 0 QE@mLN
5 any none any LAM_SUBMNET DE_SUBNET any HQ_DE_tunnel none a SE & @IN
& any none any LAM_SUBNET ~ SE_SUBMNET  any HQ_SE_tunnel none 0 QEDmLN
2 |Clok gin e LA U e k=B HE) iy HQ_DK_tunnel none g QG WeN
& any none gsl LAN_SUBNET  any any WAN_TRUNK  outgoing-interface 0 SE & @IN
9 any none ged DMZ1_SUBMET any any WaN_TRUMK  outgoing-interface O @ @’ imEe |
10 any none P DMZzZ_SUBMET any any wak_TRUME  outgoing-interface O O @ W EN

Apply Reset
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1.4.3 Star-Mesh Mixed Topology

In a Star-Mesh mixed VPN topology,
any user in a spoke site (in here it's |
Frankfurt) can access the resources | —
on another spoke site (London) via the
EU central site - Amsterdam

/ Asia Central site

¢ Anuser in a spoke site
(in here it's Taipei) can
access the resources
on regional central

_ site — Singapore

S gf = e

{ If an user in London site needs to access resources

London i outside the EU sites, i.e. Tokyo site, the traffic will be

i routed to the Asia central site (Singapore) then again
routed to the final destination — Tokyo spoke site

In a Star-mesh mixed VPN topology, ZyWALL USG2000 acts as a regional central site
(enabling Hub & Spoke VPN) and spoke sites can be any model of ZyWALL series. The
Star — Mesh Mixed Topology is well suited for an enterprise having a regional operation
center acting as a regional hub and spoke VPN network in the area. The connection between
each regional operation center will be backbone VPN tunnel. To ensure the communication
continuity, we can use VPN HA (secondary security gateway) to configure a backup VPN
tunnel in case the primary VPN connection failure.

We use the below presented network topology to explain how to configure Star-Mesh
Mixed Topology between all the ZyWALL series devices. The ZyWALL USG2000 act as a
Regional Center devices whereas ZyWALL 2 Plus, 5, 35 and 70 are the regional remote sites’
devices which are building VPN tunnel back to the Regional Center and provide connection
with the other area remote nodes via the VPN tunnel between the two Regional Centers.
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Asia Region VPN Concentrator Europe Region VPN Concentrator
r —_— —_— —_— —_— —_— —_— —_— —_— L | —_— —_— —_— —_— —_— —_— —_— —_— —_—
: WAN-179.25 106 124 I : | WAN:220.123.977 |
:179.25.106. ZyWALL70 | AN:192.168.22.1/24
IZ.yWALLS LAN:192.168.12.1/24 | \, |
IH. I
I Regional Center I
I 2000 |
ey 8 ‘ e L m ey Al I
I WAN1:179.25.3.24 Condalk/ VPN WAN1:220.123.113.8
WANZ2:179.25.133.4 Sle WANZ2:220.123.119.9 I
| I AN-192 168 10 1/24 I | IAN'1Q?1F§R901/?AI
I\ ' \ |
= TR
I ZYWALL 2 Plus Ne— — =
I ZyWALL35WAN:179.25.13.2 I WAN:220.123.65.117
b o o - I£N21_92.1£3.1£/24_ _I L LAN:192.168.21.1/24 I

Configuration Steps for Asia Region VPN Concentrator
ZyWALLS5 and ZyWALL35 interface and VPN setting

Please configure the ZyWALLS5 WAN and LAN interface as the topology diagram shown
above. We can check the status page to confirm the correctness. Please refer to ZyWALLD5
user guide for detail interface setting steps.

Metwork Status
W AN 100M/Full F?9.25.1ua.124 755,255.0,0 IStatic /A
Dial Backup Down 0.0.0.0 0.0.0.0 (2
LAN 100M/Full 192,168,121 755,255,255,0 HCP server /A
LA Dawn (R RS MAA (E
oMz 100M/Full 0.0.0.0 0,0.0.0 Static M
Shaw Statistics | Show DHCP Table | VPN Status

The VPN configuration parameters in Asia Region

Regional Remote Sites Regional Center

ZYyWALLS5 WAN: 179.25.106.124 WAN: 179.25.3.24
. Local Policy: 192.168.0.0/16
Local Policy: 192.168.12.0/24
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Remote Policy: 192.168.0.0/16 Remote Policy: 192.168.12.0/16

ZyWALL35 WAN: 179.25.13.2
Local Policy: 192.168.11.0/24
Remote Policy: 192.168.0.0/16

Local Policy: 192.168.0.0/16

Remote Policy: 192.168.11.0/16

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Perfect Forward Secrecy (PFS): None Perfect Forward Secrecy (PFS): None

The next step is to configure the VPN tunnel setting. Following the ZyWALLS5 VPN design
logic, we have to define the local and remote policies to force the traffic going through the
VPN tunnel to the remote site. For example, the traffic from ZyWALLS5 will be sent to all the
remote sites’ devices like ZyWALL35 (LAN subnet: 192.168.11.x), local center’s ZyWALL
USG2000 (LAN subnet: 192.168.21.x), remote center’s ZyWALL USG2000 (LAN subnet:
192.168.20.x), ZyWALL 2 Plus (LAN subnet: 192.168.21.x) and ZyWALL70 (LAN subnet:
192.168.22.x) by building one VPN tunnel with local center ZyWALL USG2000. Thus a
separate VPN tunnel to each remote site is not needed. We will use a class B subnet
(192.168.0.0/255.255.0.0) as remote policy in order to include all ranges of the remote policies
requirements.

The Local Policy is the local subnet 192.168.12.0/24 and Remote Policy is 192.168.0.0/16
for the tunnel between ZyWALLS5 and local center ZyWALL USG2000. Please switch to
menu Security > VPN > Global Setting and activate the “VPN rules skip applying to the
overlap range of local and remote IP addresses” option because the local and remote policies
are in the overlap range in this application. If this feature is not activated, you will fail to
access device because of triggering VPN tunnels.
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¥PN Rules (IKE) ¥PHN Rules {Manual} SA Monitor Global Setting

IPSec Global Setting

Qutput Idle Tirmer 120 (120~2600 sec)

Input Idle Tirmer 1 [30~3&00 sec, 0 means timer dizabled)
Gateway Dorain Mame Update Timer 5 [Z~&0 min, 0 means timer disabled)
Adjust TCP Maximum Segment Size Auto v||

WP rules skip applying to the overlap range of local and remote IP addresses,
[Warning: When this checkbox is not checked, you may not access device because of triggering YPM tunnels)

Based on the VPN configuration parameter table to finish the VPN tunnel configuration and
the VPN status page will brief list the VPN tunnel information like following screen shot after
the VPN setting. The VPN can’t be dialed up for testing because the remote ZyWALL
USG2000 didn’t setup the corresponding VPN tunnel until now. The test and debug can start
only after both sites” VPN setup is done. Please refer to the ZyWALLS5 user guide for detail
VPN setting steps.

V

h

¥PMN Rules (IKE) ¥PN Rules {(Manual) SA Monitor Global Setting

¥PHN Rules
Local * Inter Remote °
__ Network i VPN Tu 2 _ Network
WPHN Rules o
LIRS 1050 ¥ 179.25.106.124 € 21179.25.3.24 | {%?
192168121/ 192.168.0.0/
LRSI 255,255,255,0 255,255,0,0 LU i =

There are similar configuration steps for the ZyWALL35 interface and the VPN setup. The
ZyWALL35 WAN and LAN interface are set as follow.
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Metwork Status

IP Address Subnet Mask IP Assignment

Please make sure to activate the “VPN rules skip applying to the overlap range of local and
remote IP addresses” option before starting to setup the VPN tunnel.

VPN

¥PN Rules (IKE) ¥PHN Rules {Manual} SA Monitor

IPSec Global Setting

The VPN tunnel status page after configured the local center ZyWALL USG2000 tunnel.
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¥PM Rules {IKE) ¥PN Rules {(Manual) SA Monitor Global Setting
¥PN Rules
Local ~ Remote
__ Network £ % . Network
4 e

_)})_-/

VPN Rules

[+]

A

€5 179.25.3.24 & f&?

£55,255,255.0

S =w1050 €9179.25.13.2
2w10S0VRN 192.168.11.0 /

192.168.0.0 /
£535.255.0.0 W g ﬁ ﬁ@

As soon as we finish the configuration of ZyWALLS5 and ZyWALL35, we can move to

ZyWALL USG2000’s configuration.

Asia Regional Center ZyWALL USG2000 interface and VPN concentrator setting

The VPN configuration parameter for Asia and Europe regional Center ZyWALL

USG2000

Asia Regional Center ZyAWLL USG2000 Europe Regional Center ZyAWLL USG2000

WAN1:179.25.3.24
WANZ2:179.25.133.4
LAN:192.168.10.1/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Perfect Forward Secrecy (PFS): None

WAN1:220.123.113.8
WANZ2:220.123.119.9
LAN:192.168.20.1/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP
Encryption: DES
Authentication: SHA1
Perfect Forward Secrecy (PFS): None

Please refer to the application topology to setup the ZyWALL USG2000 interface first. We
can move to next steps only after setting up the interface. We use gel as LAN interface and IP
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address is 192.168.10.1/255.255.255.0. The ge2 and ge3 are WAN1 and WAN?2 interfaces and
IP address are 179.25.3.24/255.255.0.0 and 179.25.133.4/255.255.0.0.

_Interface Summary. Ethernet [NE Grouping i- YLAN . ﬁg-id_:;u L ﬁﬁﬁ'}E,"ﬁPiﬁ '; .’J’n:::{iﬁe:'y | Trunk |

Configuration

1 gel STATIC -- 192,168.10.1 255,255.255.0 e
2 g8z STATIC -- 179.25.3.24 255,255.0.0 LTl
3 gesd STATIC -- 179.25,133.4 255,255.0.0 e
4 ged STATIC -- 192.168.2.1 255,255.255.0 O
5 ges STATIC -- 192,168.3.1 255,255.255.0 O
6 ged STATIC -- 0.0,0.0 0.0.0.0 T
7 987 STATIC -- 0.0.0.0 0.0.0.0 O
G ged STATIC -- 59.124,163.154 255,255.255.224 O

We have to pre-configure some address objects for the later VPN configuration
requirements. The needed address objects list is as follows:

Address Group |

Configuration

1 LAN_SUBNET SUBNET 192.168.10.0/24 =
2 2WSWPN_LAN SUBNET 192.168.12.0/24 =am
3 Global_subnet SUBNET 192.168.0.0/16 =a
4 2w35WPH_LAN SUBNET 192.168.11.0/24 Eani
5 remote_zwl050_LAN SUBNET 192.168.20.0/24 Ean|
6 asiaRegion RANGE 119922'.11%83'.1105'.00_ =

M

192.1638.20.0- @9'@

EuropeRegion RANGE 192.168.25.0

The address object AsiaRegion (192.168.10.0 - 192.168.15.0) and EuropeRegion
(192.168.20.0 — 192.168.25.0) are used for the two regional center VPN concentrators
employed. When Asia region site like ZyWALL5 (192.168.12.0) tries to access the other
region’s remote site like ZyWALL70 (192.168.22.0) it will match these two addresses’ object
ranges and ZyWALL USG2000 can do next processing.

This ZyWALL USG2000 is the local center of Asia region. We need to setup the VPN
tunnel between local sites ZyWALLS5 and ZyWALL35 and Europe region center ZyWALL
USG2000.

89
All contents copyright (c) 2008 ZyXEL Communications Corporation.



ZyXEL ZyWALL USG 2000 Support Notes

Follow the VPN parameter tables to setup the three VPN gateways (IKE / IPSec Phasel).
For detail steps please refer to the ZyWALL USG2000 user guide. We have to configure a
secondary security gateway for the VPN gateway between both of the regional centers’
ZyWALL USG2000s. The VPN connection can fail over to secondary gateway in case the
parameter gateway fails.

General Settings

VPN Gateway Mame Lz 02000
Gateway Settings

My Address
& Interface ge2 "l Static -- 179.25.3.24/255.255.0.0
! Domain Marme / IP
Peer Gateway Address
& Static address

1. 2201231138
2. 2201231198

[ Dynamic Address

Authentication 2 Advanced

& pre-shared Key

' Certificate defaul vI (See My Certificates)
Phase 1 Settings ) Advanced
S4 Life Time SE400 (180 - 3000000 Seconds)

After configuration, there will be three VPN gateways listed in the VPN Gateway status
page.

1 ¥PM Gateway Concentrator SA Monitor

Configuration

Total Connection:d 30 % | connection per page Page; =] [«] Eofl =1
: 0.0.0.0,0.0.0.0 DefauIt_L2TP_UPN_CoHnection
2 Zwh gez 179.25.100.124, 0.0.0.0 ZwaMPN
3 zw3S geZ 179.25.13.2, 0.0.0.0 zw3SVPN
4 usgz000 gez 220,123.113.8, 2200,123.119.9 usgZ000WPN
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The next step is to create the VPN connection (IPSec / IPSec Phase2). Make sure the
parameters are configured correctly, otherwise the VPN will fail to dial. Below is the VPN
connection global page.

¥P~N Connection ¥Ph Gateway | Concentrator SA Monitor

Global setting

use Policy Route to control dynamic IPSec rules
Dlgnore "Dian't Fragrent” setting in packet header ﬂ

Configuration

Total Connection:4 connection per page Page; 4]« I:I of 1 ][]
" { ¥PN Gateway | Encapsulation | Algorithm Policy 1 !
1 Default LZTP_WPN_Connection Default LZTP_MPHN_GW  TUMNMEL DES/ZHA LAN_SUBMET/LAM_SUBNET @ g i <TrC=
2 2wSWPH 25 TUNNEL DES/SHA  Global_subnet/zwSUPN_LAN @ B/ @il <pr=
3 zw3ISWPN zw3s TUMMEL DES/SHA  Global_subnet/zw3SWPN_LAN @ ' W <wr=
4 usg2000VPH usg2000 TUNNEL DES/SHA  AsiaRegion/EuropeRegion @ & i <3e-

Now, we have already successfully added three VPN connection rules and we can start to
edit our regional VPN concentrator. Switch to Concentrator sub menu and click the Add icon
to add a new concentrator.

¥PN Connection ¥PN Gateway 54 Monitor

Configuration

@

Give a name to this concentrator and then click add icon to make the existing VPN
connection become a member of this concentrator.
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Group Members

Marne 1. |~ siaRegion |

1 IPSEC / usg2000uvPNE m|
) IPSEC / 2w3SVRFHE i
3 IPSEC / 2wEWPNE (o]

. 3 OK — . Came' R —

The remote regional center ZyWALL USG2000 VPN connection is also treated as a
member of this concentrator and the packets will be sent to the remote center first and then
following the remote concentrator setting will be routed to the destination sites where the
traffic destination is the site allocated under remote VPN concentrator.

We had finished all settings of the Asia Region VPN concentrator. Now you can test the
local VPN concentrator link. Later on, we can test the connection of both concentrators. This
will be after we setup the Europe Region VPN concentrator.

Configuration Steps for Europe Region VPN Concentrator
ZyWALL 2 Plus and ZyWALLT70 interface and VPN setting

ZyWALL 2 Plus WAN and LAN interface setting

Hetwork Status

100M/Full 220.123.65.117 255,255.0.0 Static
Dial Backup Down 0.0.0.0 0.0.0.0 N/A
LAN 100M/Full 192.168.21.1 255,255.255.0 DHCP server AR
Shovy Statistics Shovy DHCP Tahble WPM Status

The VPN configuration parameters in Europe Region

Regional Remote Sites Regional Center
ZYyWALL 2 Plus WAN: 220.123.65.117 WAN: 220.123.113.8
Local Policy: 192.168.21.0/24 Local Policy: 192.168.0.0/16
Remote Policy: 192.168.0.0/16 Remote Policy: 192.168.21.0/16
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ZyWALL70 WAN: 220.123.97.7
Local Policy: 192.168.22.0/24
Remote Policy: 192.168.0.0/16

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP
Encryption: DES
Authentication: SHA1
Perfect Forward Secrecy (PFS): None

Local Policy: 192.168.0.0/16

Remote Policy: 192.168.22.0/16
Phase 1
Negotiation Mode : Main
Pre-share key: 123456789
Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP
Encryption: DES
Authentication: SHA1
Perfect Forward Secrecy (PFS): None

Remember to activate “VPN rules skip applying to the overlap range of local and remote IP
addresses” option before configuring the VPN tunnel.

| Global Setting

[120~3600 sec)
[30~3600 sec, O means timer disabled)

| (2~&0 min, O means timer disabled)

¥PN Rules (IKE) ¥PM Rules (Manual) SA Monitor
Output Idle Timer 120
Input Idle Timer i]
Gateway Dormain Name Update Timer 5
Adjust TCP Maximum Segment Size | fuito

by o

VPN rules skip applying to the overlap range of local and rermote IP addresses,
(Warning: When this checkbax is not checked, you may not access dewice because of triggering WPHM tunnelz)

Follow the VPN parameter table to configure the VPN tunnel.
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VPN

¥PN Rules {(Manual) SA Monitor Global Setting

¥PN Rules

Internet
VEN Tannel

ZyWALL70 WAN and LAN interface setting.

MNetwork Status

Shove Statistics Shove DHCP Table VPN Status
e e e

Remember to activate “VPN rules skip applying to the overlap range of local and remote IP
addresses” option before configuring the VPN tunnel.

VPN
¥PN Rules (IKE) ¥PN Rules (Manual} SA Monitor

IPSec Global Setting
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Follow the VPN parameter table to configure the VPN tunnel.

e

¥PM Rules {IKE) ¥PHN Rules {Manual) SA Monitor Global Setting
¥PN Rules
Local ~ Remote
_ Network £ % - Network
K e

i

[+]

WPM Rules

8 zwinso 02220123977 C2220.123113.8 Edi | f@

192.168.22
255,255,258

.

After we finish the configuration of ZyWALL 2 Plus and ZyWALL70, we can move to
ZyWALL USG2000’s configuration.

2w 1050WVEN

0/ 192.168.0.0 /
5.0 255.255.0.0 W g ﬁ ﬁ%

Europe Regional Center ZyWALL USG2000 interface and VPN concentrator setting

The VPN configuration parameter for Asia and Europe regional Center ZyWALL
USG2000

Asia Regional Center ZyAWLL USG2000 Europe Regional Center ZyAWLL USG2000

WAN1:179.25.3.24
WANZ2:179.25.133.4
LAN:192.168.10.1/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHA1

Perfect Forward Secrecy (PFS): None

WAN1:220.123.113.8
WANZ2:220.123.119.9
LAN:192.168.20.1/24

Phase 1
Negotiation Mode : Main
Pre-share key: 123456789

Encryption :DES
Authentication :MD5
Key Group :DH1

Phase2
Encapsulation: Tunnel
Active Protocol: ESP

Encryption: DES
Authentication: SHAL

Perfect Forward Secrecy (PFS): None
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Please refer to the application topology to setup the ZyWALL USG2000 interface first.
Then we can move to setting the VPN.

| Interface Summary m Port Grouping i YLAMN i Ba'i.‘ige-! PPPoEfPPTR I Auxiliary I Trunk |

Configuration

I S S I

1 STATIC -- 192.168.20.1 255.255.255.0 eF T
2 geZ STATIC -- 220,123.113.5 255.255.0.0 PFE
5 Qed STATIC -- 220,123.119.9 255,255.0.0 eFE
4 ged STATIC -- 192.168.2.1 255.255.255.0 eF %
5 ges STATIC -- 192.168.3.1 255.255.255.0 P
& get STATIC -- 0.0.0.0 0.0.0.0 PEE
7 ge7 STATIC -- 0.0.0.0 0.0.0.0 SE
] gef STATIC -- 59,124,163 ,154 255,255,255.224 PEFR

We have to pre-configure some address objects for the later VPN configuration
requirements. The needed address objects list is as follows.

Address Group

Configuration

I S TS TS

1 LaM_SUBMET SUBMNET 192.165.20.0/24
2 W FOWPN_Lan SUBNET 192.165.22.0/24 @9@
3 ZWZ2PlusWPN_LAN SUBMNET 192.168.21.0/24 @’?ﬁ
4 Glabal_subnet SUBNET 192.168.0.0/16 El]
5 rermote_zwl0S0_LAN SUBNET 192.166.10.0/24 & i
. 192.168.20.0-
£ EuropeReqgion RAMGE 192168 25.0 Edm|
. . 192.168.10.0-
7 asiaRegion RANGE LD S\ I Elm|

This ZyWALL USG2000 is the local center of Europe region. We need to setup the VPN
tunnel between local sites ZyWALL 2 Plus and ZyWALL70 and Asia region center ZyWALL
USG2000. Follow the VPN parameter tables to setup the three VPN gateways (IKE / IPSec
Phasel). We have to configure a secondary security gateway for the VPN gateway between
both regional centers” ZyWALL USG2000s.
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General Settings
VPN Gateway Mame ungDUD
Gateway Settings

My Address
@Interfau:e ge?2 | | Static -- 220,123.113.8/255.255.0.0

O Domain Name /1P
Peer Gateway Address

® static Address

1. 17225324
2.[179251334

() Dynamic address

Authentication &) Advanced
@ pre-shared Key 12345678 |
O Certificats defauft (See My Certificates)

Phase 1 Settings & Advanced

S& Life Time SE400 |(18EI - 3000000 Seconds)

DI‘E .emgs

After configuration, there will be three VPN gateways listed in the VPN Gateway status
page.

¥YPMN Connection ¥YPN Gateway Concentratoer | SA Monitor

Configuration
Total Connection:4 30 v! connection per page Page: (=] [«] D of 1 (][]
m Secure Gateway d ¥PN Connection d
1 Default L2TP_WPN_GW  gez 0.0.0.0,0.0.0.0 Default L2TP_WPM_Connection @ @?'@'
2 usgzooo gez 179.25.3.24, 179.25.133.4  usqz000WPN OFm
3 zw2Plus gez 220.123.65.117, 0.0.0.0 2w 2PlusWPh @ E?'@
4 zw7n ge? 220.123.97.7, 0.0.0.0 2y FOVPN FE

The next step is to create the VPN connection (IPSec / IPSec Phase2). Make sure the
parameters are correctly configured; otherwise the VPN will fail to dial. Below is the VPN
connection global page.
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¥PN Connection YPMN Gateway Concentrator . i 5& Monitor

Global Setting

use Policy Route to control dynamic IPSec rules
Dlgnore "Don't Fragment” setting in packet header

Configuration

Total Connection:4 connection per page Page: [ [+] of 1 [(E][E]

1 Default_L2TP_VPH_Connection Default_L2TP_WPM_GW TUNNEL DES/SHA  LAN_SUBNET/LAN_SUBNET ¢ W -
2 usgZO0OVPN usg2000 TUMMEL DES/SHA  AsiaRegion/EuropeRegion @ & W <pr-
3 zwzPlusWPN zwePlus TUMMEL DES/SHA  Global_subnet/zwzPlusyPN_LAN @ B W =3C-
4 zy7OMFM E | TUMMEL DES/SHA  Global_subnet/zw70VPN_LAN W =3

Now, we already successfully added the three VPN connection rules and we can start to edit
our regional VPN concentrator. Switch to the Concentrator sub menu and click the Add icon to
add a new concentrator.

¥PHN Connection ¥YPN Gateway S5A Monitor

Configuration

@

Assign a name to this concentrator and then click the add icon to make the existing VPN
become the member of this concentrator.

Group Members

Marme 1 ||EuropeRegion ||
2
Member
1 IPSEC / usgz000¥PNE jm)
2 IPSEC / zw2PlusyPNE jm)
3 IPSEC / 2y FOMPNEY jm|

3o [(Ceoncel]

The remote regional center ZyWALL USG2000 VPN connection is also treated as a

member of this concentrator and the packets will be sent to the remote center first and then
08
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following the remote concentrator setting will be routed to the destination sites where the
traffic destination is the site allocated under remote VPN concentrator.

We have finished all the Star-Mesh Mixed VPN topology setting. Now you can test the local
VPN concentrator link. Also, you can try the connection between both concentrators’ site.

1.5 Device HA

In the Global or multi-site Enterprise network deployment, reliability is another major concern
while planning a VPN deployment.

ZyWALL USG 2000 provides advanced features to support the following scenarios to
achieve high availability of the VPN infrastructure.

Remote Site 1
I | ZYWALL 2 Plus

L _\_ - I

‘I'_\EEF'I

ZyWALL 35 [
LRemote iite -
The benefits for the customer are:
- Dealing with the impact of unreliable WAN connectivity
- Mitigates the impact of Single Point of Failure
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Below is the Application topology. The L3 switch is configured to three VLANS to simulate
the internet environment, and the traffic can be routed between each VLAN.
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1.5.1 Device HA

Here is the example, we are going to demonstrate the device high available provided by
ZyWALL USG 2000.

220123143 10024
N = '

220.123.143.1/24 ZyWaLL 2

2201231331124

Y

220123.123.124 ™

220123.123.524 WANZ
A

WAN1

L3 switch

Z20.123.133.2124 —— - (GE4024)

192.168.20.254/24 - — ~ = —— :

192.168.10.254(24 -~
Zy

192.168.20. 124~ _

192,168.10.1/24~ _ __

Web/RADILSVEPT
192.168.20.200/24 L2 switch {E33124)
2 saparate VLANs for

DMZ &LAN an the same
phyysical L2 switch

PG
192.168.10.24/24

1.5.1.1 Configuration procedure

»  Setup Master ZyWALL USG 2000 and the configuration will auto sync with Backup
ZyWALL USG 2000 via the device HA setting.

Configure the interface to correspond Zone

Setup the routing

»  Setup Device HA (Activate-Passive)

Y VY
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Steps:
Setup Master ZyWALL USG 2000 and the configuration will auto sync with Backup
ZyWALL USG 2000 via the device HA setting.

1. Interface setup

The default LAN subnet is combined with gel and default IP is 192.168.1.1. Please connect to
LAN port and ZyWALL USG 2000 will dispatch an IP for your PC. Then we can start to setup
the basic interface and routing setting.

Stepl. Login to device and check the device status
ZyXEL

gl = Status

Refresh Interval: | None v [ Refresh Now ]
— — — — — — — — — — — L I}

I Status r - A I
Ve Device Information System Status

ZyWALL I System Name: usgz000 Y] I Systern Uptime: 4 days, 22:44:55
Licensing Model Marme: ZyWaLL USG 2000 Current Date/Time: 2008-05-14 05:30:07
B Network Serial Number: 2080214038530 I VPN Status: =
Interface MAC address Range: 00:19:ch:97:49:5a ~ 61 DHCP Table: =
Routing Firrmware Version: 2.10(A0W.0)b1 |2008-02-05 17:2 &) I Port Statistics: =
Zone I Current Login Qser: admin {unlimited/unlimited)
B e e — Mumber of Login Users: & =

Boot Status: 0K
Redundant Power Module

DDNS
Yirtual Server

System Resources

HTTP Redirect Z 7
. CPU Usage: 0% = Power Module 1: ready
ALG -Power Module 2: ready
- " Mernory Usage: -— 26%
T
i Flash Usage: - 220,

B ¥PH
IPSec ¥PN Active Sessions: [

Licensed Service Status

S5L ¥PN
LZTP ¥PN

IDP

AppPatrol - License Status/Remaining days: Mot Licensed / 0
Anti-% - Signature Version: W2.026 |2007/06/20 17:08:10
Device HA - LastIUD.date Time: ; n/a
) ) = 5 i - Total Signature Nurmber: 2020
B Object gel  100MAFull néa LaM 192168201  nfa Anti-wirus
UserfGrou < e -
i / # ge2 Down n'a WAN 220.123.113.8 nfa - License Status/Remaining days: Mot Licensed / 0
ragress ge3  Down nia WAN  220.123.119.9 nfa - Signature Yersion: ¥1.055 |2007-07-05 20:58:13
5_‘3"‘"':3 ged4  Down néa DMZ 19216821  n/a - Last Update Time: nfa
Schedule ge5  Down n/a DMZ 19216831  nfa - Total Signature Number: 5936
it AT get  Down nfa nfa 0.0.0.0 nfa Content Filter

Auth. Method
Certificate
I8 Arcount LECTE

- License Status/Rermaining days: Mot Licensed /0

@®

ge? Down nia n/a 0.0.0.0 nfa

Step2. We can check all the interface information on the Status display page.
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ZyXEL

Refresh Interwval: I Mone v [ Refresh Mow ]

I Status v -
-~ Device Information System Status

ZyWALL System Name: usgz000 Y] System Uptime: 4 days, 22:44:55
Licensing Model Marme: ZyWaLL USG 2000 Current Date/Time: 2008-05-14 05:30:07
B Network Serial Number: 5080214038530 VPN Status: =
Interface MAC address Range: 00:19:ch:97:49:5a8 ~ 61 DHCP Table:
Routing Firrnware Wersion: 2.10(A0W.0)b1 |2008-02-05 17:2 b Port Statistics: =
Current Login User: admin {unlimited/unlimited)
Murnber of Login Users: § =

DDNS =
L s System Resources Boot Status: QK
Yirtual Server Redundant Power Module

HTTP Redirect

Zone

; CPU Usage: [ A s -Power Module 1: ready

ALG 5 = = -Power Module 2; ready
Firewall Hemis it so oo -: 26%
: Flash Usage: — e A

B ¥PH
IPSec ¥PN Active Sessions: [

Licensed Service Status

S5L ¥PN

LZTP ¥PN
AppPatrol - License Status/Remaining days:

Mot Licensed / 0

Anti-X - Signature \.-'er.sion: W2.,026 |2007/06/20 17:08:10
Device'HA m = - Last Up.date Time: n/a
= obiect it 2 S 5 " - Total Signature Number: 2020
1€ gel  100MAFull nfa LaM  192.165.20.1  nfa Anti-virus
UserfGrou < e -
i / 2 gez Down n/a WaM  220.123.113.8 nfa - License Status/Remaining days: Mot Licensed / 0
ragress ge3  Down néa WAN 220,123.119.9 nfa - Signature Yersion: ¥1.055 |2007-07-05 20:58:13
s_e""":e ged  Down nfa DMz 19216821  n/a - Last Update Tirme: n/a
Schedule ge5  Down néa DMZ  192.168.31 n/a - Total Signature Number: 5936

S =R T 17 S o B M /4
Auth. Method Do nia néa 0.0.0.0 n'a

Content Filter
- License Status/Remaining days:

Mot Licensed / 0

Certificate
ISP Account Besage. Ready.

Step3. Setup ge2 as WAN1, ge3 as WAN2, gel as LAN, ge4 as DMZ interface and the IP
parameters as in the demo topology.

The default interface configuration is as follows. We will configure ge2, ge3, gel and ge4 in
turn. User needs to click the “Edit” icon to modify the setting.

- l Status

Configuration
ZyWALL

icensing

ENetwork [+ | Neme | ipaddress | mask | rodify |
irewall 1 get STATIC -- 192.168.20.1 255.255.255.0 YE D
yen z  gez STATIC -- 220,123,113 8 255.255.0.0 N
::r::tml 3 ge3 STATIC -- 220.123.119.9 255.255.0.0 9
e 4 ged STATIC -- 192.168.2.1 255.255.255.0 E D
object 5 ges STATIC -- 192.168.3.1 255.255.255.0 o
System & gef STATIC -- 0.0.0.0 0.0.0.0 e
Haintenance 7 qe7 STATIC -- 0,0.0.0 0.0.0.0 o
5 ged STATIC -- 59,124 .163.154 255.255.255.224 o

Step 3.1: ge2(WAN1 interface) Fix [IP: 220.123.123.2/255.255.255.0 Gateway:
220.123.123.1( ZyWALL > Network > Interface > Edit > ge2)
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= ZyWALL > Network > Interface > Edit = ge2

Interface Properties

[¥] Enable Interface

Interface Marme ge2
MAC Address 00:1%:CB:97 149158
Description | | (Optional)

IP Address Assignment

O et Autormatically
@ Use Fixed IF address

IP Address [z201231232

Subnet Mask 525;2%5]3

Gateway 2201 231234 ] (Optional)
Metric o (0-15)

Interface Parameters

Upstream Bandwidth [i048576 | Kbps
Downstream Bandwidth E Kbps
MTU 11500 | Bytes
RIP Setting

[ Enable RIP

Direction =

Step 3.2: ge3(WAN2 interface) Fix [IP: 220.123.133.2/255.255.255.0 Gateway:
220.123.133.1(ZyWALL > Network > Interface > Edit > ge3)

% ZyWALL > Metwork > Interface > Edit > ge3

Interface Properties

Ml Enable Interface

Interface Mame Qesl
MAC Address 00:19:CE:97:149:5C
Description | | {Optianal)

IP Address Assignment

O et Automatically
& Use Fixed IP Address

| IP Address [z201231332
' Subnet Mask [255 285 2850
Gateway 220123133 1 | toptional)
Metric B (0—15)

Interface Parameters

Upstrearn Bandwidth 5:10485?5 ] Kbps
Downstream Bandwidth |104857E | Kbps
MTU {1500 | Biytes
RIP Setting

[ Enable RIP

Direction [Bor v

104
All contents copyright (c) 2008 ZyXEL Communications Corporation.



ZyXEL ZyWAL L USG 2000 Support Notes

Step 3.3: ge4(DMZ interface) Fix IP: 192.168.20.254/255.255.255.0 DHCP server (ZyWALL
> Network > Interface > Edit > ge4)

% ZyWALL = Network = Interface > Edit > ged

Interface Properties

[ Enable Interface

Interface Mame qed
MAC Address 00:19:CB:97:49:50
Description | :(OptionaI)

IP Address Assignment

O Get Autornatically
@ Use Fixed 1P Address

1P Address 192168 20,254

Subnet Mask 255255255 0

Gateway {Optional)
Metric i f-(u-15) '

Interface Parameters

Upstreamn Bandwidth ﬁDé‘.BS?B l Kbps
Downstrear Bandwidth 1048576 kbps
MTU 1500 Bytes
RIP Setting

[T enable r1p .

Direction | BiDir W

Step 3.4: gel(LANL interface) Fix IP: 192.168.10.254/255.255.255.0 DHCP server (ZyWALL
> Network > Interface > Edit >gel)
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= ZyWALL > Network = Interface = Edit > gel

Interface Properties

[l Enable Interface

Interface Mame gel
MAC Address 00:19:CR:97:43:54
Description | | {Optional)

IP Address Assignment

O et Autornatically
& Use Fixed 1P Address

IP Address ?192.158.10.254

Subnet Mask 255 255 255.0

Gateway | {Optional)
Metric 0 (0-15}

Interface Parameters

Upstrearn Bandwidth Ei0485?5 | kbps
Downstream Bandwidth 110453576 kbps
MTU {1500 Bytes
RIP Setting

[T Enable rIP _ -
Direction Bilir v

User’s pc network connection will disconnect and get the new IP address from ZyWALL USG
2000 after applying the gel’s new setting.

Configure the interface to correspond Zone
Stepl. Switch to ZyWALL > Network > Zone and click the “Edit” icon to modify the setting.

% ZyWALL = Network = Zone

Configuration

‘Name ‘Block Intra-zone e r
L&t Mo gel
W AN Yes geZ, gel
oMz Yes ged, get

Step2. The default setting of ZyWALL is having three Zones. User can add more Zones or
modify the Zone’s name if they wish. The main purpose of Zone is to add the security
checking between different interfaces. The default interface for LAN zone is binding with gel,
WAN zone is binding with ge2 and ge3, DMZ zone is ge4 and ge5.

Step3. Check the interface summary page to confirm the settings. (ZyWALL >Network
>Interface >Interface Summary)
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Setup the routing

The routing source and destination address options will auto-grant from address object. The
policy or static route can’t be correctly setup until the corresponding address object is not
configured.

Stepl. Switch to ZyWALL > Object > Address > Address and you will find there exists
default LAN_SUBNET address object.

= ZyWALL = Object > Address > Address

Configuration

1 LAN_SUBMET SUBMET 192.168.1.0/24 @@'

Step.2 ZyWALL will automatically route the traffic between all connected interfaces. There
are default policy routes for LAN and DMZ zone traffic going out to the network behind
WAN.

Switch to ZyWALL > Network > Routing > Policy Route or Static Route to check the
routing settings.

%= ZyWALL = Network > Routing > Policy Route

Policy Route

BWM Global Setting

[ Enable BwM

Configuration

Total Connection: 3 ISD vi connection per page Page: [i=][«] I1 of 1 (][]
# | user ncoming | Source | Des op [ snar  [swn| :
1 any none gel LAM_SUBMET  any any W ARN_TRUMNE outgoing-interface 0 @ |§9’ BN
2 any none ged DMZ1_SUBMNET any any WAM_TRUNE outgoing-interface 0 @ g i N
3 any none ges DMZ2_SUBMET any any WAN_TRUNE outgoing-interface 0 O E W N
Apply | Reset |
User can click the “Edit” icon to check the detail settings
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% ZyWALL = Network = Routing > Policy Route > Edit > #1

Configuration

I Enable

Description I (Optional)

Criteria

User lany ._v_i

Incaming Interface / gel  Change.. i

Source Address | Lan_sUBNET |

Destination Address iany _:J

Schedule !none ‘:j

Service 1any _:!

MNext-Hop

Type iTrunk vl

Trunk iL-'\J'AN_TRUNK "i

Address Translation

Source Metwork Address Translation altgoing-interface _v_j

Port Triggerin - : - :
ggering O — e =

Bandwidth Shaping

Step4. After applying all the routing settings, the PC in ZyWALL LAN subnet can
communicate with the ZyWALL 2.

C:s>ping 228.123.143.18
Pinging 220.123.143.18 with 32 bhytes of data:

Reply from 220.123.143_10: bytes=32 time=9m=z TIL=252
Reply from 2208.123.143.18: bytes=32 time=2ms TIL=252

Reply from 220.123.143_18: hytes=32 time=2mz TTL=252
Reply from 220.123.143.18: bytes=32 time=3Ims TIL=252

Ping statistics for 220_.123.143.18:

Packets: Sent = 4, Received = 4, Lost = 8 (B2 loss).
Approximate round trip times in milli—seconds:

Hinimum = Zms,. Maximum = 9ms. Average = 4ms

G2

Setup Device HA (Activate-Passive)
We will configure the Device HA setting on master ZyWALL USG 2000 first. Then we can
connect the Backup ZyWALL cables to L3 and L2 switch and then synchronize the

configuration from Master. The Device HA will be ready after this and Backup ZyWALL
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would take over when Master ZyWALL fails.
Stepl. Navigate to ZyWALL > Device HA > General. Check the “Enable Device HA.”

+ ZyWALL > Device HA » General

General Settings

Enable Device HA
Device HA Mode Active-Pazsive Mode (Switch to Legacy Mode page)

Monitored Interface Summary

!

Secondly, click the “add” icon to add a new VRRP GROUP in ZyWALL > Device HA >
Active-Passive Mode.

= ZyWALL = Device HA = Active-Passive Mode

Leneral Active-Passive Mode Legacy Mode

General Settings

Device Fole @ master OBackup
Cluster Settings Qndvanced
Cluster 1D [ [11-18)

Monitored Interface Summary

~ Yirtual Router IP/Netmask | Management IP fNetmask Link Status 1 Modify

gel 192.168.10.254 / 255.255.255.0 / Up
qe2 220.123.123.2 / 255.255.255.0 / Down
ged 220123.133.2 / 255.255.255.0 / Down
ged 192.168.20.254 f 255.255.255.0 / Up
ges 192.168.3.1 / 255.255.255.0 £ Down
geé / / Dawn
ge? / / Down
gesd 59.124,163.,154 / 255,255,255.224 / Up
Synchronization

Server Address 19216310254, 2201231232, 220123133.2, 192166 20,254,192 16531, 59124 163 154
Server Port bl | {Configure)
Password i |

Remark: With the latest design in ZLD 2.0x, when one of the VRRP interface’s link in the
master ZyWALL is down, the Device HA status of the failed interface will remain “active* but

Device HA status of the reset of not-failed interface will turn into “fault”. This design will
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guarantees the backup ZyWALL can correctly detect the failure event from the master
ZyWALL.

As for setting group of HA, you can refer to use guide to do detailed configuration to build
LAN HA, WAN1 HA group, WAN2 HA group, DMZ HA group.

Step2. Connect the PC to Backup ZyWALL USG 2000 gel and the PC should be dispatched
an IP address from the device. User can login to the Backup ZyWALL USG 2000 and
configure the Backup Device HA setting. We have to set the gel interface IP setting as Master
gel IP address. Then we can setup the Backup ZyWALL USG 2000 management IP address in
the same LAN subnet.

% ZyWALL = Network > Interface > Edit = gel

Interface Properties

! Enable Interface
Interface Mame gel
MAC address 00:19:CB:197:49:58

Description | (Optional)

IP Address Assignment

O Get Automatically
® Use Fixed IP Address

IP Address
Subnet Mask

Gateway

Metric
Interface Parameters

Upstrearn Bandwidth
Downstreamn Bandwidth
MTU

RIP Setting

I Enable RIP
Direction

[192.165.10 254
255 2552550
(Optional)

i £0-15)

1045576 kKbps
1045576 Kbps

1500 Bytes
I Bilrir = I

Step3. PC will get a new IP address after updating the lanl interface setting. Login to the
Backup ZyWALL and navigate to active the Device HA in ZyWALL > Device HA > General.
Afterwards, click on “add” to create a Backup Device HA group in ZyWALL > Device HA >
Active-Passive Mode. The detail parameter should be referred to the topology.
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Active-Passive Mode

General Settings

r _____________________________ b

1 . 1

, Device Role C Master ® Backup |

I Priorit |1 1-254 !

| riarity { ] |

| I~ Enable Preemption 1

______________________________ ]
Cluster Settings Qnduanced
Cluster ID 1 (1-16)

Monitored Interface Summary

o | 1 g =L
T 1 ¥i k

192.168.10.254 / 255.255.255.0  /
220,123.123.2 / 255.255.255.0 £
220.123.133.2 f 255.255.255.0 !
192.168.20.254 / 255.255.255.0 /
192.163.4.1 / 255.255.255.0 £
%
!
!

get /
ge? 4
ged 59.124.163.154 / 255.255.255.224

Synchronization

server address I (IP or FQON)
—

Taruar DAt

Between Master and Backup Role, the difference in settings is the Management IP
configuration. The Backup ZyWALL will copy all the settings from the Master Device so we
need a management IP to access and configure the Backup Device.

%= ZyWALL > Device HA = Monitored Interface > Edit > #1

Monitored Interface Configuration

Interface Name gel
Virtual Router IP(WRIP) / Subnet Mask192 16310 254 j 255 255 2550
Manage IF 192 16510250

Subnet Mask 2952352350

ok | _caos |

Step4. Unplug the PC cable from Backup ZyWALL wanl and plug it back to L2 switch LAN
segment. Connect all the cables from L2 and L3 switches to the Backup ZyWALL as on the
network topology diagram shown on the index page. Login to the Backup ZyWALL via the
management IP. Now we can synchronize the configuration from the Master to the Backup.

Switch to ZyWALL > Device HA > Acitve-Passive Mode> Synchronize and enter the

Master ZyWALL admin account password. Input the LAN IP address of the Master ZyWALL
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in the “Synchronize from” option and set the auto synchronize interval. Then click the “Apply

button to save the configuration.

Synchronization

Server Address 167.35.4.3, 10.59.1.45, 152.168.1.1, 10.55.0.1, 192.168.2.1
Server Port 21 (Configure)
Fassword

Q Mote:

Backup device's configuration can synchronize with master device's.

Switch to ZyWALL > Maintenance > Log > View Log to check the log record.

Logs

Showy Filter |
Display IAII Logs YI Email Log Mow: Refresh I Clear Log

Total logging entries: 143 ISD vl entries per page Page 1/5 ==
Tl Device HA syncing from

1 20,06 ,Dl 25 notice  Dewice HA 192.168.10.254 Device HA

11:48:38
Successfully

2 2006-01-25 niotice Policy Policy-route rule 1 was CONFIG
11:48:35 Route rmodified. CHANGE

3 2006-01-25 iatite Policy Policy-route rule 1 was CONFIG
11:48:38 Route appended. CHANGE
2006-01-25 . . Firewall global rule 6 was CONFIG

4 1158 notice  Firewall [ ified, CHANGE
2006-01-25 . < Firewall global rule 5 was CONFIG

5 114838 notice | Hieewall Griisd: CHANGE
2006-01-25 . . Firewall global rule 4 was CONFIG

& 11am3s notice  Firewall [ ified, CHANGE
2006-01-25 . < Firewall global rule 3 was CONFIG

7 11am:3s notice | Hieewall Grciisd: CHANGE
2006-01-25 . . Firewall global rule 2 was CONFIG

8 114838 notice  Firewall 1 ified, CHANGE
2006-01-25 . < Firewall global rule 1 was CONFIG

® 11:48:38 notice  Firewall 1 ified, CHANGE

DHCF Server executed
Lo 2006-01-25 . HSF =gl " DHCP

|»

Step6. Check the system status page. You will see that the Master ZyWALL USG 2000’s
configuration has been synchronized to Backup ZyWALL USG 2000 and we can continue to
setup the remaining setting HA group in Backup HA, you can refer to use guide to do detailed

configuration.

After these steps, the Device HA configuration is done.
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1.5.2 Device High Availability (HA) Active-Passive mode

Device HA provides the benefit of network reliability. It prevents the unavailability of the
whole network due to the failure of single point. Here, we use Virtual Router Redundancy
Protocol (VRRP) to implement this purpose. VRRP allows you to create redundant backup
gateways to ensure that default gateway is always available.

1.5.2.1 Scenario Topology

Internet

WAN WAN

USG 2000

1.5.2.2 Configuration Flow

ZyXEL ZyWALL runs VRRP v2. Hence, you can only set up device HA with other ZyWALLSs
of the same model running the same firmware version. In this example, there are two gateways
with the following configuration. You first configure a gateway as master one and then
configure another one as backup gateway.
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Decide the Role Decide Cluster
Master/Backup [11]

Select monitored
Interfaces

Custom

Confligure VRRP
Group 1

Configure VRRP
Group n

Conligure VRRP L
Group 2

1.5.2.3 Configuration procedure

Configuring master USG

Activating Device HA on the master USG

Configuring Manage IP for the LAN Interface on the master USG
Configuring LAN interface in master USG

Configure Device HA on the Backup USG

Activating Device HA on the backup USG

Configuring Manage IP for the LAN Interface on the backup USG
Interconnecting the Master and the Backup

Test: Unplug the WAN cable on the Master

In this example, the network parameters will be the same as following table.
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The configuration on the Master
WAN= 59.124.163.155
WAN Manage I1P=59.124.163.150
LAN=192.168.1.1
LAN Manage IP =192.168.1.2
The configuration on the Backup
WAN= 59.124.163.155
WAN Manage IP = 59.124.163.151
LAN=192.168.1.1
LAN Manage IP =192.168.1.3

1.5.2.4 Steps to configure

In this figure, it shows that current setting of interface in WAN1 and LAN1. You will need the
information to use in the configuration of device HA.

Interface Summary

Interface Summary
| Name | Status [HA status| zone | 1P addr/Netmask 1P Assignment|  Services  |Renew/biall

gel 1o0omMAFull nfa LAN 192,168.10.254 / 255,255.255.0 Static nia nda
gez Diown n/a WA 220.123.123.2 / 255.255,255.0 Static n'a nia
ge3 Cown nfa WA 220.123.,133.2 f 255,255,255.0 Static nfa nda
ged 100MFull  nfa [ 192.168.20.254 / 255,255.255.0 Static nia nda
ges Daown néa DMZ 192.168.4.1 / 255,255.255.0 Static nia nda
get Diown n'a nda 0.0.0.0/0.0.00 Static n'a nia
ge? Down n/a nda 0.0.0.0 /0.0.0.0 Static nia nda
ged 1000mMFull nda nda 59,124 ,163.154 / 255,255.255.224 Static nia nda
aux Inactive n/a nda 0.0.0.0 /0.0.0.0 Dynamic nfa nda

Configuration on the Master
First, we decide one gateway as master router. Therefore, you enable the Device HA and then
configure it as master router in the tab of “Active-Passive mode (AP mode)”
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= ZyWALL > Device HA > General

m Active-Passive Mode Legacy Mode

General Settings

Enable Device HA
Device HA Mode Active-Passive Mode (Switch to Legacy Mode page)

Monitored Interface Summary

¥irtual Router IP f Netmask | Management IP f Netmask Link Status HA Status

Enable Device HA on the Master
This figure shows that the configuration in the mode of Active-Passive mode.

% Z¥YWALL > Device HA = Active-Passive Mode

| General Active-Passive Mode Legacy Mode

General Settings

Cevice Role & Backup

Cluster Settings Onduanced

Cluster ID |1 (1-18)

Monitored Interface Summary

" ¥irtual Router -IPfNe.tmask | Management IP_.'IN.e.tm-a'sk" Link Status 1 M'm:li'f'_r "
Up R

gel 192.165.10.254 / 255.255.255.0  /

gez 220.123.123.2 / 255.255.255.0  / Up
ge3 220,123,133.2 / 255.255.255.0  / Crown W
ged 192.168,20,254 / 255,255,255.0  / Crown wE
ges 192.1684.1 / 255,255.255.0 £ Crown W E
geb / / Down W
ge7 ! 4 Down WE
ges 59,124.163.154 / 255.255.255.224 / Up R

Synchronization

Active-Passive mode (AP mode) configuration

Configuring Manage IP for the WAN Interface on the Master
After setting up the virtual router IP, we need to configure the management IP and its
corresponding subnet for this master router.
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n ZyWALL > Device HA > Monitored Interface > Edit = #2

Monitored Interface Configuration

¥ Enable Monitored Interface

Interface Mame ge2
Virtual Router IP{VRIP) / Subnet Mask 220123123.2 12552552550
Manage IP 2201251235

Subnet Mask 25525852850

ek Lemes|

Configuring Manage IP for the WAN Interface on the Master

After finishing the setting of WAN, you need to configure the setting of LAN for this master
gateway.

= Z¥YWALL = Device HA > Active-Passive Mode

Active-Passive Mode

General Settings
Device Role & master O Backup
Cluster Settings Qﬁduanced

Cluster ID l'l (1-16)

Monitored Interface Summary

I Interface ¥ .’.m.mjhfmiﬁ'ﬁiifﬁ‘ﬁrs ask | Manage ment IP/MNetmask|  Link Status |  Modi

fy |

E gel 192.168.10.254 / 255.255.255.0  / Up

E ez 220.123.123.2 / 255.255.255.0  / Up
ge3 220,123.133.2 / 255,255 256.0  / Down =4
ged 192.16%,20,254 / 255.255.255.0  / Dawn vE
ges 192.1654.1 / 255.255.255.0 £ Down e 5
gef / / Down v E
ge? . i Crown = g
ged 59.124.163.154 / 255.255.255.224 / Up v E

Configuring LAN interface
In this figure, it shows that you need to set the parameters of LAN for master gateway. IN this
example, we type gel Manage IP as 192.168.10.250.
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% ZYWALL > Device HA > Monitored Interface > Edit > #1

Monitored Interface Configuration

! Enable Monitored Interface
get

Interface Mame
Virtual Router IP(WRIP) / Subnet Mask192168.10.254 / 255.255.255.0
192.168.10.250

Manage IF
Subnet Mask 255.255.255.D|

“ OKul “ Can;el I
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Configure Device HA on the Backup

Make sure the network settings are same with the Master

Since these two gateways will be backup each other. For end nodes in this network, they will
know only one gateway. Hence, you must confirm the setting of interface of WAN and LAN in
backup gateway are the same as the ones in master gateway.

Interface Status Summary

gel 100MAFull nia LAM 192.163.10.254 nfa
gez  100MAFull n/a WwaN  220,123.123.2 n/a
ged Crawn n'a war o 2201231332 nfa
ged Ciawn n'a DMZ 192.1658.20.254 nfa
qes Crawn n'a DMZ 192.168.4.1 na
ges Down n/a n/a 0.0.0.0 n/a
ge? Crawn n'a na 0.0.0.0 nSa
ged  1000M/Full n/a nfa 59.124.163.1%4 nfa
aux  Inactive n/a n/a 0.0.0.0 n/a

Then, you first activate the function of “Device HA.”

= ZyWALL > Device HA > General

m Active-Passive Mode Legacy Mode

General Settings

Enable Device HA
Device HA Mode Active-Passive Mode (Switch to Legacy Mode page)

Monitored Interface Summary

¥irtual Router IP f Netmask | Management IP f Netmask Link Status HA Status

Enable Device HA on the backup

At the same time, configure this gateway as backup one.
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Active-Passive Mode

General Settings

Device Role

Priority
I Enable Preermption

Cluster Settings Ondvanced

Cluster ID |1 (1-16)

Monitored Interface Summary

| Virtual Router IP/Netmask | Management IP/Netmask | Link Status | Modify

192.168.10.254 / 255.255.255.0 / wE

gez 220.123.123.2 / 255.255.256.0  /
ged 220,123.133.2 / 255.255,255.0 / Cown B
ged 192.168.20.254 / 255.255.255.0 / Down wE
ges 192.168.4.1 / 255.255.255.0 / Down wE
ged / / Down R
ge? / i Diown B
ged £9.124.163.154 / 255.255.255.224 / Up v E
Synchronization

Selecting the device role and monitored interfaces

In the following figure, it shows the setting of ge2 in backup gateway.
Monitored Interface Configuration
I Enable Monitared Interface
Interface Mame ge2
Wirtual Router IP(WRIP) / Subnet Mask 220.123.123.2 / 255.295.255.0
Manage IP 22012312310

Subnet Mask 255 255 255 0
.................................. OKCanceI
Assign a manage IP to the WAN Interface on the Backup
Next, we set the parameters in LAN for backup gateway.
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= ZyWALL > Device HA > Active-Passive Mode

Active-Passive Mode

General Settings

Device Role C master {5 Backup
Priority I'I (1-254)
T Enatle Preemption

Cluster Settings Ondvanced

Cluster ID |1 (1-16)

Monitored Interface Summary

gel 192,168.10,254 / 255.255,255.0  / Up
qez 220.123.123.2 / 255.255.255.0 £ Up S
ges3 220.123.133.2 / 255.255.255.0 / Down wE
ged 192.168.20,254 / 255,255.255.0 / Down w5
ges 19216841 / 255.255,255.0 / Down e 5
geh £ / Down (o
ge7 £ / Down EHES
ged 59.124.163.154 / 255.255.255.224 / Up wE
Synchronization

Assign a manage IP to the LAN Interface on the Backup

% ZYWALL > Device HA = Monitored Interface > Edit > #1

Monitored Interface Configuration

M Enable Monitared Interface

Interface Name oel
Wirtual Router IP(WRIPY / Subnet Mask 19216510254 [ 255 255 25510
Manage IF 19216510252

Subnet Mask 2552552550

e R

Connect the Master and the Backup

After confirming the setting in both of gateway, we link these two gateways. You should see
the corresponding role shown in HA status. Master management IP is 192.168.1.2.
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= FyWALL Device HA General

General Settings

[#Enable Davice HA
Dravice HA Mode Achve-Pasfive Moge (Swifch o Legacy HMode page)

Manitared Interface Summary

m Virtual Router IP / Netmask Management 1P f Netinask mw

ER0AZIAZIVES 2552550 220423123 555 255 2550 Master / Active
?EE 150158 10 2540 255 2550 152 162 10 250028 255 2550 Up Master / Ackive

In this figure, you can find that backup server is alive and is in the status of Stand-by because
master gateway is working well. (Backup management IP: 192.168.1.3)

= FyWALL Device HA General

General Settings

[#] Enabls Diavice HA
Davice HA Mode Active-Passive Mode (Swifch to Legacy Mode page)

Monitared Interface Summary

m Virtual Router IP f Metmask | Management 1P / Netmask |  Link Status HA Status
gl ST IR IES IS5 2550 AT AT ANETE IS5 ISS0 Up Bsdiup'SEnd- By
ger 192185 102542 258 255 0 192 168 10 25/ 2S5 2550 Up EmciupSmad-Sy

Afterwards, you need to synchronize the information in both of gateways. Please provide
another password for this procedure. This is not the same as the administrator’s password. The
default is the password in FTP service.

It is recommended to use LAN to synchronize the configuration in both of devices.
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= ZyWALL > Device HA > Active-Passive Mode

Cluster Settings Onduanced

Cluster ID |1 (1-16)

Monitored Interface Summary

Interface | Management IP/Netmask Link Status Modify

gel 192.168.10,254 / 255 .265.255.0  / 9
g8z 220123.123.2 / 255.255.255.0  / Up &5
ge3 22001231332 / 255,255.255.0  / Down o =
ged 192.168,20,254 / 255.255,255.0  / Down o
ges 192.168.4.1 / 255,255,255.0 / Down o =
geb / / Dawn wE
ge? / / Dawn w
ged 59.124.163.,154 / 255.255,255.224 / Up uE

Synchronization

Server Address 19216510254, 2201231232, 220123133 .2, 192,168 20 254, 192 168.4.1, 59.124 163.154

Server Port i (Configure)
Password | |"*** |
Gl mote:

Backup device's configuration can synchronize with master device's.

Enter the password for synchronization on the Master

Test: Unplug the WAN cable on the Master

Next, we do a test to see whether the function of “Device HA” work. You can simply un-plug
the WAN cable connected in the master gateway to simulate the link failure in the network.

In this figure, you can see the master router goes down based on the information shown in HA
status. You can see that HA status will change to fault on the Master and the Backup will go
Active

= FyWALL > Dewvice HA > General

General Settings

[#] Enabls Diavice HA
Davice HA Mode Active-Fassive Mode (Switch to Legacy Hode page)

Monitared Interface Summary

gl
o

A sas

Master / Falt
Master J Faui

el el b e ] AT SIES IEE 2550 Up
122185 102542 2 255 0 192188 10 S50/ 255 2550 Up

(ieeh] (o]
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In this figure, you can find that backup server is alive and is in the status of “Active” because
master gateway is down now. Hence, the backup server is handling all traffic.

= FyWALL Device HA General

General Settings

[#] Enabls Diavice HA
Davice HA Mode Active-Passive Mode (Swifch to Legacy Mode page)

Monitared Interface Summary

m Virtual Router IF / Metmask | Management 1P / Netmask

Link Status

HA Status

g EOAZIAZIVES 2552550 220,423 123 ANE 2552550 up Saciun / Active
o 150158 10 2540E 255 255 0 152 162 10 25008 255 2550 Up Emmun / Active
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2. Security Policy Enforcement

What is a security policy?

Security policy, in the context of information security, defines an individual or an object’s
access privilege to information assets which are very important for the company. If the
security policy is not considered and deployed well, the impact on the company will be
massive. We can say that it is a mandatory process to protect the information assets.

For example, ZyCompany doesn’t want their guests or vendors to be able to access their
internal network but allows them to access Internet in case they have to get some information
from outside, i.e. access their company’s email. Therefore, ZyCompany defines a security
policy - outsider can use ‘guest/guest1234°to access Internet through wireless access, but it is
forbidden for them to access company’s Internal resource, like talk to LAN PC, access the
DMZ servers, or access the branch office’s data through VPN’s environment.

What your business can benefit from deployment of security policy?

Deploy security policy well can not only protect company information assets, but also increase
overall productivity, mitigate the impact of malicious application or misuse, and support
regulatory compliance.

2.1 Managing IM/P2P Applications

2.1.1 Why bother with managing IM/P2P applications?

Because some virus/exploits which may cause security breaches are transmitted via IM/P2P
applications, managing IM/P2P application well can mitigate security breaches. Besides,
restricting access to IM/P2P applications can help employees focusing on his/her job to
increase productivity and reduce misuse of network resources, e.g. bandwidth.
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2.1.2 What does ZyWALL USG 2000 provide for managing IM/P2P

applications?

ZyWALL provides best solution to solve the rigidity of the “all-or-nothing” approach and can
meet customer’s expectation.

1. Application patrol: it can “recognize” IM/P2P applications and IT administrators can
leverage it to restrict access to IM/P2P applications

2. Access granularity: combined with access granularity, IT admin can enforce flexible policy
against IM/P2P applications.

ZyWALL USG 2000’s access granularity for controlling hazardous IM/P2P applications:
® By User/Group
® By Time of access
® By Bandwidth

2.1.3 Configuration Example

Application patrol provides a convenient way to manage the use of various applications on the
network. It manages general protocols (for example, http and ftp) and instant messenger (IM),
peer-to-peer (P2P), Voice over IP (MolP), and streaming (RSTP) applications. You can even
control the use of a particular application’s individual features (like text messaging, voice,
video conferencing, and file transfers). Application patrol also has powerful bandwidth
management including traffic prioritization to enhance the performance of delay-sensitive
applications like voice and video.

Zone Design is Now Available

Zone design is now supported in ZLD 2.x 2000. The major enhancement in ZLD2.x 2000
solutions enables the ZyWALL to correctly differentiate the traffic from different sources.
With ZLD1.0x the ZyWALL can decide whether the specific traffic can be forwarded or not,
but it does not differentiate the traffic from different sources. As a result, it may accidentally
drop the packet. For example, both the malicious/suspicious packets from WAN to LAN
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(known as a attack) and the traffic coming from DMZ to LAN (normal traffic) will be treated
as an attack.

Inbound Traffic vs. Outbound Traffic

Inbound BWM

Initiator ‘Inbound’ Traffic
=4

From
one

To Zone
Connection (Setup)

Direction

(ad

Connection

= D: Responder

Outbound BWM

‘Outbound’ Traffic

A connection has an outbound and inbound packet flow. The ZyWALL controls the bandwidth
of traffic of both flows as it is going out through an interface or VPN tunnel.

- Outbound traffic flows from the connection initiator to the connection responder.

« Inbound traffic flows from the connection responder to the connection initiator.

For example, a LAN to WAN connection is initiated from the LAN and goes to the WAN.

« QOutbound traffic goes from a LAN zone device to a WAN zone device. Bandwidth
management is applied before sending the packets out a WAN zone interface on the ZyWALL.
« Inbound traffic comes back from the WAN zone device to the LAN zone device. Bandwidth
management is applied before sending the traffic out a LAN zone interface.

Bandwidth management is very useful when applications are competing for limited bandwidth.
Here is an example of what the rules need to accomplish. See the following sections for more
details.

For proper network usage, the IT manager requires the network administrator to configure
ZyWALL AppPatrol according to company IT policy as:

® Boss: Can use any internet application without access control and bandwidth limitation.
® Sales: Can use instant messaging application (MSN) for text message and file transfer
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purpose. Application allowed during certain period of time between 8:00~18:00 with
bandwidth limitation 500K bps.

® RD: Allows instant messaging chat but file transfer within period 8:00~20:00. Bandwidth
limited to 200K bps.

To fulfill the requirement, the network administrator needs to configure the ZyWALL
according to the following setting:
1. Create the required user/group object
2. Define AppPatrol (application type/access control/bandwidth limitation) according to
IT policy
3. Application Policy Configuration

STEP 1: Create the Required User and Group Object
1. We are going to create several users for different groups.

User Group IM Access File Transfer Access Allowed Bandwidth
Victor | Manager Yes Yes All Unlimited
Peter | Sales Yes Yes 08:00-18:00 500k
John RD Yes No 08:00-20:00 No
Guest | Guest No No No No

2. Navigate to ZyWALL > Object > User/Group > User tab and add the user “Victor’ as the
screen dump.

Configuration Add
1 adrnin Administration account Edm]
z Idap-users External LDAP lsers 59 i}
3 radius-users External RADIUS Users Elm|
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User Configuration

User Mame IVictor
User Type Im
W Password I-““'
Retype |"-"“
Description ILDcaI | zer
Lease Tirme I144D (0-1440 minutes, 0 is unlimited)
Reauthentication Time |144EI (0-1440 minutes, 0 is unlimited)
ﬂl Cancel |

3. Switch to Group tab, create a group named ‘Manager’ and add “Victor’ to the manager
group. Press ‘OK’ button to complete the group creation.

Configuration

Marme 1 Manager-Group

Diescription {Optional)

Member List

Available ember
=== === lUser ===
| 2 3 === Group ===

ad-users

bozs
Idap-users b ]

4. Create three more groups called ‘Sales-Group’, ‘RD-Group’ and ‘Guest-Group’. Add ‘Peter’
into the Sales group and add ‘John’ into RD group.

STEP 2: Create Schedule Object as Required
Go to menu ZyWALL > Object > Schedule, click Add button from the Recurring schedule to
create a new schedule as following.

One Time
Recurring
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Configuration
MNarme

Day Time

Start

Stop

Weekly

week Days

|IM_F0r_SaIes |

S
I T T R T
[ ] [ ] [ ] o | |
— 1] — e | oo |

Monday Thursday Friday DSaturdav

L] Sunday

Tuesday Wednesdav

Cancel

Click ’OK” button to complete this settings and repeat the above steps to create a new schedule

for RD-Group.

Configuration
Mame

Day Time

Start

Stop

Weekly

week Days

|m_For_ro |

e [ e [ on | e [ e
L1 [ 1] [ ]
1 [ 1] [ 1]
Monday Tuesday Wednesday Thursday Friday I:‘Saturday
DSunday
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STEP 3: AppPatrol Configuration
1. Navigate to ZyWALL > AppPatrol> General and check ‘Enable Application Patrol’.

ﬁ Comnion Instant Messenger Peer to Peer YolIP Streaming Other Statistics

General Setup

| [#l Enable Application Patrol

BWM Global Setting

[denable B
Registration

Reqistration Status: Licensed
Registration Type: Trial
Apply Mew Registration

Signature Information

Current Wersion: 2.020
Released Date: 2007 /05710 21:19:58
Update Signatures

2. Go to Instant Messenger tab and click ‘Modify’ button on MSN for further configuration.

General Common Instant Messenger Peer to Peer YolIP Streaming oOther Statistics
Configuration
1 web-msn forward Lol
z yahoo forward =N Ea
5 anl-icq forward o=
4 qq forward (ol
s jabber forward [N
[ odigo forward =
7 rediff forward =
8 msn forward @

3. Enable the service.

Service

Enable Service

Service Identification

Mame msn

Classification & auto O Service Ports

Policy

schedate [ __user | _From | 10| source ]estination
Default O none any any any any any
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STEP 4: Application Policy Configuration
1. Click "Edit‘ to edit the ’Default* policy

Service

Enable Service

Service Identification

Mame msn
Classification @ auto O Service Ports
Policy
# | Port Schedule User From To Spurce | Destination Access BWM Inf0ut/Pri Log
Default 0 none any any any any any reject NAA no

| Cancel

2. Change the default access to ‘Reject” and then click ‘OK’

Configuration

Access Reject v
Action Block Login Message Audio Video File-Transfer
Bandwidth Managerment Inbound: kbps Qutbound: kbps (0 : disabled)
Priority
Maxirmize Bandwidth Usage
Log no 4

3. Create a new application policy rule by clicking “+” icon and fill out the setting as the
figure shown below.
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Application Policy for Manager-Group

Configuration

[“lEnable Palicy
Port

Schedule

User

From

To

Source
Destination
Access

Action Block
Bandwidth Management

a (0 any)

none v

hManager-Group L

any W

any W

any v

any v

forward

DLogin DMessage audia Cwideo [CFle-Transfer
Inbound: | kbps Outbound: |0 kbps (0 : disabled)
Priority|1

[ Maximize Bandwidth Usage

no v

Application Policy for Sales-Group

Configuration

Enable Policy
Part

Schedule

User

From

Ta

Source
Destination
Access

Action Block

Bandwidth Managerment

0 {0 : any)

IM_FOR_Sales 4

Sales-Group w

any v

any v

any v

any v

farward

DLngm DMessage Oaudia [Owidea [ File-Transfer
Inbound: |0 kbps Outbound: @ kbps (0 : disabled)
Priarity1

[JMaximize Bandwidth Usage

no -

Application Policy for RD-Group

Configuration

[¥]Enable Policy
Port

Schedule

User

From

Tao

Source
Destination
Access

Action Block
Bandwidth Management

o .fEI :any]

IM_FOR_RD =

RD-Group v

any -

any |

any v

any |

fnr‘ward ~

DLngin DMessage [ audia D\Jiden
Inbound: [0 . kbps Outbound: U 'khps {0 : disabled)
Priarity|1

[] mMaximize Bandwidth Usage

no e

(o]

4. Press ‘OK’ button to complete the setting.
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2.2 Zone-based Anti-Virus Protection

2.2.1 Applying Zone-Based Anti-Virus to ZyWALL USG 2000

WAN (Wanl)
LAN (lan,P4)
10.10.10.1

; 192.168.1.1
Simulated
Internet = {
-f“
HTTPS =
USG 2000 ' DMZ (P6)
172.16.1.1
Internal
Eesource

Mail Server 172.16.1.5

Priority From To Protocol
1 WAN LAN HTTP FTP SMTP POP3 IMAP4
2 WAN DMZ SMTP
3 DMz LAN Don’t need to check
4 DMz WAN Don’t need to check
5 LAN DMZ SMTP

In this example, there are 3 zones in total as WAN, LAN and DMZ.

For security, the email server will be placed in the DMZ. Whenever the email is sending in the
direction of LAN to DMZ or WAN to DMZ, the Anti-Virus engine always scans the email
transaction to ensure the email is not infected. Thus, it is unnecessary to scan every outgoing
email from the DMZ again.

Please follow the instruction in order to achieve the result:

134
All contents copyright (c) 2008 ZyXEL Communications Corporation.



ZyXEL ZyWALL USG 2000 Support Notes

1) Login the GUI in the ZyWALL USG 2000 and navigate to Configuration > Network >
Interface > Ethernet. Then, assign wanl as WAN, P4 as lanl and P6 as DMZ. Click “edit”
to configure WANL.

= ZyWALL > Network > Interface = Edit > Configuration > wanl

General Settings

Enable Interface

Interface Properties

Interface Name wanl

Port P1

Zone WAN

MAC Address 00:19:CB:7F:30:C1L

Description (Qptional)

IP Address Assignment

(0 Get Automatically

{® Use Fixed 1P Address

I

IF Address 10.10.10.1 :

Subnet Mask |255.255.255.0 i

... I I | (Optional) _ _ _ _ _ :
Metric 10 |{0-15)

2) Assign IP to wanl and another to DMZ. Leave the reset of settings as default which will
disable the DHCP Server in these two interfaces.
General Settings

Enable Interface

Interface Properties

Interface Name dmz

Port P&, P7

Zone oMz

MAC Address 00:19:CB:7F:30:C6

Description | (Cpticnal)

o - - - -y

IP Address Assignment

IF Address [172.18.1.1

Subnet Mask 255255255 G
Interface Parameters

Egress Bandwidth | 1048576 Kbps E
DHCP Setting

DHCP flone__ |02

Tips: You do not need a Gateway here since this interface is directly connected to ZyWALL
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USG 2000

1) The final summary of the Ethernet Interfaces should looks like the example below.

* ZyWALL > Network > Interface > Status
Part Role I_Ethernel

PP | Celllar [ wian [ vian | Bridge |E‘=W|Tu.f‘

Interface Status

1P Addr/Netmask  |IP Assignment] Services

wanl Down n/a WAN 10.10.10.1 / 255.255.255.0  Static n'a n/a

H
_ﬂ@ B S S 159.15:’25?25?2}5.0_%? - E
P = = e o e WL - Sl e — a
= _Ia_n_l — _n/a_ O 1&158.&1#&5.2&255&5tatic . _DHCPserver 4 n/a
= |a=ﬂ2 — luwn_ — _n!a_ - ENZ_ - 192 16831)'255 255 QSSUStatic — _ﬂ;"a_ S n/a
EdLi _ Eﬁm_ _ _n!a_ _ ﬂz lr21611f25525£550 Stati _ _n;a_ 1 n/a
auyx [nactive n/a WAN 0.0.0.0/0.0.0.0 Dynamic n/a n/a
Interface Statistics
Hefresh
I N T S T T
Hwanl Down 4174 2073 0
Hwan2 Down 7114 0 0 0 0
Hopt Down 0 0 0 0 0
lanl Up 158534 136634 0 2046 27163
lan2 Down 0 0 0 0 0
dmz Down 0 0 0 0 0

2) Assign proper ports in to the zone area. You can check ports zone status in ZyWALL>
Network> Interface >Port role. In this example, we just need P4 as in LAN1 zone, P6 in
DMZ zone.
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= ZyWALl > Network = Interface = Port Role

Status Port Role

Port Role

LANT/LANZ/DMI
B S B [

|
i
g ) e !
|
|
I

|
|
|
| LANT @ @
|
|
|

O
LANZ O () O
DMz (@] o (O]

ooe@

T

3) After assigning specific port in zone area. Navigate to Network > Zone. Ensure your lanl
is assigned in LAN zone, WANL1 in WAN zone and the DMZ in DMZ zone.

= ZyWALL > Network > Zone

Configuration

LANL No lan1 B
LAN2 \ No lan2 4
WAN Yes wanl, wanZ, wanl_ppp, wan2_ppp, aux g
DMz Yes dmz 4

4) Create 3 policies as WAN to LAN, WAN to DMZ, and LAN to DMZ. Navigate to Anti-X
> Anti-Virus. In the Policies section, click “Add” button.
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> ZyWALL > Anti-X > Anti-¥irus > General

m Setting | Signature. |

General Setup

[JEnable anti-virus and Anti-Spyware

Policies

Registration

Registration Status: Licensed
Registration Type: Trial

Apply New Registration
Signature Information

Current ¥ersion: 1.021

Signature Number: 3200

Released Date: 2007706726 00:52:18
Update Signatures
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5) To create one policy and enable this rule, configure direction from WAN to LAN and
select which protocols you want to scan.

= ZyWALL = Anti-X = Anti-Yirus > General = Edit = #1

Configuration

Enable
Direction
Fram '\u'\-fAN_v'
Ta |Lan (v

Protocols to Scan

[l Fre [l smTP [Flraps [l map4
Actions When Matched
Destroy infected file
¥l send windaws message
Log %Iog bl

White List f Black List Checking

DBypass white list checking
DBypass black list checking

File decompression

[“lEnable file decompression (ZIP and RAR)

DDestroy compressed files that could not be decompressed

6) To create one policy and enable this rule, configure direction from WAN to DMZ and
select which protocols you want to scan.

= ZyWALL = Anti-X > Anti-¥irus > General = Edit = #1

Configuration

Enable

Direction

From [wian ~ |
To [omz |

Protocols to Scan

CHTTR CIFre FlsmTe Crors Cimaps

Actions When Matched

Destroy infected file
[¥] send windaws message ) e
Log | log |

White List f Black List Checking

El Bypass white list checking
L Bypass black list checking

File decompression

[¥] Erable file decompression (ZIP and RAR)

El Destroy compressed files that could not be decormpressed

139
All contents copyright (c) 2008 ZyXEL Communications Corporation.



ZyXEL ZyWALL USG 2000 Support Notes

7) To create one policy and enable this rule, configure direction from LAN to DMZ and
select which protocols you want to scan.

> Z¥yWALL = Anti-X = Anti-¥irus > General > Edit = #1

Configuration

[“IEnable

Direction

From [Lan ~|

TS [owz ]

Protocols to Scan

[CHrTe COrre [FlsmTe Orors Cimapa

Actions When Matched

Destroy infected file
[¥] Send windows message

Log log vé

White List f Black List Checking

DBypass white list checking
DBypass black list checking

File decompression

[“]Enable file decompression (ZIP and RAR)

[JDestroy compressed files that could nat be decompressed

8) Reset log by pressing “Clean”. Navigate to Maintenance > Log and select Anti-Virus
from Display drop-down list.

= ZyWALL > Maintenance > Log > Yiew Log

Logs

Display :Arrti-'\-’irus V_ [ Email Log how ”Refresh l Clear Log

Total logging entries:0 [.30 _V_.: entries per page Page: =] .] N ;ofl (][]
¢ < | Time [erio ' Sourc L

9) Test: Send an email contains virus from LAN to the mail server in DMZ.

10) Check the log file again from Maintenance > Log. Sort the log by selecting Anti-Virus
form Display drop-down list. We can see the viruses have been destroyed correctly.
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= 2¥yWALL > Maintenance > Log > Yiew Log

o

Logs
: Display | Arti-Yirus s : [ Ermail Log Moy ][Refresh ] [ Clear Lag
Total logging entries:2 entries per page

gimne

1 2007-07-03 08:19:15 warn Anti-Virus Virus infected - ID:869, Email-waorm. Wina2 MetSky.z,Email-warrn, Win3z Netsky.z.zip. Action on file: DESTROY
2 2007-07-03 08:19:18 warn Anti-Virus  Wirus infected - ID:1142 ,Email-Worm, Win32 Mydoom.m,Email-Worm Win3z Mydoom.m.zip, Action on file: DESTROY

2.2.2 Enabling Black and White List

1) Add a black list by navigate to Anti-X > Anti-Virus, click Settings tab then click “Add”
to create a new black list entry.

= 2¥yWALL = Anti-X > Anti-Yirus > Setting

[ .General E:m " :‘.ﬁ:;i\a_ture“!

General Setting

[ scan EICAR

White List

[JEnable white List

. | TotalRule: o 30 ¥ | rules per page page: [=][=] |1 of 1 [(E][E] =
Black List

[JEnable Black List

Total Rule: 0 30 | rules per page page: (=1 of 1 [ [F]
File Pattern 5 _

2) Check the Enable checkbox and enter the file name in File Pattern field. In this example,
we try to destroy a file that named “Virus.exe” so we enter it in the field.

> Z¥WALL > Anti-X > Anti-¥irus > Setting > Black List > Edit = #1

Configuration

Enable

File Pattern |Virus.exe |

141
All contents copyright (c) 2008 ZyXEL Communications Corporation.



ZyXEL ZYWALL USG 2000 Support Notes

Click “OK” to go return to Setting page.
3) Check “Enable the Black List” on the Setting page and press “Apply” button.

= ZYyWALL = Anti-X = Anti-¥irus = Setting

[ General Setting EEIELETT

General Setting
[ scan EIcaRr
White List

[l Enable white List
Total Rule: 0 30 % | rules per page Page: OE1[=] 1 of 1 [=][=0

_ File Pattern _

Black List

Enable Black List

Total Rule: 1 |20~ | rules per page Page: 0=]1[=]

5L Mirus . exe

4) Send an email with attached file “Virus.exe” to examinant the functionality of Back List.

5) Check the system log from Maintenance > Log and select Anti-Virus form Display
drop-down list.

* ZyWALL > Maintenance > Log = ¥iew Log

Yiew Log :;',5: ‘S?.-L-%::':w |

Logs

Showy Fitter

[ Email Log Mo ] [ Refresh ] [ Clear Log ]

Total logging entries: 7 30 % | entries per page

2007-07-03 08:28:18 info Anti-Wirus I\.-'irus.exe matched the Black-List Virus.exe I

| EE
2 2007-07-03 08:26:40 info Anti-Virus Black-List has been activated
3 2007-07-03 08:25:49 info Anti-Virus Black-List has been deactivated
4 2007-07-03 08:25:17 info Anti-Virus Black-List has been activated
5 Z007-07-03 08:24:33 info Anti-Virus File pattern Virus.exe has been added in black list
6 2007-07-03 08:19:18 warn Anti-Virus FTP Wirus infected - ID:869,Email-Worm. Win32 NetSky.z,Email-Worm. win32 .MetSky.z.zip. Action on file;: DESTROY
7 Z2007-07-03 08:19:18 warn Anti-Virus FTP Wirus infected - ID:1142,Email-Worm . wWin32.Mydoom.m,Email-Worm. Win32 .Mydoorm.m.zip. Action on file: DESTROY

2.2.3 Enabling Anti-Virus Statistics Report

1) Navigate to Maintenance > Report, click the Anti-Virus tab and check the Collect
Statistics checkbox.

2) Click Apply button.
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3) Send an email to from the LAN.

4) Check the Anti-Virus statistics report from Anti-Virus tab by navigate to Maintenance >
Report.

= ZyWALL > Maintenance = Report > Anti-¥irus

Setup
Collect Statistics

Feooi

Total Files Scanned 3}

Infected Files Detected &

Statistics

Top Entry By Wirus Mame v

1 Email-Worm.,Win3z2 .MetSlky.z 3
2 Ernail-worrm.win3z .Mydoorm.rm 3
Total: &

2.2.4 Dual AV

2.3 Configuring ZyWALL USG 2000 as a Wireless Router

ZyWALL USG can also be a wireless router and provides wireless service for network
administrator to extend their network topology if you install the PCMCIA-based wireless card.
So far, ZyWALL USG only supports one wireless card ZyXELG-170S.

2.3.1 Configuration procedure

Install wireless card
Setting parameters of WLAN in USG
Test wireless connection between client and USG

In this example, the following parameters will be applied in ZyWALL USG 200.
SSID: USG 200
DHCP Server: 192.168.77.1
IP Pool: 192.168.77.51-60
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MAC Filter: 00:0E:35:4F:85:15
WPA and Pre-shared Key

First, you must check whether the wireless card is installed in your device and can be detected
by ZyWALL USG 2000. In the following figure, you can see the wireless card, ZyXEL

G-170S, has been installed and detected by ZyWALL USG 2000.

Murnber of Login Users: 1

System Resources Boot Status: Ok

CPU U 8 - 22 %
SIS > & Licensed Service Status
Mermory Usage: [ 47% ]
Flash Usage: - 15%
. . IDP
Active Sessions: | |._,l,-’40000 @ - License Status/Remaining days:  Licensed / 30
- Signature Version: WZ.026 |2007/06/20 17:08:10
- Last Update Time: nia
Interface Status Summary § - Total Signature Mumber: 2020
Anti-Virus
mmm IP Address m - Li.c:ense Statusx‘iRemaining days:  Licensed / 30
- Signature Version: W1.055 |2007-07-05 20:58:13
wanl 100M/Full n/a 59.124.163.155 n/a .
- Last Update Time: nfa
wanz 100M/Full  n/a WAN  172.23.30.7 - Total Signature Nurnber: 5936

opt Down nfa OPT 0.0.0.0 nfa Content Filter

lani Up n/a LaML 192.165.1.1 n/a - License Status/Remaining days: Licensed / 30
lanz Down nfa LAMZ 10.59.0.1 nfa

dmz Down nfa DMZ 192.168.2.1 nfa

aux Inactive nia A 0.0.0.0 na Top 5 Intrusion & Yirus Detection

m Intrusion Detected Yirus Detected

I PC Card ZyHEL G-170S I
Use 1 none
use 2 nong

|*

Next, you need to activate the WLAN service in ZyWALL> Network> Interface> WLAN.

= ZyWALL > Network = Interface > Wireless Card

Status Port Role Ethernet PPP Cellular WLAN YLAN Bridge Auxiliary Trunk

General MAL Filter Station Monitor

WLAN Device Settings Qnduanced

Enable WLAN Device
807,11 Band btg ¥

Channel Channel 6 %

Interface Summary

|

Click the Edit icon to configure the details for WLAN. Please make a copy of parameters in
WLAN. For instance, SSID, Security setting and IP assignment etc. Those information will

All contents copyright (c) 2008 ZyXEL Communications Corporation.

144



ZyXEL ZYWALL USG 2000 Support Notes

help you to configure wireless card in client side.

= ZyWALL > Network = Interface = WLAN = Edit = #1

General Settings

[“lEnable Interface

Interface Mame wlan—l—

Description | {Optional)

Zone LART w

Yirtual Access Point Settings

S2ID [usGz0o

[JHide 5510 Broadcast

[CBlock Intra BSS Traffic

Maximum Associations 285 T

WLAN Security Settings Onduanced
Security Type WRA-PSK w b
Pre Shared Key 12345678

IP Address Assignment

IP Address 192168.77 1

Subnet Mask 2552552550

Interface Parameters Ondvanced
Egress Bandwidth Kbps E

DHCP Setting @ advanced
IP Pool Start Address {(Optional} Pool Size

Related Setting

Add a default wlan Policy Route for WAN access.
"More Gettings

2.3.2 MAC filter in WLAN

In WLAN of ZyXEL USG, you can also specify which MAC address(es) will be allowed or
denied to access this WLAN service.

= ZyWALL = Network = Interface > WLAN > MAC Filter

Status Port Role Ethernet PPP Cellular WLAN YLAN Bridge Auxiliary Trunk

General | MAC Filter | Station Monitor

Configuration

[¥Enable MAC Filter |_ -1
Association
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In this example, you assign a given MAC to be allowed to access the WLAN service.

> ZyWALL = Network > Interface > WLAN > MAC Filter = Edit = #1

Configuration

MAC Address 00:0E:35:4F:85:15

Description AP Uszert| |

After setting the parameters in MAC filter, you can check it by using a wireless device to
access the WLAN of ZyXEL USG. In client’s view, you can see there is a WLAN service with

SSID shown as USG200.
= Intel(R)} PROSel/ Wireless P [Z| |_§| E|

File Tools Advenced Profiles Help

Wirgless networks found. Select one and click
Connect.

wirsless Metworks (28]

=004

l.lﬂ“

lllﬂu

(Comeet ) (Fromen
To manage profiles of previously conmected wireless networks. click

the Frofiles button,

ZyREL

Next, client need to provide password to access this WLAN.

Connect to: TEGZ00

Wwirgless Security Pazsword [Encryption Key]:

Thig wirglezz network requires a security password. This pazsword must be
the zame value uzed by the other wirelezs devices on thiz network.,

For advanced options for this wireless network, click :]
Advanced.

Help? S | [ camcel |
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Next, you can see the successful connection information in client.

=] Intel(R) PROSet/Wireless (& breve ISR

File Tools Adwvanced Profiles Help

. You are connected to USG200.

Metwork, M ame: Usz200
Speed: 54.0 Mbps

Signal Quality: Good

IP Address: 192168.77.51

i Metwork s [36]

I] Broadcom
I] BuffalowPS-WPAZ-PSK a
anll &
COE_E510_01 g
lll|]|]_§ Thiz network, has security enabled é
-
e
To manage profiles of previously connected wireless networks, click
the Prafiles button. =
[ Wireless On -] Help? Close

You can also check the WLAN status in USG to see which client is accessing WLAN by
clicking Network>Interface>WLAN>Station Monitor,

= ZyWALL > Network > Interface = WLAN = Station Monitor

WLAN
Station Monitor
Station List
Extension Slot ZyXEL 5-1705
e s
MAC Address |  Strength | Connect Rate
1 00:0e:35:4f155:15 onlll 45M wlan-1-1

2.4 Mobility Internet Access

You may have experienced the need of Internet access in a location where wired connection is
difficult to deploy, e.g. in countryside or mountain. Or you are just in a public environment
without Internet access, like in a park, on a bus, in a train or metropolitan subway, etc... Or
you may temporarily need Internet access when you are in your exhibition booth and need
Internet access for some demonstration. ZyWALL USG 2000is especially designed for the
mobility Internet access; it is light to carry everywhere and can utilize a 3G card for dial up to
get the Internet access. Besides, you could utilize the embedded wireless card to provide
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wireless access for your LAN users.

Not only the mobility, you could also use ZyWALL USG 2000 as your WAN backup in the
small office or SOHO. You could further choose a certain load balancing mechanism to

perform dual WAN access.

In summery, you could utilize the 3G wireless access for your primary WAN, or backup WAN,
or work with your primary WAN(Ethernet or PPP) together as a dual WAN application.

Application: 3G + WiFi

3G wireless

&,

Internet

Wi-Fi wireless
%h— 3G card

\m

X-‘ ZyWALL S(\
S

h— "

L\ i)

N —

2.4.1 Utilize 3G Wireless for Accessing the Internet

ZyWALL USG 2000 utilize the benefits of 3G wireless network to combine with the wire
WAN links. For small business environment, they can use 3G wireless as their backup WAN
link once the wire WAN link encounters disconnection. At that moment, 3G wireless network

can be active to take over the function of wire WAN.

We will show you how to configure this function step-by-step.
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2.4.1.1 Configuration procedure

» Install 3G card
»  Setting parameters 3G card in ZyXEL USG 2000

Step 1. Plug the 3G card to ZyWALL USG 2000's card slot before powering on the ZyWALL
USG device.

In this figure, it shows the 3G card, Sierra Wireless AC850, has been installed in ZyWALL
USG.

Interface Status Summary

wanl Down nsa W A 0.0.0.0
wanz Crown nsa o 0.0.0.0

opt Crawven nsa QPT o.0.0.0 nsa

lanl Lp nsa Lamkl 19z.165.1.1 nsa
= lanz Dawn nsa Lz 10.59.0.1 nsa B
] drz Crawn nsa DMz 192.158.2.1 nsa B
B SIM B
B cellularl locked- nsa nsa 0.0.0.0
= PIM

aux Inactive nsa W o[ 0.0.0.0 nsa

Extension Slot

|F'C Zard Sierra Wireless A 8350 o

Use 1 nane
LU=sE =z none

Step 2. Login the GUI. After the system boots up, you can see the 3G card information on the
home page. Make sure there is no "Error" message in "3G Card IMEI" and "SIM Card IMSI"
fields. Otherwise, you need to re-install the 3G card and the SIM card and make sure they are
properly installed. Please refer to the quick start guide if you need to troubleshoot because of
an error message.

Step 3. Click the GUI menu ZyWALL> Network> Interface> Celluar.
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= 2yWALL = Network > Interface = Cellular

Configuration
Cellular Interface Summary
1 cellularl PC Card Sierra Wireless ACE75 n/a @E

Step 4. Then, choose the edit icon to configure the APN, username, password, PIN code,
phone number, the authentication type and other settings you have got from your service
provider. Click the Apply button.

General Settings

Enable Interface

Interface Properties

Interface Mame cellularl

Zone

Extension Slot PC Card

Connected Device Sierra Wireless ACETS

Description {Optional)

Connectivity

Idle timeout 1] (Seconds)

ISP Settings

Profile Selection ® Device O Custarn
Profile 1w

AP n/a

Dial String n/'a

Authentication Type

Step 5. Next, you have to enter the PIN code for ZyWALL USG 2000 to dial up the 3G
wireless network. Also, you can apply this 3G wireless network as backup WAN link. So, you
need to select the checkbox “add this interface to Trunk to allow WAN load balance.”
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SIM Card Setting

PIN Code i|0000 ||
L

Interface Parameters

Egress Bandwidth 1043576 Khbps

Connectivity Check

0 Advanced

[] Enable Connectivity Check

Check Method icmp W

Check Period 30 {5-30 seconds)
Check Timeout 5 {1-10 secands)
Check Fail Tolerance 5 {1-10)

(&) check Default Gateway 0.0.0.0

(O Check this address I:I {Domain Mame or IP Address)

Related Setting

|ndd this interface to Trunk to allow WAN load balance.l

Configure Policy Route

'1o|‘e .' emgs'

Step 6. Next, click the Trunk tab to edit the WAN_Trunk detail.

status. | PortRole | Ethernet PPP i_(ellular wiLan. | vrLan Bridge | Auml-ial'y 4

General Settings

[JEnable Link Sticking
Timeout {30-3600 seconds)

Configuration

Wi AR_TRUNK IIf Ei
Wi AN_TRIUMKZ i3

WAN_TRUNKS 1If B
Wi AN_TRUNK4 IIf B
WaAN_TRUNKS IIf B

A;;p‘l‘g; M
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Step 7. In this step, you can select the types of load balancing algorithm. Then, edit the content
of “aux.”

= Z¥WALL > Network > Trunk = Edit > #1

Trunk Members

Marme
Load Balancing Algorithrm

WAN_TRLUNE

Least Load First e

I S T T e [y ey
1 wan1 =l 1048576 Kbps 1048576 Kbps 2 @ N
z wani_ppp =l 1048576 Khps 1048576 Khps N
3 wanz B3 1048576 Kbps 1048576 Khps o FN
4 wanz_ppp B 1048576 Kbps 1048576 Khps &N
5 auxE= 1048576 Kbps 0 Kbps DN
& cellulart B 1048576 Khps 1048576 Khps @ N

Step 8. Within this step, you can assign the mode of load balance for the 3G wireless network.
Passive mode means that the 3G network will be backup link once the main WAN link fails.

= ZyWALL > Network > Trunk >

Trunk Members

Marne
Load Balancing Algorithm

AN _TRUIME

Least Load First w

wan1iF 1045576 Kbps 1048576 Kbps @ PN
2 wani_pppEl 1048576 Kbps 1048576 Kbps & &N
5 wanz 5l 1048576 Kbps 1048576 Kbps W EN
4 wan2_ppp 1048576 Kbps 1048576 Kbps i bN
5 cellulart B 1048576 Kbps 1048576 Kbps i bN
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Step 9. You can also see more detail status of 3G network by click the icon of “celluarl.”In
this figure, it shows the connection status is excellent.

Cellular Device Status

Extension Slot PC Card

Serwvice Prowvider Chunghwa Telecom

Cellular System UMTS

Signal Strength -69 dBm

Signal Quality Excellent u|]|][||]

Device Manufacturer Sierra Wireless

Device Model ACE7E R
Device Firmw, 890 H1 0 _0_9ACAP :
Device IMEL /£ ESN 352522012857919

SIM Card IMSI 466923101455327

Then the 3G wireless card will be dialed up automatically when WANL1 is not available. If you
check the "Nailed-up™ option as shown in the figure above, the system will automatically dial
up the 3G Internet access even if WANL is available. Then you will see the process in logs as
following.

Step 10. Now, you can verify whether the backup link work well. By plugging out of WAN
link to make link failure and check the WAN status in ZyWALL USG. In the following figure,
it shows that both of WAN services are down. Only the cellular network provided by 3G is
working.

In the following figure, it presents that WAN service is working before plugging out the main
WAN link, WANL1. Then, the WANL1 link fails. There is no ICMP response and get time out.
After a while, the backup link, cellular network, take over the WAN link. Hence, ZyWALL
USG receives the ICMP responses again.
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C:“Documents and Settings“Rex Lee>ping 168.95.1.1 -t

Pinging 168.95.1.1 with 32 bytes of data:

Reply from
Reply from
Reply from

168.95.1.1:
168.95.1.1:
168.95.1.1:

hytes=32
hytes=32
hytes=32

time=%ms TT
time=%ms TT
time=9ms TT

L=246
L=246
L=246

Reply from 168.95%.1.1: bytes=32 time=9msz TTL=246

Reguest timed out.

Reguest timed out.

Reguest timed out.
from 168_95.1.1: bytes=32 time=245mz TTL=244
from 168.95.1.1: hytes=32 timne=254mz TTL=244
from 168.95.1.1: hytes=32 timne=242mz TTL=244
from 168.95.1.1: bytes=32 time=24Z2ms TTL=244
from 168.95.1.1: bytes=32 time=26Hms TTL=244
from 168.95.1.1: bytes=32 time=258ms TTL=244
from 168.95.1.1: bytes=32 time=287ms TTL=244
from 168.95.1.1: bytes=32 time=256ms TTL=244
from 168.95.1.1: bytes=32 time=264ms TTL=244
from 168.95.1.1: bytes=32 time=243ms TTL=244
from 168_95.1.1: bytes=32 time=26l1lms TTL=244

Ping statistics for 168B.95.1.1:
Packetz: Sent = 18, Received = 15, Lost = 3 (16 loss)>,
Approximate round trip times in milli-seconds:

Hinimum = 9msz,. Maximum = 287ms,. fAverage 189ms

C:“Documents and Settings“Rex LeeX>

—mp
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Step 11. If dialed up successfully, you can see the GUI home page as shown below. You will
get the "Cellularl is connected" and "3G card's signal strength” messages in the latest alerts.

System Resources

CPU Usage: - | 199 =
Mermory Usage: _ | 429 Z
Flash Usage: e | 22

Active Sessions: | |E|,f4EIIZIEIEI 1)

Interface Status Summary

wanl Dawn wan 59.124.163.155 n'a %
wanz  Down nfa WAN 0.0.0.0 Renew || |
opt Down nia OPT 0.0.0.0 n#a
lani Up n/a LaNl  192.168.1.1 nda
lanz Down n/a LaMZ 10.59.0.1 nsa
drnz Down na DMZ  192.168.2.1 n'a
[cellularl Cannected néa WaN  116.59.32.58 - |
aux Inactive na i Ak 0.0.0.0 n'a
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3. Seamless Incorporation

With its robust networking functionalities, ZyWALL USG 2000 is easy to integrate into
existing network infrastructure. You can easily implement the following applications. They are
“Transparent firewall”, “Transparent IDP” and “Network Partitioning using VLAN”.

3.1 Transparent Firewall

With transparent firewall, you do not need to change the IP addressing scheme of your existing
network topology. What you need to do is to insert ZyWALL USG 2000 into your existing
network environment. Bridge the ports you think that need to be included in this bridge
interface. Apply the security policies that you want. And that will be it. Moreover, ZyWALL
USG 2000 supports working as bridge mode and router mode at the same time; which means
that they can co-exist.

3.1.1 Bridge mode & Router (NAT) mode co-exist

Here is an example:

IWAN1 l

210.110.7.1 | 255.255.255.240

IGW 220.110.7.13

- s s sl
NAT Mode' Bridge Mode

| | | | 5
I I _______ DNEZah‘e‘H‘ ‘ e
LAN zone ; ;
202-.39 41 0!24 B

192.168.1.10/24 I

DMZ and WAN zone can be bridged, so that servers in the DMZ zone can keep using the same
public IP address (as those in WAN zone) for effortless IP management. Additionally, IP
addressing in LAN zone is private IP segments. Thus, we apply NAT, which is the router mode
here. To make this scenario works the follow the configuration steps as stated below:
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1) Login the ZyWALL USG 2000 GUI and setup the WANL1 interface for internet connection
and manually assign a static IP. The configuration path is ZyWALL USG 2000 ZyWALL >
Network > Interface > Edit > Configuration > wan1.

Please use this same method to assign IP for the LAN and DMZ interface.

= ZyWALL > Network = Interface > Edit = Configuration > wanl

i Configuration
General Settings

Enable Interface

Interface Properties r ————————— 1
Interface Name I wanl I
Port I Pi I
Zone WAN
MAC Address I 00:15:CB:7F:30: C1 I
Description | (Optional) |
IP Address Assignment I I
OGet Automnatically I I
(® Use Fixed 1P Address I I
IP Address | [2011071 |
Subnet Mask I 255.255.255.240 I
Gateway I 1210.110.7.13 (Cptional) I
Metric I 0 | (0-15) I

2) Switch to Network > Interface > Bridge, add a new Bridge Interface. First we enable this
interface and give it a name, place the available ports into the member ports and make
them become the member of this bridge interface.

3+ ZyWALL > Network > Interface > Bridge
|

Configuration

3) Moreover, don’t forget to set the WAN IP information here since it is a “Bridge mode &
Router (NAT) mode co-exist” example and the NAT mode will need it. Here, the bridge
mode looks most likely a routing bridge mode instead of the pure bridge mode. Thus, it

needs an IP address. You may use the same IP address that it used in the WAN interface,
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however you will get a warning message like below.

Microsoft Internet Explorer |

"j Warning Message |
L

[31013]
IP address is setting the same with other interface!!

If you got more than one IP, you can pick the other one here.

= ZyWALL > Network > Interface = Bridge > Edit > #1
General Settings

Enable Interface

Interface Properties

Interface Name I b1 1
—— |

Zone = 'V'!'

Description (Optional)
Member Configuration

r e i |
Available Member

1P Address Assignment

O Get Automatically

I (® Use Fixed IP Address

| 1P Address 21041071 !
I Subnet Mask 255.255.255: | I
I Gateway 21”-11F-?-13 (Cpticnal)(Required for transparent mede.) l

Metric U {0151 I

3) Switch to Network > Routing > Policy Route, to modify the default rule there. The default
rule is for the Router Mode (NAT Mode). Since we have two different modes co-existing here,
we need to make some adjustments to this rule.
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Policy Route

p outgoing-
1 admin none gel LAN_SUBNET any any  WAN_TRUNK interface i} @ i N
_________________________________ | i Click here to
modify

Here we need to modify the “Next-Hop” from “WAN_TRUNK?” to “Interface” of the Bridge
interface (brl) that we just created.

Then click “OK” at the bottom to save the changes.

Tips for application:
Disable the Firewall to test the connectivity.

Every time you make a change, don’t forget to click the “apply” button

3.1.2 NAT & Virtual Server

Here is an example:

WAN Zone I
210.110.7.1/ 255.255.255.240
Internet =T I

' . I GIW:220.110.7.13

R

N S S .- IS: _______
LAN zone
i i%l NAT Mode
192.168.1.55 g
||III||

There is a web server located in the DMZ zone. The virtual Server setting in ZyWALL USG

2000 is required here for people outside of WAN to access the Web pages located on the Web
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Server in the DMZ zone.
To make this scenario work; follow the configuration steps stated below:

1) Login ZyWALL USG 2000 GUI and setup the WANL1 interface for internet connection and
manually assign a static IP. Login ZyWALL USG 2000 GUI and go to Network > Interface >
Edit > WAN1

* ZyWALL > Network > Virtual Server

Configuration

Total Virtual Servers: 0 0 3._V| entries per page

2) Switch to General > Network > Virtual Server and add a new Virtual Server. Fill in the
mapping information. In our example here, since WANL is our WAN port, we are going to
map any IP from the WAN port to our internal Web Server, which is 192.168.1.55. And in this
case, our web server is running on TCP 80, therefore, we pick TCP 80 for our mapping.

= ZyWAILL > Network = Virtual Server = Edit = #1

k General Settings

Enabkle Rule
Fule Name WWebServer

Mapping Rule

Incoming Interface wan1 V]
Criginal IF any IV,
Mapped 1P User Defined |
User-Defined Mapped IP |192.162.1.55 (IF &ddress)
Port Mapping Type ' Pnrt- |Vi
Protocol Type TCP !Vt -
= Original Port 'gg'
= Mapped Port 20

Related Settings

] ~dd corresponding Policy Route rule for NAT 1:1 mapping. u
] Add corresponding Policy Route rule for NAT Loopback. E

Configure Firewall

[o<] [canee]
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4) Switch to Object > Address, and add a new address object for your Web server.

Marne

Address Type
IP Address

IlNebSewer

I HOST I

|1 921681 55

Ik | Cancel

4) Switch to Firewall > Firewall Rule, and add a new firewall rule for your virtual server.
Since it is a web server, we choose “HTTP” as the Service and “Allow” for the access action.

Configuration

¥ Enable
Fraom
Ta

Description
Schedule
User
Source
Destination
Service
ACcess

Log

it 5
LAk

IWebServerFW {Optional)

nane « I

any -

any v

WehServer vl

Tips for application:

Do not forget to place your rule before the default “Deny all” Rule in the WAN-to-LAN

direction.
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Global Setting

[¥ Enable Firewall

[ Maximurn session per Host I (1-2048)

Selection
% Zone Pairs ' Global

Firewall Rule

& wan  wan
oMz " oMz
[ # | Schedule | user | Source |Destination| Service |Access| Log | @m |

3.2 Zone-based IDP Protection

ZyWALL USG 2000 comes with a state of art Intrusion Detection Protection System (IDP)
which can provide comprehensive and easy to use protection against current and emerging
threats at both the application and network layer. Using industry recognized state of art
detection and prevention techniques; With ZyWALL USG 2000 IDP system, IT manager can
apply unique protection profile to each network segment or Zone. And it is best for MSP
environment since it can effectively identify and stop network and application-level attacks
before they inflict any damage, minimizing the time and costs associated with the intrusions.

The ZyWALL USG 2000 Zone-based IDP can be implemented in a server-hosting
environment. Usually, in a server hosting environment, security requirements of each customer
may be different. As multiple IDP protection profiles can be applied to different Zones for
each customer, ZyWALL USG 2000 Zone-based IDP protection provides the most flexible
protection for each customer. Malicious attacks can be stopped at the gateway — customers’
servers are securely protected and a notification alert can be sent to the involved parties or
individuals.
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3.2.1 Applying Zone-Based IDP to ZyWALL USG 2000

Here is an example:

IF‘-?or:eiuer:;b A pote . Zone hased IOP protection for each customer— "
LA ™ ]_ In & server Nosting environmen, security

. ]J I ! requirements of each customer may be different
() T /

Zone-based IDP protection provides most
-— e e Em o= r'-I { flexible protection for each customer

LANZ Zone ‘-- :
Mo I0P protection _
i_\_\;

0 {0 a

DMZ Zone / 3 - Malicious attacks canbe

f
Frotected by DMZ profile stopped althe geleway -

.J . cuslomers’ servers are securely
o protected.

To fulfill the above scenario, you will need three networks on P4, P5 and P6. Then you can
apply different IDP profiles to them.

Intemet

Here are the steps:

1) Login the ZyWALL USG 2000 GUI and go to Network > Interface > Port role. Since we
are going to have three intra-networks in our scenario, we will make P5 and P6 another
two networks for DMZ and LANZ2.

= ZyWALIl > Network > Interface > Port Role

Port Role

Port Role

LAk ]{L&NQ /D MAE

* [l i i

LAM1 ® O

<
LANZ2 o O ® O
DMZ o (O] (@] @®

;‘ppb’ o oS

1
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2) Go to Network > Interface > Ethernet and click the “edit” icon to modify the LAN1 (P4)
settings.

= ZyWALL > Network > Zone

Configuration

~ BlockIntra-zone |
LAN1 No lant 4
LANZ No lan2 4
WAN Yes wanl, wan2, wanl_ppp, wan2_ppp, aux |§9
oMz Yes dmz 4
QPT Yes opt, opt_ppp g{b
55L_VPN Yes 4
1PSec_ VPN Yes 4

(NN

11) Now, we can assign an IP domain to P4 and another one for P5. Other settings are all
optional. In this example, we keep the default values which will disable the DHCP Server
in these two interfaces.

» ZyWALLL> Network > Interface = Edit > Configuration > dmz

General Settings

[¥]Enable Interface

Interface Properties

Interface Name dmz
Port P5, F7
Zone CMZ
MAC Address 00:19:CB:7F:30:C6
Description _' {Cptional)
| IP Address Assignment |
| 1P ddres 19216821 |
Subnet Mask 255.255.255.0 I
|
— e ————————————————— o — ]
Interface Parameters
Egress Bandwidth 1048578 l'KbpsE
DHCP Setting
DHCP Noe_ |k
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= ZyWALL > Network > Interface > Edit > Configuration > lan2

General Settings

[¥]Enable Interface

Interface Properties

Interface Name lan2
Port P&
Zone LANZ
MAC Address 00:19:CB:7F:30:C5
Description _;(Optinnalj
I IP Address Assignment |
|
| [P Address [132.188.2.1 ' I
| Subnet Mask \sssezsso | I

Interface Parameters
Egress Bandwidth |1G~S=?6 i Kbps E
DHCP Setting

DHCP T |

Tips: You do not need a Gateway here since this interface is directly connected to ZyWALL
USG 2000.

12) Your final summary of the Ethernet Interfaces should look like the figure below.

Jork > Interface » Ethernet

Configuration

I P Address | Mask
STATIC -- 167.35.4.3 255.255.255.0

T wanz STATIC - 10.59.1.45 255.255,255.0
3 opt STATIC - 0.0.0.0 0.0.0.0 AN
& lant STATIC - 192.168.1.1 255.258,255.0 g
50 lan2 STATIC - 10.58.0.1 255,255.255.0 R
8 dmz STATIC - 192.168.2.1 255.255.255.0 UFE
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13) Now, you will need to setup your DMZ Zone and LAN2 Zone. Go to Configuration >
Network > Zone.

» ZyWALL > Network > Zone

Configuration

LANI No lan1 4
LAN2 No lan2 =4
WAN Yeg wanl, wan2, wanl_ppp, wan2_ppp, aux g
DHZ Yes dmz 4
QrT Yes opt; opt_ppp g@
S5L_VEN Yes 4
IPSec_VeN Yes 4

14) Although the DMZ Zone is already there, Click the “edit” icon of DMZ Zone and then
select the P5 interface as DMZ zone.

= ZyWALL > Network > Zone > Edit > #4

Group Members

Mame M2
Block Intra-zone TraFFicE

Member List

Available Interface Member
INTERFACE / dmz
% e —

15) Before you apply the IDP profiles, you need to make sure that the IDP Service on your
ZyWALL USG 2000 is licensed.
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ZyXEL FTREEE A

» Status

| \h Refresh Interval; | None. |V| Refresh low i
Status’
r Device Information System Status

ZyWALL System Name: zywall-usg-200 Y] System Uptime: 00:40:55
E¥ Licensing Model Name: ZyWALL USG 200 Current Date/Time: 2008-03-14 03:08:05

B Network Serial Number: 5080205014416 VPN Status: =
Interface MAC Address Range: 1cbi7f130icl ~ c6 DHCP Table: =
Routing Firmware Version: 2.10(AQU.0)b3 |2008-01-11 19:0 Port Statistics: 2
Current Login User: admin {unlimited/00:04:583) E.
Zone i - =
Number of Login Users: 1 E
oK

DDNS
System Resources Boot Status:
Virtual Server

HTTP Redirect =
CPU Usage: | I
i it . 1 Licensed Service Status
; | Hemory Usage: o G
Firewall | Flash Usage: I 2% Ii
EVPN Active Sessions: 0/40000 =i

| v

IoF

AppPatrol - License Status/Remaining days: Mot Licensed / 0
B Anti-X - Signature Version: \2.026 |2007/06/20 17:08:10

Device HA " Interface Status Summary = _Il'_ait ‘Ugdati T\m;: b 2';320

i - Total Signature Number:
:gh]:d - Anti-Virus
“_ i | N | e = el - License Status/Remaining days: Mot Licensed / 0
B Maintenance N 50.124,163.155 nja I - Signature Version: V1.055 |2007-07-05 20:58:13
- Last Update Time: n/a

wanz  Down n WAN 0.0.0.0 I

- Total Signature Number: 5936
n/a OPT 0.0.0.0 n/a
f LANL 192.168.1.1 n/a Cofent ey
n/a .168.1. / ;
; ¥ I - License Status/Remaining days: Mot Licensed / 0

AT oo o

s s e —

16) If your IDP is not licensed, go to the Registration page. You can either login using your
existing myZyXEL.com account or apply for a new one. Each ZyWALL USG 2000 comes
with a 30 days free trial on IDP Service. Just register your ZyWALL USG 2000 and your
ZyWALL USG 2000 will receive the license automatically. Here a page which is already
registered is shown.
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* ZyWALL > Licensing = Registration
Registration {b i

General Settings

This dzvice iz not registered to myZyXEL.com. Please enter infarmation below to register vour device.
If you don't have myZyXEL.com account, please select "new myZyXEL.com account” below, If you have
a myZyXEL.com account, but you forget your User Name or Password, please go to wivw, myZyXEL com

for help.
@ new myZyXEL.com account O existing myZyXEL.cam acoount
User Name Check | vou can click to check if username exists
Faszword

Confirm Fassword

E-Mail Address
Country Code

]
Trial Service Activation

[] Anti-Virus Signature Service
() ZyEL 1CSA Anti-Virus Engine
) Kasperskey Anti-\irus Engine
[] IDP/AppPatrol Signature Service

[] Content Filter Category Service

17) Now, go to Anti- X > IDP. Enable the IDP check box to activate the IDP service on your
ZyWALL USG 2000.
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r SN S S -
General Settings I
I Enable Signature Detection I
B - - — — — —-— - — - - — — —
Policies k
1 any LANT LAN_IDPE G @ mN
2 any DMZ DMzZ_IDPE G @ @N
License

License Status: Mot Licensed

License Type:Mone
Apply New Reqistration

Signature Information

Current Version: 2,026
Signature Number: 2020
Released Date: 2007/06/20 17:08:10

Update Signatures

18) Here, all the Zones are shown. As you can see, two of them have IDP enabled by default.
According to the scenario, LAN Zone needs a LAN Profile, DMZ Zone needs a DMZ
Profile and LAN2 Zone does not need any IDP protection at all. And here is everything
you need.

3.3 Anti-spam on the ZyWALL USG 2000

Nowadays, electronic mail system brings us many benefits, ex: convenience, low cost, and
quickly delivery, to achieve efficient communication. Because of those obvious features, most
of individuals and commercial companies are widely applied in our daily life and commercial
environment. However, it will be annoying to receive the anonymous or unregistered mails;
especially you do not want to receive them. Those kinds of emails are called spamming emails.
In commercial appliance, it will consume unnecessary network bandwidth, server loading and
labor cost. Hence, anti-spam is a major requirement for business to protect their network
environment. Now, this feature is built in ZyWALL 2000.

Anti-spam provides an efficient method for enterprise to restrict flooding spam mails.
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3.3.1 How Anti-Spam works on ZyWALL USG

There are two ways to implement the anti-spam function. One is to make black list and white
list; the other is to refer the black list from one credited website, this function is called as
DNS-based black list (DNSBL)

3.3.2 Using DNSBL (DNS-based blacklist)

There is another way to avoid receiving spam emails. Currently, there are some websites
which are responsible for monitoring and analyzing email server activity in the network.
Accordingly, they maintain a list of spam email servers and publish this list. ZyWALL will
check the list provided by the DNSBL website to see whether it is listed in blacklist when this
function is activated.

3.3.2.1 Application scenario to apply DNSBL

There are two scenarios for demonstrating this function. One is supposed that the company’s
email server is located in the DMZ and the other presents email server is located in the
ISP/Internet.

3.3.2.1.1 Scenario I: Email server is located in the ISP/ Internet

In this case, the Email server is located at ISP or Internet, which means end user will receive

the email through protocol POP3 only. It also means that the location of email server is outside
ZyWALL USG.
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First, we activate the function of anti-spam. Then, edit the content to choose which protocol
we want to scan and will scan all the incoming emails based on the list provided by DNSBL
website.

Z¥yWALL > Anti-X > Anti-Spam > General

General Black/White List DNSBL Status

General Settings

Enable Anti-Spam

Policy Summary

]
I

Here, we select “POP3” in the option of “protocol to scan.” Then, choose the check DNSBL
checkbox in the option of “scan options.”
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> General = Edit = #1

General Settings

Enable Policy
Lag 1og v 3

Email Direction

Frorm WA s
To LAM1 b

Protocols to Scan

Scan Options

[Jcheck white List
[ check Black List

Check DNSBL

Actions For Spam Mail

B3
SMTP forward with tag
POP3 forward with tag

(o]  (canen]

Afterwards, we click the DNSBL tab to edit the trusted DNSBL website.

= ZyWALL = Anti-X > Anti-Spam > General

m Black /¥ hite List | DNSBL | Status

—_

General Settings Onduanced

Enable Anti-Spam
Policy Summary

1 AR

LANL FOP3 QT WeN

During this step, we activate the DNSBL checking and then edit the list.

= 2ZyWALL > Anti-X > Anti-Spam > DNSBL

General BlackfWhite List DHNSBL Status Tl

General Settings

Q Advanced

[#]Enable DNE Black List {DMSBL) Checking |
DMEBL Spam Tag [Spam] {Optional)

Query Timeout Setting

Actions when Query Timeout

SMTF forward with tag

POP3 forward with tag
Tirmeaout Yalue 5 (1-10 Seconds)
Tirmeout Tag [DHSBEL Timeout] {Cptional)

DNSBL Domain List

]
DNSBL Domain
—
QNote:

Each mail relay and sender IP in mail header {under max. number) will be checked against the DNSBL domain
servers listed and enabled above.

In this step, we type the DNSBL website we will refer. There are many reference DNSBL
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websites.

= ZyWALL > Anti-X > Anti-Spam > DNSBL = Edit > #1

DMNSBL Domain Configuration

Enable DMSBL Domain
DMSBL Domain |zen.spamhaus.org |

The following figure shows that ZyWALL succeed to identify the spam mail by using DNSBL
function and tag the suspected spam emails. There are many DNSBL websites can be referred,
for example, zen.spamhaus.org, dul.dnsbl.sorb.net, list.dsbl.org and combined.njabl.org

& nboe = THunderbord

File Edit View Go Message Tools Help

ﬁ c = =
® .2 @ @B G ¥ =
et Mail Write Address Book | Reply Reply A1l Forward | Delete Junk Frint
Falders View: [ A1l [l . Subject or Sender
=] _{J Local Folders ® 0 Subject v Bender & Date
4 Inbox (1) [Spam]iest be i
@g Tnsent E[Spnl]]]NS]lI. @ rextaiwan + 17:38
A Drafts
) Sent
& Trash

3.3.2.1.2 Scenario Il: Company’s Email server located in the DMZ

The other scenario presents that email server is located inside the intranet. It means that the
email server behind the ZyWALL. In this scenario, the better way to filter spam mails is to
scan them when outside email want to establish the connection with our email server. In other
words, scan all incoming emails before they are received by our email server. Hence, we must
scan based on the SMTP protocol and DNSBL.
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First, we select the checkbox to enable the anti-spam.

ZyWALL > Anti-X = Anti-Spam > General

(TS B Black/White List ‘ DNSBL ‘ Status

General Settings Bndvanced

Enable Anti-Spam

Policy Summary

|
“
—

Then, we choose the SMTP and option of DNSBL to be checked.
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= ZyWALL > Anti-X = Anti-Spam > General = Edit = #1

General Settings

>

Enable Palicy
Lag lagy ~ 83

Email Direction

From AN b
To Lant w

Protocols to Scan

Scan Options

[ check white List
[Jcheck Black List
[#] check DMSBL

Actions For Spam Mail [T

SMTP forward with tag s

POP3 forward with tag s

<

Next, you select the tab of DNSBL to configure more details.

= 2ZyWALL > Anti-X > Anti-Spam > General

Black fWhite List | DMNSBL | Status

——

General Settings Ondvanced
[Flenable anti-Spam

Policy Summary

T S N S T R S
1 iy A

LanN1 POP3 PE T @ N

(aey]  [Feset]

In the tab of DNSBL, we activate the DNSBL checking and then edit the list.

= ZyWALL > Anti-X > Anti-Spam > DNSBL

General Black/White List DNSBL Status il

General Settings

o Advanced

IEnabIe DME Black List (DMSBL) Checking |
DMSBL Spam Tag [Spam] {Optional}

Query Timeout Setting

Actions when Qusry Timeout

EMTP forward with tag
PORP3 forward with tag
Timeout Yalue 3 (1-10 Seconds)

Timeout Taag [DMSBL Timeout] {Optional)

DNSBL Domain List

Uil Note:

Each mail relay and sender IP in mail header {under max. number) will be checked against the DNSBL domain
servers listed and enabled above.

G =

In this step, we enter the DNSBL website we will refer. Please remember to APPLY the
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finishing the DNSBL domain list.

= ZyWALL > Anti-X > Anti-Spam > DNSBL = Edit > #1

DMNSBL Domain Configuration

Enable DMSBL Domain
DMSBL Domain |zen.spamhaus.org |

In the following figure, we can see that the anti-spam function is working.

' Tnbox - Thunderbicd -I

File Edit View Go Message Tools Help

& .2 B @ | . C
et Mail Write Address Book | Reply  Reply All Forward | Delete Junk FPrint
Folders Tiew: | ALl [v] . Subject or Sender
B Local Folders ® (0 Bubject e Sender ® Date
w4 Inbox (1)

B k"_'-,‘j Tnsent | [Spam]DNSBL @ Textaiwan « 17:38
A Drafts
) Sent
13 Trash

3.3.3 Using Black/White list (B/W list)

First, we can edit our owned black list and/or white list. Generally speaking, one way of
making black list is to edit the address of email server that you do not trust. Additionally,
ZyWALL USG also provide other options to filter the spam mails based on subject, source IP
address of relay email servers, email address and mail header. In contrast, you can edit the
white list based on the information of email subject, source IP address of relay email servers,
email address.

3.3.3.1 Configuration procedure

Enabling Anti-Spam

Add Policy

Editing Black/White List

Click Apply button to apply it

Test result: the subject of email has been tagged
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3.3.3.2 Scenario topology

In this example, we consider the SMTP email server is outside the LAN.

3.3.3.3 Steps to configure B/W list

Step 1. Enabling Anti-Spam
First, we activate the function of “Anti-Spam”
ZyWALL > Anti-X > Click Add button

Z¥yWALL > Anti-X > Anti-Spam > General

General Black/White List DNSBL Status

General Settings

Enable Anti-Spam

Policy Summary

]
I
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Step 2. Add Policy

Since email server is located outside LAN, and the best way of filtering spam emails is to scan
all incoming emails before end users receive them. Therefore, we set the email direction as
“From WAN to LAN” in the policy configuration. Additionally, we can choose which kind of
list (black list and/or white list) we want to apply.

> ZyWALL = Anti-X > Anti-Spam > General = Edit > #1

General Settings

[“]Enable Palicy
Log log v 3

Email Direction

Fram AN w
Tao LAMT w

Protocols to Scan

SMTP Cears

Scan Options

Check White List
Check Black List
[Jcheck DNSBL

Actions For Spam Mail (T
SMTP forward with tag %
FOP3 forward with tag

Step 3. Editing Black/White List

You can add an open relay server to the Black List in Anti-spam/ “White/Black List”/ Black
list. Here, you need to select the check box and add a special tag in the title of suspected spam
emails if you want. Then, we edit our owned black list that displays the relayed email servers
we do not trust.

= Z2yWALL > Anti-X > Anti-Spam > White fBlack List > Black List

Black /White List

. Black List

General Settings

| Enable Black List Checking

Black List Spam Tag [Spam] (Optional)
Rule Summary
Total Rule: 0 rules per page page: (4] [+] ofl (3]
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Step 4. Setting rule

In setting the rule, you can specify how to identify the spam mails based on the type of email.
In other words, in the field of type, you can specify email subject, sender IP address, sender
email address or mail header. In this example, we sue the type of sender or re mail relay IP
address to judge whether the mails are spam.

= ZyWALL > Anti-X > Anti-Spam > White/Black Lists > Black List > Edit > #1

Rule Configuration

Enable Rule

Type IP Addres= k4

Sender or Mail Relay IP Address 1011254 |
Netmask 2852852550 |

Step 5. Apply the setting
In the following figure, we can see the new entry in the black list.

= ZyWALL > Anti-X > Anti-Spam > White/Black List > Black List

Black fWhite List

i Black List

General Settings

Enable Black List Checking

Black List Spam Tag [Spam] (Optional)

Rule Summary

Total Rule: 1 rules per page Page: [=][=] of 1 [=][E0
1 ip-address 10.1.1.254 f 255.255.255.0 PE W
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Step 6.Test result: the subject of email has been tagged
In the result, we can see that the mail from the email server in our black list is tagged as
[Spam]. It means that the anti-spam of ZyWALL is working well.

TFiEE: TEG200@ZyHEL com. tw 20020118 14:17
Urat =8 Rex Lee
&l
& | [pemIUse 200 Emeil Report |
General
Model Name: Zywall USG 200
Firmware Wersion: 210(AQU.00b1 | 2007-11-07 23:09:35
MAC Address Range: 00:19:ch:72:72:96-9b
Systern Uptime: & days, 00:45:58
Systern Mame: zywall-usg-200
System Resource Statistics
CPU Usage CPU Usage

100 & Last Update: Z005-01-15 14:16:35
Memory sage

Session Usage an

Port Usage

3.4 Guaranteed Quality of Service

Nowadays if you need a good quality of service, just simply throwing more bandwidth
at your network is not the ultimate solution to this problem, because you can't foresee what
new bandwidth-hungry applications will be in use in several months. An ill-behaved
application can easily bring your network down and potentially shut down your business
operation. To gain more effective control of your network, you need to incorporate Quality of
Service (Qo0S). In a QoS-enabled network, you can prioritize network traffic flow, allocate
network bandwidth and resources to different applications and users, enforce security to the
applications and the users entering your network, and set network behavior according to the
business needs. Using QoS approach, an application would request a certain level of service
prior to using the network. If bandwidth is expensive in your region, QoS style approach may
make more sense than just simply adding more bandwidth. It is assumed that there is
insufficient capacity for all users to complete what they want at the same time.
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3.4.1 Priority & Bandwidth management

ZyWALL 1050 supports both prioritizing and bandwidth management for outgoing
traffic. IT administrator can define bandwidth management policies to ensure quality of
running services in their network environment. ZyWALL 1050 supports bandwidth
management policy based on the type of service, origin of the traffic, user/group to ensure
optimized bandwidth utilization. Bandwidth management and prioritization can be done with
policy route in ZyWALL 1050.

Here is an example:

~— SMTP
400Kbps

\\_>< -
800Kbps

FTP
100Kbps

Internet

WAN Trunk

-

EXTENSION CARD SLOT |
S 7

ZyWALL 1050

INTERNET SECURITY APPLIANGE

Outgoing
traffic

To fulfill this scenario; please follow the configuration steps as below:

1) By default, ZyWALL 1050 created a WAN Trunk interface for you. Thus, you don’t need to
worry about WAN Trunk in this scenario. Now, we will need to create those Bandwidth
Management policies for our application. Logon to the ZyWALL 1050 GUI and go to
Configuration > Policy > Route > Policy Route. Then click the “+” to add a new policy
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route at the top of your list.

ZyXEL

il = ZyWALL 1050 > Configuration > Policy > Route > Policy Route

ZyWALL 1050 Policy Route Static Route |
Registration
File Manager

B-Configuration

[ -erlochoduislincoming| _source|oestnationlservice] Next-iop | oNaT [own

B Network

outgoing- A
1 any none gel LAN_SUBMET any any e AN _TRUME erhes u} o = W BN
To add a new policy rule
-Apply -Reset 4
- - at the top of the list

B Policy

Route

App. Patrol

IDP

2) The description of the policy is optional. In this scenario, we will need to make a policy on
all the SMTP traffic going out from LAN (GE1) to WAN. Since all the traffic should go out
through the WAN Trunk, we need to set our “Incoming” interface to GE1, “Source” subnet to
LAN_subnet, and “Next-Hop” to “Trunk” through the “WAN_Trunk” Interface. And finally
we get to the QoS part of our policy. In this scenario we are going to set 400Kbps for SMTP
traffic. We can assign this policy a relatively high priority (like 100) just in case the bandwidth
is not enough at all but SMTP service can still get more bandwidth than the other type of
network services.
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= ZyWALL 1050 > Configuration > Policy > Route > Policy Route = Edit = #1

Configuration

Enable
Description |SMTP | (Optional)
Criteria
User any W
[ncoming Interface / gel |_Change...
Source Address LAM_SUBMET
Destination Address any R
Schedule none v|
IService SMTP v | [ Ple... ]I
Next-Hop
IT\,rpe Trunk v| I
Gateway
Interface
WPN Tunnel
I'I'runl-c [\AN_TRUNK |+ | |

Address Translation

Port Triggering

Bandwidth Shaping

Source Metwork Address Translation

outgoing-interface |

Maxirnurm Bandwidth

Bandwidth Priority

400 Kbps

{1-1024, 1 is highest priority)

Ok Cancel

3) Repeat the above steps to create two more policy routes for “WWW?” and “FTP” services.

In the policy route you can set their Maximum Bandwidth to 800Kbps and 100Kbps along
with a priority value. Below is what you should get so far:
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= ZyWALL 1050 = Configuration > Policy = Route > Policy Route

Policy Route

outgoing-

1 any none gel LAN_SUBMET any SMTP  WAN_TRUME erienn 400 @ @9 M
outgoing-

2 any nane gel Lam_SUBMNET any HTTP  wan_TRUMEK interface s00 @ g W N

3 any  none gel  LAN_SUBNET WAN_TRUMK M990 10p G =p @, g by

outgoing-
4 any nane gel LAMN_SUBMNET any any  WAR_TRUME interface i] @ g N

Routes The default Policy

Route

Tips: Policy Route rules are based on first match, first go. Thus, all your new rules should be
placed before the default policy route, which is the last one here.

4) The default policy route makes bandwidth management disabled. In any case if you want to
make sure that the bandwidth is guaranteed instead of just metering, you should check whether
every rule you have here has the bandwidth control enabled. This must include the default
route. Also, the sum of bandwidth in all your rules should not exceed the physical bandwidth
of your WAN interfaces(s). Otherwise the Bandwidth Management might not be able to
guarantee your bandwidth during a congestion. Let’s assume that the max bandwidth of our
WAN is 1.5Mbps. Now we already spent 400kbps for SMTP, 800kbps for HTTP, and 100kbps
for SMTP. What left over is 200kbps available to us; thus, we can apply it for the remaining
traffic, which is our default route.

= ZyWALL 1050 = Configuration > Policy = Route > Policy Route

Policy Route
——_—_—_—_—
#user[schedule[incoming| Source |Destination|service| Newt-Hop | sNAT JownM| o |
1 any  none gel  LAN_SUBNET any SMTP auto ci'n“ttg;;”c';e' 400 =’ @ & BN
2 any none gel LAN_SUBMET any HTTP auta ?I_Ll'ttg;::cge' 800 g @ O BN
3 any  none gel  LAN_SUBNET any FTP auto ci'n“ttg;;”cge' 100 ' @ 0 PN
outgoing-
4 any none gel LAaM_SUBMET any any Wi AN_TRUME interface 0 @ g i N
Apply Click here to modify the

settings of the default route.
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5) Modify the values of bandwidth and priority here in the default policy route. Click “OK” to
apply.

= ZyWALL 1050 = Configuration = Policy = Route > Policy Route > Edit > #4

Configuration

Enable

Description |NAT |(Opti0na|)
Criteria

User any b

Incoming Interface / gel [ Change...

Source Address LAN_SUBMET v

Destination Address any v

Schedule none v|

Service any vl [ Memwy ... ]
MNext-Hop

Gateway

Interface

VPN Tunnel

Trunk WAN_TRUMK

Address Translation

Source Metwork Address Translation |-:utgc-ing-interface v|

FertTraarns Trigger service

Bandwidth Shaping

Maxirnurm Bandwidth 200 Kbps

Bandwidth Priority 1024 | {1-1024, 1 is highest priority)

Ok Cancel

9) Now the final list should look like the one below:
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= ZyWALL 1050 = Configuration = Policy = Route = Policy Route

Policy Route

1 any  none gel  LAM_SUBNET  any SMTP aute ?#ttgr?f;”fe' 400 G =’ & B BN
Z any  none gel  LAM_SUBNET any HTTP auto ?#EE;L”CQB' 800 ' @ O BN
3 any  none gel  LAM_SUBNET any FTP auto ?;'ttgr?f;”cge' 100 G @ o N
4 any none gel LAN_SUBMET any any  WAN_TRUMK ?#ttgffic_'”cge' 200 G ® o N

CLI commands for the first SMTP policy route:
[0] policy 1 (the number of your SMTP policy)
[1] no deactivate

[2] description SMTP

[3] no user

[4] interface gel

[5] source LAN_SUBNET

[6] destination any

[7] no schedule

[8] service SMTP

[9] next-hop trunk WAN_TRUNK

[10] snat outgoing-interface

[11] bandwidth 400 priority 100

[12] exit

CLI commands for applying bandwidth and priority to the default policy route:

[0] policy 4 (the number of your default policy)
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[1] no deactivate

[2] description NAT

[3] no user

[4] interface gel

[5] source LAN_SUBNET

[6] destination any

[7] no schedule

[8] service any

[9] next-hop trunk WAN_TRUNK
[10] snat outgoing-interface

[11] bandwidth 200 priority 1024
[12] exit
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FAQ

A. Device Management FAQ

A01. How can | connect to ZyWALL USG 2000 to perform administrator’s tasks?

You can connect your PC to ZyWALL USG 2000 port 1 interface with Ethernet cable, which
IS most left Ethernet port. You will get the IP address automatically from DHCP by default.
Connect to http://192.168.1.1 using web browser to login ZyWALL USG 2000 for
management. The default administration username is “admin”, and password is “1234".

A02. Why can’t I login into ZyWALL USG 20007

There may have several reasons why you can’t login to ZyWALL USG 2000:

1. The ZyWALL USG 2000 supports the following types of browsers. Check if you are
not using other type of browser.
* |[E 6.0 or above
* Firefox 1.5.0 or above
* Netscape 7.2 or above

2. To login ZyWALL USG 2000’s GUI, it’s mandatory to enable JavaScript and accept
cookies in your web browser. Check if you don’t have them disabled in the web
browser. If you do, enable them.

3. To login ZyWALL USG 2000°s GUI, a popup window function in web browser is used.
Check if you have the popup windows block enabled in the web browser. If so, please
disable the block in the web browser.

4. You may be entering wrong username or password.

5. You might have typed a wrong password for over 5 times. ZyWALL USG 2000 blocks
login from such an IP address for 30 minutes by default.

6. You can be connecting to ZyWALL USG 2000 from a WAN interface which is blocked
by default. If you don’t want this block rule, go to GUI menu System > WWW to set
to accept the access from “WAN’ or from “All’.
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Then switch to menu Firewall > To-ZyWALL rules to add the HTTP access from

WAN side.
= ZyWALL > System > WWW
HTTPS
Enable k
Server Port !4.:3 i
[ Authenticate Client Certificates (_?Ee_'l:fmted Chs)
Server Certificate ideiauh E

Redirect HTTP to HTTPS

Admin Service Control

User Service Control

HTTP

Enable
Server Port ’lSU

Admin Service Control

e ™ S ™ S R

Accept E & W IN

S S ™S ™ S S

Accept E BN

T ™ ™S ™ S N

Accept F BN

Note: By default, Firewall blocks all the access except the traffic like VRRP, IPSec

ESP, IPSec AH, IPSec NATT, IPSec IKE.

Global Setting

Enable Firewall

[ allow Asymmetrical Route
[] Maximum session per Host

| (1-8192)

Firewall rule

From Zone iﬂny Vi To Zone |EI1)r [il

= ZyWALL > Firewall

Total rules:27 i°_0|" entries per page Page: [E]E] 1 Df 1 ][]
B S P =g ey
1 WAN none allow GE BTN
2 2 Lant DMZ none any any any any allow  no O E WN
3 3 WAN LANI none any any any any deny  log  QE @ EON
4 4 WAN DMZ nane any any any any allow  no O ® WN
5 5 oMz LaN none any any any any deny  log Q' E W ON
pod_ A ___ oL MR ___ W ___ . . R <, alow _no_ | QE BTN
7 7 LANL ZyWALL nane any any any any allow no : QR ® TN
8 8 WAN ZyWALL none any any any VRRP allow  no 1 QEFEEIN
g 9 WAN ZyWALL nane any any any ESP allow o : O ® WN
10 10 WAN ZyWALL none any any any aH allow o : QF® WN
JAL L IU VAN ZyWAL _ none | __any Ay _____aW_____ NATT_ _ _ _allow_ mo ' QBB WON
A03. What's difference between “Admin Service Control” and “User Service
Control” configuration in GUI menu System > WWW?
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The “Admin Service Control” configuration is for controlling user login with admin user-type
to perform management task including Admin and Limited-Admin. And “User Service
Control” configuration table is for controlling user login with access user-type to perform user
access task including User and Guest.

A04. Why ZyWALL USG 2000 redirects me to the login page when | am
performing the management tasks in GUI?

There may be several reasons for ZyWALL USG 2000 to redirect you to login page when you

are doing configuration.

1. Admin user’s re-auth time (force re-login time) has reached. The default time value is
24hours.

2. Admin user’s lease time has been reached. The default time value is 24hours.

3. You are trying to login ZyWALL USG 2000 using other remote management client (telnet
or ssh...etc) after you logged in ZyWALL USG 2000 using a web browser.

4. PC’s IP address has changed after your previous login. The re-login is required then.

A05. Why do I lose my configuration setting after ZyWALL USG 2000 restarts?

There may have two reasons:

1. If you configure ZyWALL USG 2000 from CLI. You must type CLI “write” to save the
configuration before rebooting. If you configure ZyWALL USG 2000 from GUI, any
configuration will be automatically saved.

2. ZyWALL USG 2000 might fail to apply the configuration using the startup-config.conf
when booting up. It might because the startup-config.conf is corrupted. If so, ZyWALL
USG 2000 will try to use the last boot up configuration file (lastgood.conf), which can
boot up successfully. Your settings will revert to the last boot up configuration.

A06. How can | do if the system is keeping at booting up stage for along time?

There are two reasons if your ZyWALL USG 2000 boots up for a long time as below.

1. It might because you have many configurations on ZyWALL USG 2000. For example, you
configured over 500 VPN settings. Please connect to console and you can see which process
the system is processing at.

Note: If the system is processing ok, admin can connect to ZyWALL USG 2000’s lanl port
which is with IP address 192.168.1.1 by default.

190
All contents copyright (c) 2008 ZyXEL Communications Corporation.



ZyXEL ZyWAL L USG 2000 Support Notes

2. The ZyWALL USG 2000 may get firmware crashed. Generally, it may happen if power off
ZyWALL USG 2000 when it’s during firmware upgrading. For this case, admin could connect
to console and see the message as shown below (ensure your terminal baud rate is configured
correctly).

If you do see the message, please start the firmware recovery procedure as following steps.

1. Connect a PC with ZyWALL USG 2000’s lanl port via an Ethernet cable.

2. ftp 192.168.1.1 from your FTP client or MS-DOS mode

3. Set the transfer mode to binary (use “bin” in the Windows command prompt).

4. Reload the firmware. (ex. use command “put 1.00(XL.1)CO0.bin” to upload firmware file)

5. Wait the FTP uploading completed and it will restart the ZyWALL USG 2000 automatically.
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B. Registration FAQ

BO1. Why do | need to do the Device Registration?

You must first register ZyWALL USG 2000 device with myZyXEL.com server, before you
activate and use IDP and Content filter external rating service.

B02. Why do | need to activate services?

It’s mandatory to activate these security services before you enable and use these services. For
IDP and the content filter, you need to activate services first before you can update the latest
signatures from myZyXEL.com update server.

B03. Why can’t | active trial service?

You must make sure that your device can connect to internet first. Then register ZyWALL
USG 2000 device with myZyXEL.com server through GUI menu Registration page.

B0O4. Will the UTM service registration information be reset once restore
configuration in ZyWALL USG 2000 back to manufactory default?

Yes. Both the device configuration and UTM service registration, e.g. AV/IDP/CF, will be
erased once the user reset the device configuration back to manufactory default. However, the
service subscription information can be recovered by following the procedures as:

1. Next time device synchronization with myZyXEL.com.

2. User click “Service License Refresh” button from ZyWALL > Licensing > Registration >
Service page.
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C. File Manager FAQ

CO01. How can ZyWALL USG 2000 manage multiple configuration files?

From ZyWALL USG 2000 GUI menu File Manager > Configuration File, it allows admin to
save multiple configuration files. Besides, Admin could “manipulate” files, such as to upload,
delete, copy, rename, download the files, and apply a certain file to hot-switching the
configuration without hardware reboot.

C02. What are the configuration files like startup-config.conf,
system-default.conf and lastgood.conf?

1. startup-config.conf: The startup-config.conf is ZyWALL USG 2000 system configuration
file. When ZyWALL USG 2000 is booting, it will use this configuration file for ZyWALL
USG 2000 as system configuration.

2. system-default.conf: The system-default.conf is ZyWALL USG 2000 system default
configuration file. When you press the reset button, ZyWALL USG 2000 will copy
system-default.conf over startup-conf.conf.

3. lastgood.conf: The lastgood.conf is created after ZyWALL USG 2000 successfully applies
startup-config.conf. And ZyWALL USG 2000 will try to apply lastconfig.conf, if ZyWALL
USG 2000 fail to apply startup-config.conf. You can check the GUI menu Maintenance >
Log to check the configuration applied status after booting.

Please note the configuration file downloaded through web GUI is text-based which is
readable and is very useful for administrator to have a quick overview for the detailed
configuration.

C03. Why can’t | update firmware?
It’s mandatory to have at least 70MB free memory before upgrade firmware. If you still can’t

get enough memory to upgrade firmware, you can perform upgrade after system reboot which
frees up the memory.
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CO04. What is the Shell Scripts for in GUI menu File manager > Shell Scripts?

Shell scripts are files of commands that you can store on the ZyWALL and run when you need
them. When you run a shell script, the ZyWALL only applies the commands that it contains.
Other settings do not change.

CO05. How to write a shell script?

You can edit shell scripts in a text editor and upload them to the ZyWALL USG 2000 through
GUI menu File manager > Shell Script tab. Some notes as followings.

e Must follow ZyWALL USG 2000 CLI syntax
*  Must add “configure terminal” at the beginning of the script file.

e  Must save as a “.zysh ” file extension.

An example is shown below.

# enter configuration mode

configure terminal

# change administrator password

username admin password 4321 user-type admin

# add a user ‘anne’ and set both the lease and re-auth time to 1440 sec.
username anne user-type ext-user

username anne description External User

username anne logon-lease-time 1440

username anne logon-re-auth-time 1440

exit

write

C06. Why can’t | run shell script successfully?

Please ensure that you follow the correct CLI command syntax to write this script. And make
sure that you add the “configure terminal” in the top line of this script file.
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D. Object FAQ

DO1. Why does ZyWALL USG 2000 use object?

ZyWALL USG 2000 object include address, service, schedule, authentication method,
certificate, zone, interface group and ISP account object. The ZyWALL USG 2000 uses object
as a basic configuration block. It can simplify the configuration change once your have some
change in the network topology.

For example, User can first create a zone object WAN_ZONE with the WANL1 interface and
later add the wan2 interface into WAN_ZONE. All security features that use the WAN_ZONE
will change their configuration immediately according to zone object WAN_ZONE change.

We also provide a feature call “in-line object create”, this feature can let you create an object
without leaving the original page, for example, during the time creating an Access Policy for
SSL VPN, you can simply click the “Add” button, it will pop-up a new windows and link to
“User Configuration” page, therefore you don’t have to leave the page you are configuring
access policy.

= ZyWALL = ¥PM = SSL ¥PH = Access Policy = Edit = #1

Configuration

W Enahble

MName |SSLaccess

Description |New create (Optional)

b https:ff192.168.1.1 - pruseredit. html - Microsoft Internet Explorer

[ UserfGroup {(Optional) ]

Available
acdmin
Idap-users
radius-users
ad-uzers

User Configuration

User Mame |3harn0

. User Type User -
' | W Password |....
sSL application List (Opti Retype [wmus|
Description |L0c:a| Uszer
Available -
Lease Time Laste (0-1440 minute:
unlimited}
= Reauthentication Time 14{@ | (0-1440 minute:
unlirmited)
Add % ok | cancel |
2] Done S [ mntern
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D02. What's the difference between Trunk and the Zone Object?

The trunk concept is used as an interface group for a policy routing. You can add interfaces
and define load balance mechanisms in one trunk.

The zone concept is used to group multiple of interfaces, which have the same security policy.
For example, you can define two zones, LAN and WAN, and add a firewall rule to control the
traffic between LAN and WAN.

D03. What is the difference between the default LDAP and the group LDAP?
What is the difference between the default RADIUS and the group RADIUS?

Default LDAP/RADIUS server is a built-in AAA object. If you only have one LDAP/RADIUS
server installed, all you need to do is to setup the default LDAP/RADIUS and then select
group ldap/radius into authentication method. If you have several redundant LDAP/RADIUS
servers, you may need to create your own LDAP/RADIUS server groups. But don’t forget
selecting the LDAP/RADIUS server groups in the authentication method chosen for
authenticating.
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E. Interface FAQ

EOL1. How to setup the WAN interface with PPPoE or PPTP?

First, you need to create an ISP account, which has protocol type of PPPoE or PPTP. Then you
need to create PPP interface on GUI menu Interface > PPPOE/PPTP. You can name this PPP
interface, for example ‘ppp0’ (you can have pppO~pppll ppp interface, pppl2 is reserved to
modem dialup interface). After that, you need to create a policy route, which has next-hop
interface set to ppp0.

EO02. How to add a virtual interface (IP alias)?

To add a virtual interface, go to GUI menu Interface > Ethernet, click the “+” icon on each
interface row. For example, | want to add a virtual interface of lanl. click the “+” icon from
the interface lanl row, and fill out the necessary fields. It will create the virtual interface,
lanl:1.

E03. Why can’t | get IP address via DHCP relay?

It requires special support from a DHCP server. Some DHCP servers would check special
fields in a DHCP discover/request and it is possible for the servers to not to respond them. So
make sure your DHCP server supports DHCP relay.

EO04. Why can’t | get DNS options from ZyWALL's DHCP server?

There could be several reasons. If you configure a static IP on a WAN interface, you should
have custom defined DNS servers in the LAN interface or there would be no way to get DNS
servers from ISP. If the interface that provides the DNS server goes down, the DNS server
would be regarded as dead one and won’t pass it to the LAN PCs. So make sure all the
interfaces that provide DNS server don’t go down because of link down, ping-check or
becoming disabled.
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EO05. Why does the PPP interface dials successfully even its base interface goes

down?

The base interface is just a reference which ZyWALL uses to connect to PPP server. If you
have another active interface/routes, ZyWALL will try to maintain connectivity.
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F. Routing and NAT FAQ

FO1. How to add a policy route?

From the GUI menu Policy >Route, click the “+ icon in the table and define matching
Criteria for this route. Then select a next-hop type. If you want to use Link HA and Load
Balance, “Trunk” should be selected as a next-hop type. If you want to route traffic into an
IPsec tunnel, you need to select “VPN tunnel”. Please note that the policy routes will be
matched in order. If the first route matches the criteria, ZyWALL USG 2000 will use the route
setting to direct the traffic to the next hop.

FO2. How to configure local loopback in ZyWALL USG 20007

Local loopback is a feature used in the following scenario.

For a general application the users access to the web service by entering the FQDN (Full
Qualify Domain Name, e.g. http://www.zyxel.com) other than an IP address. This is because
the domain name is easier to remember. However, when both the Server and Client are located
behind the same NAT, a triangle route problem will encounter. See the example as illustrated
below to understand the network topology: (Here a Web server is used as an example.)
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o~ %,
Internet ,;
Web Server Virtual Interface: ’/\J _
192.168.35.100 @ . LAN Subnet:

192.168.105.x / 24

;\ E TT T TR I “I ,*
ZvWALL ]
USG 2000

Src:192.168.105.36
Des:192.168.105.37

Web Server
192.168.105.37

192.168.105.36

1. The internal user enter the URL and the DNS client in the computer queries the domain
name "xxx.USG2000.com" from the public DNS server and retrieves the Web server's 1-1
NAT mapping public IP address- 192.168.35.100.

2. From the Virtual Server setting, ZyWALL USG 2000 forwards it to the internal IP
192.168.105.37.

3. The Web server receives a request from the same subnet and replies it directly to PC
through L2 switch dispatching. This is known as "triangle route".

Please follow these steps to configure the ZyWALL USG 2000 in order to solve the triangle
route problem:

1-1 NAT mapping Configuration:

Firstly create two address object: WEB_WAN as 192.168.35.100 and WEB_LAN as
192.168.105.37. After that, create the Virtual Server rule of incoming DNAT translation to
allow the server connect to outside network.
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MName INAT—FI'P

Interface ge2j

Original 1P [weswan 5] | @ IP address mapping
Mapped IP 192.168.105.37

Mapping Type Port 3

Original Port Isu— .
I Mapped Port I <«§— Port mapping

* Please make sure the firewall allows virtual server traffic.
* Please create a corresponding policy route (NAT 1:1) if the virtual server will also establish connections to clients.

= ok | _concel|

Create one Policy Route rule for outgoing SNAT to translate the private IP to public one.
After these two steps, the 1-1 NAT mapping on ZyWALL USG 2000 is complete.

Configuration

¥ Enable

Description | (Optional)
Criteria

User any =

Ilpcominn Totofo ge... |
[ Source Address WEB-LAN =

Destination Address any -

Schedule none 'I

Service any -|  MNew... |
Next-Hop

Tvpe Trunk 'I

Gateway ZW_WAN_IP =

Interface gel "I

VPN Tunnel Remote-Dialup

Trunk WAN_TRUNK 'I
Address Translation

Source Network Address Translation IWEE—WAN 'I

NAT loopback Configuration

In order to run the NAT loopback on ZyWALL USG 2000, please add these rules after you
finish the 1-1 NAT mapping.

Firstly, add one Virtual Server rule for LAN usage. All the parameters are the same as those
set on 1-1 NAT mapping, except the Interface item.
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Name W
I Interface ge h Configure this rule
Original 1P WEEE for LAN usage
Mapped IP [1e2 18810537 |
Mapping Type [Port =]
Protocol Type ‘)’J
Original Port I—
Mapped Port I—

* Please make sure the firewall allows virtual server traffic.
* Please create a corresponding policy route (NAT 1:1) if the virtual server will also establish connections to clients.

In total there are two Virtual Server rules in this case.

If you put the Web Server on DMZ and access from the LAN, this configuration will do as
you requested. However, if you put the Web Server on LAN and access from the LAN, you
need another Policy Route rule to realize it.

Virtual Server

Total Virtual Servers: 2 30 'l entries per page Page 1/1
Orlgmal
N S 5 T el
NAT-WEB WEB-WAN 192.168.105.37 an 80 O E o
2 MNAT-WEB-IN gel WEB-WAN 192.168.105.37 any 80 80 @ gﬁ

This Policy Route rule makes all the internal access must do the SNAT translation. This will
force all the traffic to go back to the ZyWALL USG 2000 and avoid the triangle route
problem.
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Configuration

W Enable
Description I (Optional)
Criteria
Uszer _ﬂ‘i
Incoming Interface / ge1  Change...
Source Address LAN_SUBNET I~
Destination Address WEB-LAN =
Schedule nnnej
Service any | MNew.. |
Next-Hop
| | Type Interface 'l
% Gateway —_[: N PP
% Interface ge1j l
B WEN Tunnel Remote-Dialup j
Trunk AN_TRU 'l
Address Translation
l Source Network Address Translation Inutgning—interfaoe 'I l
: : I E——
Port Triggering | & |

Certainly, the related configuration like the Firewall ACL check must be set.
After the configuration is done, the LAN users are able to access the LAN server by typing
FQDN.

FO3. How to configure a NAT?

Unlike ZyNOS ZyWALL, the NAT setting in ZyWALL USG 2000 is in Policy Route and port
forwarding setting is Virtual Server as the configuration page is shown below.

*  Configure NAT setting in Configuration > Policy > Route
*  Configure port forwarding setting in Configuration > Virtual Server

In the policy route setting, there is the source network address translation (SNAT) setting is at

Address Translation area. Choose ‘none’ means to turn off the NAT feature for the policy route
rule accordingly. To choose “outgoing-interface” or other address object you defined, it means
turn on the NAT feature and it will refer to the next-hop setting to execute routing.

For the specific traffic needs to be re-directed to a certain internal server, the virtual server
needs to be configured. This feature allows ports/host mapping from a WAN interface IP to an
internal DMZ/LAN IP. For example, if you want to forward HTTP traffic with 8080 port to the

ZyWALLS5 in ZyWALL USG 2000’s DMZ zone, you need to configure virtual server to

203
All contents copyright (c) 2008 ZyXEL Communications Corporation.



ZyXEL ZyWAL L USG 2000 Support Notes

forward <Original IP(ex. WAN1’s IP):8080> to <Internal server IP:8080>.

FO4. After I installed a HTTP proxy server and set a http redirect rule, | still can’t
access web. Why?

Your proxy server must support a transparent proxy. If your proxy does have this feature, turn
it on. For example, for Squid, you have to have the option httpd_accel uses_host_header
enabled.

FO5. How to limit some application (for example, FTP) bandwidth usage?

In order to restrict the bandwidth usage for a specific application, you need to employ
AppPatrol feature.

The following steps allow the user to limit the bandwidth usage from of FTP application:

1. Pick up the FTP application that you want to restrict bandwidth usage and click “Edit” in
AppPatrol > Common page.

2. Click the “Edit” button for default policy, and the “Configuration” page appears.

3. On the “Configuration” page, enter the bandwidth amount you want to limit bandwidth
usage in direction “Inbound” or “Outbound”.

4. Back to “General” page under AppPatrol and check the “Enable BWM” checkbox then
click the “Apply” button to complete the entire configuration.

Note. On the ZLD 1.0 the default setting of bandwidth management is ON and you cannot
change the setting, but on the ZLD 2.0 the default setting of bandwidth management is off,
therefore if you are upgraded from 1.0 to 2.0, the “Enable BWM?” checkbox will be checked.

FO6. What's the routing order of policy route, dynamic route, and static route
and direct connect subnet table?

All these routing information create the ZyWALL USG 2000 routing database. When routing,
ZyWALL USG 2000 will search with the following order:

1. Local and direct connect subnet table.

2. Policy route rule.

3. Main table, which includes routes learned from RIP/OSPF, static routes and default

routes.
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FO7. Why ZyWALL USG 2000 cannot ping the Internet host, but PC from LAN
side can browse internet WWW?

This is mainly caused by your interface configuration. If you setup two WAN interfaces,
which have gateway IP address configured, the default route will have two entries added in
ZyWALL USG 2000. If one of the WAN interfaces can’t connect to the internet (for example,
ppp interface don’t dialup successfully), and this interface has smaller metric than the other
WAN interface, ZyWALL USG 2000 will select this as default route and traffic can’t go out
from the ZyWALL USG 2000.

FO08. Why can’t | ping to the, Internet, after | shutdown the primary WAN
interface?

ZyWALL USG 2000 routes packets by checking session information first. Once packet
matched a session that is already created, it would not lookup the routing table. So the
interface status change doesn’t affect the routing result until a new session is created. If you
continually ping internet host and shutdown the ZyWALL USG 2000 primary WAN interface,
the ping packet still matches the original session, which is bound to primary WAN interface
already. The session timeout for ICMP is 15 second.

F09. Why the virtual server or port trigger does not work?

If virtual server or port trigger (or any traffic from WAN zone to LAN zone) doesn’t work,
check whether the firewall rule from WAN to LAN is disabled.

F10. Why port trigger does not work?

The port trigger will work only when there is a connection matching that policy route rule.

Please note that firewall may block those triggered services. So, if you have problems with
triggering the service, check firewall settings and its logs too.
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F11. How do | use the traffic redirect feature in ZyWALL USG 20007

If you have a router located in LAN, you could regard the router as a gateway and fill its
address in a gateway field of the LAN interface which connects to the LAN router. Then,
configure the interface as a passive member of the trunk which you use in the policy routing.
In case all main links in the trunk go down, passive link (i.e. the LAN router) would be
activated to maintain the connectivity.

Note: While you configure the gateway address in the interface, please also choose a suitable
metric for the gateway or it would interfere with main links.

F12. Why can’t ZyWALL learn the route from RIP and/or OSPF?

ZyWALL blocks RIP/OSPF routing advertisement from WAN/DMZ by default. If you find
that it fails to learn the routes, check your firewall to-ZyWALL rules.
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G. VPN and Certificate

GO01. Why can't the VPN connections dial to a remote gateway?

Please check the responder’s logs whether the fail occurs in phase 1 or phase 2. If the phase 1
has failed, try to check the VPN gateway configuration, such as proposals or Local/Remote ID.
If the phase 2 has failed, try to check the VPN connection configuration, such as whether the
policy matches the one of the remote gateway.

GO02. VPN connections are dialed successfully, but the traffic still cannot go
through the IPsec tunnel.

Check if there is a policy route that directs the traffic into the VPN connection. After the
policy route is set, if the traffic still goes through another route path, check the order of policy
routes.

G03. Why ZyWALL USG 2000 VPN tunnel had been configured correctly and the
VPN connection status is connected but the traffic still can not reach the remote
VPN subnet?

ZyWALL USG 2000 VPN traffic is the route base VPN, this means we need to configure a
policy route rule to guide the ZyWALL USG 2000 how to route the VPN traffic to the VPN
remote subnet. We can check if our VPN parameter setting is working by clicking connect
icon after VPN tunnel has configured in both gateway. The VPN connection status showed
below is connected.

-
Configuration
Tokal Connection: 1 30 % connoction per page Page 1/1 ==
— —
7| Mame | Witk Gateway |Encapsalation | Algorithm| Policy (2
1 2w T0tunmnel v D TUMNHEL DES/SHA whalarange WPN_LAKN_SUBNET G E"ﬁ@

We need a policy route to notify the ZyWALL USG 2000 send the packet to VPN tunnel
when the packet’s destination address is VPN remote subnet. Please switch to ZyWALL USG
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2000 GUI > Configuration > Policy > Route > Policy Route and check if there is a rule that
direct the traffic to VPN tunnel. The VPN tunnel candidates must be preconfigured in VPN
connection menu.

1 any nane any any VPN_LAM_SUBNET any rwibtunnel none [} £ B
' - ] M

Gugcang

wnkerface @ '; '3‘ ':" BN

BAPbG Cneg - o
mtarfste | WH DB

2 any nrie gl LAN_SUBNET any any gl

3 any N aw T 0tpnnel VPH_LAM_SUBNET any any el

——ir — Send traffic to VPN tunnel
Lty ] [Reen] When destination is VPN
remote subnet address.

The traffic from local subnet can send to VPN remote subnet and get reply successfully after
configured VPN tunnel and policy route.

GO04. VPN connections are dialed successfully, and the policy route is set. But
the traffic is lost or there is no response from remote site.

There are two possibilities. One is that the traffic is blocked by firewall, Anti-Virus,
Anti-Spam, IDP...etc. Please check the configuration of these services or search the related
dropped logs. Another option is that the remote gateway doesn't know how to route the replied
traffic. Please check the route rules of the remote gateway.

G05. Why don’t the Inbound/Outbound traffic NAT in VPN work?

Check the modified traffic for whether the outbound traffic SNAT still matches the VPN
connection policy. If the traffic doesn't match the policy and the policy enforcement is active,
it will be dropped by the VPN. For Inbound traffic SNAT/DNAT, check if there is a directly
connected subnet or a route rule to the destination.
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H. Firewall FAQ

HO1. Why doesn’t my LAN to WAN or WAN to LAN rule work?

There may be some reasons why firewall doesn’t correctly constrain the access.
1. The WAN zone doesn’t include all WAN interfaces. For example, if you create a PPPoE
interface, you need to add this ppp interface into the WAN zone.
2. The firewall rules order is not correct. Since firewall search firewall rules in order, it
will apply the first firewall rule that matches criteria.

HO2. Why does the intra-zone blocking malfunction after | disable the firewall?

Intra-zone blocking is also a firewall feature. If you want to have intra-zone blocking working,
please keep the firewall enabled.

HO3. Can | have access control rules to the device in firewall?

If your ZYWALL USG 2000 image is older than b6, the answer is No. Firewall only affects

the forwarded traffic. You need to set the access control rules in system for each service such
as DNS, ICMP, WWW, SSH, TELNET, FTP and SNMP. After b6 image, user can configure

to-ZyWALL rules to manage traffic that is destined to ZyWALL.
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|. Application Patrol FAQ

I01. What is Application Patrol?

Application Patrol is to inspect and determine the application type accurately by looking at the
application payload, OSI layer 7, regardless of the port numbers.

102. What applications can the Application Patrol function inspect?

AppPatrol on ZyWALL USG 2000 supports four categories of application protocols at the
time of writing.

1. General protocols -- HTTP, FTP, SMTP, POP3 and IRC.

2. IM category -- MSN, Yahoo Messenger, AOL-ICQ, QQ

3. P2P category -- BT, eDonkey, Fasttrack, Gnutella, Napster, H.323, SIP, Soulseek
4. Streaming Protocols -- RTSP (Real Time Streaming Protocol)

Note: The applications support is not configurable (add or remove).

Protocel Protocol | Application Type/Version | Action Block |Block of Access|BWM over the Application
Type
Common (FTP Filezilla 2.2.18, 2.2.19 (Active) |Protocol detect Yes Yes
Common (FTP Filezilla 2.2.18, 2.2.19 (Passive)|Protocol detect Yes Yes
Common [HTTP IE6 Protocol detect Yes Yes
Common [HTTP Firefox 2.0, 1.5 Protocol detect Yes Yes
Common |IRC Protocol detect Yes Yes
Common [POP3 Outlook Express 6 Protocol detect Yes Yes
Common [SMTP Outlook Express 6 Protocol detect Yes Yes
IM aol-icq ICQ5.1 audio Yes No
IM aol-icq ICQ5.1 video Yes No
IM aol-icq ICQ5.1 file transfer Yes No
IM aol-icq ICQ5.1 Login Yes No
IM aol-icq ICQ5.1 Message Yes No
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IM jabber Google Talk 1.0 Login Yes No
M msn 75,8.0 audio Yes Yes
M msn 75,8.0 file transfer Yes Yes
IM msn 7.5,8.0 Login Yes No
IM msn 7.5,8.0 Message Yes No
M msn 7.5,8.0 video Yes Yes
IM aq QQ2006, QQ2007Beta Login Yes No
IM Web-MSN|NA (Web Application) Login Yes No
IM Yahoo 8.1.0.195 audio Yes Yes
IM Yahoo 8.1.0.195 file transfer Yes Yes
IM Yahoo 8.1.0.195 Login Yes No
IM Yahoo 8.1.0.195 Message Yes No
IM Yahoo 8.1.0.195 video Yes Yes
P2P bittorrent |Bitcommet 0.79 Protocol detect Yes Yes
P2pP eDonkey |emule 0.47c; Vagaa Protocol detect Yes No
P2pP ezpeer EzPeer Plus 1.0 Login Yes No
P2pP fasttrack |Kazaa 3.2 Login Yes No
P2P Gnutella |LimeWire 4.12, Foxy 1.9 Protocol detect Yes Yes
pP2pP kad emule 0.47c; Vagaa Protocol detect Yes* No
P2P kuro KuroBang Login Yes No
P2P poco Poco 2006 Protocol detect Yes No
P2P pplive PPLive 1.7.26 Protocol detect Yes Yes
P2P qqglive QQLive 3.5 Protocol detect Yes Yes
IM rediff Rediff 8.0 Login Yes No
IM rediff Rediff 8.0 Message Yes No
M rediff Rediff 8.0 audio Yes No
M rediff Rediff 8.0 video Yes No
M rediff Rediff 8.0 file transfer Yes No
P2P soulseek |Soulseek 156/157test8 Protocol detect Yes No
P2P thunder |Thunder 5.5 Protocol detect Yes Yes
Streaming |Rtsp RealMedia Player v6.0 Protocol detect Yes No
VolP H323 Netmeeting 3.01 Protocol detect Yes Yes
VolP SIP Windows Messenger 5.1 Protocol detect Yes Yes
VolP SIP Gizmo 3.0 Protocol detect Yes Yes

103. Why does the application patrol fail to drop/reject invalid access for some
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applications?

There are two possible reasons for this problem. One is that this application version is not
supported by the Application Patrol (please refer to Application Patrol Support List). The other
is that the Application Patrol needs several session packets for the application identification.
After the session is identified successfully (or it can’t be identified), specified action is taken.
If the session is terminated before being identified, application patrol won’t take any action.
But it seldom happens.

104. What is the difference between “Auto” and “Service Ports” settings in the
Application Patrol configuration page?

If the user selects “Auto”, the ZyWALL inspects packet by OSL layer 7(signature pattern). By
selecting “Service Ports”, the ZyWALL inspects the incoming packet based on layer 4. By
default, “Auto” will be selected once an AppPatrol rule is enabled. Please refer to the
following information in advance to use “Service Ports” option:

(1) Defines the port used in ZyWALL USG 2000. For easy configuration purpose, the ZyWLL
has been pre-configured for the frequent use service port. For example: eDonkey service is
pre-defined to take action on port 4661 ~ 4665 as shown below.
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Service
[“lEnable service
Service Identification
Marne eDonkey
Classification ) auto é__@'jaervice Ports
Service Port : R P TS
4661
4662
4663
4664
4665
Policy
. n; inr = e | f‘; -»..,\-\,- B Fix T "vh ""‘fcv e __1'.* =
Default 0 none any any any any any forward
[ [0].4 ] [Cancel ]

(2) It could be used when user want to apply bandwidth control for certain allowed or rejected
application (which is in Application Patrol support list).

(3) Since the “Service Port” performs up to OSI layer 4 inspections, so the system
performance would be better than the “Auto” inspection (layer 7). Therefore, if the user
concerns about system performance or user’s network environment is simple, the “Service
Ports” setting could be the choice.

105. What is the difference between BWM (bandwidth management) in Policy
Route and App. Patrol ?

There are two places to set BWM policies:

1. Policy Route — The rule of Policy Route supports Outbound BWM only.

2. App. Patrol — App. Patrol supports both Outbound BWM and Inbound BWM.

If a traffic matches the BWM rules of both Policy Route and App. Patrol, Policy route will
be applied on the traffic.
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106. Do | have to purchase iCards specifically for using AppPatrol feature?

AppPatrol can be free for usage.

Pre-Condition & Usage:

AppPatrol packet inspection mechanism relays on signature pattern if you select “auto” mode,
which is also employed by IDP feature. You can have the signature download from
subscribing IDP/AppPatrol trial service. During the trial period, you can download the
signature. After trial program expired, you will no longer able to update the signature unless
you subscribe the IDP UTM service (Note: Purchase of IDP iCard is required). However, you
still can use AppPatrol feature without signature update. (Remark: New application may not be
detected if signature is not updated.)

107. Can | configure different access level based on application for different
users?

Yes, you can configure different access level for different users, for example, you can
configure the RD team have the rights to using MSN but only have rights to chat, they cannot
transfer files. The managers will have full access rights, but the Guests have no rights to using
MSN even login.

108. Can | migrate AppPatrol policy and bandwidth management control from
ZLD1.0x to ZLD2.0x?

No, as the new ZLD platform 2.0x enhances zone-to-zone mechanism which is not capable to
migrate into new AppPatrol. Therefore, the user will be required to reconfigure the related
setting after complete firmware upgrade.
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J. IDP FAQ

JO1. Why doesn’t the IDP work? Why has the signature updating failed?
Please check if your IDP services are activated and are not expired.

JO02. When | use a web browser to configure the IDP, sometimes it will popup
"wait data timeout”.

For current release, when you configure IDP and enable all the IDP rules at the same time, you
may see the GUI showing “wait data timeout”. This is because GUI can’t get the IDP module
setting result for a period of time, even if the configuration of ZyWALL USG 2000 is correct.

J03. When | want to configure the packet inspection (signatures), the GUI
becomes very slow.
We suggest you had better use "Base Profile™ to turn on/off signatures.

JO4. After | select "Auto Update” for IDP, when will it update the signatures?
After applying "Auto Update™, ZyWALL USG 2000 will update signatures Hourly, Daily, or
Weekly. But updating will occur at random minute within the hour specified by user.

JO5. If  want to use IDP service, will it is enough if | just complete the
registration and turn on IDP?

Please ensure to activate the “protected zone” you would like to protect and configure the
action for attack of the “protected zone” in the related IDP profile is others than “none”.

JO6. What are the major design differences in IDP in ZLD1.0x and latest IDP/ADP
in ZLD2.0x?

The following are 3 major differences made from ZLD2.0x 2000:

IDP-Inspects via. Signature

An IDP system can detect malicious or suspicious packets and respond instantaneously. It is
designed to detect pattern-based attacks.
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The signature is designed for IDP in the purpose of detecting pattern-based attacks.
If a packet matches a signature, the action specified by the signature is taken. You can change
the default signature actions in the profile screens.

You can create custom signatures for new attacks or attacks peculiar to your network. Custom
signatures can also be saved to/from your computer so as to share with others.

ADP-Anomaly
An ADP (Anomaly, Detection and Prevention) system can detect malicious or suspicious
packets and respond instantaneously. It can detect:

- Anomalies based on violations of protocol standards.

- Abnormal flows such as port scans.
ADP on the ZyWALL protects against network-based intrusions. You can also create your own
custom ADP rules.

System Protection
System Protection System offers the ZyWALL ability to protect itself against host-based
intrusions. ZyXEL can prevent not only network intrusions but also host-based instructions.

Zone to Zone Protection

A zone is a combination of ZyWALL interfaces for security. Traffic direction is defined by the
zone the traffic is coming from and the zone the traffic is going to.

The ZyWALL can inspect the traffic from different sources. Therefore, the
malicious/suspicious packets from WAN to LAN and the traffic coming from DMZ to LAN
will be treated differently.

JO7. Does IDP subscription have anything to do with AppPatrol?

AppPatrol can be free for usage if the user registers the IDP trial license firstly. Due to
AppPatrol requires the IDP signatures to identify the application type, by registration to the
trial program, the user can use AppPatrol as well to update signatures during the trial period.
Once the trial license expires the user can still use the AppPatrol feature but is no longer able
to update signatures. AppPatrol is independent from IDP, both features can be turned on or off
independently.
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L7 Inspection to Stop Yes No Yes
Threats & Attacks
Signature Update Yes No Yes
TA/PA No Yes No
Protecting ZyWALL No Yes Yes
Itself
Requiring iCard Yes No No
Subscription

TA: Traffic Anomaly

|PA: Protocol Anomaly

J08. How to get a detailed description of an IDP signature?

The detailed IDP signature description can be retrieved either by visiting MySecurityZone or
by clicking the hyper link in the log.

J09. After an IDP signature updated, does it require ZyWALL to reboot to make
new signatures take effect?

No, it is not necessary to reboot the device to make new signatures take effect.

217
All contents copyright (c) 2008 ZyXEL Communications Corporation.



ZyXEL ZyWAL L USG 2000 Support Notes

K. Content Filtering FAQ

KO1. Why can’t | enable external web filtering service? Why does the external
web filtering service seem not to be working?

Enabling this feature requires the registration with myZyXEL.com and service license. If your
service is expired, the feature would be disabled automatically.

K02. Why can’t | use MSN after | enabled content filter and allowed trusted
websites only?

MSN messenger tends to access various websites for internal use and if it can’t access these
websites, the login fails. If allowing trusted websites only is enabled and the websites that
MSN messenger wants to access are not in the trusted website, access would be blocked. If
you really want this option enabled, you have to add these websites in the trusted websites list.
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L. Device HA FAQ

LO1. What does the “Preempt” mean?

The “Preempt” means that the Backup with high priority can preempt the Backup with low
priority when the Backup device is online. And Master can always preempt any Backup.

LO2. What is the password in Synchronization?

If the Backup wants to synchronize the configuration from Master, both Master and Backup
device must be set the same password.

LO3. What is “Link Monitor” and how to enable it?

There is a new feature enhancement “Link Monitor” in ZLD 2.10 of USG 2000. By enabling
“Link Monitor” option, the ZyWALL monitors link status of direct-connected cables
constantly. If a master ZyWALL device HA interface's link is down, the faulty device HA
interface on master's router remains in status active and the rest of HA interface(s) on the
master router will turn into fault. The purpose of this design is to prevent the backup router
interface in the same HA group cannot detect the faulty event encountered on the master
router.

You can click on Device HA from the left panel and check the “Enable” checkbox to enable
“Monitored Interface.”

= ZyWALL > Dewvice HA > Monitored Interface > Edit > #1

| Monitored Interface Configuration

: Enable Monitored Interface

~ Interface Name T TTTTTTT7 wani
“irtual Router IP(WRIP) / Subnet Maslk 167.35.4.3 4 255.255.255.0
Manage IF

Subnet Mask

[ (01,9 ] I Cancr:l]
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LO4. Can Link Monitor of Device HA be used in backup VRRP interfaces?

No, the Link monitor is designed only for master device, if the master VRRP interface’s link is
down, “Link Monitor” shuts down all of the master’s VRRP interfaces except the failure
interface so the backup ZyWALL takes over completely.

LO5. Why do both the VRRP interfaces of master ZW USG 2000 and backup ZW
USG 2000 are activated at the same time?

Since the ZWUSG 2000 master sends multicast VRRP announcement to backup ZWUSG
2000 periodically, if the backup ZWUSG 2000 doesn't receive the VRRP announcement, it
will activate its VRRP interfaces.

For the application scenario if the VRRP interface of master and backup ZWUSG 2000
connect to a switch, the switch MUST forward the VRRP multicast to the backup ZWUSG
2000. Otherwise the backup ZyWALL will never receive VRPT announcement. Please ensure
the switch forwards the multicast VRRP announcement (224.0.0.18) by enabling the "Unkown
multicast flodding™ option in the switch setting.
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M. User Management FAQ

MO1. What is the difference between user and guest account?

Both “user” and “guest” are accounts for network access. But the difference is that “user”
account can login ZyWALL USG 2000 via telnet/SSH to view limited personal information.

MO2. What is the “re-authentication time” and “lease time”?

For security reasons, administrators and accessing users are required to authenticate
themselves after a period of time. The maximum session time is called re-authentication time.
Lease time is another timeout mechanism to force access users to renew it manually (or
automatically, it is configurable). For administrators, lease time is much like an idle time when
configuring GUI.

MO03. Why can’t | sign in to the device?

There are several reasons that the device can deny the login for
1. Password is wrong

Service access policy violation

Too many simultaneous login session for an account

The IP address is locked out

System capacity reached

SAREE T S A

MO04. Why is the TELNET/SSH/FTP session to the device disconnected? Why is
the GUI redirected to login page after I click a button/link?

There are several reasons that device could log you out.
1. Re-authentication, lease or idle timeout
2. IP address is changed after authentication
3. Another account was used to login from the same computer
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MO5. What is AAA?

AAA stands for Authentication/Authorization/Accounting. AAA is a model for access control
and also a basis for user-aware device. A user-aware device like ZyWALL USG 2000 could
use authentication method to authenticate a user (to prove who the user is) and give the user
proper authority (defining what the user is allowed and not allowed to do) by authorization
method. Accounting measures the resources a user consume during access which is used for
authorization control, resources utilization and capacity planning activities.

AAA services are often provided by a dedicated AAA server or a local database in a
user-aware device. The most common server interfaces are LDAP and RADIUS.

In ZyWALL USG 2000, AAA object allows administrators to define the local database, AAA
server(including LDAP server and RADIUS server) and related parameters. AAA groups are
ones that could group several AAA servers for those enterprises that have more than one AAA
server. Furthermore, if the three kinds of services, LDAP, RADIUS and Local exist at the
same time, administrators could decide the order of different AAA services by AAA method.

MO6. What are Idap-users and radius-users used for?

Idap-users/radius-users refer to the users that are authenticated successfully via
LDAP/RADIUS server. If you want to perform access control rules or build access policies for
the users authenticated via external servers such as LDAP or RADIUS, you can use the
Idap-users and radius-users in your access control rules or policies.

MOQ7. What privileges will be given for Idap-users and radius-users?

When a user has been authenticated by external database (ladp or radius server), it will retrieve
the user’s attributes (like lease timeout and re-auth timeout value) from the external server. If
the external server doesn’t define the user’s attributes, it will try to check local database on
ZyWALL USG 2000 (at GUI menu Configuration > User/Group > User tab or Group tab)
instead. If it still cannot find, it will use the attribute of “ldap-users” and “radius-users” at GUI
menu Configuration > User/Group > User tab as below. The default lease time and

re-authentication time of Idap-users and radius-users are 1440 minutes.
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m Group I Setting |

Configuration

D ——

admin Adrministration account
2 ldap-users External LDAP Users @7‘@'
3 radius-users External RADIUS Users Edlm|

See the flow as shown below.

Successful Authentication

Retrieve attributes from AZ
Done

eck local database for
external user

& the attribute of “ldap-users- OK

or “radius-users”
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N. Centralized Log FAQ

NO1. Why can’t | enable e-mail server in system log settings?

Enabling e-mail server requires necessary fields filled properly. You have to set the mail server,
the sender address, event recipient and alert recipient.

NO2. After | have the entire required field filled, why can’t | receive the log mail?

E-mail server may reject the event/alert mail delivering due to many reasons. Please enable
system debug log and find out why the e-mail server refused to receive the mail.
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O. Traffic Statistics FAQ

0O01. When | use "Flush Data" in Report, not all the statistic data are cleared.

"Flush Data" means that it clears the statistic data for the specified interface, not all interfaces.
If users want to clear all data, stop collection and start it again.

002. Why isn't the statistic data of "Report” exact?

Report module utilizes limited memory to collect data. It means that the longer is the
collecting duration or the more connections, the less exact the result the Report module has.
This Report function is mainly used for troubleshooting, when a network problem happens.

003. Does Report collect the traffic from/to ZyWALL itself?

In Report module, only the forwarding traffic will be recorded. The forwarding traffic means
the traffic going through ZyWALL. Therefore, only the broadcast traffic in the bridge interface
will be recorded.

004. Why cannot | see the connections from/to ZyWALL itself?

In Session module, only the forwarding traffic will be listed The forwarding traffic means the

traffic going through ZyWALL. Therefore, the broadcast traffic in the bridge interface will
be listed.
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P. Anti-Virus FAQ

PO1. Is there any file size or amount of concurrent files limitation with ZyWALL
USG 2000 Anti-Virus engine?

Due to ZyWALL USG 2000 Anti-Virus engine is a stream-based AV system, there is no strict
limitations in file size or amount of concurrent files can be scanned.

P02. Does ZyWALL USG 2000 Anti-Virus support compressed file scanning?
Yes, the ZyWALL USG 2000 Anti-Virus engine supports virus scanning with compression
format ZIP, PKZIP, GZIP and RAR.

P03. What is the maximum concurrent session of ZyWALL USG 2000 Anti-Virus
engine?

Due to ZyWALL USG 2000 Anti-Virus engine is in stream-based; therefore, there is no
limitations in concurrent session.

P04. How many type of viruses can be recognized by the ZyWALL USG 20007
Anti-Virus engine can detect over 20000 common viruses, including worms and Trojans. The
amount of virus can be detected is depend on amount of virus signature stored in the ZyWALL.
In general, it covers the top 20000 active viruses in the wild list and the number of signatures
on device is always at 3200.

P05. How frequent the AV signature will be updated?
The signature is powered by Kaspersky Labs. The signatures are updated 3 times a week. The
emergency case will be responded within 48 hours.

P06. How to retrieve the virus information in detail?
Simply you can navigate to the web site with URL http://mysecurity.zyxel.com, and search
any virus relate detail as you required.

PO7. 1 cannot download a file from Internet through ZyWALL USG 2000 because
the Anti-Virus engine considers this file has been infected by the virus; however,
| am very sure this file is not infected because the file is nothing but a plain text
file. How do | resolve this problem?

You can add this file to the White List on ZyWALL USG 2000 to avoid this situation.
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P08. Does ZyWALL USG 2000 Anti-Virus engine support Passive FTP?
Yes, ZyWALL USG 2000 supports both Active FTP and Passive FTP.

P09. What kinds of protocol are currently supported on ZyWALL USG 2000
Anti-Virus engine?
HTTP, FTP, SMTP, POP3 and IMAPA4.

P10. If the Anti-Virus engine detects a virus, what action it may take? Can it cure
the file?

The ZyWALL USG 2000 will destroy the infected file, log this event and send alert to system
administrator. Anti-Virus engine cannot cure the infected file.
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